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MASTER/SLAVE COMMUNICATION

BACKGROUND

[0001]Appliances, such as 3D printers and large format printers, may include
large numbers of sensors and actuators of many different kinds, such as
temperature, pressure, humidity and presence sensors, encoders, motor
drivers, fans, heaters, etc. A controller, such as a print engine, is to interface
with all these devices in order to control processes, such as printing processes,

appropriately.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] Examples will now be described, by way of non-limiting examples, with

reference to the accompanying drawings, in which:

[0003] Fig. 1 is a block diagram of a communication system according to an

example;

[0004] Fig. 2 is a more detailed block diagram of a communication system

according to an example;

[0005] Fig. 3 is a schematic diagram showing master node and a slave mode

according to an example;

[0006] Fig. 4A and 4B show examples of message formats for a read request

and a response to the read request;
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[0007] Fig. 5A and 5B show examples of message formats for a write request

and a response to the write request;

[0008] Figs. 6 is a time diagram showing a break character according to an

example;

[0009] Fig. 7 is a schematic view of an example of a node interface;

[00010] Fig. 8 is a flow chart of an example of a method of communicating in a

communication system;

[00011] Fig. 9 is a flow chart of an example of features of a master/slave

communication at a slave node side; and

[00012] Fig. 10 is a flow chart of an example of features of a master/slave

communication at a master node side.

DETAILED DESCRIPTION

[00013] Generally, examples of the present disclosure relate to master/slave
communication and aspects of master/slave communication between a master
node and slave nodes in a communication system using a master/slave
communication protocol, MSCP. Examples relate to a communication system
designed for networks of sensors and actuators that is robust to communication
errors and machine readable instruction errors. In examples, the communication
system is targeted at large networks of low cost devices provided with limited
computational resources. The error resilience and robustness characteristics of
the communication system are designed to maintain a good trade-off with the

communication efficiency of the master/slave communication protocol used.

[00014] Generally, examples of the present disclosure may relate to a
master/slave communication protocol for realizing a low-cost network of slave

devices, such as sensor/actuator devices, to be connected to a master device,
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such as a central engine in a 3D/large format printer. Other examples may be
directed to other products in which communication between a number of slave
devices and one master device is desired. Examples of the present disclosure
provide a low-latency, high bandwidth connectivity in such system and may
scale up to very large numbers of devices. In examples, devices for
implementing the protocol may be realized using price competitive embedded

microcontrollers, and hence may provide a very cost-effective solution.

[00015] Examples of the present disclosure are designed for a complex
appliance or product, such as a 3D printer, which is composed of a variety of
sensor and actuator devices which are controlled by a central engine. For the
appliance to work properly, the interaction between the central engine and the
sensors and actuators has to be successful and timely, so that the engine may
perform its internal routines using up-to-date sensorial input and perform the

intended actuation with the proper timing.

[00016] Several causes of errors may possibly hinder the interaction of the
central engine, the master node, with sensor and actuator devices, the slave
nodes. Such causes may be communication errors due to noise and
interference, malfunctions of the slave nodes, e.g., due to a machine readable
instruction error, or due to unexpected latencies in the device readable
instructions. A further cause may be a malfunction of the central engine, e.g., a

hang in the central engine when executing machine readably instructions.

[00017] What is desired is an error resilient communication system that may
satisfactorily address such causes of error, and that may be implemented on
low cost devices with limited computational capabilities, but also supporting high
communication bandwidth. In examples, an electrical communication interface
using universal asynchronous serial communication, UART, is used to
implement the MSCP. In examples, the MSCP provides a resilient and efficient
communication protocol that may work on top of a UART electrical interface and

tackle the aforementioned types of errors.
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[00018] Examples of the present disclosure may be implemented using a
master/slave communication protocol, MSCP. According to the MSCP, a host,
master node, communicates with the devices, slave nodes, with read requests
and write requests to specific registers, which provide the interface for the
master node to interact with the slave nodes, which may comprise sensors and
actuators. The MSCP may be transported over a full duplex UART physical
interface. Before specific features making the MSCP error resilient are

described, features of the MSCP are described.

[00019] Examples of the present disclosure provide a communication system
in which the MSCP is implemented. Fig. 1 shows a schematic view of a
communication system 10 comprising a master node 12 and slave nodes 143,
14b, and 14c. The master node 12 and the slave nodes 14a, 14b, 14c are
coupled to each other in a daisy chain configuration. The daisy chain
configuration includes a request line 16 to transmit requests from the master
node 12 to the slave nodes 14a, 14b, and 14c, and a response line 18 to
transmit responses from the slave nodes 14a, 14b, and 14c to the master node.
Generally, as indicated by the interruption and the dots in Fig. 1, the
communication system 10 may comprise a different number of slave devices,
such as a larger number or a lower number when compared {o the three slave

devices shown in Fig. 1.

[00020] The term daisy chain configuration is meant to define a configuration,
in which a first slave node, i.e., slave node 14a, is coupled to the master node
12 via the request line 16 and the response line 18, and in which each
subsequent slave node is coupled to the respective preceding slave node via
the request line 16 and the response line 18. Thus, the slave nodes are serially
coupled to each other to form a chain. The request line 16 may be regarded as
being formed by all request line portions coupling the master node and the slave
nodes of the daisy chain configuration to each other and the response line 18
may be regarded as being formed by all response line portions coupling the

master node and the slave nodes of the daisy chain configuration to each other.
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In the daisy chain configuration, each node transmits data to the next node in
the chain if appropriate. For example, master node 12 sends a request in which
node 14b is addressed via request line 16 to node 14a, and node 14a forwards
the request to node 14b since node 14a is not addressed in the request. A
response from node 14b to the master node 12 will then be sent from node 14b
to node 14a and forwarded to master node 12 by node 14a. Request line 16
and response line 18 represent unidirectional data lines, wherein the respective

direction of data communication is indicated by arrows in Fig. 1.

[00021] Each of the master node and the slave nodes may be implemented in
hardware using discrete modules and/or data processing components that are
not limited to any particular hardware and machine-readable instruction
configuration. The nodes may be implemented using analogue and/or digital
hardware components, such as application specific integrated circuits, field
programmable gate arrays, digital signal processors, microprocessors and
microcontrollers. The nodes may be implemented in any computing or data
processing environment including hardware components, such as processors
and memory devices, and machine-readable instructions. The machine-
readable instructions may be stored in any appropriate memory and may be
executed by the processor in order to achieve the functionalities and processes
described herein. In some implementations, the functionalities are combined
into a single data processing component. In other implementations, the
respective functionalities may be performed by a respective set of multiple data
processing components. The memory devices may store process instructions,
machine-readable instructions, for providing the functionality and implementing
the methods described herein. The memory devices may include tangible
machine-readable storage media. Memory devices suitable for embodying
these instructions and data include all forms of computer-readable memory,
including, for example, semiconductor memory devices, such as EPROM,
EEPROM, and flash memory devices, magnetic disks such as internal hard
disks and removable hard disks, magneto-optical disks, and ROM/RAM

devices. Accordingly, in examples, the nodes may be implemented in hardware
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or in a combination of hardware and machine readable instructions to

implement the communication protocol described herein.

[00022] The terms master and slave are used herein to indicate that the
master node is allowed to initiate communication and to transmit requests via
the request line, while the slave nodes are not allowed to transmit responses via
the response line without having received an associated request from the

master.

[00023] Fig. 2 shows a more detailed schematic view of a communication
system, wherein a master node 12 and two slave nodes 14a and 14b are
shown. Again, a different number of slave nodes may be provided as indicated
at 20 in Fig. 3. The master node may comprise a master printed circuit
assembly, PCA, 22 and a master integrated circuit, IC, 24. A transmitting output
TX of the master IC is coupled to a request line MOSI, Master Out Slave In,
which represents an example of a request line 16. A receiving input RX of the
master node is coupled to a response line MISO, Master In Slave Out, which
represents an example of a response line. The direction of data transmission
over the MOSI line and the MISO line are indicated in Fig. 2 by respective
arrows. Master node 12 may further include a transmission driver 26 and a

receiving driver 28.

[00024] Each slave node may include a slave IC 30. A receiving input RX of
each slave node 14a, 14b is coupled to the request line MOSI and a
transmission input TX of each slave node 14a, 14b is coupled to the response
line MISO. In the example shown, in each of slave nodes 14a, 14b, the request
line MOSI is further coupled to a first input of an OR gate 32 and a disable
output of each slave node 14a, 14b is coupled to the second input of the OR
gate 32. The output of the OR gate 32 is coupled to the MOSI line connecting
the corresponding slave node to the next slave node. This allows the slave node
to disable the request line MOSI to not forward the request to the next slave

node using some previous request or condition. In other examples, such a

6



WO 2020/068095 PCT/US2018/053287

functionality may be implemented differently. In the example shown, the
transmission output RX of slave IC 30 is coupled to a first input of an AND gate
34 and the MISO line coming from a preceding slave node is coupled to the
second input of the AND gate 34 and the output of the AND gate 34 is coupled

to the MISO line connecting the respective slave node to the next slave node.

[00025] In the above example, idle levels of the MOSI line and the MISO line
are low and OR gate 32 and AND gate 34 are used. In other examples, idle
levels of the MOSI line and the MISO line may be high. In such examples, OR
gate 32 may be replaced by an AND gate and AND gate 34 may be replaced by
an OR gate.

[00026] In examples, a slave node N may raise or lower the disableNext signal
after successful reception of a write register request addressed to the device N
with a certain register address and value. Depending on the value of the
disableNext signal subsequent transmissions by the master will be propagated
by device N to device N+1 or will be blocked by device N, and, therefore, not

propagated to device N+1. In examples, the OR gates 32 may be omitted.

[00027] As indicated in Fig. 2, a configuration line CONFIG may be provided
between the master node 12 and the first slave node 14a and between
respective adjacent slave nodes. The configuration line may be used to
communicate between the master node 12 and the slave nodes 14a, 14b
control information useful to implement the communication protocol described
herein.

[00028] In operation, the master node 12 will send requests via line MOSI,
each request addressed to a specific one of the slave nodes. Each slave node
may have associated therewith a specific device identity, 1D, and, therefore,
may be addressed via a device ID in the request. In examples, the addressed
slave node will not forward the request to the next slave node in the chain but

will transmit a response to the master node via line MISO. Transmission of
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requests and responses will take place according to the MSCP described
herein.

[00029] In examples, the master/slave communication protocol, MSCP, may
be described using a layer structure as shown in Fig. 3. It may comprise a
physical layer specification 40, on top of a universal asynchronous receiver
transmitter, UART, baseline 42. Thus, examples may enjoy hardware peripheral
availability across a broadest set of microcontrollers possible, especially
including the cost effective ones. Thus, in examples, each of the master node
and the slave nodes comprises a UART interface, wherein a transmit output of
the UART interface of the master node is coupled to the request line, a receive
input of the UART interface of the master node is coupled to the receive line,
transmit outputs of the slave nodes are coupled to the receive line, and receive

inputs of the slave nodes are coupled to the transmit line.

[00030] In examples, the MSCP further comprises a medium access control,
MAC, layer specification using a master-slave paradigm, MAC/LC layer 44 in
Fig. 3, wherein LC stands for link control. In examples, this specification focuses
on two types of request-response frame exchanges. In examples, the MSCP
supports two request types, read requests and write requests, resulting in
corresponding read and write operations at the addressed slave node. Thus, in
examples, sensor and actuator use cases may be supported efficiently, while at
the same time the design of the protocol may be kept simple and well-suited for
hardware acceleration on the master side. The medium access control
specification aims at providing low latency while ensuring collision-free
operation when multiple devices are sharing the same physical bus. In addition,
an MSCP Application Protocol Layer 46 may provide support for a device
control protocol specification that defines procedures for device identification,
initialization and remote upgrade. Such support may take place via a
configuration line config and corresponding interfaces in the master node 12
and the slave node 14. The MSCP may further provide support for application

protocols aimed at supporting application-specific sensors and actuators, whose
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interaction with the central engine is in examples of the present disclosure the
purpose of the MSCP protocol. Corresponding application layers 48 are shown
in Fig. 3. On the master side, application layer 48 comprises a MSCP master
control application and master specific-purpose applications, and on the slave
side, application layer 48 comprises a MSCP slave control application and slave

specific-purpose applications.

[00031] On the master side, the protocol layer stack architecture may further
comprise a general-purpose input/output, GPIO. In addition, the protocol layer
stack architecture may further comprise a UART bootloader on the slave side
and a UART bootloader client on the master side, such as a STM32® UART

bootloader and a STM32® bootloader client.

[00032] In examples, the master/slave communication protocol may be
implemented in the form of a set of machine readable instructions components
for the master to communicate with the slave devices. In examples, the master
node may be a central engine of a printer and the slave nodes may provide
access to sensors and actuators of the printer. Generally, the master node may
be a controller of an appliance and the slave nodes may be components of the
appliance that provide information and/or components of the appliance that are
controlled by the controller. In examples, the master/slave communication
protocol may be implemented in the form of a device machine readable
instructions library to develop application-specific MSCP devices to be tailored
to the features of different products. In examples, the master/slave
communication protocol may be implemented in the form of several application-

specific MSCP device realizations.

[00033] In examples, the data communication path for implementing the MSCP
comprises two physical lines, the MOSI line representing a request line, and the
MISO line representing a response line. On the master or host side, the MOSI

line may be connected to an UART TX output and the MISO line may be
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connected to the UART RX input. On each slave device, the MOSI line may be
connected to the UART RX input and the MISO line to the UART TX output.

[00034] Interactions according to the MSCP are of the type master/slave, with
the master sending a request on the MOSI line to a specific slave device and

the intended slave device sending the response on the MISO line to the master.

[00035] In examples, just two transactions types are defined by the protocol, a
read regqister request/response and a write register request/response. The size,
i.e., frame length or length, of each message is fixed and asymmetric between
the request and the response. In examples, the protocol prescribes that the
requests are either a write register request having a fixed first frame length or a
read register request having a fixed second frame length, and that a response
to a write register request is a write register response having a fixed third frame
length and that a response to a read register request is a read register response
having a fixed fourth frame length. In examples, the first frame length is larger
than the second and third frame lengths and the fourth frame length is larger
than the second and third frame lengths. In examples, the first and fourth frame
lengths are the same and the second and forth frame lengths are the same. In
examples, for read register transactions, the frame length of the request is 3
bytes and the frame length of the response is 7 bytes. In examples, for write
register transactions, the frame length of request is 7 bytes and the length of the
response is 3 bytes. In examples, the frame lengths may be adjusted as
described above in order to maximize protocol throughput while maintaining

protocol simplicity.

[00036] In examples, the MSCP prescribes that request messages, which are
also simply called requests, have a specific format. The requests transmitted
according to the MSCP contain a request protocol header. The request protocol
header contains a field defining the intended receiver device, i.e., slave node. In
examples, the request protocol header may include the device identity, 1D, of

the slave node addressed by the request. In addition, the request protocol
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header may include a register address for the requested transaction. In
examples, different address ranges may be defined for MSCP control registers
and for application registers, and the request may include a register type
indicator to indicate whether a MSCP control register or an application register
is to be accessed. In addition, the request includes a request type indicator to
indicate the type of the request. In examples, the requested transaction is a
read transaction or a write transaction. In examples, no other transaction types
are possible. The register type indicator and/or the request type indicator may
be included in the request header. The requests may further include data fields.
In examples, a request does not include data fields if the request is a read
request and a request includes data fields, such as data fields of a length of four
bytes, if the request is a write request. In examples, the requests may further
include a checksum, such as a checksum of 8 bits length. In examples, each
request is followed by a break character, which may be a formed by a number
of consecutive bits of the same value, such as a number of consecutive zero
bits.

[00037] In examples, the MSCP prescribes that response messages, which
are also simply called responses, have a specific format. The responses include
a response protocol header. The response protocol header contains a field
indicating the device ID of the slave device transmitting the response. In
addition, the header may include a status field containing status information on
the slave device transmitting the response. In case of a response to a read
request, the response includes data fields, such as data fields of a length of 4
bytes. The responses may include a checksum, such as a checksum of 8 bits
length. In examples, each response is followed by a break character, which may
be formed by a number of consecutive bits of the same value, such as a
number of consecutive zero bits. The responses may include frame bits

separating further information

[00038] Examples of a request and a response in case of a read transaction
are shown in Figures 4A and 4B and examples of a request and a response in

case of a write transaction are shown in Figures 5A and 5B. The respective
11
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headers have a length of two bytes. As shown, frame bits may separate device
ID and address fields in the protocol headers of the requests, and frame bits
may separate device ID and status fields in the protocol headers of the
responses. As shown in Figures 4A and 4B, a request type indicator comprises
a bit RnW. If RnW has a first value, such as one, the request is a read request
and if RnW has a different second value, such as zero, the request is a write
request. A register type indicator comprises a bit UnR. If UnR has a first value,
such as one, the MSCP control register is to be accessed and if UnR has a
different second value, such as zero, the application register is to be accessed.
The requests and responses comprise a checksum CRC at the end thereof.
Each message is followed by a break character BREAK. In the responses, an
attention bit ATTN may be inserted preceding the checksum. According to Fig.
4A, the overall length of a read request plus the break character may be four
characters. According to Fig. 4B, the overall length of a response to the read
request plus the break character may be eight characters. According to Fig. 5A,
the overall length of a write request plus the break character may be eight
characters. According to Fig. 5B, the overall length of a response to the write
request plus the break character may be four characters. Each character may

include 1 byte.

[00039] The MSCP control registers may include control data used in
implementing the MSCP. In examples, the slave nodes comprise sensor nodes
and actuator nodes. In such examples, each type of slave node, i.e., receiver
device, is expected to support a well-defined set of application registers,
mapped to the sensors and actuators that are supported by the particular device
type. By sending appropriate read register requests and write register requests,
the master node, such as a print engine, may retrieve sensor data and apply
control actions on actuators by communicating with the slave nodes via the

master/slave communication protocol described herein.

[00040] In examples, the MSCP disclosed herein is designed for providing low

latency communications. In examples, the allowed latencies may be as small as
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from tens to a few hundreds of microseconds and are enforceable on a per
slave device basis. In examples, the MSCP may be implemented with high
speeds, such as up to 6Mbps or up to 9 Mbps, wherein Mbps stands for
megabit per second. Higher protocol speeds are possible depending on cable
length and signal integrity, wherein cable shielding and proper impedance

construction may help increasing the maximum protocol speed.

[00041] In examples, the timing of requests/responses is accurately controlled
in order to maximize the system throughput while at the same time avoiding
collisions on the response line. In examples, the master node determines the
timing of a response sent by a slave node in response to a request. To be more
specific, the protocol described herein prescribes that a response type and size
are univocally associated with each request type. Thus, when the master node
sends a request to a slave node, the associated response type and size, and
hence duration, are univocally determined by the request type. The
corresponding associations between request types, response types and sizes
may be stored at each node, such as in respective MSCP control registers.

[00042] In examples, a slave node is allowed to transmit a response on the
response line if it is able to decode the request correctly. A slave node is the
addressed slave node if the device ID in the request corresponds to the device
ID of the slave node. The addressed slave node then verifies the checksum and
starts transmission of the response if the checksum is verified successfully. The
slave node does not start transmission of the response if the checksum is not
verified successfully. No other device beside the slave node addressed in the

request is allowed to transmit a response.

[00043] In examples, the MSCP may prescribe that the transmission of a
response on the response line has to be finished after a fixed duration counting
from the end of the request on the request line, which resulted in the response.
To this end, the slave node is to start transmission of the response to the
current request within a predetermined time window from the end of the current

request. The fixed duration after which the response has to be finished is

13
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determined to allow enough time to transmit the response of the fixed length
determined by the request type plus an adequate margin to account for worst
case signal propagation and processing time tolerances at the slave node side.
Thus, the master node may expect receiving the response within a specific time
window. The master node will defer start of a next transmission on the request
line for a time that is sufficient for the end of the next transmission to occur after
the end of the response to the current request. Thus, collision of responses on

the response line may be prevented.

[00044] Examples of the present disclosure may be implemented using the
MSCP protocol described and may comprise some or all features thereof.
Examples of the present disclosure are directed to features making a

master/slave communication error resilient.

[00045] Examples of the present disclosure provide a communication system
comprising a master node and slave nodes, wherein the master node and the
slave nodes are coupled to each other in a daisy chain configuration, the daisy
chain configuration including a request line to transmit request frames from the
master node to the slave nodes and a response line to transmit response
frames from the slave nodes to the master node. Each node comprises a
hardware interface to receive an incoming frame, wherein the hardware
interface detects an end of the incoming frame using a break character. Each
node checks whether the incoming frame has a correct frame length, to further
process the incoming frame if the incoming frame has the correct frame length,
and not to further process the incoming frame if the incoming frame does not

have the correct frame length.

[00046] Examples of the present disclosure provide a slave node for a
communication system comprising a master node and slave nodes coupled to
each other in a daisy chain configuration, the daisy chain configuration including
a request line to transmit request frames from the master node to the slave
nodes and a response line to transmit response frames from the slave nodes to

the master node. The slave node comprises a hardware interface to receive an
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incoming request frame, wherein the hardware interface detects an end of the
incoming frame using a break character. The slave node checks whether the
incoming request frame has a correct frame length, further processes the
incoming frame if the incoming frame has the correct frame length, and does not
further process the incoming frame if the request frame does not have the

correct frame length.

[00047] Examples of the present disclosure provide a master node for a
communication system comprising the master node and a plurality of slave
nodes coupled to each other in a daisy chain configuration, the daisy chain
configuration including a request line to transmit request frames from the master
node to the slave nodes and a response line to transmit response frames from
the slave nodes to the master node. The master node comprises a hardware
interface to receive an incoming response frame. The hardware interface
detects an end of the incoming frame using a break character. The master node
checks whether an incoming response frame has a correct frame length, further
processes the incoming response frame if the incoming response frame has the
correct frame length, and does not further process the incoming response frame

if the response frame does not have the correct frame length.

[00048] The correct frame length is the fixed frame length associated with a
respective response or request. At the slave side, the correct frame length may
include frame lengths of both, a write request and a read request, while, at the
master side, the correct frame length may include a single frame length, namely

the frame length of the response type associated with the sent request.

[00049] Examples of the present disclosure use frames having a fixed frame
length and further processing of a frame depends on whether an incoming
frame has the correct fixed frame length or not. If the frame dos not have the
correct frame length it is assumed that there is a form error and, therefore, the
frame is not further processed. Thus, superfluous processing and the workload
associated therewith may be avoided. The frame length may be determined in

an easy manner using the break character. In examples, the break character
15
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may be formed by a number of at least ten bits having the same level different
from an idle level of the request line and the response line so that it may be
detected easily. In exampiles, if the idle level is high, the break character has a

number of at least ten low bits.

[00050] In exampiles, further processing an incoming frame includes validating
a checksum of the frame and any processing following the validation, such as
sending the frame to a link layer for further processing. Thus, working load
associated with validating the checksum and with any further processing may

be avoided if the incoming frame does not have the correct frame length.

[00051] In exampiles, further processing the incoming frame by a slave node
comprises sending a response to the master node if the incoming frame is
addressed to that slave node, and forwarding the incoming frame to the next
stage of the daisy chain if the incoming frame is not addressed to that slave
node. This further processing is not performed if an incoming frame has the
wrong frame length. Thus, superfluous working load may be avoided in an
addressed slave node and in all slave nodes in the daisy chain downstream of a

slave node detecting a wrong frame length.

[00052] In examples, there are just two request types and two response types,
wherein each request type and each response type has an associated frame
length. Thus, detection whether an incoming frame has been received properly
may be done in an easy manner by detecting whether the incoming frame has
the correct frame length. In examples, the request types are a read request and
a write request and the response types are a read response and a write
response. In examples, the frame length of a write request is larger than the
frame length of a read request, and the frame length of a read response is
larger than the frame length of a write response. A read request may have a first
fixed frame length, such as three bytes, a write request may have a second
fixed frame length, such as 7 bytes, a read response may have a third fixed
frame length, such as 7 bytes, and a write response may have a fourth fixed

frame length, such as 3 bytes. Thus, the frame lengths may be adjusted
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according to the type of the frame so that the requests and responses may be
kept as short as possible.

[00053] In examples, the hardware interface is to transfer the incoming frame
to a memory using direct memory access, DMA. This permits the incoming

frame to be received in a fail-safe manner.

[00054] In examples, the master node is to retransmit a request frame once or
N times and wherein the master node is to increase a count in a header of this
request frame every time the request frame is retransmitted. In examples, the
master node is to retransmit the request frame upon expiration of a timeout
since transmitting the request frame without receiving a response on the
response line, and/or if the incoming frame does not have the fixed frame
length, and/or if a checksum in the incoming frame is not validated successfully.
Thus, recovery from errors may be achieved in case an incoming frame is not
received properly by the master node or one of the slave nodes. If an incoming
frame is not received by an addressed slave node properly, the slave node will
not transmit a response in time and this will be recognized by the master node

which is then retransmitting the frame.

[00055] Since the master increases a count in a header of the request frame
every time the request frame is retransmitted, a slave node which received a
request frame successfully may discard any retransmission of the request frame
having a higher count. Thus, superfluous responses to such a request frame
may be avoided.

[00056] In examples, each slave node comprises a hardware timer and the
slave node addressed in a request transmits a response within a predetermined
time window using the hardware timer. Thus, transmitting the response in time if

the request frame is received properly may be ensured.

[00057] Examples of the present disclosure provide an appliance, such as a
printer, 3D printer or larger format printer, comprising a communication system

of the present disclosure, wherein the master node comprises a central
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controller of the appliance and the slave nodes comprise sensors and actuators
of the appliance. In examples, the sensors and actuators may be of many
different kinds, such as temperature, pressure, humidity and presence sensors,
encoders, motor drivers, fans, and heaters. In such examples, the slave nodes
are formed by sensors and actuators and the master node is formed by a

controller, such as a printer controller.

[00058] In examples, the protocol, such as the MSCP described herein,
specifies that each frame transmission is terminated by a break character. The
break character comprises a predetermined bit sequence detectable by the
node receiving the frame. In examples, the break character is a sequence of at
least 10 low bits. Fig. 6 shows a schematic view of an end of a frame, i.e., two
last characters 100 of a frame, followed by a break character 102. Each
character comprises a start bit, eight information bits, and a stop bit. The break
character 102 comprises at least 10 low bits, i.e., zero bits. Since the idle level
of UART is high, the break character is the most robust signal that may be sent
over UART because of its low-frequency nature. Additionally, the break
character may automatically be detected by UART hardware peripherals and
may cause a restart in the UART physical layer synchronization, i.e., the

process of looking for the start bit of a new frame.

[00059] Hence, using of such a break character permits starting reception of a
new frame from a clean synchronization state. The detection of the end of the
frame may be robust as it is using a robust symbol. The detection of the end of
the frame may be hardware driven, leveraging the functionality of UART HW
peripherals, and thus not exposed to logical or timing errors in non-hardware
driven approaches. In case of a hardware driven detection of the end of the
frame, direct memory access, DMA, may be easily employed for the frame
reception process without non-hardware driven reception which due to its

stringent timing requirements is error prone.

[00060] Fig. 7 shows a schematic view of components of the master node 12

and the slave nodes 14, which are involved in break character detection and
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direct memory access. Each node comprises a hardware interface 110.
Hardware interface 110 comprises a receiving input RX, a break character
detection circuit 112 and a reception buffer 114. The reception buffer is coupled
to a memory 118 of a microcontroller 116 for DMA. An input of break character
detection circuit 112 is coupled to input RX and an output of break character
detection circuit 112 is coupled to microcontroller 116. The communication
protocol, such as the MSCP described above, may be implemented using
microcontroller 116. Hardware interface 110 may be implemented by a UART
hardware peripheral and reception buffer 118 may be a one-byte reception

buffer of the UART hardware peripheral.

[00061] An incoming frame is received at input RX. The break character
detection circuit 112 is a hardware circuit and triggers a hardware signal at its
output when detecting a break character to notify microcontroller 116 when a
break character is seen on a line coupled to input RX. One possible
implementation to realize this trigger is to implement the output of the break
character detection circuit 112 as a binary output. Circuit 112 switches the
binary output to a high level whenever the input thereof stays low for at least ten
consecutive low bits and switches the output back to a low level when the input

thereof switches to a high level.

[00062] Since each frame is terminated with a break character the system may
be implemented with low computational complexity on microcontrollier 116 that
has hardware support for break character detection and for reception of data,
such as UART data, via DMA. DMA may be used to continuously transfer data
from reception buffer 114 to memory 118 of microcontroller 114 implementing
the communication protocol. DMA is normally running to receive incoming frame
data. The hardware break character detection signal at the output of break
character detection circuit 112 interrupts microcontroller 116 which in turn stops
the DMA transfer and runs machine readable instructions that process the
received frame. In examples, the frame length of the received message may be
derived from the DMA byte count when stopping the DMA transfer. With this

solution, microcontroller 114 is relieved from interacting with the hardware
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interface, such as the UART peripheral, until all the content of the incoming
frame is available in the microcontroller memory 118. Additionally, the
microcontroller 116 may process data from its memory very quickly, thereby

allowing fast response times.

[00063] In examples, all communications take place in the form of a
request/response transaction, where the master node sends the request and
the slave node provides the response. The protocol may keep things simple by
having a fixed frame size for the requests and the response. In examples, two

combinations of frame sizes are allowed, break character not included:

READ TRANSFER: the request is 3-byte long and the response is 7-
byte long

WRITE TRANSFER: the request is 7-byte long and the response is 3-
byte long.

[00064] Thus, examples allow for a robust reception process on both the slave
node side and the master node side since both accept as a valid frame one that
matches a valid frame length and do not further process others. This permits
many cases of bad frame reception due to electrical or hardware issues to be

filtered out.

[00065] In examples, the frame contains a checksum field to validate the
integrity of the data. The checksum field may be a CRC, cyclic redundancy
check, field. In detail, a one-byte CRC-8 value may be included as the last byte
in the frame, right before the break character. CRC-8 allows to detect up to two
non-consecutive data bit errors or up to seven consecutive data bit errors in a
frame. Additionally, CRC-8 may be efficiently implemented using machine
readable instructions doing a lookup operation and a bitwise XOR operation per
each byte in the frame. In addition, use of an 8-bit length checksum may limit

the per-frame checksum overhead. Thus, using such a checksum is efficient for
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a communication protocol which uses short but frequent messages and which is
focused on low-end microcontrollers with reduced computational capabilities.

[00066] Examples of the present disclosure further permit communication error
recovery. In examples, the master node may detect that a communication error
occurred in a transaction by the lack of a successfully received response. The
master node may thus perform a retransmission of the unacknowledged
request. In doing so, care is to be taken at the slave node side to detect and
discard possible duplicate transmission requests, which may occur when the
request is successfully received at the slave node side but the response is not
successfully received at the master node side. Thus, in examples, the master
node includes in the header of the request a retransmission counter that
increments with each retransmission. The slave node may therefore store a
copy of the last successfully received request frame, and discard any new

request that is identical to the previous and has a larger retransmission count.

[00067] In other examples, the master node may proactively send N repetitions
of the same request message to the slave nodes. The slave node may discard
duplicate requests using the previously mentioned mechanism. This repetition
scheme may be effective in having a predictable bandwidth requirement and
latency, which may make it more suitable when it comes to network
dimensioning. Additionally, as opposed to the use of retransmissions, the
master node implementation is stateless, and hence may be efficiently

implemented on hardware such as FPGAs.

[00068] In examples, the MSCP prescribes a specified response time to be
respected by each slave node. The response time is defined as the time
duration between the end of the break character corresponding to a request
frame as seen by a slave node on the request line and the beginning of the

response frame transmission by the same slave node on the response line.

[00069] In examples, compliance with the specified response time may be

realized in the slave node as follows. Whenever a request frame is correctly

21



WO 2020/068095 PCT/US2018/053287

received by its intended slave node, the slave node in question starts a
hardware timer set to the value of the response time. Then the slave node
proceeds to perform the operations related to the received request. When
completed, it generates the response frame and sets a flag identifying the
response frame as ready for transmission. When the response timer elapses, a
routine is invoked which checks the response frame ready flag. If the flag is set,
the response is transmitted and the transaction is considered as ended
successfully from the slave node side. On the other hand, if due to an error in
machine readable instructions or due to unexpected computational latency the
response flag is not set by the time the timer elapses, the response is not set,

and a timeout error is registered on the slave node side.

[00070] In examples, the communication protocol may provide control of the
watchdog on the slave nodes. While the master node appeases the watchdog,
the slave node is assured of connectivity with the master node. Control of the
watchdog service on the slave node may comprise two registers, a watchdog
enable register and a watchdog timeout register. The watchdog timeout register
is used to query and set the timeout value of the watchdog on the slave node.
The watchdog enable register is used to enable, disable, and appease the

watchdog.

[00071] Examples of the present disclosure provide a method of
communicating in a communication system as described herein. Fig. 8 shows a
flowchart of such a method. At 200, an incoming frame is received and an end
of the incoming frame is detected by the hardware interface using a break
character. At 202, the node checks whether the incoming frame has a fixed
frame length. If the incoming frame has the fixed frame length, the frame is
further processed and if the incoming frame does not have the fixed frame

length, the incoming frame is not further processed, 204.

[00072] Examples of the present disclosure provide a communication system
as described including a master node and slave nodes. Examples of the present

disclosure provide a master node to be used in such a communication system
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and examples of the present disclosure provide a slave node to be used in such
a communication system. Examples of functionalities of a slave node are now
described referring to the flow chart of Fig. 9, and examples of functionalities of

a master node are now described referring to the flow chart in Fig. 10.

[00073] In examples, each slave node is to perform a reception process as
shown in Fig. 9. At 300, the break character is received on the request line. The
break character indicates the end of a frame and, therefore, at 302, receiving
DMA is stopped. At 304, it is checked whether the received frame has one of
valid fixed frame lengths, which, in examples, may be a frame length of 3 bytes
or 7 bytes. If the received frame does not have the fixed frame length of 3 byte
or 7 bytes, but any other frame length, a form error is recognized, 306. If the
received frame has a frame length of 3 byte, the frame is a read request, 308,
and if the received frame has a frame length of 7 byte, the frame is a write
request, 310. In case of a read request, the CRC value of the frame is fetched
from the third byte, 312, and in case of a write request, the CRC value of the
frame is fetched from the seventh byte, 314. At 316, a new CRC value is
calculated from the frame, such as from all bytes except for the CRC value of
the frame. At 316 it is checked whether the new CRC value matches the CRC
value of the frame. If the CRC values match the checksum is validated
successfully and if the CRC values do not match the checksum is not validated
successfully. If the CRC values match, the frame is sent to a link layer for
processing, 320. If the CRC values do not match, an CRC error is recognized,
322. Upon recognizing a form error at 306 the receiving DMA is started again
and the reception process ends at 324. Upon recognizing a CRC error at 322
the receiving DMA is started again and the reception process ends at 324. Upon
sending the frame to the link layer, the receiving DMA is started again at 322

and the reception process ends at 324.

[00074] In examples, each master node is to perform a process as shown in
Fig. 10. At 400, the master node sends a read request or a write request on the

request line. Corresponding transmissions may be requested by upper layers of
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the master node. At 402, a retransmission counter R is set to 0. At 404, the read
request or the write request is sent on the request line, such as the MOSI line
shown in Fig. 2. At 406 a timeout is started. At 408 and 410 it is determined
whether a break character is received on the response line, such as the MISO
line in Fig. 2, before the timeout expired. If so, a response to the request was
received in time and the process jumps to 412. At 412 the receiving DMA stops.
If a response was not received in time, i.e. the timeout expired before receiving
a response, the retransmission counter R is increased by one at 414. The
retransmission counter is compared to a threshold Rlimit and it is checked at
416 whether the retransmission counter exceeds the threshold Rlimit. If the
retransmission counter does not exceed the threshold, retransmission of the
frame takes place at 404. In the retransmission, the increased retransmission

counter is included in the frame.

[00075] After stopping the receiving DMA at 412, it is determined whether the
received frame has the correct frame length at 418. To be more specific, it is
determined whether the DMA byte count matches the response size for the
transmitted request. If not, a form error is recognized at 420. If it is determined
that the received frame has the correct frame length at 418, the CRC value is
fetched from the frame at 422. In examples, the CRC value is fetched from the
last byte of the frame, i.e. the byte preceding the break character. At 424 a new
CRC value is calculated using the received frame, such as using all bytes of the
frame except for the CRC value of the frame. At 426 it is checked whether the
CRC value of the frame and the new CRC value match. If the CRC values
match the checksum is validated successfully and if the CRC values do not
match the checksum is not validated successfully. If the CRC values do not
match, a CRC error is recognized at 428. If the CRC values match, at 430 the
response frame is further processed by sending the response frame content to
upper layers of the master node for processing. Thereupon, the receiving DMA
is started at 432 and the process ends at 434.
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[00076] Recognizing a form error at 420 or a CRC error at 428 means that the
response was not received successfully. Thus, upon recognizing either a form
error at 420 or a CRC error at 428, the receiving DMA is restarted at 436. Upon
restarting the receiving DMA at 436, the process jumps to 414 and the
retransmission counter is increased by 1. The increased retransmission counter

is again compared to the threshold Rlimit.

[00077] If the comparison at 416 reveals that the retransmission counter
exceeds the threshold, a communication error is reported to upper layers of the

master node at 418 and the process ends at 434.

[00078] Accordingly, examples of the present disclosure permit communication
between a master node and slave nodes in an easy manner while maintaining
the possibility of recognizing errors and recovering from errors. In particular,
examples permit reduction of workload upon recognizing that a received frame

does not have the correct frame length.

[00079] Examples relate to a non-transitory machine-readable storage medium
encoded with instructions executable by a processing resource of a computing

device to perform methods described herein.

[00080] Examples described herein may be realized in the form of hardware,
machine-readable instructions or a combination of hardware and machine-
readable instructions. Any such machine-readable instructions may be stored in
the form of volatile or non-volatile storage such as, for example, a storage
device, such as a ROM, whether erasable or rewritable or not, or in the form of
memory, such as, for example, RAM, memory chips, device or integrated
circuits or an optically or magnetically readable medium, such as, for example, a
CD, DVD, magnetic disk or magnetic tape. The storage devices and storage
media are examples of machine-readable storage, that are suitable for storing a
program or programs that, when executed, implement examples described

herein.
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[00081] All of the features disclosed in the specification including any
accompanying claims, abstract and drawings, and/or all the features of any
method or progress described may be combined in any combination including
any claim combination, except combinations where at least some of such
features are mutually exclusive. In addition, features disclosed in connection
with a system may, at the same time, present features of a corresponding

method, and vice versa.

[00082] Each feature disclosed in the specification including any
accompanying claims, abstract and drawings may be replaced by other features
serving the same, equivalent or a similar purpose, unless expressly stated
otherwise. Thus, unless expressly stated otherwise, each feature disclosed is

one example of a generic series of equivalent or similar features.

[00083] The foregoing has described the principles, examples and modes of
operation. However, the teachings herein are not be construed as being limited
to the particular examples described. The above-described examples are to be
regarded as illustrative rather than restrictive, and it is to be appreciated that
variations may be made in those examples by workers skilled in the art without

departing from the scope of the following claims.
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Claims

What is claimed is:

1. A communication system comprising:

a master node and slave nodes,

wherein the master node and the slave nodes are coupled to each other
in a daisy chain configuration, the daisy chain configuration including a request
line to transmit request frames from the master node to the slave nodes and a
response line to transmit response frames from the slave nodes to the master
node,

wherein each node comprises a hardware interface to receive an
incoming frame, the hardware interface to detect an end of the incoming frame
using a break character,

wherein each node is to check whether the incoming frame has a correct
frame length, to further process the incoming frame if the incoming frame has
the correct frame length, and not to further process the incoming frame if the

incoming frame does not have the correct frame length.

2. The communication system of claim 1, wherein the hardware interface
is to detect the end of the incoming frame using the break character formed by a
number of at least ten bits having the same level different from an idle level of

the request line and the response line.

3. The communication system of claim 1, wherein further processing the
incoming frame includes validating a checksum of the incoming frame by the

node and any processing following the validation.
4. The communication system of claim 1, wherein further processing the

incoming frame by a slave node comprises sending a response to the master

node if the incoming frame is addressed to that slave node, and forwarding the
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incoming frame to the next stage of the daisy chain if the incoming frame is not
addressed to that slave node.

5. The communication system of claim 1, wherein each request frame is
either of a write request type or a read request type, wherein the frame length of
a request frame of the write request type is larger than the frame length of the
read request type, and wherein each response frame is either of a write
response type or a read response type, wherein the frame length of a response
frame of the read response type is larger than the frame length of a response

frame of the write response type.

6. The communication system of claim 1, wherein the hardware interface

is to transfer the incoming frame to a memory using a direct memory access.

7. The communication system of claim 1, wherein the master node is to
retransmit a request frame once or N times and wherein the master node is to
increase a count in a header of this request frame every time the request frame

is retransmitted.

8. The communication system of claim 7, wherein the master node is to
retransmit the request frame upon expiration of a timeout since transmitting the
request frame without receiving a response on the response line, and/or if the
incoming frame does not have the correct frame length, and/or if a checksum in
the incoming frame is not validated successfully.

9. The communication system of claim 7, wherein a slave node which
received a request frame successfully is to discard any retransmission of the

request frame having a higher count.

10. The communication system of claim 1, wherein each slave node

comprises a hardware timer and a slave node addressed in a request frame is
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to transmit a response to the request frame within a predetermined time window
using the hardware timer.

11. A slave node for a communication system comprising a master node
and slave nodes coupled to each other in a daisy chain configuration, the daisy
chain configuration including a request line to transmit request frames from the
master node to the slave nodes and a response line to transmit response
frames from the slave nodes to the master node,

wherein the slave node comprises a hardware interface to receive an
incoming request frame, the hardware interface to detect an end of the incoming
frame using a break character,

wherein the slave node is to check whether the incoming request frame
has a correct frame length, to further process the incoming frame if the incoming
frame has the correct frame length, and not to further process the incoming

frame if the request frame does not have the correct frame length.

12. The slave node of claim 11, wherein further processing the frame
comprises sending a response to the master node if the frame is addressed to
that slave node, and forwarding the frame to the next stage of the daisy chain if

the frame is not addressed to that slave node.

13. A master node for a communication system comprising the master
node and a plurality of slave nodes coupled to each other in a daisy chain
configuration, the daisy chain configuration including a request line to transmit
request frames from the master node to the slave nodes and a response line to
transmit response frames from the slave nodes to the master node,

wherein the master node comprises a hardware interface to receive an
incoming response frame, the hardware interface to detect an end of the
incoming frame using a break character,

wherein the master node is to check whether an incoming response
frame has a correct frame length, to further process the incoming response

frame if the incoming response frame has the correct frame length, and not to
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further process the incoming response frame if the response frame does not
have the correct frame length.

14. The master node of claim 13, wherein the master node is to
retransmit the request frame once or N times and to increase a countin a

header of the request frame every time the request frame is retransmitted.

15. A method of communicating in a communication system comprising a
master node and slave nodes, wherein the master node and the slave nodes
are coupled to each other in a daisy chain configuration, the daisy chain
configuration including a request line to transmit request frames from the master
node to the slave nodes and a response line to transmit response frames from
the slave nodes to the master node, wherein each node comprises a hardware
interface at which the frames are received, and wherein each frame has a frame
type and a correct frame length given by the frame type, the method comprising
at one of the nodes:

receiving an incoming frame and detecting, by the hardware interface, an
end of the incoming frame using a break character;

checking whether the incoming frame has the correct frame length,

further processing the incoming frame if the frame has the correct frame
length, and

not further processing the incoming frame if the frame does not have the

correct frame length.
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