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METHOD FOR PEER TO PEER SUBSCRIBER REGISTRATIONAND AFFILIATION

FIELD OF THE DISCLOSURE

[0001] The present disclosure relates generally to peer to peer wireless

communication and more particularly to subscriber registration and affiliation for

subscribers operating in a peer to peer wide area network (P2PWAN).

BACKGROUND

[0002] A wide area network (WAN) is a network which covers a large geographical

area, and uses communications circuits and systems to connect the network nodes. A

wide area network can comprise wired technologies, wireless technologies, or a

combination thereof. "Wide area" coverage is defined by a number of fixed base

stations which are typically distributed geographically over a large area and are

connected over a wired network. Often these stations are distributed in such a way

that no one station could cover the same geographic area by itself (however this isn't

always the reason for such a wide area network). This enables a first mobile wireless

radio within coverage of a first fixed base station to communicate with other (second,

third, etc.) mobile wireless radios within coverage of remote fixed (second, third, etc.)

base stations. Other types of units which can be on the wide area network (WAN)

are console units - these are units where users can communicate to other console

users as well as mobile radio users; however the console connects to the network over

a wire rather than wirelessly.

[0003] Wireless wide area networks utilize communication technologies such as

WIMAX (Worldwide Interoperability for Microwave Access), UMTS (Universal

Mobile Telecommunications Service), GPRS (General Packet Radio Service), CDMA

(Code division multiple access), GSM (Global System for Mobile communications),

CDPD (Cellular Digital Packet Data), HSDPA (High-Speed Downlink Packet Access),

3G (third generation), 4G (fourth generation), Motorola's MOTOTRBO™ digital

two-way radio system, and the like, to transfer data.



[0004] Within a wide area network, a variety of communication scenarios can c o

exist. For example, one use of the wide area network is to enable a group call (i.e.

one mobile radio user transmitting to many mobile radio users who are listening).

Other examples of communication scenarios within a wide area network are a private

call (i.e. one mobile radio user to one other mobile radio user), a short data call (e.g.

text messaging), and an emergency call.

[0005] Peer to Peer communication (P2P) is a topology where "Peers" talk directly

without go-betweens. Peer-to-peer is a communications model in which each party

has the same capabilities and either party can initiate a communication session.

[0006] The Internet is a worldwide, publicly accessible series of interconnected

computer networks that transmit data by packet switching using the standard Internet

Protocol (IP). It is a "network of networks" that consists of millions of smaller

domestic, academic, business, and government networks, which together carry

various information and services.

[0007] It is desirable in some situations for a Peer to Peer (P2P) Wide Area Network

(WAN) to be deployed over the Internet. For example, the P2PWAN can be

composed of single frequency conventional stations connected P2P over the Internet.

The "Peer" is terminated in the stations. The term Peer and station are synonymous.

[0008] In such systems, there is a requirement that the subscriber be registered on

only one Peer at a time; it must also be affiliated to one Talkgroup at a time. The

registration/affiliation message from a subscriber to a station, over the air (OTA),

must contain at least the subscriber's identification (ID) and the talkgroup to which it

desires to affiliate.

[0009] Typically, there is no control channel in the system directing subscribers to a

media channel. In a P2PWAN consisting of many different stations on different

outbound frequencies, media intended for that subscriber will be sent to that

subscriber on only one frequency. Therefore the P2PWAN and subscriber must align

to the same frequency so that the subscriber shall receive the media.



[0010] The purpose of the registration/affiliation message is to "pull" media to the

one station on which the subscriber is registered/affiliated. The subscriber is "parked"

on the frequency of the station on which the registration/affiliation was received,

waiting for activity. If there is activity on the P2P WAN, the WAN knows on which

Peer the registration/affiliation was received. All media that corresponds to the

subscriber's ID in the registration message or the talkgroup in the affiliation message

is then sent to that one station upon which the registration/affiliation was received.

That one station upon being sent media for that one subscriber from other Peers in the

P2PWAN then transmits the media outbound to the subscriber. All of this assumes

there is one valid registration/affiliation on only one Peer for that one subscriber. If

there is a mismatch between the frequency on which the subscriber is "parked", the

subscriber will not receive the media.

[0011] If a method of reliability isn't employed in the system, a race condition can

occur; the P2PWAN may think the subscriber is parked on one Peer's frequency when

actually the subscriber is parked on a different frequency. In this case, media would

be routed to the wrong station, the wrong station will then either transmit the media

on a frequency the subscriber isn't listening to (and therefore the subscriber doesn't

get the media), or dump the media packet (and therefore the subscriber doesn't get the

media), or route the audio to the station that Peer thinks is the correct Peer (and

therefore the subscriber may or may not get delayed media), or inform the sending

Peer, what it thinks is the correct Peer (and the subscriber may still not get the media).

[0012] Accordingly, there is a need for a method and apparatus for reliable peer to

peer subscriber registration and affiliation in a P2P WAN in which the WAN is

deployed over the Internet.

BRIEF DESCRIPTION OF THE FIGURES

[0013] The accompanying figures, where like reference numerals refer to identical or

functionally similar elements throughout the separate views, together with the detailed-

description below, are incorporated in and form part of the specification, and serve to further



illustrate embodiments of concepts that include the claimed invention, and explain various

principles and advantages of those embodiments.

[0014] FIGs. 1 through 7 are block diagrams of an example peer to peer wide area

network (P2PWAN) and various states of operation.

[0015] FIG. 8 is a flowchart illustrating a method of operation of a subscriber for peer

to peer subscriber registration and affiliation in accordance with some embodiments.

[0016] FIG. 9 illustrates a registration/affiliation message in accordance with some

embodiments.

[0017] FIG. 10 illustrates an acknowledgement message in accordance with some

embodiments.

[0018] FIG. 11 is a flowchart illustrating a method of operation of a peer for

registration and affiliation of a subscriber in accordance with some embodiments.

[0019] FIGs. 12 through 19 are block diagrams of an example peer to peer wide area

network and various states of operation in accordance with some embodiments.

[0020] Skilled artisans will appreciate that elements in the figures are illustrated for

simplicity and clarity and have not necessarily been drawn to scale. For example, the

dimensions of some of the elements in the figures may be exaggerated relative to

other elements to help to improve understanding of embodiments of the present

invention.

[0021] The apparatus and method components have been represented where

appropriate by conventional symbols in the drawings, showing only those specific

details that are pertinent to understanding the embodiments of the present invention so

as not to obscure the disclosure with details that will be readily apparent to those of

ordinary skill in the art having the benefit of the description herein.

DETAILED DESCRIPTION



[0022] Terms/Definitions

[0023] Affiliation - A message (usually tied with the registration message) telling the

peer which talkgroup media a subscriber would like to receive.

[0024] Inbound - a call OTA from a subscriber to a Peer (i.e. station).

[0025] OTA - Over The Air

[0026] Outbound - a call OTA from a Peer (i.e. station) to a subscriber.

[0027] Personality - Frequency/Talkgroup pairing usually changed by the user

moving a knob on the subscriber to a new detente position.

[0028] P2PWAN - P2P Wide Area Network

[0029] Peer - termination of Peer identity in a station. Therefore equivalent to a

station.

[0030] Registration - A message (usually tied to an affiliation message) that tells a

base station, that this is the frequency upon which the subscriber is parked waiting for

media.

[0031] Station - fixed base station or Peer

[0032] Subscriber - mobile two-way radio (portable included).

[0033] Update - a message sent from one Peer to another Peer which has at least the

subscriber's unique ID plus talkgroup affiliation

[0034] FIG. 1 is a block diagram illustrating an example peer to peer wide area

network (P2PWAN) 100 for operation of some embodiments of the present invention.

As illustrated, the peer to peer wide area network (P2PWAN) 100 includes a plurality

of Peers 105. Although four Peers (peerl 105-1, peer 2 105-2, peer3 105-3, and peer4

105-4) are illustrated in FIG. 1 for illustrative purposes only, it will be appreciated by

those of ordinary skill in the art that any number of peers can be implemented in

accordance with the present invention.

[0035] A Peer 105-n, in accordance with some embodiments, is a functional unit

located within a base station or console unit. For example, the Peer 105-n can be



operating within a base station that is a fixed (non-mobile), full-duplex, radio

frequency (RF) (wireless) modem (capable of having both a transmit and a receive

frequency pair) which receives control and media (data/voice) from one or more

mobile radios and presents the control/media to an entity (the Peer) which typically

coincides within the base station. The Peer sends the control/media to other Peers on

the WAN. In turn, when the base station's Peer receives control/media from other

Peers on the WAN, the Peer forwards the control/media to the base station so that the

base station may transmit the media wirelessly to the one or more mobile radios.

[0036] Alternatively a Peer 105-n can reside in a separate box, adjacent to the base

station or console.

[0037] The P2PWAN network 100 further includes at least one Subscriber (illustrated

in FIG. 1 as "Subscriber 1") 110. The Subscriber 110 is a mobile device such as a

two-way radio, a messaging device, a mobile radio, and the like. Once

registered/affiliated to the P2PWAN 100, the Subscriber 110 can communicate with

one or more other mobile and fixed subscribers through the Peers 105 within the

P2PWAN 100.

[0038] In accordance with some embodiments of the present invention, the Subscriber

110 includes a "personality knob." The personality knob is a selector knob that

typically has eight or sixteen (16) positions, although any number of positions is

possible. Each position is a different "personality," meaning a combination of

frequency and talk group. A user of the Subscriber 100 can choose a particular Peer

for registration/affiliation by choosing that Peer's frequency and also being in

communication range such that the Peer receives the registration/affiliation message.

[0039] Operationally, in FIG.l the Subscriber 110 is not yet registered/affiliated to

the P2PWAN 100. Further, the Subscriber 110 user is "spinning" the personality

knob on the Subscriber 110. "Spinning the knob" means that the user is turning the

knob rapidly or randomly so that the Subscriber 110 changes to a frequency and sends

an affiliation message, and then does so again very quickly, and perhaps again and

again. This results in a number of affiliation messages being transmitted. In other



words, such an operation can cause a rapid succession of registration/affiliations to be

sent to different Peers (stations) on different frequencies, thereby incurring race

conditions. These race conditions can cause the P2PWAN 100 to mistakenly believe

the Subscriber 110 is registered to the wrong Peer, on the wrong frequency and

affiliated to the wrong talkgroup. Being registered to the wrong Peer, on the wrong

frequency and affiliated to the wrong talkgroup will cause packets to be routed to the

station which is on a frequency on which the Subscriber 110 isn't listening.

[0040] FIG. 2 illustrates the P2PWAN 100 of FIG. 1 when the user first causes the

Subscriber 110 to register its unique subscriber identification (ID) to Peerl 105-1, and

affiliate on TalkGroup A (TgA) at Peerl 105-1 on frequency=fl by sending an

affiliation message 200 to Peerl 105-1 using frequency fl.

[0041] As illustrated in FIG. 3, upon receipt of the affiliation message 200, Peerl

105-1 sends back an acknowledgement 300 to the Subscriber 110. Peerl 105-1 (as

does Subscriber 110 currently) considers Subscriber 110 to be registered to Peerl

105-1; affiliated to TgA; and listening on frequency=f 1.

[0042] FIG. 4 illustrates the P2PWAN 100 at a later point in time wherein, because

the Subscriber 110 user is "spinning" the personality knob on the Subscriber 110,

Subscriber 110 now registers its unique subscriber ID to Peer4 105-4 by sending an

affiliation message 400 to Peer4 105-4, affiliating on TalkGroup B (TgB) at Peer4

105-4 on frequency=f2.

[0043] FIG. 5 illustrates the P2PWAN 100 in which the user stays parked on this

personality; and further in which Peer4 105-4 sends back an acknowledgement 500 to

Subscriber 110. Peer4 105-4 now (as does Subscriber 110 currently) considers

Subscriber 110 to be registered to Peer4 110-4; affiliated to TgB, and listening on

frequency=f2.

[0044] In the architecture as described in relation to FIGs. 1 through 5, each Peer 105

floods the other Peers with registrations/affiliations (i.e. sends a status update to each

of the other Peers regarding the registration/affiliation state of Subscriber 110).

Regardless of flooding, the same error condition can occur in any design. Flooding



increases the probability of a Peer having the wrong assumption to which Peer a

subscriber is registered (and to what talkgroup Subscriber 110 is affiliated) .

[0045] FIG. 6 illustrates the P2PWAN 100 in which Peerl 105-1 and Peer4 105-4

intend to update all other Peers 105 of the P2PWAN 100 that they each have received

Subscriber 110's registration/affiliation. As illustrated in FIG. 6, Peerl 105-1 and

Peer4 105-4 each update all other Peers 105-n with the registration/affiliation update

they each received from Subscriber 110. Peerl 105-1 informs Peer2 105-2, Peer3

105-3, and Peer4 105-4 that Subscriber 110 is affiliated on TgA at Peerl 105-1.

Similarly, Peer4 105-4 informs Peerl 105-1, Peer2 105-2, and Peer3 105-3 that

Subscriber 110 is affiliated on TgB at Peer4 105-4.

[0046] Although in actuality, Subscriber 110 has settled on Peer4's frequency on TgB,

due to race conditions, (which can be exacerbated by packet drop), the notifications to

the other Peers can arrive misaligned. In other words, even though the

registration/affiliation message was sent to Peer4 105-4 after the

registration/affiliation message was sent to Peerl 105-1, the update message from

Peer4 105-4 may arrive at another peer before the update message from Peerl 105-1.

This can happen because of delays and packet loss on the WAN. Without some

common reference, the Peers may only assume that the last update received from a

Peer is the most valid. FIG. 7 illustrates the potential scenario of registration and

affiliations for Subscriber 110 recorded at each Peer. This is also summarized in the

state table below:

Table 1: Registration/Affiliation State in each Peer for Subscriber 110

[0047] As illustrated in Table 1 and FIG. 7, Peer2 105-2, Peer3 105-3, and Peer4 105-

4 all have incorrectly now recorded that Subscriber 110 is registered to Peer 1 on TgA.

Peer2 105-2, Peer3 105-3, and Peer4 105-4 will thereafter route media (group or



private) intended for Subscriber 110 to Peerl 105-1. Upon receipt of this media,

Peerl 105-1 may not transmit the media OTA since Peerl 105-1 doesn't believe

Subscriber 110 is registered to Peerl 105-1 but rather to Peer4 105-4. Alternatively,

if Peerl 105-1 routes the media to the correct Peer (i.e. Peer4 105-4), Peer4 105-4

may not transmit the media OTA since Peer4 105-4 believes the subscriber 110 is

registered/affiliated to Peerl 105-1. Because neither Peerl 105-1 nor Peer4 105-4

will transmit media to Subscriber 110, it doesn't matter if the architecture is designed

so that a Peer corrects the route (e.g. Peerl 105-1 sending packets destined to

Subscriber 110 to Peer4 105-4 or Peer4 105-4 sending packets destined to Subscriber

110 to Peerl 105-1) since the terminating Peer will dump the packets.

[0048] Therefore, it is desirable to have an unambiguous way of knowing which is the

last registration/affiliation received from the subscriber. This will indicate on which

frequency the subscriber is parked, the Peer to which the subscriber is registered and

the talkgroup to which the subscriber is affiliated.

[0049] FIG. 8 is a flowchart illustrating a method 800 of operation of a subscriber for

peer to peer subscriber registration and affiliation in accordance with some

embodiments. As illustrated, the method begins with Step 805 in which a subscriber

determines whether or not a personality change has been incurred by the subscriber

user. When a personality change has not occurred, the method continues to Step 810

in which the subscriber determines whether or not a timer has expired requiring a

renewal of the personality state (i.e. the talkgroup affiliation) with the P2PWAN.

When a timer has not expired, the method cycles back to Step 805 and periodically

continues checking for a personality change and/or timer expiration. When a timer

expiration is detected in Step 810, the method continues to Step 815 in which the

subscriber sends a registration/affiliation message over the air to a Peer.

[0050] Returning to Step 805, when a personality change is detected in Step 805, the

SubscriberRegAfflndex is incremented (that is, increased by a value of one) in Step

812. The operation then continues to Step 815 in which the subscriber sends a

registration/affiliation message to a Peer.



[0051] FIG. 9 illustrates a registration/affiliation message 900 in accordance with

some embodiments. As illustrated in FIG. 9, the registration/affiliation message

includes a subscriber ID 905, a talkgroup affiliation 910, and a 24 bit index number

(subscriberRegAfflndex) 915. The subscriberRegAfflndex 915 starts at zero (0)

when the subscriber is originally programmed.

[0052] Returning to FIG. 8, in Step 816, the subscriber periodically checks for receipt

of an acknowledgement from the Peer. When an acknowledgement is not received

from the Peer, the operation continues to Step 818 in which in which the Subscriber

determines whether or not a personality change has been incurred by the subscriber

user. When a personality change has occurred, the method proceeds to Step 812 and

onwards, incrementing the subscriberregaffindex and transmitting a

registration/affiliation message in Step 815 thereafter. When a Subscriber personality

change has not occurred, the method continues to Step 820 in which the subscriber

determines whether or not an ACK (acknowledgement) timer has expired. When the

ACK timer has not expired, the method cycles back to Step 816 periodically checking

for receipt of the acknowledgement message. When the ACK timer has expired in

Step 820, the method cycles back to Step 815, retransmitting the

registration/affiliation message to the Peer.

[0053] FIG. 10 illustrates an acknowledgement message 1000 in accordance with

some embodiments. As illustrated, the acknowledgement message 1000 includes a

Peer ID 1005, the Subscriber ID 905, and a peerRegAfflndex 1015 equal to the

subscriberRegAfflndex 915.

[0054] Returning to FIG. 8, when, at Step 816, the Subscriber receives the

acknowledgement message from the Peer, the operation continues to Step 825 in

which the subscriber determines whether or not the received peerRegAfflndex 1015

equals the subscriberRegAfflndex 915. When the received peerRegAfflndex 1015

equals the subscriberRegAfflndex 915, the operation cycles back to Step 805 and the

process starts over. When the received peerRegAfflndex 1015 does not match the



subscriberRegAfflndex 915, the operation cycles back to Step 815 and the subscriber

sends the registration/affiliation message again.

[0055] FIG. 11 is a flowchart illustrating a method of operation of a Peer for

registration and affiliation of a subscriber in accordance with some embodiments. As

illustrated, the operation begins with Step 1105 in which the Peer waits to receive a

registration/affiliation message from the Subscriber. When a registration/affiliation

message is received, the operation continues to Step 1110 in which the Peer sends an

acknowledgement message that includes a PeerRegAfflndex equal to the

SubscriberRegAfflndex the peer just received from the subscriber. Next, in Step 1115,

the Peer routes to all Peers the registration/affiliation update including an updated

peerRegAfflndex. Next, in Step 1120, the Peers upon receiving a

registration/affiliation update compare the peerRegAfflndex with all other received

peerRegAfflndexes and assume that the update received with the highest

peerRegAfflndex is the valid update to use.

[0056] FIGs. 12 through 19 illustrate an example of implementing the operation of

FIGs. 8 through 11 in accordance with some embodiments.

[0057] FIG. 12 is a block diagram illustrating an example peer to peer wide area

network (P2PWAN) 1200 for operation of some embodiments of the present

invention. As illustrated, the peer to peer wide area network (P2PWAN) 1200

includes a plurality of Peers 1205. Although four Peers (peerl 1205-1, peer 2 1205-2,

peer3 1205-3, and peer4 1205-4) are illustrated in FIG. 12 for illustrative purposes

only, it will be appreciated by those of ordinary skill in the art that any number of

peers can be implemented in accordance with the present invention.

[0058] The P2PWAN network 1200 further includes at least one Subscriber

(illustrated in FIG. 12 as "Subscriber 1") 1210.

[0059] Operationally, presume in FIG. 12 that the Subscriber 1210 is not yet

registered/affiliated to the P2PWAN 1200. Further, for explanation purposes,

presume that the Subscriber 1210 user is "spinning" the personality knob on the

Subscriber 1210.



[0060] FIG. 13 illustrates the P2PWAN 1200 of FIG. 12 when the user first causes

the Subscriber 1210 to register its unique subscriber identification (ID) to Peerl 1205-

1, and affiliate on TalkGroup A (TgA) at Peerl 1205-1 on frequency=fl by sending

an affiliation message 1300 to Peerl 1205-1. As illustrated, the user sends the

affiliation message 1300 including the subscriberRegAffIndex=l.

[0061] As illustrated in FIG. 14, upon receipt of the affiliation message 1300, Peerl

1205-1 sends back an acknowledgement 1400 to the Subscriber 1210. Peerl 1205-1

(as does Subscriber 1210 currently) considers Subscriber 1210 to be registered to

Peerl 1205-1; affiliated to TgA; and listening on frequency=f 1. As illustrated, Peerl

1205-1 sends back an acknowledgement message 1400 to including peerRegAfflndex

= 1.

[0062] FIG. 15 illustrates the P2PWAN 1200 at a later point in time wherein, because

the Subscriber 1210 user is "spinning" the personality knob on the Subscriber 1210,

Subscriber 1210 now registers its unique subscriber ID to Peer4 1205-4 by sending an

affiliation message 1500 to Peer4 1205-4, affiliating on TalkGroup B (TgB) at Peer4

105-4 on frequency=f2. As illustrated the affiliation message 1500 includes a

subscriberRegAffIndex= 2.

[0063] FIG. 16 illustrates the P2PWAN 1200 in which the user stays parked on this

personality; and further in which Peer4 1205-4 sends back an acknowledgement 1600

to Subscriber 1210. Peer4 1205-4 now (as does Subscriber 1210 currently) considers

Subscriber 110 to be registered to Peer4 1210-4; affiliated to TgB, and listening on

frequency=f2. The acknowledgement message 1600, as illustrated, includes a

peerRegAff!ndex=2 .

[0064] FIG. 17 illustrates the P2PWAN 100 in which Peerl 1205-1 and Peer4 1205-4

intend to update all other Peers 1205 of the P2PWAN 1200 that they each have

received Subscriber 1210's registration/affiliation. As illustrated in FIG. 17, Peerl

1205-1 and Peer4 1205-4 each update all other Peers 1205-n with the

registration/affiliation update they each received from Subscriber 1210. Peerl 1205-1

informs Peer2 1205-2, Peer3 1205-3, and Peer4 1205-4 that Subscriber 1210 is



affiliated on TgA at Peerl 1205-1. Similarly, Peer4 1205-4 informs Peerl 1205-1,

Peer2 1205-2, and Peer3 1205-3 that Subscriber 1210 is affiliated on TgB at Peer4

1205-4. In accordance with some embodiments, each update contains the relevant

peerRegAfflndex. For example, the update from Peerl 1205-1 to Peer2 1205-2,

Peer3 1205-3 and Peer4 1205-4 contains peerRegAfflndex =1; and the update from

Peer4 1205-4 to Peerl 1205-1, Peer2 1205-2, and Peer3 1205-3 contains

peerRegAfflndex =2. Each Peer receives the update.

[0065] FIG. 18 illustrates the operation of the Peers upon receiving the update. Upon

receiving the update, an acknowledgement is sent back. The acknowledgement

contains the peerRegAfflndex which matches the update. For example, as illustrated

Peer2 1205-2 sends back an acknowledgment to Peerl 1205-1 with peerRegAfflndex

=1; and Peer2 1205-2 sends back an acknowledgment to Peer4 1205-4 with

peerRegAfflndex = 2. Peer3 1205-3 sends back an acknowledgment to Peerl 1205-

1 with peerRegAfflndex =1; and Peer3 1205-3 sends back an acknowledgment to

Peer4 1205-4 with peerRegAfflndex = 2. Peerl 1205-1 sends back an

acknowledgment to Peer4 1205-4 with peerRegAfflndex =2.Peer4 1205-4 sends back

an acknowledgment to Peerl 1205-1 with peerRegAfflndex =1.

[0066] As illustrated in FIGs. 17 and 18, Subscriber 1210 has settled on Peer4's

frequency on TgB. However due to race conditions, (which can be exacerbated by

packet drop), the notifications to the other Peers can arrive misaligned. Without some

common reference, the Peers may only assume that the last update received from a

Peer is the most valid. In this case there is a common reference: the

subscriberRegAfflndex number sourced by Subscriber 1210. All Peers can now make

the same, correct decision as to which Peer the subscriber is registered, to which

talkgroup the subscriber is affiliated and on what frequency the subscriber is parked.

[0067] Because the update with the peerRegAfflndex =2 from Peer4 1205-4 is larger

than the peerRegAfflndex value in the update message from Peerl 12-5-1 (i.e.

peerRegAff!ndex=l), all Peers make the common decision that Subscriber 1210 is

parked on frequency =f2 on talkgroup=TgB.



[0068] FIG. 19 and Table 2 below further illustrate the topological state as to where

Subscriber 1210 is and on what talkgroup:

[0069] Table 2 : Registration/Affiliation State in each Peer for Subscriber using

peerRegAfflndex Values

[0070] One can see this solution solves the problem of identifying which is the last

registration/affiliation received from the subscriber. All the Peers will correctly route

media to Peer4 1205-4 if the media is pertinent to Subscriber 1210.

[0071] In the foregoing specification, specific embodiments have been described.

However, one of ordinary skill in the art appreciates that various modifications and

changes can be made without departing from the scope of the invention as set forth in

the claims below. Accordingly, the specification and figures are to be regarded in an

illustrative rather than a restrictive sense, and all such modifications are intended to be

included within the scope of present teachings.

[0072] The benefits, advantages, solutions to problems, and any element(s) that may

cause any benefit, advantage, or solution to occur or become more pronounced are not

to be construed as a critical, required, or essential features or elements of any or all

the claims. The invention is defined solely by the appended claims including any

amendments made during the pendency of this application and all equivalents of those

claims as issued.

[0073] Moreover in this document, relational terms such as first and second, top and

bottom, and the like may be used solely to distinguish one entity or action from

another entity or action without necessarily requiring or implying any actual such

relationship or order between such entities or actions. The terms "comprises,"

"comprising," "has", "having," "includes", "including," "contains", "containing" or

any other variation thereof, are intended to cover a non-exclusive inclusion, such that



a process, method, article, or apparatus that comprises, has, includes, contains a list of

elements does not include only those elements but may include other elements not

expressly listed or inherent to such process, method, article, or apparatus. An element

proceeded by "comprises . . .a", "has . . .a", "includes . . .a", "contains . . .a" does not,

without more constraints, preclude the existence of additional identical elements in

the process, method, article, or apparatus that comprises, has, includes, contains the

element. The terms "a" and "an" are defined as one or more unless explicitly stated

otherwise herein. The terms "substantially", "essentially", "approximately", "about"

or any other version thereof, are defined as being close to as understood by one of

ordinary skill in the art, and in one non-limiting embodiment the term is defined to be

within 10%, in another embodiment within 5%, in another embodiment within 1%

and in another embodiment within 0.5%. The term "coupled" as used herein is

defined as connected, although not necessarily directly and not necessarily

mechanically. A device or structure that is "configured" in a certain way is

configured in at least that way, but may also be configured in ways that are not listed.

[0074] It will be appreciated that some embodiments may be comprised of one or

more generic or specialized processors (or "processing devices") such as

microprocessors, digital signal processors, customized processors and field

programmable gate arrays (FPGAs) and unique stored program instructions (including

both software and firmware) that control the one or more processors to implement, in

conjunction with certain non-processor circuits, some, most, or all of the functions of

the method and/or apparatus described herein. Alternatively, some or all functions

could be implemented by a state machine that has no stored program instructions, or

in one or more application specific integrated circuits (ASICs), in which each function

or some combinations of certain of the functions are implemented as custom logic.

Of course, a combination of the two approaches could be used.

[0075] Moreover, an embodiment can be implemented as a computer-readable storage

medium having computer readable code stored thereon for programming a computer

(e.g., comprising a processor) to perform a method as described and claimed herein.

Examples of such computer-readable storage mediums include, but are not limited to,



a hard disk, a CD-ROM, an optical storage device, a magnetic storage device, a ROM

(Read Only Memory), a PROM (Programmable Read Only Memory), an EPROM

(Erasable Programmable Read Only Memory), an EEPROM (Electrically Erasable

Programmable Read Only Memory) and a Flash memory. Further, it is expected that

one of ordinary skill, notwithstanding possibly significant effort and many design

choices motivated by, for example, available time, current technology, and economic

considerations, when guided by the concepts and principles disclosed herein will be

readily capable of generating such software instructions and programs and ICs with

minimal experimentation.

[0076] The Abstract of the Disclosure is provided to allow the reader to quickly

ascertain the nature of the technical disclosure. It is submitted with the understanding

that it will not be used to interpret or limit the scope or meaning of the claims. In

addition, in the foregoing Detailed Description, it can be seen that various features are

grouped together in various embodiments for the purpose of streamlining the

disclosure. This method of disclosure is not to be interpreted as reflecting an

intention that the claimed embodiments require more features than are expressly

recited in each claim. Rather, as the following claims reflect, inventive subject matter

lies in less than all features of a single disclosed embodiment. Thus the following

claims are hereby incorporated into the Detailed Description, with each claim

standing on its own as a separately claimed subject matter.



Claims

We claim:

1. A method for subscriber registration and affiliation in a peer to peer wide

area network, the peer to peer wide area network comprising at least one

Subscriber and a plurality of Peers, the method comprising:

communicating a registration and affiliation message including a

Subscriber Registration Affiliation Index from a Subscriber to a Peer of the

plurality of Peers;

routing a registration and affiliation update message including a Peer

Registration Affiliation Index equal to the received Subscriber Registration

Affiliation Index from the Peer to other Peers of the plurality of Peers;

comparing the received Peer Registration Affiliation Index with one or

more other received Peer Registration Affiliation Indexes by each of the plurality

of Peers; and

selecting by each of the plurality of Peers a Peer Registration Affiliation

for the Subscriber corresponding to a highest value Peer Registration Affiliation

Index.



2. A method as claimed in claim 1, wherein the registration and affiliation

message further includes a Subscriber identification and a talkgroup affiliation.

3. A method as claimed in claim 1, further comprising:

communicating an acknowledgement message from the Peer to the

Subscriber including the Peer Registration Affiliation Index;

comparing the Peer Registration Affiliation Index received with a current

Subscriber Registration Affiliation Index of the Subscriber; and

when the Peer Registration Affiliation Index does not match the

Subscriber Registration Affiliation Index, sending the current registration and

affiliation index from the Subscriber to the Peer.

4. A method as claimed in claim 3, wherein the acknowledgement message

further includes a Peer identification and a Subscriber identification.

5. A method as claimed in claim 1, further comprising:

detecting a personality change at the Subscriber, wherein the personality

change comprises one or more of a talkgroup affiliation, a frequency of operation,

and an affiliation with an identified Peer;

incrementing the Subscriber Registration Affiliation Index of the

Subscriber; and

sending a registration and affiliation message including the incremented

Subscriber Registration Affiliation Index to the identified Peer.



6. A method as claimed in claim 1, further comprising:

detecting an expiration of a timer requiring a renewal of a personality state

of the Subscriber within the peer to peer wide area network;

incrementing the Subscriber Registration Affiliation Index of the

Subscriber; and

sending a registration and affiliation message including the incremented

Subscriber Registration Affiliation Index to the identified Peer.



7. A method for subscriber registration and affiliation in a peer to peer wide

area network, the peer to peer wide area network comprising at least one

Subscriber and a plurality of Peers, the method comprising:

affiliating a Subscriber with a first Peer on a first frequency and within a

first talkgroup by communicating a registration and affiliation message including

a registration and affiliation index from the Subscriber to the first Peer;

selecting a second Peer on a second frequency and within a second

talkgroup by the Subscriber for communication;

incrementing the registration and affiliation index at the Subscriber;

affiliating the Subscriber to the second Peer on the second frequency and

within the second talkgroup by communicating a second registration and

affiliation message including the incremented registration and affiliation index

from the Subscriber to the second Peer;

updating the plurality of Peers of the registration and affiliation of the

Subscriber by the first Peer transmitting the registration and affiliation index;

updating the one or more other Peers of the registration and affiliation of

the Subscriber by the second Peer transmitting the incremented registration and

affiliation index; and

identifying the Subscriber as registered and affiliated with the second Peer

by the plurality of Peers based on the higher value of the incremented registration

and affiliation index.
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