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SYSTEM AND METHOD FOR PROVIDING AUTHORIZED

ACCESS TO DIGITAL CONTENT

PRIORITY
[0001] This application claims priority to U.S. Provisional Patent Application No.
60/610,448, filed September 16, 2004, entitled, “DVB TM-CBMS — CALL FOR

TECHNOLOGIES,” which is herein incorporated by reference in its entirety.

BACKGROUND

[0002] Digital pay TV programming delivered to cable and satellite set top boxes
(STBs) long have been provided with conditional access and digital rights management
(DRM). As conventionally understood, conditional access refers to the control of access to
particular transmission or broadcast, regardless of the specific content in such transmission or
broadcast. PowerKEY of Scientific Atlanta and MediaCipher of Motorola are common
examples of conditional access technologies. Also, as conventionally understood, DRM
refers to the control of access to a particular conten;c, regardless of the mode of transmission
or broadcasting of such content.

[0003] One conventional approach to cryptographic key management of current DRM
systems involves the delivery of a normally-static content decryption key to each receiver,
such as a cable or satellite STB, whereby the conteﬁt decryption key is encrypted with that
receiver’s public key and digitally signed by the service provider, such as the cable-TV
(CATV) or satellite-TV service provider. The receiver then uses the content decryption key

to decrypt and access the content provided by the service provider. This conventional
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approach provides an inadequate level of security for premium content because the same
static content decryption key is used for a single piece of content. Thus, whenever a service
provider broadcasts that content, it can be viewed by anyone that possesses the content
decryption key associated with such content, which key may have been compromised and
illegally distributed over the Internet or the like. The scope of such security breach is
potentially infinite and terminated only after it is discovered, and the content is re-encrypted
with a new content decryption key.

[0004] Another problem associated with the conventional key management approach
is that it does not scale well enough to support ‘br,oadcast systems. This,ﬂisbé’cauusje‘]public kéy
'cryup;cography'u‘srezi‘to’delivér a content d‘écryﬁtio‘n key to :eac)h' use1 is too slow aﬁd: would
require an operator to invest in large amounts of expensive hardware. This is especially
problematic for Pay-Per-View (PPV) broadcasts, where millions of potential users will

request access within a relatively short period of time.

SUMMARY

[0005] Accordingly, described herein are embodiments that provide an approach to
cryptographic key management for a digital rights management (DRM) architecture that
includes multiple levels of key management for minimizing bandwidth usage while
maximizing security for the DRM architecture. In one embodiment, there is provided a data
structure for cryptographic key management that iﬂcludes a public/private key pair and three

additional layers of symmetric keys for authorizing access to a plurality of contents.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0006] Embodiments are illustrated by way of example and not limited in the
following figure(s), in which like numerals indicate like elements, in which:

[0007] FIG. 1 illustrates a high-level view of a content distribution system 100 in
accordance with one embodiment;

[0008] FIG. 2 illustrates a key management hierarchy 200 for a DRM architecture in
accordance with one embodiment;

[0009] FIG. 3 illustrates a high-level configuration for a receiver in accordance with
one embodiment; and

[0010] FIG. 4 illustrates a process flow for implementing the key management

hierarchy illustrated in FIG. 1, in accordance with one embodiment.
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DETAILED DESCRIPTION

[0011] For simplicity and illustrative purposes, the principles of the embodiments are
described by referring mainly to examples thereof. In the following description, numerous
specific details are set forth in order to provide a thorough understanding of the
embodiments. It will be apparent however, to one of ordinary skill in the art, that the
embodiments may be practiced without limitation to these specific details. In other instances,
well known methods and structures have not been described in detail so as not to
unnecessarily obscure the embodiments.

[0012] FIG. 1 illustrates a high-level view of a content distribution system 100 in
accordance with one embodiment. The system 100 includes a service provider 110, a
wireless transmission network 120 (such as a satellite transmission network), a landline
transmission network 130 (such as a Land Area Network or a cable network), a plurality
receivers 140a-140n and 150a-150n for users to receive content from the service provider 110
via the satellite transmission network 120. As referred herein, content provided to users
includes any audio or video data or information, such as streamed audio services, streamed
video services, streamed data services or DRM-protected files that are broadcast using a
protocol such as FLUTE. As also referred herein, a user is an individual, a group of
individuals, a company, a corporation, or any other entity that purchases, subscribes, or is
authorized otherwise to receive access to one or more particular contents. Examples of users
are but not limited to CATV subscribers, satellite TV subscribers, satellite radio subscribers,
and Pay-Per-View (PPV) purchasers of PPV events. As also referred herein, a PPV event is a

particular content for which a user is charged each time such content is accessed.



WO 2006/033997 PCT/US2005/033042

[0013] As further referred herein, a service provider is an individual, a group of
individuals, a company, a corporation, or any other entity that distributes content to one or
more users. Examples of service providers are CATV, satellite TV, satellite radio, and
online music providers or companies. In turn, the service provider receives content from one
or more content providers (not shown), such as film studios, record companies, television
broadcasting networks, etc. It should be noted that a content provider is also operable as a
service provider to directly provide its content to users in the same manner as shown for the
service provider 110 in FIG. 1. As also referred herein, a receiver is a device that a user uses
to access content provided by a service provider (or content provider), which content the user
has authorization to access. Examples of receivers are CATV and satellite-TV STBs and
satellite radio receivers. It should be noted that a receiver is operable as either a stand-alone
unit or an integral part of a content-viewing device, such as a television with a built-in
satellite or CATV receiver.

[0014] FIG. 2 illustrates a key management hierarchy 200 for a DRM architecture
that is capable of providing conditional access and DRM of content to a plurality of users,
wherein the DRM structure is scaleable to accommodate the users while minimizing
bandwidth usage and without the addition of expensive hardware accelerators. The key
management hierarchy 200 is operable in a one-way IP multicast environment, where there is
no return path available from each receiver. However, alternative embodiments are
contemplated in which the key management hierarchy 200 is also optimized for operation in
a two-way IP multicast environment, wherein at least one or more receivers possess an ability

to send upstream messages over IP to the service provider.
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[0015] Referring to FIG. 2, each receiver possesses a unique public/private key pair,
wherein a device private key 210 of the key pair is shown, and a corresponding digital
certificate 115, such as a X.509 certificate, that has been issued by a certificate authority
(CA) to verify that the public key from the public/private key pair belongs to the particular
receiver. In a two-way IP multicast environment, the receiver sends up its digital certificate
115 to a service provider during a user’s registration with a service provider. In a one-way IP
multicast environment, rather than having the receiver sending up its digital certificate during
registration, each CA publishes its X.509 certificates for receivers in an on-line directory or
at any location that is accessible by service providers. Because the digital certificates contain
only public information, no special security is required to access this directory.

[0016] The unique public/private key pair for each receiver is created from any public
key algorithms. Examples of available public key algorithms include but are not limited to
Rivest-Shamir-Adlerman (RSA), combination of El-Gamal and Digital Signature Algorithm
(DSA), and Elliptic Curve. In one embodiment, Elliptic Curve is employed because its
cryptographic performance increases linearly with key size. Thus, Elliptic Curve is capable
of providing an adequate level of security with relatively smaller key sizes and less
complexity.

[0017] As shown in FIG. 1, the top-level key in the key management hierarchy 200 is
the aforementioned public/private key pair, as represented by the device private key 210.
This asymmetric key operation is chosen over a symmetric key one for security reasons.. For
example, while having an on-line global database of symmetric keys poses a tremendous
security problem and requires extreme security precautions, there are fewer security concerns
in creating an on-line database of digital certificates (digital certificates are often treated as

6
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public information, whereas other information in a user database such as entitlements must
remain secured from unauthorized access.) Additionally, public key systems provide
standardized methods for expiring and revoking their associated digital certificates.

[0018] The next level in the key management hierarchy 200 is a device unit key 220.
As with the device private key 210, the device unit key 220 is unique for each receiver.
However, the device unit key 220 is symmetric, as opposed to asymmetric for the device
private key 210. In one embodiment, the device unit key 220 includes multiple different unit
keys for each receiver, with at least one key for encryption and one key for message
authentication. Thus, the device unit key 220 includes multiple symmetric cryptographic
algorithms, which are applicable for all symmetric-key levels in the key management
hierarchy 200. For example, the device unit key 220 includes a 128-bit Advanced Encryption
Standard (AES) key used for encryption and a 160-bit key-Hashed Message Authentication
Code with specific hash function SHA-1 (HMAC SHA-1) key used for message
authentication. During a user’s registration with a service provider for content services, the
service provider delivers the device unit key 220 along with device entitlements and other
configuration data for the user’s receiver. The device unit key 220 is encrypted with the
public key from the public/private key pair prior to delivery, and it is decrypted by the device
private key 210 from the public/private key pair upon receipt by the receiver.

[0019] The unique device unit key 220 for each receiver serves to reduce bandwidth
usage and increases scalability for content security. For example, with purchased Pay-Per-
View (PPV) events, unique program keys and access rules are delivered to each receiver
requesting this PPV event and are thus encrypted with a unique device unit key 220 of each
requesting receiver. Otherwise, each program key must be encrypted and digitally signed

7
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with public key encryption, and the process is repeated for each such receiver and each PPV
content requested therein. Such heavy use of public key encryption requires high bandwidth
usage between the service provider and the requesting receivers and causes scalability
problems because it potentially and severely limits the number of receivers that can be
authorized for the same PPV event. According to one embodiment, the device unit keys for
all subscribing receivers are updated on a predetermined periodic basis, for example, once a
year to minimize their possible compromises.

[0020] The next level below the device unit key 220 in the key management hierarchy
200 is one or more service keys 230 for each receiver. In one embodiment, service keys are
utilized for subscription services instead of PPV events. Each service key 230 protects a
single subscription service that is purchased as a unit by encrypting the content of such
subscription service. As referred herein, a subscription service is any subscription for content
that is other than a PPV event. Examples of a single subscription service include but are not
limited to a single physical program channel, a portion of a program channel, or a collection
of program channels that are all purchased as a unit. As further described later, each receiver
periodically receives an Entitlement Management Message (EMM) that includes a set of one
or more service keys, wherein the EMM is encrypted and authenticated with the receiver’s
unique device unit key 220. Various embodiments are contemplated wherein each EMM
includes a single service key or multiple service keys.

[0021] As with all symmetric keys in the key management hierarchy 200, each service
key 230 includes multiple keys, with at least one key for encryption (for example, AES) and
one key for message authentication (for example, HMAC SHA-1). According to one
embodiment, service keys for each receive are updated on a predetermined periodic basis (for

8
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example, once per each billing period) so that when a user drops a subscription service, the
user’s access to the dropped service is terminated cryptographically once the service keys are
updated.

[0022] The next level below the service key 230 in the key management hierarchy
200 is the program key 140, which is created for each PPV event offered by the service
provider, even if such event is also offered through a subscription service. According to one
embodiment, each program key 140 is encrypted with a unique device unit key 220 and
delivered to a subscribing receiver that is associated with the device unit key 220, along with
one or more access rules. Examples of access rules include geographic restrictions (for
example, blackouts), content ratings (that are compared by the receiver against an input
parenta] rating ceiling), and copy control information (in a general case, this includes a full
set of DRM rules that allow the content to be persistently stored on a Personal Video
Recorder (PVR), also known as a Digital Video Recorder (DVR), and shared with other
devices owned by a user, but with a list of restrictions, such as an expiration time; for non-
persistent content this information is possibly desired to relay copy control bits for digital and
analog outputs, such as Copy Guard Management System-Digital, or CGMS-D, and Copy
Guard Management System-Analog, or CGMS-A). For events that are offered only through
a subscription service, it remains desirable to send out access rules with a unique program
key 140 on a per-program basis so that a recording device can save an individual program
event along with the access rules and a program key 140 (rather than a service key 230 that is
possibly used to access other encrypted content from the same subscription service that is not
authorized to be recorded). Also, the use of a program key to authenticate access rules
provides a replay protection tool — it is not possible to replay access rules from an old

9
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program event and have them pass as the access rules for the current event. Because the key
management hierarchy 200 supports flexible and overlapping definitions of a subscription
service, it is possible to distribute a same program key 140 under more than one service key
230.

[0023] The next level below the program key 140 in the key management hierarchy
200 is the content decryption key 150. According to one embodiment, the program key 140
is not actually used to directly decrypt the subscribed content. Instead, each content IP
packet header includes a random value of a predetermined length (for example, 4 bytes).
Such value is hereinafter referred to as a “Content Key ID” or “CKID.” The combination of
the program key 140 and the CKID are input into a one-way hash function, such as HMAC
SHA-1, to produce the content decryption key 150. Thus, content decryption keys are used
to decrypt the actual content IP packets of the program event, and they change relatively
frequently, for example, once per several seconds, based on a change in the CKID. The
content decryption keys serve as control words in entitlement control messages (ECMs) as
further described later.

[0024] By implicitly deriving each content decryption key 150 from a program key
140 and a CKID, the key management hierarchy 200 allows the content decryption key 150
to change more frequently and independent of the ECM update rates. A motivation for
having a content decryption key 150, instead of relying on the program key 140 for the same
purpose, is to have an extra key level wherein a key is changed very frequently. This
frequent change allows additional security in DRM systems that use inexpensive security

chips for key management but do not support content decryption due to, for example,

10



WO 2006/033997 PCT/US2005/033042

insufficient processing power and inability to keep up with the rate of delivery of content
packets.

[0025] It should be understood that the names for the various keys in the key
management hierarchy 200 are merely used to differentiate those keys from one another in
describing the various embodiments in the present disclosure. Therefore, it is possible to
provide other names for the keys without deviating from the scope of the present disclosure.
For example, it is possible to name the device private key 110, device unit key 120, the
service key 130, etc. as first key, second key, third key, and so on.

[0026] According to one embodiment, the key management hierarchy 200 is
implemented as a computer-readable data structure that is encoded securely on a smart card
for insertion into the receiver. Due to possible processing limitations in the receiver, the
smart card has to provide content decryption keys 150 to a general host processor or a video
processor in the receiver that does not have the same level of physical security. Nevertheless,
any piracy of the content decryption keys 150 is minimized because, as discussed above, the
content decryption keys 150 are changed frequently. This frequent change forces any piracy
of the content decryption keys 150 to include the breaking and redistribution in real time of
thousands of content decryption keys at a high rate — making such attacks less practical and
more easily detectable. As the rate of change of content decryption keys increases, piracy of
such content decryption keys become increasingly less practical.

[0027] In another embodiment, such computer-readable data structure for the key
management hierarchy 200 is encoded on a computer readable medium (CRM) that is
secured in the receiver or securely accessible by the receiver. Embodiments of a CRM
include but are not limited to an electronic, optical, magnetic, or other storage or transmission

11
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device capable of providing a processor in the receiver with computer-readable instructions.
Other examples of a suitable CRM include, but are not limited to, a floppy disk, CD-ROM,
DVD, magnetic disk, memory chip, ROM, RAM, an ASIC, a configured processor, any
optical medium, any magnetic tape or any other magnetic medium, or any other medium from
which a processor can read instructions.

[0028] FIG. 3 illustrates a high-level configuration of a receiver 300 which represents
any one of the receivers 140a-n and 150a-n shown in FIG. 1, in accordance with one
embodiment. The receiver 300 includes a host processor 310, a memory such as a CRM 320,
an optional smart card module 330, and a secure hardware module 350. The host processor
310 is the component responsible for the majority of the receiver’s functions, and it accesses
the memory 320 for executable instructions to perform such functions. However, as
mentioned earlier, the host processor is not a secure device and susceptible to tampering.
Consequently, the host processor 310 usually handles only short-lived keys, such as the
content decryption keys and CKIDs (hackers are primarily interested in longer lived
components, such as device private keys, device unit keys, and service keys). The optional
smart card module 330 is used to receive a smart card, on which is encoded a computer-
readable data structure for the key management hierarchy 200, as mentioned earlier in
accordance with one embodiment, for execution by the host processor 310. Alternatively,
some or all data in the smart card is downloaded into the memory 320 for execution by the
host processor 310.

[0029] The secure hardware module 350 contains a security processor 351, a secure
code 353, and a memory such as a CRM 360. In one embodiment, the secure hardware
module 350 is a secure silicon hardware device, such as a tamper resistant silicon microchip.

12
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The memory 355 is responsible for securely storing the channel key data 124. The security
processor 351 is a secured processor that handles the processing functions for the secure
hardware module 350, such as the execution of the one-way function (OWF) 355 (for
example, the HMAC SHA-1 hash function) used to produce content decryption keys as
described earlier. The secure code 353 is a portion of the secure hardware module 350 that
comprises various software code and applications that is executed by the security processor.
Notably, one secure code 353 includes the OWF 355. As described earlier, it is possible to
implement the key management hierarchy 200 as a computer-readable data structure that is
implemented on a CRM, such as the memory 360 in the secure hardware module 350. This
ensures the security of the various encryption/decryption keys within the secure hardware
module 350. In an alternative embodiment, the public/private key pair and associated digital
certificate are stored on the smart card, and keys in the lower levels such as device unit key,
service key, program key, and content decryption key are derived and stored in the memory
360.

[0030] The process for implementing the key management hierarchy 200 to provision
conditional access and DRM of content to a plurality of users is now described with reference
to FIG. 4, with further reference to FIG. 3. Beginning at 410, a service provider of content,
such as digital-pay TV programming, receives a content request from a user. The service
provider then registers the user in the usual manner, for example, by establishing the identity
of the user, such as name and contact information provided by the user.

[0031] At 420, in one embodiment, as part of the registration, the user obtains a
receiver from a service provider, whereby the receiver is provided with a unique
public/private key pair and a digital certificate that have been pre-installed, for example, in a

13
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manufacturing facility, before any registration takes place between the user and the service
provider. In this embodiment, the public/private key pair and corresponding digital
certificate 115 are implemented in the receiver, secured in a smart card (for insertion into the
smart card module 330) or CRM (such as memory 360) that is accessible for reading by the
receiver as mentioned earlier. In another embodiment, the service provider effects a physical
delivery to the user of a smart card or CRM on which is stored a public/private key pair and
digital certificate so that the user’s receiver is provided with access to the stored information.
In still another embodiment, a service provider provides the public/private key pair and
digital certificate by remotely installing into a user’s receiver (for example, in the memory
360) through a landline data network (such as the Internet), a wireless data network (such as
a cellular network), or a combination of landline and wireless data networks.

[0032] Accordingly, the user’s receiver is provided with the private/public key pair
and digital certificate prior to the provisioning process illustrated in Fig 2, which is further
described below.

[0033] At 430, also as part of the registration, the service provider provides the user a
unique device unit key 220 (FIG. 2) for the user’s receiver and optionally - device
configuration data and general entitlements that are not specific to a particular content access
service (for example, for storage in either the memory 320 or 360). The device unit key 220
is delivered encrypted with the public key and decrypted inside the receiver (for storage in
the memory 360) with the corresponding private key of the unique public/private key pair of
the receiver as described earlier.

[0034] At 440, to provision the user with any content access service, the service
provider first transmits an entitlement management message (EMM) to the user’s receiver to

14
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specify the user’s entitlements to the content access service. The EMM is transmitted to the
receiver by landline connection, (for example, in the case of CATV programming) or
wireless connection (for example, in the case of satellite TV or radio programming). The
EMM is encrypted as well as authenticated with the device unit key 220 unique to the
receiver and includes, service entitlements for the receiver (for example, for storage in the
memory 320), and one or more service keys 230 (for example, for storage in the memory
360). As mentioned earlier, because service keys 230 and device unit keys 120 change over
time, each EMM also includes a key identifier to serve as a label. According to one
embodiment, all EMMs intended for a particular receiver are further mapped to a single IP
multicast address for transmission to such receiver. The mapped IP multicast address is
separate from other IP multicasts utilized for sending content and other types of key
management messages. BEach EMM has a header that includes: a) a message type indicating
it to be an EMM; b) a device ID (for example, 5 bytes or longer) identifying the receiver for
which the EMM is intended; ¢) an identifier of the device unit key 220 used to encrypt the
EMM (for example, 4 bytes) which is to be incremented by one after each change of the
device unit key 220; and d) a message authentication code (MAC) to verify message
integrity, wherein the MAC is a symmetric key such as an HMAC SHA-1 key truncated to 12
bytes to preserve bandwidth.

[0035] At 450, the service provider next transmits an entitlement control message
(ECM) to the user’s receiver to specify keys for decrypting authorized content. Thus, ECMs
are messages that carry program keys 140 and access rules, encrypted under a service key
230 (for a subscription service) or a device unit key 220 (for a PPV event). A new ECM
encrypted with a service key 230 and carrying access rules and a unique program key 140 is

15
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broadcast for each program event included in a subscription service, regardless whether such
program event is also available as a PPV event.

[0036] According to one embodiment, an ECM has several different
delivery/encryption modes. In a first mode, when an ECM is delivered for a subscription
service, it is encrypted and authenticated with a service key 230 and is sent out over a
broadcast or an IP Multicast. Thus, all users that are authorized for such subscription service
are able to receive and decrypt that ECM. In a second mode, when an ECM is delivered for a
PPV event, it is encrypted and authenticated with a device unit key 220. When such PPV
event is also available in a subscription service, the ECM is still encrypted and authenticated
with a device unit key 220 because the receiver for which the PPV event is intended is not
authorized to receive the corresponding service key 230 for such subscription service. Thus,
the key management hierarchy 200 also supports the ability of a user to purchase additional
rights for a single event, such as “buy-through blackouts” in an on-demand fashion.

[0037] At 460, the service provider next transmits the content in individual data
packets that have been encrypted with a symmetric key. In one embodiment, the content is
encrypted with 128-bit AES in CBC mode. Content encryption is preferably applied at an
application layer in a service provider’s system, as opposed to the use of IP security (IPsec)
for layer 3 encryption. This reduces the bandwidth overhead that is otherwise imposed by
IPsec headers and also reduces the reliance of the content security system on the underlying
operating system. Each encrypted individual content packet includes an application-layer
header with at least the following information: a CKID as described eatlier, an initialization
vector (IV) needed for CBC encryption mode and a program event ID (or some other type of
identifier for the program key 140). An IV for AES is typically 16 bytes, but in order to

16
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conserve bandwidth, it is possible to derive the IV through a one-way hash function (e.g.,
SHA-1) from a smaller number of bytes, such as 4 bytes. The program event ID points to a
corresponding program key 140 and entitlements. As mentioned earlier, the program key 140
is combined with the CKID to derive the content decryption key 150.

[0038] In order to facilitate seamless transition from one service key 230 to the next
(for example, for the same service but with different expiration dates), an EMM is operable to
include both the current and the next service key. When a switch to the next service key is
scheduled, at some predetermined time before that next service key is used the EMM is
repeated with both the current and the next service key present with their corresponding key
IDs. Once the switch is made, the current service key is expired, and the next service key
becomes current and the following next service key does not need to be included, until
desired.

[0039] The same scheme applies to key changes scheduled for device unit keys 120.
However, this scheme does not apply to program keys 140. Instead of a concept of a current
or next key, a program key 140 simply corresponds to a specific PPV event ID, and the
receiver keeps a list of all program keys that it has received — for all non-expired PPV events.
[0040] Because an IP multicast transport is not assumed to be reliable and there is no
guarantee of a return path, EMMs and ECMs are periodically re-transmitted to the receiver.
Because minimization of message bandwidth utilization is desired, EMMs and ECMs are
efficiently formatted with a simple binary encoding method, such as MIKEY (IETF RFC
3830).

[0041] According to a further embodiment, EMMs include additional entitlements
that provide information such as a domain ID, a domain key and domain restrictions (e.g.,
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limit on the number of devices) in order to address personal domains over which content are
shared on multiple devices. The key management protocol that provides content security
over a personal domain is typically point-to-point two-way over IP. Thus, such protocol does
not need to use the same key management hierarchy 200 that protects the initial content
delivery.

[0042] Each ECM stream corresponding to a separate content service, be it a
subscription service or a PPV event, is mapped to a separate IP multicast address, which is
also separate from the corresponding IP content address. This allows the filtering and
separation of ECM packets from content packets to be performed efficiently at the IP layer of
the receiver to support rapid channel acquisition. An ECM carrying an encrypted program
key 140 is formatted the same way as described earlier; that is, each program key 140 simply
corresponds to a specific PPV event ID, and the receiver keeps a list of all program keys that
it has received and with associated program events that are non-expired.

[0043] According to one embodiment, as an additional enhancement, ECMs for many
services are transmittable in a single background low-rate multicast IP stream. As device
memory permits, ECMs are pre-acquired and stored to further reduce channel acquisition
time.

[0044] Because no assumption is made with regard to the security of the service
provider’s IP network that is used to communicate between the various network servers
involved in the generation and transport of EMMSs and ECMs, it is possible that such
messages are subject to unauthorized recording or capture within such IP network.
Previously transmitted and captured EMMs are then usable to create significant denial of
service problems to a user, especially when the service key 230 and device unit key 220 of
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the user’s receiver is not frequently changed (for example, once a month for the service key
230 and once a year for the device unit key 220). When a previously-captured EMM is later
re-inserted into an IP broadcast stream, such as an IP multicast stream used for the
transmission of the EMM, the receiver is re-initialized with an old an obsolete device unit
key 220 or service key 230 that disables the receiver’s ability to receive and successfully
decrypt subsequent key management messages. Thus, according to one embodiment, replay
protection for EMM messages is provided by sequentially increasing the key identifiers for
the device unit key 220 and using the MAC to provide message integrity. For example, when
a receiver detects that a particular EMM contains a key identifier that is smaller than the last
one received, such EMM is dropped and ignored as a potential replay attack. A legitimate
sender of EMMs never decrements a key identifier that is encrypted under the same device
unit key 220.

[0045] As discussed earlier, device unit key 220 and service key 230 are not
frequently changed. Thus, a 4-byte key identifier is not going to roll over to 0 for thousands
of years, and there is no ground for concern as to what happens when a key identifier rolls
over to 0. However, to avoid any accidental errors when a key identifier is set for some
reason to FFFF, it is possible to program a receiver to verify that the new key identifier has
not jumped from the previous value by more than some reasonable amount (for example,
100).

[0046] According to one embodiment, it is possible for a service provider to leverage
the key management hierarchy 200 for increased scalability by offering users with a content
purchase model called store and forward PPV or Impulse PPV (IPPV), wherein all
participating receivers are sufficiently physically secure that they are trusted with a program
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key, even before any of the content on that IPPV service had been purchased. Each receiver
is then tasked to record locally at the receiver which IPPV programs a user actually chooses
to view and periodically report these purchases to the service provider’s billing system,
which then charges the user accordingly. This [PPV model is applicable for receivers with a
return path.

[0047] Thus, with the key management hierarchy 200, IPPV is easily enabled by
allowing all users to subscribe to IPPV services for free. At the same time, any local
purchases of program events or services made on an IPPV service are recorded inside the
receiver, and the cumulative set of purchases are then reported back to the service provider.
Of course, a 2-way point-to-point secure protocol is desired between the each receiver and
the service provider’s host system for the latter to query each receiver for a list of IPPV
purchases that had been made within a predetermined past time period, for example, the last
billing period. Also, it is possible to program code a receiver to impose a limit on a number
of IPPV purchases that can be made or a total overall “cash spent” amount until the receiver
reports the full list of purchases to the service provider. To support IPPV services for
receivers that do not necessarily have a return path capability, it is possible for users
associated with those receivers to pre-purchase credit from a kiosk. Once the credit is used, a
user is able to return to a kiosk, to report back purchases, and to buy more credit.

[0048] According to another embodiment, if program access rules are allowed to
include secure or authenticated time services restrictions, such as “content may be recorded
on a PVR and used locally for a limited period of time,” it is possible for the receiver to
secure a source of time so that the temporarily stored content is set to securely expire. To
achieve this scheme, time messages or packets are repeatedly sent to a specific IP multicast
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address for the receiver that has the capability to persistently store content programming,
such as a PVR or DVR. Each time message includes a timestamp of a predetermined length
(for example, 4 bytes) in UTC time, a sequence number, and a digital signature such as RSA
or ECDSA.

[0049] The receiver is then provisioned (for example, in an EMM Message) with both
the current sequence number and a certificate chain of the time server in order to validate
each time message. A sequence number in one time message must be greater than or equal to
the one from a previous time message. In cases where the sequence number is the same, the
newer timestamp must be greater than or equal to the last one received. Thus, this sequence
number is operable for making backward time adjustments as desired or required. As long as
the timestamps are strictly incrementing, there is no need to ever change this sequence
number.

[0050] If a significant number of receivers have access to a return path, then
additional improvements in scalability and content acquisition times are achievable. As long
as the 2-way capability of each receiver is known to the service provider, the periodically
repeating streams of EMMSs and unit-addressed ECMs do not need to include any messages
addressed to those 2-way receivers. A receiver with a 2-way capability is operable to send an
upstream message to request its EMM or unit-addressed ECM and wait for the response to
come back. If the response does not come back due to an unreliable transport, the receiver is
operable to retry after a predetermined time-out period. As long as the service provider does
not see an explicit request from a 2-way receiver, the service provider does not need to

multicast any messages that are specifically encrypted for that device.
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[0051] What has been described and illustrated herein are various embodiments along
with some of their variations. The terms, descriptions and figures used herein are set forth by
way of illustration only and are not meant as limitations. Those skilled in the art will
recognize that many variations are possible within the spirit and scope of the subject matter,
which is intended to be defined by the following claims—and their equivalents—in which all

terms are meant in their broadest reasonable sense unless otherwise indicated.
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What is claimed is:
1. A computer-readable data structure, encoded on a computer readable medium for
authorizing access to content received by a device, the structure comprising:

a first record encoded on the computer-readable medium, the first record includes a
public key, a private key, and an associated digital certificate that the device use to provide
public key decryption;

a second record encoded on the computer-readable medium, the second record
includes a device unit key that is a symmetric key encrypted by the public key and decrypted
by the private key, wherein the device unit key is unique to the device;

a third record encoded on the computer-readable medium, the third record includes at
least one service key that is a symmetric key encrypted and authenticated by the device unit
key; and

a fourth record encoded on the computer-readable medium, the fourth record includes
at least one program key that is a symmetric key used to decrypt a first type of content access
and a different second type of content access;

wherein the device unit key provides encryption and authentication of the at least one
program key for use to decrypt the first type of content access, and the at least one service
key provides encryption and authentication of the at least one program key for use to decrypt

the second type of content access.

2. The computer-readable data structure of claim 1, wherein the device unit key
comprises:
a first symmetric key that provides encryption of the at least one service key or the at
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least one program key; or
a second symmetric key that provides authentication of the at least one service key or

the at least one program key.

3. The computer-readable data structure of claim 1, wherein the second record is

updated on a predetermined period basis.

4. The computer-readable data structure of claim 1, wherein the at least one service key
comprises a plurality of service keys, and the at least one program key comprises a plurality
of program keys; and wherein each of the plurality of service keys is unique to and provides

decryption of each of the plurality of program keys.

5. The computer-readable data structure of claim 1, wherein the at least one service key
comprises:
a first symmetric key that provides encryption of the at least one program key; and

a second symmetric key that provides authentication of the at least one program key.

6. The computer-readable data structure of claim 5, wherein the at least one service key

is updated on a predetermined periodic basis.

7. The computer-readable data structure of claim 1, wherein the first type of content
access is for a content pay-per-view event, and the second type of content is for a content
subscription service.
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8. The computer-readable data structure of claim 1, further comprising:
a fifth record encoded on the computer-readable medium, the fifth record includes a
content decryption key that is derived from a combination of the at least one program key and

information from the second type of content access.

9. The computer-readable data structure of claim 1, wherein the computer-readable data
structure is encoded in one of a smart card and computer-readable medium accessible by the

device for receiving content.

10. A method for providing authorized access to content, comprising:
receiving a request for content access;
responsive to the request, providing an asymmetric key pair having a public
encryption key and a private encryption key;
providing an entitlement management message (EMM), the providing the EMM
comprises:
a) encrypting a device unit key with the public encryption key, wherein
the device unit key is unique to a source of the request; and
b) encrypting a service key with at least the device unit key, the service
key is operable to provide decryption of a program key;
providing an entitlement control message (ECM) for a first type of content access or a
second different type of content access, the providing the ECM comprises:
a) providing the program key in the ECM for decrypting the first type
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of content access or the second type of content access;
b) encrypting the ECM with the service key for the first type of content
access;
¢) encrypting the ECM with the device unit key for the second type of

content access; and

1. The method of claim 10, wherein:

the encrypting the ECM with the service key includes encrypting the program key
with the service key; and

the encrypting the ECM with the device unit key includes encrypting the program key

with the device unit key.

12.  The method of claim 10, wherein the first type of content access is a content
subscription service type, and the second type of content access is a content-pay-per-view-

event type.

13.  The method of claim 10, wherein the providing the EMM further comprises:

Encrypting another service key with at least the device unit key, wherein the another
service key provides decryption of the first type of content access upon an expiration of the
service key; and

wherein the EMM includes the service key and the another service key.

14.  The method of claim 10, further comprising:

26



WO 2006/033997 PCT/US2005/033042

Periodically repeating the providing the EMM to generate additional EMMs, wherein
each of the EMM s includes a key identifier that sequentially increases in value based on a

sequential order of the generation of each of the EMMs from first to last.
15.  The method of claim 12, wherein the providing the ECM further comprises:
providing a first access rule that specifies how long a content of the second type

content access is to be stored once it is decrypted with the program key.

16.  The method of claim 10, wherein the source of the request for content access includes

a receiver having access to the asymmetric key pair and providing access to content.
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