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B

5101 Respectively acquire three-dimensional information data and two-dimensional information data of a
target area by using a three-dimensional sensor and a two-dimensional sensor

S102 Respectively input the three-dimensional information data and the two-dimensional information data
into a pre-trained three-dimensional detection model and two-dimensional detection model to obtain a
first three-dimensicnal detection bounding box and a first two-dimensional detection bounding box of
each target object in the target area

5103  Input the three-dimensional information data and the two-dimensional information data into a
pre-trained fusion detection model to obtain a second three-dimensional detection bounding box of
each target object in the target area, and perform coordinate system change on the second
three-dimensional detection bounding box te cbtain a second two-dimensienal detection bounding box

5104 Calculate a first loU value of the first two-dimensional detection bounding box and the second
two-dimensional detection bounding box corresponding to each target object to obtain a first array,
and calculate a second loU value of the first three-dimensional detection bounding box and the
second three-dimensional detection bounding box corresponding to each target object to obtain a
second array

5105  Perform attack detection on the basis of the first array and the second array and locate an attacked
sensor

(57) Abstract: Disclosed in the present invention are an attack detection method and apparatus for an autonomous driving system,
a device, and a storage medium. The method comprises: respectively performing target detection on three-dimensional information
data and two-dimensional information data acquired by a three-dimensional sensor and a two-dimensional sensor to obtain a first
three-dimensional detection bounding box and a first two-dimensional detection bounding box; performing fusion target detection
on the three-dimensional information data and the two-dimensional information data to obtain a second three-dimensional detection
bounding box, and performing coordinate transformation on the second three-dimensional detection bounding box to obtain a second
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AREPRAT:

— EERMe R R CRAIEE215:0).

two-dimensional detection bounding box; then performing IoU value calculation on the first two-dimensional detection bounding box
and the second two-dimensional detection bounding box corresponding to each object to obtain a first array, and performing loU
value calculation on the first three-dimensional detection bounding box and the second three-dimensional detection bounding box
corresponding to each object to obtain a second array; and analyzing the first array and the second array to confirm whether a sensor is
attacked. The present invention can perform attack detection on the basis of multi-modal data and can locate an attacked sensor.
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—HER A AT IoU S tH 5, 19 2088 — 8, v 28— BER AR 28 — BCA f AR 5 A8 i aR R S OR
ifi o ALIABEMERE T2 HOBAE 2 TGS P B R (7 B O i
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