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CONTROL OF A COMMUNICATION SESSION

Technical Field

The present invention relates to control of a communication session. More

particularly, the invention relates to redirection of a communication session in

response to online charging and policy decisions.

Background

Telecommunications services provided over an IP Connectivity Access Network (IP-

CAN) can be subject to online charging and/or policy control mechanisms.

Accordingly, some telecommunications systems incorporate Policy and Charging

Control (PCC) architectures to provide this control. 3GPP TS 23.203 V7.9.0

describes such a PCC architecture in respect of packet flows in an IP-CAN session

established by a user terminal through a 3G telecommunications system. The PCC

architecture described in 3GPP TS 23.203 comprises a Policy and Charging

Enforcement Function (PCEF), a Policy and Charging Rules Function (PCRF) and an

Online Charging System (OCS). Figure 1 illustrates schematically an example of

PCC architecture employed in a General Packet Radio Service (GPRS) IP-CAN.

Figure 1 depicts a Radio Network Controller (RNC) of a UMTS Terrestrial Radio

Access Network (UTRAN); however, this could equally be a Base Station Subsystem

(BSS) of any other radio access network (e.g. GSM EDGE Radio Access Network

(GERAN)).

The PCEF is a functional entity that behaves as a Policy Enforcing Point (PEP) for

enforcing decisions instructed by the PCRF and the OCS. The PCEF captures any

user and signalling traffic, and analyzes that traffic to identify the user and to capture

details of the service(s) being used. The PCEF can then communicate this

information to the PCRF over the Gx interface and to the OCS over the Gy interface.

The PCEF is preferably co-located within the gateway node implementing the IP

access to the PDN. As such, in a GPRS core network the PCEF is located within the

GPRS Gateway Support Node (GGSN), whilst in the case of a CDMA2000 network

the PCEF may be located in a Packet Data Serving Node (PDSN).



The PCRF can be implemented as a standalone node and behaves as a Policy

Decision Point (PDP), or Policy Server (PS), that stores user data related to QoS

enforcement, access control lists, etc. The PCRF takes decisions based on the

provisioned data and the user activity information it receives from PCEF. Once a

decision is taken in PCRF, this decision is indicated to the PCEF by means of the Gx

interface.

The OCS provides authorization for the usage of network resources based on the

provisioned data and the user activity information it receives from PCEF. This

authorization must be granted by the OCS prior to the actual resource usage. When

receiving a network resource usage request, the network assembles the relevant

charging information and generates a charging event towards the OCS in real-time.

The OCS then returns an appropriate resource usage authorization over the Gy

interface. The resource usage authorization may be limited in its scope (e.g. volume

of data or duration) therefore this authorization may have to be renewed from time to

time as long as the user's resource usage persists. The OCS can support time,

volume and event-based charging.

When enforcing decisions received from the PCRF and/or the OCS, the PCEF may

be required to terminate or modify an IP-CAN session. As an alternative or in

addition to the termination or modification of a session, the PCEF can also direct the

user towards an application specific web portal. These web portals can be used to

provide additional services to the user, or merely to provide further information. For

example, such a web portal can notify the user of a change in the QoS or, if the

user's credit has been exhausted, the web portal can provide a mechanism for the

user to purchase more credit.

Figure 2 is an example signalling flow diagram of an OCS directing a user terminal to

a web portal. In this example, during usage of some network resource, an OCS

determines that the user's credit has been exhausted and directs the user terminal to

a web portal that provides the user with the option of purchasing more credit. The

steps performed are as follows:

A 1. The PCEF detects the user's first attempt to access a particular service. For

example, the PCEF receives a HTTP Get request from the user terminal.



A2. In accordance with the Diameter Credit-Control Application (as specified in

IETF RFC 4006) the PCEF sends a Credit-Control-Request (CCR) message to

the OCS requesting an initial credit authorization for the service.

A3. Provided the user has sufficient credit, the OCS responds to the CCR with a

Credit-Control-Answer (CCA) message indicating the quota granted to the

user. This quota can be given in any unit (e.g. time, data, money etc)

depending upon the service and the user's subscription. The quota returned

by the OCS in this initial CCA message usually only equates to a portion of the

total units currently available to the user (e.g. a portion of the credit in the

user's account).

A4. The PCEF then allows the user to access the service until the granted quota

has been consumed. Once this quota has been used, the PCEF sends a

further CCR to the OCS. Given that the quota returned by the OCS in the

initial CCA message was only a portion of the available units, when the OCS

receives a further CCR from the PCEF it responds with a further quota,

thereby allowing the user to continue to use the service. These rounds of CCR

and CCA messages continue until the OCS decides to terminate the session,

for example, if the total units available to the user have been exhausted or the

user's subscription has expired.

A5. At this point, when the PCEF requests another quota, the OCS can send a

CCA message to the PCEF indicating that the PCEF should redirect the user

terminal to a web portal, the message including the URL of the web portal.

Alternatively, the OCS can simply send a CCA message to the PCEF

indicating that the session should be terminated and the reasons for this

decision.

A6. If the CCA message from the OCS included the URL of a web portal, when the

user terminal then makes a further attempt to continue to use the service the

PCEF responds with a message redirecting the user terminal to the URL of the

web portal. Alternatively, if the CCA message received from the OCS does not

include a URL, but does indicate that the session should be terminated and the

reasons for this decision, then the PCEF can respond to the user terminal with

a message redirecting the user terminal to a URL that has been configured

locally at the PCEF.

A7. The user terminal then sends a HTTP Get request to the URL indicated to it by

the PCEF. In this example, the URL redirects the user terminal to a web portal



of the OCS that is hosted at a separate application server. The application

server then communicates with both the OCS and the user terminal in order to

allow the user to purchase more credit or update their subscription.

A8. Once this process has been completed the OCS can initiate re-authorisation of

the session by sending a Re-Auth-Request (RAR) message to the PCEF. The

PCEF will respond with a Re-Auth-Answer (RAA) message before sending a

CCR message to the OCS requesting a new quota. The OCS then responds

with a CCA message providing a quota from the additional credit purchased by

the user. Alternatively, and as shown in Figure 2 , the last CCA message sent

from the OCS in step 5 prior to the redirection can include a "validity time".

The PCEF will then run a timer that, upon expiration of this "validity time",

triggers the sending of a CCR message to the OCS in order to re-start the

credit authorisation process.

As described above, a PCRF may also require that a user terminal accessing a

service be redirected to a web portal. For example, in some countries, due to

legislation, the network operator is required to notify the user prior to a degradation of

a service. This notification can be achieved by sending an email or SMS to the user;

however, it may preferable that the user terminal is directed to a web portal that

displays the relevant information to the user. As such, if a network operator was to

lower the bandwidth or the Quality of Service (Qos) provided to a user, this would

require that the user be notified prior to the degradation of service, and this

notification could be achieved by directing the user terminal to a web portal

displaying the relevant information.

Summary

According to a first aspect of the present invention there is provided a method of

operating a Policy and Charging Enforcement Function to control a communication

session of a user terminal. The method comprises receiving an initial decision from a

first decision function, the initial decision requiring a redirection of a user interface of

the user terminal to a primary address associated with the first decision function,

notifying a second decision function of said initial decision, receiving a supplementary

decision from the second decision function, the supplementary decision requiring that

that the first decision function should communicate with a secondary address



associated with the second decision function, and sending a redirection instruction to

the user terminal to redirect the user interface to said primary address, the instruction

including said secondary address.

The initial decision may include the primary address. Alternatively, the initial decision

may indicate one or more reasons for the decision, and the method may then further

comprise using said one or more reasons to determine that the redirection is required

and to select said primary address. The primary address may be selected from a set

of one or more addresses predefined at the Policy and Charging Enforcement

Function.

The supplementary decision may include the secondary address. Alternatively, the

supplementary decision may indicate one or more reasons for the decision, and the

method may then further comprise using said one or more reasons to determine that

the first decision function should communicate with a secondary address and to

select said secondary address. The secondary address may be selected from a set

of one or more addresses predefined at the Policy and Charging Enforcement

Function.

The redirection instruction may include parameters for identifying the initial decision

and the supplementary decision. The primary and secondary addresses may be

respective primary and secondary Uniform Resource Locators. The communication

session may be a web browsing session, and the user interface may be a web

browser.

The first decision function may be provided by one of a Policy and Charging Rules

Function and an Online Charging System and the second decision function may be

provided by the other of a Policy and Charging Rules Function and an Online

Charging System.

According to a second aspect of the present invention there is provided a method of

operating a decision function to control a communication session of a user terminal.

The method comprises using one or more predefined rules to make an initial decision

relating to control of the communication session, the initial decision requiring a

redirection of a user interface of the user terminal, sending said initial decision to a



Policy and Charging Enforcement Function, receiving a data request from a user

interface of the user terminal including an address associated with a further decision

function, retrieving internal data, retrieving supplementary data from the further

decision function using said address, combining said initial data and said

supplementary data, and sending the combined data to the user interface of the user

terminal.

The initial decision may include an address associated with the decision function.

The initial decision may indicate one or more reasons for the initial decision. The

data request from may also include parameters for identifying the internal data and

the supplementary data.

According to a third aspect of the present invention there is provided a method of

operating a decision function to control a communication session of a user terminal.

The method comprises receiving, from a Policy and Charging Enforcement Function,

notification of an initial decision made by a further decision function, the initial

decision requiring a redirection of a user interface of the user terminal, using one or

more predefined rules to make a supplementary decision relating to control of the

communication session, and sending the supplementary decision to the Policy and

Charging Enforcement Function.

The supplementary decision may include an address associated with the decision

function. The supplementary decision may indicate one or more reasons for the

supplementary decision.

The decision function may be provided by one of a Policy and Charging Rules

Function and an Online Charging System and the further decision function may be

provided by the other of a Policy and Charging Rules Function and an Online

Charging System.

According to a fourth aspect of the present invention there is provided an apparatus

configured to operate as a Policy and Charging Enforcement Function. The

apparatus comprises a receiver for receiving an initial decision from a first decision

function, a processing unit for determining if the initial decision requires a redirection

of a user interface of a user terminal to a primary address associated with the first



decision function, a transmitter for notifying a second decision function of said initial

decision, a receiver for receiving a supplementary decision from the second decision

function, a processing unit for determining if the supplementary decision requires that

that the first decision function should communicate with a secondary address

associated with the second decision function, for generating a redirection instruction

to redirect the user interface to the primary address, and, if the supplementary

decision does require that that the first decision function should communicate with a

secondary address, for including said secondary address in the instruction, and a

transmitter for sending the redirection instruction to the user terminal. The Policy and

Charging Enforcement Function may be a functional entity in a Gateway GPRS

Support Node.

The processing unit may be arranged to determine if the initial decision includes the

primary address. The processing unit may be arranged to determine if the initial

decision indicates one or more reasons for the decision, and, if so, to use said one or

more reasons to determine if the redirection is required and to select said primary

address. In addition, the processing unit may be arranged to select the primary

address from a set of one or more addresses predefined in a memory of the Policy

and Charging Enforcement Function.

The processing unit may be arranged to determine if the supplementary decision

includes the secondary address. The processing unit may be arranged to determine

if the supplementary decision indicates one or more reasons for the decision, and, if

so, to use said one or more reasons to determine if the first decision function should

communicate with a secondary address and to select said secondary address. In

addition, the processing unit may be arranged to select the secondary address from

a set of one or more addresses predefined in a memory of the Policy and Charging

Enforcement Function. The processing unit may also be arranged to include

parameters for identifying the initial decision and the supplementary decision in the

redirection instruction.

According to a fifth aspect of the present invention there is provided an apparatus

configured to operate as a decision function for controlling a communication session

of a user terminal. The apparatus comprising a memory unit for storing one or more

predefined rules, a processing unit for using the one or more predefined rules to



make an initial decision relating to control of the communication session, a memory

unit for storing internal data relating to said initial decision, a transmitter for sending

said initial decision to a Policy and Charging Enforcement Function, a receiver for

receiving a data request from the user interface of the user terminal including an

address associated with a further decision function, a processing unit for retrieving

internal data from the memory unit, a transceiver for retrieving supplementary data

from the further decision function using said address, a processing unit for combining

said internal data and said supplementary data, and a transmitter for sending the

combined data to the user interface of the user terminal. The decision function may

be one of a Policy and Charging Rules Function and an Online Charging System,

and the further decision function may be the other of a Policy and Charging Rules

Function and an Online Charging System.

According to a sixth aspect of the present invention there is provided an apparatus

configured to operate as a decision function for controlling a communication session

of a user terminal. The apparatus comprises a receiver for receiving, from a Policy

and Charging Enforcement Function, notification of an initial decision made by a

further decision function, the initial decision requiring a redirection of a user interface

of the user terminal, a memory unit for storing one or more predefined rules, a

processing unit for using the one or more predefined rules to make a supplementary

decision relating to control of the communication session, and a transmitter for

sending the supplementary decision to the Policy and Charging Enforcement

Function. The apparatus may further comprise a memory unit for storing data

relating to said supplementary decision. The decision function may be one of a

Policy and Charging Rules Function and an Online Charging System, and the further

decision function may be the other of a Policy and Charging Rules Function and an

Online Charging System.

Brief Description of the Drawings

Figure 1 illustrates schematically an example of PCC architecture employed in a

General Packet Radio Service (GPRS) IP-CAN;

Figure 2 is an example signalling flow diagram of an OCS directing a user terminal to

a web portal;

Figure 3 illustrates schematically an example of the process of unifying a first



redirection with a second redirection;

Figure 4 illustrates an example of the process implemented by a PCEF that supports

unified redirection. The steps performed are as follows:

Figure 5 illustrates an example of the process implemented by a first decision

function that supports unified redirection;

Figure 6 illustrates an example of the process implemented by a second decision

function that supports unified redirection;

Figure 7 illustrates schematically an example of a PCEF suitable for implementing

unified redirection;

Figure 8 illustrates schematically an example of a first decision function suitable for

implementing unified redirection; and

Figure 9 illustrates schematically an example of a second decision function suitable

for implementing unified redirection.

Detailed Description

It is recognised here that, when enforcing decisions instructed by the PCRF and the

OCS, it may be required to make a number of redirections of a user terminal during a

single session. As described above, the OCS may redirect the user terminal to a

web portal when a user's credit has been exhausted, and the PCRF may make a

separate redirection to another web portal to notify a user of a change in the QoS

that the network is providing.

These multiple redirections have a number of disadvantages. Firstly, the constant

service interruptions caused by such redirections are likely to have a negative impact

on the user's experience. Secondly, it is also likely that the different web portals (i.e.

the web portal provided for the OCS and the web portal provided for the PCRF) will

have been developed separately, by different departments, with different aims and

objectives. As such, it is common for these different web portals to each have a

different look and feel, possibly causing confusion to the user and negatively

impacting the brand image of the operator. It is therefore desirable to minimize the

number of separate redirections that occur whilst still providing the information and

services supplied when redirecting the user terminal.

There will now be described a method by which separate redirections instructed by



the OCS and PCRF respectively can be unified, thereby minimising the number of

redirections that will occur during a session and ensuring that the network operator

will make use of a single, combined web portal for these redirections.

The method involves, when a first decision function (i.e. either the PCRF or the OCS)

has made an initial decision that requires redirection of a user terminal, the PCEF

notifying a second decision function (i.e. the other of the PCRF and the OCS) of this

decision. If the second decision function then makes a supplementary decision that

would also require a redirection of the user terminal, or determines that such a

decision was imminent, then it reports this to the PCEF. The PCEF then ensures

that the user terminal is redirected to the location required by the initial decision, but

that this redirection will also provide the information and/or services required by the

supplementary decision of the second decision function.

Figure 3 illustrates an example of the process of unifying a first redirection, required

by an OCS, with a second redirection, required by a PCRF. In this example, and for

the sake of simplicity, it is assumed that the PCEF functionality is embedded within a

packet gateway (e.g. GGSN). The steps performed are as follows:

B 1 . The user accesses a service, such as browsing the internet, and traffic flows to

and from the user terminal via the PCEF.

B2. The PCEF reports relevant details of the service usage to the OCS (for credit

control) and the PCRF (for policy control).

B3. The OCS then decides that the user has exhausted their credit and prompts

the PCEF to redirect the user terminal.

B4. The PCEF informs the PCRF of the redirection that has been triggered by the

OCS.

B5. The PCRF decides that it would have imminently required a redirection of the

user terminal, in order to provide a notification to the user, and informs the

PCEF.

B6. The PCEF sends an instruction to the user terminal to redirect its web browser

to a web portal of the OCS. The instruction includes the URL of the web

portal, and a set of parameters for identifying the user and the session to the

OCS. The instruction also provides a set of additional information that

includes the URL of the PCRF and a set of parameters for identifying the user

and the session to the PCRF.



B7. The user terminal is redirected to the web portal. The user terminal also

forwards the parameters for identifying the user and the session to the OCS,

together with the additional information included in the instruction received

from the PCEF, to the web portal of the OCS.

B8. The web portal retrieves the information relating to the user and the user's

session from the OCS. It also uses the additional information to contact the

PCRF, which then supplies data relating to the notification that it is required to

provide to the user. The web portal of the OCS then allows the user to

purchase more credit for his account whilst also displaying the required

notification.

This method provides a mechanism to combine two or more redirections into one,

wherein the first decision function requesting a redirection gets, e.g. from the PCEF,

information to contact a further decision function.

The redirection of the user terminal can be triggered in one of two ways. The

decision function can either include the URL of the web portal in the response to the

PCEF, or it can merely indicate the decision to the PCEF which can then initiate

redirection of the user terminal to a URL configured at the PCEF. In addition, the

PCEF may also be configured such that it will only check that a unified redirection is

required in certain circumstances. For example, the PCEF may be configured to only

notify the second decision function when certain URLs are provided by the first

decision function, or unified redirection may only be required when using certain

services. Additionally, some operators only require QoS degradation if the user is

roaming. As such, it would not be necessary to perform unified redirection if the user

is not roaming, as no service degradation will occur that will require the user to be

notified.

The redirection of the user terminal can be achieved by sending a HTTP 3xx

response from the PCEF to the user terminal. For example, the response may take

the format:

HTTP/1 . 1 301 Moved Permanently

Location: http://www.operatorportal.com/refill.html



The 301 status code and the location field are defined in IETF RFC 2616. However,

the PCEF must also include the additional information that the user terminal will

provide to the first decision function to enable it to contact the second decision

function. It may also be necessary to include the parameters to enable both the first

decision function and the second decision function to identify the user and the

session. For example, the HTTP response may need to include some or all of:

■ a URL for a web portal of the OCS;

■ an IMSI, MSISDN or other user identifier for identifying the user to the OCS;

■ the Rating Group and Session ID for identifying the session to the OCS;

■ a URL for a web portal of the PCRF;

■ an IMSI, MSISDN or other user identifier for identifying the user to the PCRF;

■ the Reporting Group and Session ID for identifying the session to the PCRF

(note that this Reporting Group and Session ID are independent to the OCS

Rating Group and Session ID); and

a URL of the passive redirector (in this case, the URL of the PCRF portal)

The inclusion of this information can be achieved by either using additional standard

headers (as defined in RFC 2616) in the HTTP 3xx response, or by using non-

standard or proprietary headers in the response, provided that the user terminal and

the first and second decision function can understand these headers. . For example,

the HTTP response may include so-called "X-headers" to provide this information,

such that the HTTP response sent by PCEF to the user terminal may take the format:

HTTP/1 . 1 301 Moved Permanently

Location: http://www.prepaidportal.com/refill.html

X-activeredir-MSISDN: +34699738495

X-activeredir-RatingG: 5

X-activeredir-SessionlD: 5584

X-passiveredir-URL: http://www.qosportal.com/notif.html

X-passiveredir-MSISDN: +34699738495

X-passiveredir-ReportingG: 14

X-passiveredir-SessionlD: 778

The "activedir" headers provide those parameters relating to the first decision

function as the active redirector, whilst the "passiveredir" headers provide those

parameters relating to the second decision function as the passive redirector. The



user terminal will also be required to ensure that it inserts these headers into the

redirected HTTP request towards the web portal of the first decision function.

The methods described above provide that when a unified redirection is required, the

PCEF will redirect the user terminal to a web portal of the first decision function. This

redirection will also cause the first decision function to contact the second decision

function in order to combine the information and/or services that would have

otherwise been provided by two separate redirections. In order to perform this

functionality, the existing OCS and PCRF will both require a "plugin" to enable them

to cooperate and provide a combined web portal. In doing so, this unified redirection

minimises the number of redirections that will occur during a session and ensures

that the web portals for the separate charging and policy control functions are

managed in a unified way, thereby improving the user experience and the brand

image of the network operator.

Figure 4 illustrates an example of the process implemented by a PCEF that supports

unified redirection. The steps performed are as follows:

C 1 . The PCEF receives an initial decision from a first decision function (i.e. a

PCRF or an OCS) relating to a user's session.

C2. The PCEF then determines if this initial decision requires redirection of the

user's user terminal to a primary address. For example, the initial decision

may include the primary address, thereby indicating that the PCEF should

redirect the user terminal to this address. Alternatively, the PCEF may be

configured to redirect the user terminal to an address configured at the PCEF,

depending upon the decision and/or the reasons for the decision that are

received from the first decision function.

C3. If the initial decision does not require a redirection of the user terminal, then

the PCEF continues without redirecting the user terminal.

C4. If the initial decision does require a redirection of the user terminal, then the

PCEF determines if it is required to check for a unified redirection. As

previously described, the network operator may only require that the PCEF

checks for a unified redirection in certain circumstances, for example, when

using certain services.



C5. If it is not required to check for a unified redirection, then the PCEF continues

to send a redirection instruction to the user terminal without contacting the

second decision function.

C6. If it is required to check for a unified redirection, then the PCEF notifies a

second decision function of the initial decision.

C7. The PCEF receives a supplementary decision from the second decision

function.

C8. The PCEF then determines if the supplementary decision requires a unified

redirection. For example, the supplementary decision may include a

secondary address that the first decision function should communicate with

when contacted by the user terminal. Alternatively, the PCEF may be

configured to determine that a unified redirection is required, and the

secondary address for that unified redirection, depending upon the

supplementary decision and/or the reasons for the decision that are received

from the second decision function.

C9. If the supplementary decision does not require a unified redirection, then the

PCEF continues to send a redirection instruction to the user terminal, the

instruction including the information required to redirect the user terminal to the

primary address.

C10. If the supplementary decision does require a unified redirection, then the

PCEF sends a redirection instruction to the user terminal. However, the

instruction includes the information required to redirect the user terminal to the

primary address, but also includes additional information in order to direct the

first decision function to the secondary address, when contacted by the user

terminal.

Figure 5 illustrates an example of the process implemented by a first decision

function that supports unified redirection. The steps performed are as follows:

D 1 . The first decision function makes an initial decision relating to a user's session,

using one or more predefined rules.

D2. The first decision function sends this initial decision to a PCEF. The initial

decision may also include the reasons for the decision. Alternatively, the initial

decision may include a primary address, thereby indicating that the PCEF

should redirect the user terminal to this address.



D3. The first decision function then receives a request from the user's user

terminal. For example, this request may be a HTTP Get request. The request

may also include parameters for identifying the user and the session to the first

decision function.

D4. The first decision function then determines if the request includes an address

associated with a further decision function.

D5. If the request does not include an address associated with a further decision

function, then the first decision function retrieves internal data relating to the

initial decision.

D6. The first decision function then responds to the request by sending this internal

data to the user terminal. For example, this internal data may provide the user

terminal with information relating to their credit or account status, and provide

an opportunity to purchase more credit, or may provide information relating to

a change in the session.

D7. If the request does include an address associated with a further decision

function, then the first decision function retrieves internal data relating to the

initial decision.

D8. The first decision function then retrieves supplementary data from the address

of the further decision function.

D9. The first decision function then combines the internal data and the

supplementary data.

D10. The first decision function then responds to the request by sending this

combined data to the user terminal.

Further communication may then take place between the user terminal and the first

decision function, and the first decision function and the further decision function,

depending upon the nature of the initial decision and the supplementary decision,

and upon the options available to the user.

Figure 6 illustrates an example of the process implemented by a second decision

function that supports unified redirection. The steps performed are as follows:

E 1 . The second decision function receives a notification, from a PCEF, of an initial

decision made by a first decision function and relating to a user's session.



E2. The second decision function then makes a supplementary decision relating to

the user's session, or determines that a supplementary decision was imminent,

using one or more predefined rules.

E3. The second decision function then responds to the PCEF with this

supplementary decision. The supplementary decision may also include the

reasons for the decision. Alternatively, the supplementary decision may

include an address, thereby indicating that to the PCEF that the second

decision function requires a unified redirection.

Figure 7 illustrates schematically an example of a PCEF 1 suitable for implementing

the method described above. The PCEF 1 can be implemented as a combination of

computer hardware and software. The PCEF 1 comprises a receiver 2 , a transmitter

3 and a processing unit 4 . The receiver 2 is suitable for receiving an initial decision

from a first decision function and for receiving a supplementary decision from a

second decision function. The transmitter 3 is suitable for notifying a second

decision function of the initial decision and for sending the redirection instruction to

the user terminal. The processing unit 4 is suitable for determining if the initial

decision requires a redirection of a user interface of the user terminal to a primary

address, for generating a redirection instruction to redirect the user interface to the

primary address, and for determining if the supplementary decision requires that that

the first decision function should communicate with a secondary address associated

with the second decision function. If the supplementary decision does require that

that the first decision function should communicate with a secondary address, the

processing unit 4 also includes the secondary address in the instruction sent to the

user terminal.

Figure 8 illustrates schematically an example of a first decision function 5 suitable for

implementing the method described above. The first decision function 5 can be

implemented as a combination of computer hardware and software. The first

decision function 5 comprises a memory unit 6 , a processing unit 7 , a transmitter 8

and a receiver 9 . The memory unit 6 is suitable for storing one or more predefined

rules and for storing internal data relating to an initial decision. The processing unit 7

is suitable for using the one or more predefined rules to make the initial decision, for

retrieving internal data from the memory unit and for combining internal data and

supplementary data. The transmitter 8 is suitable for sending the initial decision to



the PCEF and for sending the combined data to the user interface of the user

terminal. The receiver 9 is suitable for receiving a data request from the user

interface of the user terminal. The transmitter 8 and the receiver 9 are also suitable

for retrieving supplementary data from the second decision function.

Figure 9 illustrates schematically an example of a second decision function 10

suitable for implementing the method described above. The second decision

function 10 can be implemented as a combination of computer hardware and

software. The second decision function 10 comprises a receiver 11, a memory unit

12 , a processing unit 13 and a transmitter 14. The receiver 11 is suitable for receiving

notification of an initial decision made by a first decision function from a PCEF. The

memory unit 12 is suitable for storing one or more predefined rules. The processing

unit 13 is suitable for using the one or more predefined rules to make a

supplementary decision relating to control of the communication session. The

transmitter 14 is suitable for sending the supplementary decision to the PCEF.

Currently, many of the nodes and servers in telecommunications systems are

implemented by computer-based apparatuses. Examples are nodes and/or servers

that can be configured to operate as the enforcing and/or decision functions

described hereinbefore (i.e. the PCEF, PCRF, and OCS). Accordingly, the

embodiments described above can comprise processes performed in computer-

based apparatuses and programs for a computer-based apparatuses. The programs

may be stored on any carrier capable of carrying the program. Therefore, a further

embodiment of the invention comprises computer program products, or recording

medium, storing computer interpretable instructions for causing a programmable

computer to perform any of the methods described hereinbefore.

It will be appreciated by the person of skill in the art that various modifications may

be made to the above-described embodiments without departing from the scope of

the present invention.



Claims

1. A method of operating a Policy and Charging Enforcement Function to control

a communication session of a user terminal, the method comprising:

receiving an initial decision from a first decision function, the initial decision

requiring a redirection of a user interface of the user terminal to a primary address

associated with the first decision function;

notifying a second decision function of said initial decision;

receiving a supplementary decision from the second decision function, the

supplementary decision requiring that that the first decision function should

communicate with a secondary address associated with the second decision

function; and

sending a redirection instruction to the user terminal to redirect the user

interface to said primary address, the instruction including said secondary address.

2 . A method as claimed in claim 1, wherein the initial decision includes the

primary address.

3 . A method as claimed in claim 1, wherein the initial decision indicates one or

more reasons for the decision, and the method further comprises:

using said one or more reasons to determine that the redirection is required,

and to select said primary address.

4 . A method as claimed in any preceding claim, wherein the supplementary

decision includes the secondary address.



5 . A method as claimed in any of claim 1 to 3 , wherein the supplementary

decision indicates one or more reasons for the decision, and the method further

comprises:

using said one or more reasons to determine that the first decision function

should communicate with a secondary address and to select said secondary

address.

6 . A method as claimed in any preceding claim, wherein the redirection

instruction includes parameters for identifying the initial decision and the

supplementary decision.

7 . The method as claimed in any preceding claim, wherein the first decision

function is provided by one of a Policy and Charging Rules Function and an Online

Charging System and the second decision function is provided by the other of a

Policy and Charging Rules Function and an Online Charging System.

8 . A method of operating a decision function to control a communication session

of a user terminal, the method comprising:

using one or more predefined rules to make an initial decision relating to

control of the communication session, the initial decision requiring a redirection of a

user interface of the user terminal;

sending said initial decision to a Policy and Charging Enforcement Function;

receiving a data request from a user interface of the user terminal including

an address associated with a further decision function;

retrieving internal data;

retrieving supplementary data from the further decision function using said



address;

combining said initial data and said supplementary data; and

sending the combined data to the user interface of the user terminal.

9 . A method as claimed in claim 8 , wherein the initial decision includes an

address associated with the decision function.

10. A method as claimed in claim 8 , wherein the initial decision indicates one or

more reasons for the initial decision.

11. A method as claimed in any of claims 8 to 10, wherein the data request also

includes parameters for identifying the internal data and the supplementary data.

12. A method of operating a decision function to control a communication session

of a user terminal, the method comprising;

receiving from a Policy and Charging Enforcement Function notification of an

initial decision made by a further decision function, the initial decision requiring a

redirection of a user interface of the user terminal;

using one or more predefined rules to make a supplementary decision

relating to control of the communication session; and

sending the supplementary decision to the Policy and Charging Enforcement

Function.

13. A method as claimed in claim 12, wherein the supplementary decision

includes an address associated with the decision function.



14. A method as claimed in claim 12, wherein the supplementary decision

indicates one or more reasons for the supplementary decision.

15. An apparatus configured to operate as a Policy and Charging Enforcement

Function, the apparatus comprising:

a receiver for receiving an initial decision from a first decision function;

a processing unit for determining if the initial decision requires a redirection of

a user interface of a user terminal to a primary address associated with the first

decision function;

a transmitter for notifying a second decision function of said initial decision;

a receiver for receiving a supplementary decision from the second decision

function;

a processing unit for determining if the supplementary decision requires that

that the first decision function should communicate with a secondary address

associated with the second decision function, for generating a redirection instruction

to redirect the user interface to the primary address, and, if the supplementary

decision does require that that the first decision function should communicate with a

secondary address, for including said secondary address in the instruction; and

a transmitter for sending the redirection instruction to the user terminal.

16. An apparatus as claimed in claim 15, wherein the processing unit is further

arranged to determine if the initial decision includes the primary address.

17. An apparatus as claimed in claim 15, wherein the processing unit is further

arranged to determine if the initial decision indicates one or more reasons for the

decision, and, if so, to use said one or more reasons to determine if the redirection is



required and to select said primary address.

18. An apparatus as claimed in any of claims 15 to 17, wherein the processing

unit is further arranged to determine if the supplementary decision includes the

secondary address.

19. An apparatus as claimed in any of claims 15 to 17, wherein the processing

unit is further arranged to determine if the supplementary decision indicates one or

more reasons for the decision, and, if so, to use said one or more reasons to

determine if the first decision function should communicate with a secondary address

and to select said secondary address.

20. An apparatus as claimed in any of claims 15 to 19, wherein the processing

unit is further arranged to include parameters for identifying the initial decision and

the supplementary decision in the redirection instruction.

2 1. An apparatus configured to operate as a decision function for controlling a

communication session of a user terminal, the apparatus comprising:

a memory unit for storing one or more predefined rules;

a processing unit for using the one or more predefined rules to make an initial

decision relating to control of the communication session;

a memory unit for storing internal data relating to said initial decision;

a transmitter for sending said initial decision to a Policy and Charging

Enforcement Function;

a receiver for receiving a data request from the user interface of the user

terminal including an address associated with a further decision function;



a processing unit for retrieving internal data from the memory unit;

a transceiver for retrieving supplementary data from the further decision

function using said address;

a processing unit for combining said internal data and said supplementary

data; and

a transmitter for sending the combined data to the user interface of the user

terminal.

22. An apparatus configured to operate as a decision function for controlling a

communication session of a user terminal, the apparatus comprising:

a receiver for receiving, from a Policy and Charging Enforcement Function,

notification of an initial decision made by a further decision function, the initial

decision requiring a redirection of a user interface of the user terminal;

a memory unit for storing one or more predefined rules;

a processing unit for using the one or more predefined rules to make a

supplementary decision relating to control of the communication session; and

a transmitter for sending the supplementary decision to the Policy and

Charging Enforcement Function.
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