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Systems And Methods For Behavioral Threat Detection 

BACKGROUND 

[0001] The invention relates to computer security systems and methods, and in particular to 

systems and methods for detecting malicious software and/or an intrusion into a computer 

system and/or communication network.  

[0002] In recent years, computer and network security have become increasingly important for 

private individuals and companies alike. The rapid development of electronic communication 

technologies, the increasing reliance on software in daily activities, and the advent of the Internet 

of Things have left companies and individuals vulnerable to loss of privacy and data theft.  

[0003] A skilled attacker may attempt to infiltrate a corporate network using various techniques, 

for instance using a backdoor installed on a corporate computer by malicious software. The 

attacker may then gain access to, modify, or destroy sensitive information. Other exemplary 

attacks include, among others, disabling or otherwise incapacitating physical security systems 

(e.g., a burglar alarm), installing spying software, and interfering with automated systems that 

control manufacturing or distribution of goods and services (e.g., the power grid).  

[0004] Software executing on a computer system may be used to automatically detect and/or 

prevent unauthorized intrusion and other malicious activities. Such software, commonly known 

as an intrusion detection system (IDS), may monitor network and/or computer activities for 

unusual events or policy violations. A typical IDS records information related to observed 

events, notifies a user or network administrator, and produces reports. Some IDSs may go 

further to prevent the intruder from performing malicious activities, for instance, by changing 

security settings (e.g. reconfiguring a firewall) in response to detecting an intrusion.  

[0005] However, as software services are progressively delocalized and the amount of data 

flowing over information networks increases, it becomes increasingly impractical for security 

software to sift through this vast amount of information for indicators of malicious activity.  
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Therefore, there is substantial interest in developing more robust and scalable intrusion detection 

systems and methods.  

SUMMARY 

[0006] According to one aspect, a server computer system comprises at least one hardware 

processor configured, in response to receiving an indication of an occurrence of a target event on 

a target client system, to assemble an event sequence including the target event, all events of the 

event sequence having occurred on the target client system, wherein members of the event 

sequence are arranged according to a time of occurrence of each event of the event sequence.  

The at least one hardware processor is further configured, in response to receiving the indication, 

to select a parameter value from a plurality of parameter values according to the target client 

system, and to instantiate a behavior model with the parameter value, the behavior model 

configured to input a selected event of the event sequence and in response, to produce a 

prediction indicator indicative of a likelihood that the event sequence includes the target event.  

The at least one hardware processor is further configured, in response to instantiating the 

behavior model, to determine whether the target event is indicative of a computer security threat 

according to the prediction indicator. The plurality of parameter values are determined 

according to a training corpus of events having occurred on a plurality of client systems grouped 

into a plurality of client clusters. Each of the plurality of parameter values is determined 

according to a distinct subset of the training corpus, each distinct subset having occurred on 

members of a distinct cluster of a plurality of client clusters. Selecting the parameter value 

comprises selecting a target cluster from the plurality of client clusters according to the target 

client system, and selecting the parameter value according to the target cluster.  

[0007] According to another aspect, a computer-implemented method comprises, in response to 

receiving an indication of an occurrence of a target event on a target client system, employing at 

least one hardware processor of a computer system to assemble an event sequence including the 

target event, all events of the event sequence having occurred on the target client system, 

wherein members of the event sequence are arranged according to a time of occurrence of each 

event of the event sequence. The method further comprises, in response to receiving the 
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indication, employing at least one processor of the computer system to select a parameter value 

from a plurality of parameter values according to the target client system. The method further 

comprises, in response to selecting the set parameter value, employing at least one hardware 

processor of the computer system to instantiate a behavior model with the parameter value, the 

behavior model configured to input a selected event of the event sequence and in response, to 

produce a prediction indicator indicative of a likelihood that the event sequence includes the 

target event. The method further comprises, in response to instantiating the behavior model, 

employing at least one hardware processor of the computer system to determine whether the 

target event is indicative of a computer security threat according to the prediction indicator. The 

plurality of parameter values are determined according to a training corpus of events having 

occurred on a plurality of client systems grouped into a plurality of client clusters. Each of the 

plurality of parameter values is determined according to a distinct subset of the training corpus, 

each distinct subset having occurred on members of a distinct cluster of a plurality of client 

clusters. Selecting the parameter value comprises selecting a target cluster from the plurality of 

client clusters according to the target client system, and selecting the parameter value according 

to the target cluster.  

[0008] According to another aspect, a non-transitory computer-readable medium stores 

instructions which, when executed by at least one hardware processor of a computer system, 

cause the computer system, in response to receiving an indication of an occurrence of a target 

event on a target client system, to assemble an event sequence including the target event, all 

events of the event sequence having occurred on the target client system, wherein members of 

the event sequence are arranged according to a time of occurrence of each event of the event 

sequence. The instructions further cause the computer system, in response to receiving the 

indication, to select a parameter value from a plurality of parameter values according to the 

target client system, and in response selecting the parameter value, to instantiate a behavior 

model with the parameter value, the behavior model configured to input a selected event of the 

event sequence and in response, to produce a prediction indicator indicative of a likelihood that 

the event sequence includes the target event. The instructions further cause the computer system, 

in response to instantiating the behavior model, to determine whether the target event is 
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indicative of a computer security threat according to the prediction indicator. The plurality of 

parameter values are determined according to a training corpus of events having occurred on a 

plurality of client systems grouped into a plurality of client clusters. Each of the plurality of 

parameter values is determined according to a distinct subset of the training corpus, each distinct 

subset having occurred on members of a distinct cluster of a plurality of client clusters.  

Selecting the parameter value comprises selecting a target cluster from the plurality of client 

clusters according to the target client system, and selecting the parameter value according to the 

target cluster.  

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] The foregoing aspects and advantages of the present invention will become better 

understood upon reading the following detailed description and upon reference to the drawings 

where: 

[0010] FIG. 1 shows several exemplary interconnected client systems, with a security server 

acting as intrusion detection system according to some embodiments of the present invention.  

[0011] Fig. 2 shows an exemplary data exchange carried out to protect a client system according 

to some embodiments of the present invention.  

[0012] Fig. 3-A illustrates an exemplary hardware configuration of a client system according to 

some embodiments of the present invention.  

[0013] Fig. 3-B illustrates an exemplary hardware configuration of a security server according to 

some embodiments of the present invention.  

[0014] Fig. 4 shows exemplary software components executing on a protected client system 

according to some embodiments of the present invention.  

[0015] Fig. 5 shows an exemplary software architecture of a security server according to some 

embodiments of the present invention.  
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[0016] Fig. 6 illustrates an exemplary operation of a profiling engine according to some 

embodiments of the present invention.  

[0017] Fig. 7 shows an exemplary sequence of steps carried out by the profiling engine 

according to some embodiments of the present invention.  

[0018] Fig. 8-A shows an exemplary training of an event encoder according to some 

embodiments of the present invention.  

[0019] Fig. 8-B shows an alternative exemplary training of the event encoder according to some 

embodiments of the present invention.  

[0020] Fig. 9 shows an exemplary sequence of steps performed to train the event decoder in the 

configuration of Fig. 8-A.  

[0021] Fig. 10 illustrates an exemplary event embedding space and a set of exemplary event 

clusters according to some embodiments of the present invention.  

[0022] Fig. 11 illustrates an exemplary client profile space and a set of client clusters according 

to some embodiments of the present invention.  

[0023] Fig. 12 shows an exemplary event profile of a client system according to some 

embodiments of the present invention.  

[0024] Fig. 13 shows exemplary components and operation of an anomaly detector according to 

some embodiments of the present invention.  

[0025] Fig. 14 illustrates an exemplary sequence of steps performed by the anomaly detector 

during training, according to some embodiments of the present invention.  

[0026] Fig. 15 shows exemplary components of a behavior model forming part of the anomaly 

detector according to some embodiments of the present invention.  
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[0027] Fig. 16 illustrates an exemplary sequence of steps performed by the trained anomaly 

detector according to some embodiments of the present invention.  

[0028] Fig 17-A shows results of an experiment comprising employing some embodiments of 

the present invention to detect actual computer security threats.  

[0029] Fig. 17-B shows other experimental results of using some embodiments to detect actual 

computer security threats.  

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 

[0030] In the following description, it is understood that all recited connections between 

structures can be direct operative connections or indirect operative connections through 

intermediary structures. A set of elements includes one or more elements. Any recitation of an 

element is understood to refer to at least one element. A plurality of elements includes at least 

two elements. Unless otherwise specified, any use of "OR" refers to a non-exclusive or. Unless 

otherwise required, any described method steps need not be necessarily performed in a particular 

illustrated order. A first element (e.g. data) derived from a second element encompasses a first 

element equal to the second element, as well as a first element generated by processing the 

second element and optionally other data. Making a determination or decision according to a 

parameter encompasses making the determination or decision according to the parameter and 

optionally according to other data. Unless otherwise specified, an indicator of some 

quantity/data may be the quantity/data itself, or an indicator different from the quantity/data 

itself. A computer program is a sequence of processor instructions carrying out a task.  

Computer programs described in some embodiments of the present invention may be stand-alone 

software entities or sub-entities (e.g., subroutines, libraries) of other computer programs. Unless 

otherwise specified, computer security encompasses protecting equipment and data against 

illegitimate access, modification, and/or destruction. Computer readable media encompass non

transitory media such as magnetic, optic, and semiconductor storage media (e.g. hard drives, 

optical disks, flash memory, DRAM), as well as communication links such as conductive cables 

and fiber optic links. According to some embodiments, the present invention provides, inter 
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alia, computer systems comprising hardware (e.g. one or more processors) programmed to 

perform the methods described herein, as well as computer-readable media encoding instructions 

to perform the methods described herein.  

[0031] The following description illustrates embodiments of the invention by way of example 

and not necessarily by way of limitation.  

[0032] FIG. 1 shows an exemplary set of client systems 10a-h protected from computer security 

threats according to some embodiments of the present invention. Client systems 10a-h 

generically represent any electronic device having a processor, a memory, and a communication 

interface. Exemplary client systems 10a-h include personal computers, laptops, tablet 

computers, mobile telecommunication devices (e.g., smartphones), media players, TVs, game 

consoles, home appliances (e.g., refrigerators, intelligent heating and/or lighting systems), and 

wearable devices (e.g., smartwatches, fitness equipment), among others. Client systems 10a-h 

may execute various software, e.g., document processing, gaming, electronic messaging, and 

social media applications, among others. Some clients may exchange information with a remote 

content server 17, for instance, Internet browsing.  

[0033] The illustrated client systems are connected by local networks 12a-b, and further to an 

extended network 14, such as a wide area network (WAN) or the Internet. In one example, client 

systems 10a-d represent a family's electronic devices, interconnected by a home network 12a.  

Meanwhile, client systems 10e-g may denote individual computers and/or a corporate mainframe 

inside an office building. Local network 12-b may then represent a section of a corporate 

network (e.g., a local area network - LAN).  

[0034] A router comprises an electronic appliance enabling communication between multiple 

client systems and/or access of the respective clients to extended network 14. In the example of 

Fig. 1, routers 15a-b interconnect clients on local networks 12a-b and/or enable clients 10a-g to 

access the Internet. Routers 15a-b may act as gateways between local networks 12a-b, 

respectively, and extended network 14 and may further provide a set of network services to client 

systems 10a-g. Such services include, for instance, distributing network configuration 
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parameters to client systems 10a-g (e.g., assigning network addresses via Dynamic Host 

Configuration Protocol - DHCP), and routing communications through a sequence of network 

nodes. Some client systems, such as exemplary client system 10h, may connect directly to 

extended network 14, for instance via a telecommunication relay.  

[0035] Fig. 1 further shows a security server 16 connected to extended network 14. Server 16 

generically represents a set of communicatively coupled computer systems, which may or may 

not be in physical proximity to each other. Server 16 protects client systems 10a-h against 

computer security threats such as malicious software and intrusion. In some embodiments, such 

protection comprises security server 16 detecting suspicious activity occurring at a client system, 

for instance an action of an attacker controlling the respective client system.  

[0036] An exemplary data exchange between security server 16 and a client system 10 is 

illustrated in Fig. 2. Client system 10 may represent any client 10a-h in Fig. 1. In some 

embodiments, server 16 is configured to receive an event indicator 20a from client system 10, 

indicator 20a indicative of the occurrence of a particular type of event during execution of 

software on client 10. Examples of such events include the launch of a process/thread (e.g., a 

user launches an application, a parent process creates a child process, etc.), an attempt to access 

an input device of the respective client system (e.g., camera, microphone), an attempt to access a 

local or remote network resource (e.g., a hypertext transfer protocol - HTTP request to access a 

particular URL, an attempt to access a document repository over a local network), a request 

formulated in a particular uniform resource identifier scheme (e.g., a mailto: or a ftp: request), an 

execution of a particular processor instruction (e.g., system call), an attempt to load a library 

(e.g., a dynamic linked library - DLL), an attempt to create a new disk file, an attempt to read 

from or write to a particular location on disk (e.g., an attempt to overwrite an existing file, an 

attempt to open a specific folder or document), and an attempt to send an electronic message 

(e.g., email, short message service - SMS, etc.), among others. In some embodiments, periods of 

inactivity, i.e., time gaps between events and/or time intervals when the respective client system 

is idle, registers no user activity, or carries out only internal system tasks, also qualify as events 

and may be reported via event indicators to the security server. Such inactive periods may be 
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further differentiated into short time gaps (e.g., of the order of a seconds) and long time gaps 

(e.g., of the order of minutes to hours). Detected events may or may not be indicative of malice 

per se; some events may be malice-indicative when occurring together with other events and/or 

when occurring in a particular sequence. Other events may be malicious when they occur at 

certain times of the day or with an unusual frequency, for instance a sequence of 1000 reads from 

a particular disk folder in an interval of a few seconds.  

[0037] Each event indicator 20a may comprise, among others, an indicator of a type of the 

respective event and a timestamp indicative of a moment in time when the respective event has 

occurred. Event indicator 20a may further include an identifier (client ID) of the respective 

client system and/or an indicator of a user (user ID) currently operating the respective client 

system. For instance, when the communicated event comprises a process creation, a user 

indicator may indicate the owner of the parent process. Event indicator 20a may encode other 

parameters such as a process name, a file system location/path of a process being launched, a 

network address (e.g., Internet protocol - IP address), a universal resource locator (URL) of an 

HTTP request, etc.  

[0038] In some embodiments, server 16 may also harvest information from routers 15a-b, as 

illustrated by an event indicator 20b in Fig. 2. Such event indicators may include, for instance, 

indicators of network events such as network access requests issued by client systems connected 

to the respective router/gateway. For instance, event indicator 20b may include an originating IP 

address, a destination IP address, a timestamp, and a payload size. In some embodiments, event 

indicator 20b comprises client event data aggregated by the respective router according to 

various data processing protocols (e.g., network flows, network logs, etc.).  

[0039] Security server 16 maintains a set of user behavior models representing a baseline, 

normal, and/or legitimate manner of operating a subset of client systems 10a-h. Such behavior 

models are herein deemed client profiles. Parameters of such behavior models are generically 

represented as profile database 19 in Fig. 1 and may include an output of an event and/or client 

clustering algorithm, as shown in detail below. In one exemplary embodiment wherein a profile 
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is represented by a client or event cluster, parameters of the respective profile may include 

coordinates of a cluster centroid and a set of numbers indicating a range of the respective cluster 

along various axes. Other profile parameters may include, among others, an eccentricity 

measure of the respective cluster, and an average distance between cluster members and the 

cluster's centroid, among others. Client profiles may be generated automatically, using 

supervised or unsupervised learning methods and algorithms, as shown below.  

[0040] A client profile may capture the behavior of a single user or may collectively capture the 

behavior of multiple users. To give some examples, a smartphone may be used primarily by a 

single user, therefore a client profile attached to the respective smartphone may essentially 

capture a baseline behavior of its primary user. In contrast, computers belonging to a university 

computer lab may be used by many different students; a client profile attached to one of these 

machines may collectively represent a baseline behavior of all the respective students. One 

client profile may be attached to a single client system/physical machine (e.g., smartphone, 

laptop). In some embodiments, one client profile may collectively represent a plurality of 

physical machines. In one such example, client systems 10a-d in Fig. 1 may be collectively 

represented by a single client profile which captures a normal or baseline behavior of the 

members of a particular family. In another example, one client profile is used to represent all 

computers in the accounting department of a corporation, while another client profile represents 

all computers used by the respective corporation's research and development team. In a cloud 

computing embodiment, such as a virtual desktop infrastructure (VDI) environment wherein a 

physical machine may execute a plurality of virtual machines for various distributed users, one 

client profile may be attached to multiple virtual machines executing on the respective physical 

machine.  

[0041] In some embodiments, a single user may be represented by a plurality of distinct client 

profiles. For instance, the same person may have one client profile/baseline behavior while at 

work and a distinct client profile/baseline behavior while at home. Other examples of client 

profiles may be associated with users of a particular age group (e.g., teenagers), a particular 

personal interest (e.g., gaming), a particular occupation (e.g., engineer, artist, educator), etc. In 
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yet another exemplary embodiment, distinct client profiles may correspond to distinct computer 

activities, e.g., to using distinct computer programs: browsing the Internet, using social media, 

doing office work, etc. Yet other exemplary client profiles may be attached to distinct device 

types (e.g., smartphone vs. PC). Collective profiles may be devised according to more complex 

criteria, for instance a client profile indicating a typical/baseline manner in which an engineer 

from company X browses the Internet. Another such exemplary profile may indicate a typical 

manner in which young people use tablet computers.  

[0042] A subset of event indicators 20a-b may be collected to form an event corpus further used 

to derive client profiles as shown in detail below. Another subset of event indicators may be 

used to detect security threat. For instance, in response to receiving event indicators 20a-b, 

security server 16 may determine whether the event communicated by the respective event 

indicator is consistent with a client profile selected according to the respective client indicator.  

Stated otherwise, security server 16 may determine whether the respective event matches a 

pattern of normality/baseline behavior encoded in the respective client profile. When no, the 

respective event may indicate suspicious activity, in which case some embodiments may take 

protective action, for instance sending security alerts 22a-b to the respective client system and/or 

to an administrator of the respective client system. In another example of protective action, 

some embodiments instruct a router which belongs to the same local network as the suspect 

client system to block communications to and/or from the respective suspect client system.  

Client profiles and processing of event indicators by security server 16 are further described 

below.  

[0043] Fig. 3-A shows an exemplary hardware configuration of a client system according to 

some embodiments of the present invention. Client system 10 may represent any of client 

systems 10a-h in Fig. 1. For clarity, the illustrated client system is a computer system. Other 

client systems such as mobile telephones, tablet computers, and wearable devices may have 

slightly different configurations. Processor 32 comprises a physical device (e.g. microprocessor, 

multi-core integrated circuit formed on a semiconductor substrate) configured to execute 

computational and/or logical operations with a set of signals and/or data. Such signals or data 
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may be encoded and delivered to processor 32 in the form of processor instructions, e.g., 

machine code. Memory unit 34 may comprise volatile computer-readable media (e.g. dynamic 

random-access memory - DRAM) storing data/signals accessed or generated by processor 32 in 

the course of carrying out operations.  

[0044] Input devices 36 may include computer keyboards, mice, and microphones, among 

others, including the respective hardware interfaces and/or adapters allowing a user to introduce 

data and/or instructions into client system 10. Output devices 38 may include display devices 

such as monitors and speakers among others, as well as hardware interfaces/adapters such as 

graphic cards, enabling the respective client system to communicate data to a user. In some 

embodiments, input and output devices 36-38 share a common piece of hardware (e.g., a touch 

screen). Storage devices 42 include computer-readable media enabling the non-volatile storage, 

reading, and writing of software instructions and/or data. Exemplary storage devices include 

magnetic and optical disks and flash memory devices, as well as removable media such as CD 

and/or DVD disks and drives. Network adapter(s) 44 enable client system 10 to connect to an 

electronic communication network (e.g., networks 12, 14 in Fig. 1) and/or to other 

devices/computer systems.  

[0045] Controller hub 40 generically represents the plurality of system, peripheral, and/or 

chipset buses, and/or all other circuitry enabling the communication between processor 32 and 

the rest of the hardware components of client system 10. For instance, controller hub 40 may 

comprise a memory controller, an input/output (1/0) controller, and an interrupt controller.  

Depending on hardware manufacturer, some such controllers may be incorporated into a single 

integrated circuit, and/or may be integrated with the processor. In another example, controller 

hub 40 may comprise a northbridge connecting processor 32 to memory 34, and/or a southbridge 

connecting processor 32 to devices 36, 38, 42, and 44.  

[0046] Fig. 3-B shows an exemplary hardware configuration of security server 16 according to 

some embodiments of the present invention. Server 16 comprises at least one hardware 

processor 132 (e.g., microprocessor, multi-core integrated circuit), a physical memory 134 (e.g., 
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DRAM), server storage devices 142, and a set of server network adapters 144. Server 

processors 132 may include a central processing unit (CPU) and/or an array of graphics 

processing units (GPU). Adapters 144 may include network cards and other communication 

interfaces enabling security server 16 to connect to communication network 14. Server storage 

devices 142 may store data such as event indicators and/or client profile parameters. In some 

embodiments, server 16 further comprises input and output devices, which may be similar in 

function to input/output devices 36 and 38 of client system 10, respectively.  

[0047] Fig. 4 shows exemplary software components executing on client system 10 according to 

some embodiments of the present invention. Such software may include an operating system 

(OS) 46 providing an interface between the hardware of client system 10 and other computer 

programs such as a user application 48 executing on the respective client system. Exemplary 

operating systems include, among others, Windows@, MacOS@, iOS@, and Android@. User 

application 48 generically represents any application such as word processing, image processing, 

spreadsheet, calendar, online games, social media, web browser, and electronic communication 

applications, among others. In some embodiments, a security application 50 is configured to 

protect client system 10 against computer security threats such as malicious software and 

intrusion. Among other functions, security application 50 is configured to transmit event 

indicators to security server 16 and/or to receive security alerts. In some embodiments, 

application 50 further comprises an event harvester 52 and a network filter 53. Some 

functionality of network filter 53 may be implemented directly in hardware. When client 

system 10 operates a hardware virtualization platform wherein OS 46 and application 48 execute 

within a virtual machine (for instance, in a cloud computing environment), event harvester 52 

and/or network filter 53 may execute outside the respective virtual machine, e.g., at a level of a 

hypervisor exposing the respective virtual machine, using techniques known in the art as 

introspection.  

[0048] Event harvester 52 is configured to detect various events occurring during execution of 

software by client system 10. Some embodiments may timestamp each detected event to record 

a time of occurrence of the respective event. Monitored events may be machine and/or operating 
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system-specific. Exemplary events include, among others, a process launch, a process 

termination, the spawning of child processes, an access requests to peripherals (e.g., hard disk, 

network adapter), a command entered by the user into a command-line interface, etc. Such 

hardware and/or software events may be detected using any method known in the art of 

computer security, for instance by hooking certain functions of the operating system, detecting 

system calls, employing a file system minifilter, changing a memory access permission to detect 

an attempt to execute code from certain memory addresses, etc.  

[0049] Some embodiments monitor hardware and/or software events using system logging tools 

built into OS 46 (e.g., Syslog in UNIX@). Such tools may generate a list of event descriptors 

including a timestamp for each event, a numerical code identifying an event type, an indicator of 

a type of process or application that generated the respective event, and other event parameters.  

Security application 50 may extract such information from the respective system log to formulate 

event indicators. Exemplary syslog entries are given below: 

<30>Feb 8 21:36:51 dtm charon: 12[IKE] establishing CHILDSA dtmhq5{5} 

<30>Feb 8 21:36:51 dtm charon: 12[IKE] establishing CHILDSA dtmhq5{5} 

<187>Feb 8 21:37:56 example.domain.biz dhcpd: DHCPDISCOVER from Oc:14:7b:ll: 

14:64 via ethl: network ethl: no free leases 

[0050] Network filter 53 detects a set of network events occurring during electronic 

communications over networks 12-14 between client system 10 and other parties. Exemplary 

events detected by network filter 53 include events forming part of establishing a connection 

between client system 10 and another network entity (e.g., requesting a network address, 

transmitting a network address, handshake events, etc.), events that configure an encrypted 

connection (secure socket layer - SSL, virtual private network - VPN), transmitting data, and 

receiving data, among others. In some embodiments, network filter 53 collects metadata from 

intercepted network traffic. Such metadata may include, for instance, an originating network 

address (e.g., internet protocol - IP address), a destination address, a timestamp of a data packet, 

an indicator of a type of communication protocol, and a size of a data packet. Other exemplary 

metadata may include an indicator of a type of hypertext transfer protocol (HTTP) user agent 
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transmitting the respective communication/data packet. Some embodiments organize 

communication metadata into specialized data structures, known in the art as network flows (for 

instance, NetFlow@ from Cisco Systems, Inc.). Table 1 shows examples of communication 

metadata represented as flows according to some embodiments of the present invention.  

Table 1 

Flow Destination Source Number of Number of TCP 
Protocol 

# address port address port bytes packets Flags 

1 10.10.12.71 443 192.168.127.10 54321 TCP 12300 21 SA 

2 192.168.127.10 54321 10.10.12.71 443 TCP 2156980 413 FSPA 

[0051] In some embodiments, security application 50 formulates event indicators according to 

hardware, software, and/or network events detected by harvester52 and network filter53.  

Application 50 may further manage communication with security server 16, to transmit event 

indicators and/or receive security notifications, among others.  

[0052] In an alternative embodiment, instead of processing network communication at the client 

as shown above, network filter 53 and/or router 15 may be configured to re-route to security 

server 16 at least a part of electronic communications going in and/or out of client system 10.  

For instance, the network configuration parameters of client system10 may be set to indicate 

server 16 as the default network gateway. Some embodiments then employ security server 16 to 

extract event indicators from the respective re-routed traffic.  

[0053] Fig. 5 shows exemplary software executing on security server 16 according to some 

embodiments of the present invention. The illustrated software includes a profiling engine 60 

and an anomaly detector 62 further connected to an alert manager 64. A skilled artisan will 

appreciate that not all illustrated components need to execute on the same machine/processor; for 

instance, profiling engine 60 may execute on a dedicated cluster of processors, while instances of 

anomaly detector 62 may run on other machines/processors.  
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[0054] In some embodiments, profiling engine 60 is configured to analyze events occurring on a 

set of client systems (e.g., a subset of clients 10a-h in Fig. 1) and to construct a plurality of client 

profiles representing a baseline, normal, and/or legitimate manner of operating the respective 

client systems. A subset of event indicators 20a-b received from clients may be used to 

assemble a training event corpus, denoted as corpus 18 in Figs. 1, 5, and 6. Profiles are then 

determined according to event corpus 18. Determining a client profile may include, among 

others, representing events in an abstract multi-dimensional event space and carrying out data 

clustering procedures, as shown in more detail below. Constructed profiles may then be stored 

as entries in profile database 19. An exemplary profile database entry comprises a set of profile 

parameters such as a set of coordinates of a cluster centroid, a measure of the cluster's diameter 

and/or eccentricity, etc.  

[0055] Fig. 6 illustrates exemplary components and operation of profiling engine 60. In some 

embodiments, engine 60 comprises an event encoder 70, an event clustering engine 72, and a 

client clustering engine 74 connected to event encoder 70 and event clustering engine 72. An 

exemplary sequence of steps performed by profiling engine is illustrated in Fig. 7.  

[0056] In a sequence of steps 202-204-206, profiling engine 60 may assemble training event 

corpus 18 according to event indicators received from selected client systems and/or router(s).  

Some embodiments accumulate events indicators until some accumulation condition is satisfied.  

Accumulation conditions may be determined according to a count of events (gather a corpus of 1 

million events), according to a time condition (e.g., record all events received within a lh 

interval, etc.), according to an identity of a client system and/or user (e.g., record all events 

received from corporation X, IP range Y, subscription account Z, etc.), or according to any other 

method known in the art. Individual events may be labeled according to their origin and may 

comprise a timestamp characterizing a moment in time when the respective even has occurred, or 

has been detected, or has been received at security server 16, etc. In some embodiments, event 

corpus 18 is refreshed periodically and/or on demand by incorporation of newly received event 

indicators.  
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[0057] In some embodiments, event encoder 70 (Fig. 6) is configured to input an event record 26 

comprising data characterizing an event that has occurred on a client system (e.g., the launch of a 

process on a client machine), and in response, to output an event vector 28a comprising a 

representation of the respective event as a vector in an abstract multi-dimensional space usually 

deemed embedding space in the art. An exemplary embedding space is spanned by a set of axes, 

wherein each axis represents a distinct event feature. Exemplary features may include, in the 

case of a network event, a source IP address, a source port, a destination IP address, a destination 

port, and an indicator of the transport protocol, among others. In another example, each axis of 

the embedding space corresponds to a linear combination of event features (for instance, in a 

principal component/singular value decomposition embodiment). In preferred embodiments, 

events are analyzed in the context of other events, which precede and/or follow the respective 

event. In such cases, encoder 70 is configured to represent events as vectors in an embedding 

space of contexts, wherein two events that occur predominantly in similar contexts are located 

relatively close together. Some embodiments choose the dimensionality of the embedding space 

according to a size of the event vocabulary N, i.e., the count of distinct event types that the 

respective security system is monitoring (for more on the event vocabulary, see below). For 

instance, the dimensionality of the event space may of the order of the quadratic root of N, or of 

a logarithm of N. A typical embodiment of the present invention uses an embedding context 

space having several hundred to several thousand dimensions.  

[0058] Event encoder 70 may be constructed using any method known in the art of automated 

data processing. In a preferred embodiment, encoder 70 comprises an artificial intelligence 

system, for instance a multilayer artificial neural network (e.g., a recurrent and/or feed-forward 

neural network). To achieve the desired representation of event vectors, parameters of 

encoder 70 may be tuned until some performance condition is satisfied. Such tuning is herein 

referred to as training and is represented by step 208 in Fig. 7. In a neural network embodiment, 

exemplary tunable parameters of event encoder 70 include a set of synapse weights, among 

others. In some embodiments, training encoder 70 amounts to constructing the embedding space 

itself. Stated otherwise, the embedding space is not pre-determined, but instead depends on the 

composition of event corpus 18 and on the selected training procedure.  
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[0059] Exemplary training procedures are shown in Figs. 8-A-B and comprise versions of the 

word2vec algorithm, such as a skip-gram algorithm and a continuous bag-of-words algorithm.  

In such embodiments, events are not analyzed in isolation, but as constituents of an event 

sequence 25 consisting of multiple events ordered according to a time of occurrence or detection.  

In some embodiments, all events of the respective sequence are selected so that they occur on the 

same client system. Event sequence 25 comprises a central event Eo and an event context 

consisting of a subset of events E-k...E 1 (kO) preceding the central event and/or a subset of 

events E...Ep (p O) following the central event. Typical embodiments use a symmetric event 

context (p=k), with p in the range of 2 to 5. Each individual event Ej (-ksisp) may be 

represented as an N-by-i vector of numbers, wherein each line represents a distinct event type 

(e.g., launching a browser, initiating a file download, writing data to disk, etc.), N represents a 

size of a "vocabulary" of event types, and a non-zero element indicates that the respective event 

is of the respective event type. Such a representation is commonly known in the art as a 1-hot 

encoding. An exemplary size N of the event vocabulary ranges from several hundred to several 

thousands of distinct event types, but can go up to several million for specific applications. A 

skilled artisan will appreciate that the one-hot encoding is herein used only as an example, and 

by no means limits the scope of the present invention.  

[0060] In the exemplary training procedures, an event encoder is paired and co-trained with an 

event decoder, both of which may comprise parts of a feed-forward and/or recurrent neural 

network. In general, the encoder-decoder pair may be configured to input a first subset of a 

training sequence (e.g., central event Eo) and to output a "prediction" for a second subset of the 

respective sequence (e.g., some context event Ei, i#O). In the examples of Figs. 8-A-B, the 

predictions are illustrated as one-hot vectors; alternative embodiments may use a different 

representation. For instance, a prediction may be represented as a N-dimensional vector of 

numbers, each number indicating a likelihood that a corresponding event type is present in the 

second subset.  

[0061] In a skip-gram training procedure illustrated in Figs. 8-A, the encoder-decoder pair is 

trained to produce the correct event context given the central event E. For each sequence of 
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events drawn from event corpus 18, an encoder 70a is configured to input a one-hot encoding of 

central event Eo and to produce event vector 28c comprising a representation of central event Eo 

in the embedding context space. In turn, a decoder 76a is configured to input event vector 28c 

and output a plurality of guessed vectors, each representing a "predicted" context event Ei (i#O) 

of the respective event sequence. The encoder-decoder pair may then be trained by adjusting 

parameters of encoder 70a and/or decoder 76a in an effort to reduce the prediction error, i.e., to 

correct a mismatch between the "predicted" context and the actual context of the respective 

training sequences.  

[0062] An alternative training procedure using a continuous bag-of-words training algorithm and 

aims to produce the correct central event Eo of a training sequence given the respective event 

context. In one such example illustrated in Fig. 8-B, an event encoder 70b is configured to input 

a set of one-hot vectors representing context events Ei (i#O) of sequence 25, and to output 

embedded event vectors 28d-f determined for each respective context event. In contrast to the 

skip-gram embodiment illustrated in Fig. 8-A, encoder 70b is now paired with an event 

decoder 76b configured to input the plurality of event vectors 28d-f, and to produce a prediction 

or "guess" for the central event Eo of sequence 25. The encoder-decoder pair may then be 

trained by adjusting parameters of encoder 70b and/or decoder 76b in an effort to reduce the 

prediction error, i.e., the mismatch between the "predicted" central event and the actual central 

event of the respective training sequences.  

[0063] An exemplary sequence of steps implementing training of an event encoder is illustrated 

in Fig. 9. A step 222 retrieves a set of event records from event corpus 18 and identifies an event 

sequence 25 according to event timestamps and according to a source of the respective events 

(i.e., client systems where the respective events have occurred). In a skip-gram embodiment, a 

step 224 then executes event encoder 70a to produce an embedding-space representation of event 

Eo (event vector 28c in Fig. 8-A). In a step 226, profiling engine 60 executes event decoder 76a 

to produce a set of predictions or "guesses" for events preceding and/or following central event 

Eo within sequence 25. A step 228 compares each predicted context event with the respective 

actual context event Ei (i#) of sequence 25, thus determining a numerical prediction error. The 
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prediction error, which may be interpreted as a cost function or an objective function, may be 

calculated according to any method known in the art of artificial intelligence. Such calculations 

may comprise determining a distance, for instance a Levenshtein, Euclidean, or cosine distance 

between the predicted and actual events. Some embodiments determine an objective function 

according to a cross entropy measure. In a step 230, profiling engine may adjust parameters of 

encoder 70a in the direction of minimizing the calculated prediction error. Some exemplary 

algorithms used for training include backpropagation using a gradient descent, simulated 

annealing, and genetic algorithms, among others. Some embodiments then repeat steps 222-230 

until a termination condition is satisfied, for instance until the average prediction error over event 

corpus 18 drops below a pre-determined threshold. In another embodiment, training proceeds 

for a pre-determined amount of time, or for a pre-determined count of iterations. A skilled 

artisan will know that the sequence of steps illustrated in Fig. 9 is equally suited to a bag-of 

words embodiment (Fig. 8-B), with minor adaptations.  

[0064] In response to training the event encoder as shown above, some embodiments further 

transform the generated embedding space to reduce its dimensionality. This operation may 

comprise any data dimensionality reduction algorithm, for instance a principal component 

analysis (PCA) or a singular value decomposition (SVD).  

[0065] Following training and optional dimensionality reduction (step 208 in Fig. 7), event 

encoder 70 is capable of representing each event as a vector in a multidimensional embedding 

space of event contexts, wherein two events that occur frequently within the same event context 

occupy similar positions. Stated otherwise, two such events are separated in the embedding 

space by a distance smaller than the distance between two events which occur predominantly in 

different contexts.  

[0066] Returning to components of profiling engine 60 (Fig. 6), event clustering engine 74 is 

configured to organize event vectors produced by trained event encoder 70 and representing 

members of training corpus 18, into clusters according to a position of each event vector within 

the embedding space (see also step 207 in Fig. 7). In some embodiments, a cluster comprises a 
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plurality of events that are relatively close together in embedding space, or stated otherwise, a 

plurality of events characterized by a relatively small inter-event distance in embedding space.  

In an alternative embodiment, a cluster consists of events that occupy a cluster-specific region of 

embedding space. Such regions may be mutually exclusive or partially overlapping. Fig. 10 

illustrates an exemplary embedding space and a set of event clusters 80a-b according to some 

embodiments of the present invention. The illustrated axes may comprise, for instance, the first 

and second principal components of the illustrated event vectors (vectors 28g-h-k). In an 

embodiment using an embedding space of event contexts, a cluster may selectively contain 

events which occur primarily within a similar event context. Furthermore, the same cluster may 

include events occurring on various client systems and/or representing the activity of various 

users.  

[0067] To construct event clusters, profiling engine 60 may employ any data clustering 

algorithm known in the art, for instance a variant of a k-means algorithm. Another exemplary 

embodiment may train a set of perceptrons to carve the embedding space into distinct regions 

and assign event vectors located within each region to a distinct event cluster. The number of 

clusters and/or regions may be pre-determined (e.g., according to a count of protected client 

systems and/or monitored event types) or may be dynamically determined by the clustering 

algorithm itself. An outcome of event clustering comprises a set of event cluster parameters 54 

(Fig. 6), which may include, for each cluster, the coordinates of the cluster's centroid and a 

measure of the cluster's extent, e.g., a diameter and/or eccentricity. Other exemplary cluster 

parameters 54 may include, among others, a list of members of the respective cluster, and a 

selected member of the respective cluster considered as representative/archetypal of the 

respective cluster. Cluster parameters may be passed on to client clustering engine 74.  

[0068] Client clustering engine 74 (Fig. 6) is configured to determine a set of client profiles 

according to event clusters computed by event clustering engine 72. Such client profiles are 

illustrated in Fig. 11. In some embodiments, each client profile comprises a selected subset 

(cluster) of the protected client systems 10a-h. Some client profiles may include multiple client 

clusters. In some embodiments, a client profile may comprise a profile archetype, which may be 
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an actual member of the respective client cluster, or a fictional client system characterized by a 

specific position in profile space. For instance, a profile archetype may comprise a centroid of a 

client cluster determined by client clustering engine 74.  

[0069] To compute client profiles, some embodiments of client clustering engine 74 assign client 

systems 10a-h to clusters according to an event profile indicative of a typical distribution of 

events occurring on the respective client systems. In one exemplary embodiment, an event 

profile of a client system comprises a vector of numbers, each determined according to a count 

of events occurring on the respective client system and belonging to a distinct event cluster 

previously determined by event clustering engine 72. In the example illustrated in Fig. 12, each 

component of the event profile is determined according to a cluster allegiance measure indicative 

of a proportion of events belonging to the respective event cluster Ci, determined as a fraction of 

a total count of events available from the respective client system. For instance, when event 

clustering engine 72 has identified three event clusters C1, C2, and C3, an event profile vector 

[0.1, 0.75, 0.15] may represent a client system wherein 10% of events occurring on the 

respective client system belong to event cluster C 1, while 75% of events belong to event cluster 

C2 and 15% of events belong to event cluster C3 .  

[0070] In the exemplary embodiment illustrated in Fig. 11, each client system is represented in a 

multi-dimensional profile space according to the respective event profile. Stated otherwise, each 

coordinate of a client system represents a component of the respective client's event profile.  

Fig. 11 shows three exemplary client clusters/profiles 82a-c. A skilled artisan may use any 

method known in the art of machine learning or data mining to construct such profiles; 

exemplary methods include variants of a k-means clustering algorithm and neural networks, 

among others. Alternative embodiments may use other criteria of assigning a client system to a 

cluster, or use such criteria in addition to the event profile of the respective client. Exemplary 

additional client clustering criteria include, among others, an owner and/or user of the respective 

client system, a network address of the respective client system, a device type of the respective 

client system, etc. For instance, clients belonging to the same family, the same corporation, or 

the same network domain may be grouped together in the same cluster.  
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[0071] Following client clustering, profiling engine 60 may save cluster parameters, such as a 

list of client systems assigned to each cluster/profile, coordinates of cluster archetypes (e.g., 

centroids), cluster diameters, etc., to profile database 19.  

[0072] Fig. 13 illustrates exemplary components and operation of anomaly detector 62 according 

to some embodiments of the present invention (see also Fig. 5). Anomaly detector 62 is 

configured to receive an event stream 24 comprising event indicators indicative of events 

occurring on various client systems, and in response, to output a security label 88 indicating 

whether the respective events are indicative of a security threat such as intrusion or execution of 

malicious software. In some embodiments, anomaly detector 62 comprises a profile manager 84 

configured, in response to receiving an event notification indicative of an event occurring on a 

protected client system, to select a client profile according to the respective event. Profile 

manager 84 is further connected to a behavior model 86 configured to determine whether the 

respective event fits a pattern of normal/baseline behavior represented by the respective profile.  

When no, the respective event may be considered an anomaly, thus indicative of a possible 

attack on the respective client system.  

[0073] In preparation for performing anomaly detection as shown below, some embodiments of 

anomaly detector 62 are first trained on an event corpus, using an output of profiling engine 60.  

One purpose of training anomaly detector 62 is to determine a normal/baseline user behavior for 

each client profile identified by profiling engine 60. Training comprises adjusting a set of 

parameters of behavior model 86 until a termination criterion is satisfied. The event corpus used 

for training anomaly detector 62 may differ from training corpus 18 used to train components of 

profiling engine 60.  

[0074] Fig. 14 shows an exemplary sequence of steps performed by anomaly detector 62 during 

a training procedure according to some embodiments of the present invention. In response to 

anomaly engine 60 constructing a set of client profiles, a step 242 selects one such client profile 

from profile database 19. In some embodiments, each such client profile comprises a set of 

client clusters, for instance cluster 82a in Fig. 11. Each client cluster further includes a selected 
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subset of protected client systems. A step 244 may select a training set of events registered as 

occurring on any client system associated with the respective profile/cluster. In some 

embodiments, step 244 may comprise selected the training set of events from training corpus 18 

already used for constructing client profiles as shown above. A further step 246 may use the 

respective training set of events as training corpus to train behavior model 86.  

[0075] In some embodiments, behavior model 86 comprises components which are similar in 

structure and function to some components of profiling engine 60. For instance, some 

embodiments of model 86 include an encoder-decoder pair as illustrated in Fig. 15, which may 

be constructed using neural network technology and trained according to a member of the 

word2vec family of algorithms (see description above in relation to Figs. 8-A-B). Training 

behavior model 86 may then amount to adjusting parameters of encoder 70c and/or decoder 76c 

(e.g., a set of synapse weights) with the aim of representing each event from the respective client 

cluster/profile as a vector in an event embedding space. In a preferred embodiment, encoder 70c 

analyzes each event in the context of an event sequence and generates an embedding space 

wherein events that occur predominantly in similar contexts are separated by a smaller distance, 

compared to events that occur in other contexts. However, the event embedding space (i.e., the 

meaning of the axes, size of inter-event distances, etc.) resulting from training encoder 70c may 

differ substantially from the event embedding space resulting from training event encoder 70, 

because the training corpora used for the two encoders are distinct.  

[0076] In a preferred embodiment, step 246 comprises training the encoder-decoder pair using a 

version of the bag-of-words algorithm (see Fig. 8-B). In one such example, the encoder-decoder 

pair (Fig. 15) is configured to receive a plurality of events E-k,...E 1 , El, ... Ep representing an 

event context of a currently analyzed event sequence, and to produce an N-dimensional 

prediction score vector 90, wherein each element is associated with a distinct event type, each 

element representing a likelihood that the central event of the respective event sequence is of the 

respective event type. For instance, a higher score value may indicate that the respective event 

type is more likely to occur as the central event of the respective event sequence than other event 

types having lower scores. In such embodiments, an exemplary training of model 86 may 
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comprise selecting event sequences from the subset of events identified in step 244 (Fig. 14), 

inputting the event context of the respective sequence to encoder 70c, executing decoder 76c to 

produce a prediction for the central event Eo of the respective event sequence, and punishing 

incorrect predictions by backpropagating the prediction error through the neural networks that 

form encoder 70c and/or decoder 76c. In response to a successful training, a step 248 may save 

parameter values of the trained behavior model. The training procedure may be repeated for 

each client profile identified by profiling engine 60.  

[0077] Fig. 16 illustrates an exemplary sequence of steps performed by anomaly detector 62 to 

protect a target client system (such as clients 10a-h in Fig. 1) against computer security threats 

according to some embodiments of the present invention. The target client system may or may 

not be a member of the subset of clients providing the training corpus of events that produced 

behavior models and/or client profiles as shown above. To protect the target client system, 

events may be detected at the target client system and/or other devices such as routers 15a-b (see 

Fig. 1) and may be communicated to security server 16 in the form of event indicators. Such 

event indicators may be then pre-processed according to their source, event type, timing, service 

account settings, etc., and organized as event stream 24. Events may be processed individually 

or in batches. In response to receiving an event indicator from the target client system, in a 

step 254 anomaly detector 62 may assemble an event sequence to analyze according to the 

respective event indicator. Step 254 may include identifying the event source (i.e., client system 

where the respective event has occurred), selecting from event stream 24 a plurality of other 

events to form an event sequence. In some embodiments, members of the sequence are chosen 

so they all originated at the same target client system. In another example, all members of the 

sequence must occur on a pre-determined subset of client systems, such as a network subdomain, 

or a common IP address, for instance. Chosen events may also be ordered according to their 

time of occurrence and/or detection, for instance using a timestamp provided with the incoming 

event indicator. The event sequence may be further split into parts, for instance identifying a 

central event and an event context (see e.g., Fig. 8-A).  
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[0078] In a step 256, profile manager 84 may select a client profile according to the respective 

event indicator, e.g., according to an identity of the target client system where the respective 

event has occurred. When the respective target client system has provided training events for the 

development of client profiles and/or for the training of behavior models, step 256 may comprise 

selecting a client profile/cluster having the respective target client system as a member. Other 

profile selection criteria may also be used. For instance, step 256 may comprise selecting a 

client profile according to a position of the target client system within a client profile space (see 

Fig. 11), e.g., by comparing the position of the target client system with a set of cluster 

archetypes or centroids and selecting the cluster/profile whose centroid is closest to the target 

client system. In one such example, the client profile may be selected according to an event 

profile determined for the target client system (e.g., according to a count of events received from 

the target client system, that fit into a particular event category/cluster). Other client profile 

selection criteria may include selecting the client profile according to a network address of the 

target client system (e.g., selecting a client profile containing clients having the same IP address 

as the target client system), to an owner/user of the target client system (e.g., selecting a profile 

containing members of the same household as the target client system), etc.  

[0079] In a further step 258, anomaly detector may instantiate behavior model 86 with parameter 

values specific to the respective selected client profile. In some embodiments, following profile

specific instantiation, executing model 86 (step 260) comprises projecting events of the 

respective event sequence in the event embedding space associated with the respective client 

profile.  

[0080] A step 262 may now determine whether the event(s) of the respective event sequence are 

representative of the normal/baseline user behavior associated with the respective client profile 

or not. In one embodiment, in step 260 comprises feeding the event context (Ei, i#O) of the 

respective sequence to behavior model 86 and computing the prediction score vector 90 of the 

respective sequence. Step 262 may then comprise identifying the element of vector 90 

corresponding to the event type of the actual central event E of the sequence, and comparing the 

respective score to a pre-determined threshold (e.g., 0.95). In some embodiments, a score value 
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lower than the threshold indicates that the respective event Eo is substantially unlikely to occur in 

the respective event context, and therefore indicates an anomaly consistent with a potential 

computer security threat. In some embodiments, a user or administrator of security server 16 

may tune the sensitivity of the method by adjusting the value of the threshold. In one such 

example, different threshold values are associated with different groups of client systems.  

[0081] In an alternative embodiment, step 260 may comprise using model 86 to determine a 

representation of an event E, of the sequence in the event embedding space specific to the 

respective client profile. Step 262 may then comprise determining whether event Ei fits a pattern 

of normal behavior for the respective client profile according to a position of the respective event 

within the embedding space. For instance, an event may be deemed normal when it is positioned 

within a cluster of training events (e.g., closer to a cluster centroid than a pre-determined 

threshold). In another example, an event may be considered normal/benign when located in 

certain regions of the embedding space, and anomalous when located in other regions.  

[0082] When an event of the sequence (e.g., Eo) is considered an anomaly, or in other words not 

fitting the pattern of normalcy established through training for the respective client profile, a 

step 264 may mark the respective event for further analysis. In some embodiments, an anomaly 

may trigger the transmission of a security alert by an alert manager 64 of security server 16 (see 

Fig. 5). Security alerts may go out to the client system where the anomalous event has occurred 

and/or to an administrator of the respective client system. Incidents of anomalous events may 

also be gathered and reported for further analysis to a computer security lab.  

[0083] The exemplary systems and methods described above allow an efficient detection of 

computer security threats such as malicious software and intrusion. The disclosed systems and 

methods implement a behavioral approach to computer security, wherein a normal/baseline user 

behavior is automatically inferred by the system according to a training corpus of events, and 

wherein a departure from a baseline behavior pattern may indicate a threat.  

[0084] Some embodiments detect various events occurring at a plurality of client systems, e.g., 

computers, mobile telephones, network appliances, and virtual machines. Exemplary events 
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include specific process launches, attempts to access certain files or network locations, and 

network traffic events like accessing certain ports and addresses, among others. A skilled artisan 

will understand that the systems and methods described herein may be adapted to other kinds of 

events, such as events related to a user's activity on social media, a user's browsing history, and 

a user's gaming activity, among others. Event notifications are aggregated at a security server.  

A collection of such events may be used as a training corpus to construct a set of client profiles, 

wherein each client profile may represent a single user, a single machine, or multiple 

users/machines. In some embodiments, each client profile comprises a subset of client systems 

and/or a subset of events that have occurred on the respective subset client systems. Each client 

profile may represent a normal and/or benign pattern of usage of the respective client systems.  

Such client profiles may then be used to detect incidents of anomalous behavior, which may be 

indicative of a computer security threat.  

[0085] Some conventional computer security operate according to a set of rules that quantify 

behavior that is indicative of malice. Since developers are typically interested in offering such 

solutions to a wide variety of clients, behavioral rules are usually generic and not tailored to 

specific users. However, in practice, users are very heterogeneous. Even within the same 

company or family, the manner in which each member uses a computer may vary substantially.  

A set of actions that may be considered normal for a software developer or engineer may be very 

unusual when detected on a computer in the accounting department. Furthermore, the same user 

may have substantially different behaviors at work versus at home. Therefore, generic 

behavioral rules may not capture the diversity and specificity of real users. In contrast to such 

conventional systems, in some embodiments of the present invention, events occurring on each 

client system are reviewed and analyzed selectively against a model capturing a normal/baseline 

behavior of the respective client system itself and/or of similar clients. Stated otherwise, 

boundaries of behavioral "normality" may be defined with substantial specificity: a specific 

client machine, a specific group of users (e.g., a particular department of a company, members of 

a family, a particular age group), etc.  
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[0086] Due to the proliferation of software and Internet use, an attempt to develop highly 

specific behavior profiles, for instance profiles attached to each individual user, may require 

unreasonable computational resources and may therefore be impractical. Furthermore, collecting 

events from individual users/machines may not provide enough data to develop statistically 

robust behavior models. In contrast to this approach, some embodiments of the present invention 

group multiple users and/or machines into a single client profile, thus ensuring a useful trade-off 

between specificity, robustness, and computational costs. In addition, the manner in which users 

and machines are grouped into profiles is in itself based on behavioral criteria, to ensure that 

such grouping preserves specificity. In some embodiments, each client profile groups together 

users/machines that have substantially similar event profiles. Stated otherwise, all members of a 

client profile display a similar baseline behavior in terms of a statistic of events occurring on the 

member machines.  

[0087] Some conventional computer security systems and methods mostly analyze individual 

events. Many events occurring during operation of a computer system (e.g., opening a file, 

accessing a webpage) may not be indicative of malice when taken in isolation. However, they 

may be malicious when they occur in the context of other events, for instance as a particular 

sequence of actions. In contrast to more conventional solutions, some embodiments of the 

present invention explicitly analyze events in context and are therefore better suited to such event 

correlation situations. A preferred embodiment represents individual events as vectors in a 

multidimensional embedding space having the distinctive property that a pair of events that 

occur with relatively high frequency in the same event context are separated by a smaller 

distance than another pair of events that occur less frequently in the same event context.  

[0088] Successful behavioral modeling may require detecting a large number (e.g., hundreds or 

thousands) of distinct event types, but not all event types may be equally important in behavioral 

modelling. Gathering and analyzing statistical data on such numerous event types received from 

a large number of sources may be impractical. To address this problem, some embodiments 

group events into event categories or clusters according to a degree of similarity between events, 

thus creating more robust and/or relevant statistics. Construction of client profiles may be 
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substantially facilitated by such meaningful dimensionality reduction. Event similarity may be 

determined according to several criteria, for instance, according to a distance separating two 

events in an event embedding space. In a preferred embodiment, two events may be considered 

similar if they occur predominantly in the same context (e.g., events A and B are considered 

similar when both A and B are frequently preceded by event X and/or followed by event Y, i.e., as 

in exemplary sequences XA Y and XBY).  

[0089] Figs. 17-A-B illustrate an experiment of applying some of the systems and methods 

described above to the detection of computer security threats. An event corpus of events 

collected from multiple monitored clients was used to train components of a profiling engine as 

shown above, resulting in the monitored clients being divided into 11 client clusters/profiles.  

Events were binned into event categories according to a representation of each event in a 15

dimensional embedding space. Profile-specific behavior models were developed for each of the 

respective client clusters. A particular type of attack was then staged on a test machine. Event 

sequences harvested from the test machine were fed to an anomaly detector instantiated, in turn, 

with parameters specific to each of the behavior models. Some such event sequences were 

detected as anomalies.  

[0090] Fig. 17-A shows cluster-specific anomaly scores, represented on a scale wherein a score 

of 1 indicates 100% certainty of an anomaly (e.g., at least one eventofanevent sequence 

received from the test machine had not been seen in training). The graph represents score values 

averaged over anomalous event sequences, and the associated standard deviations. The figure 

shows that the same sequence(s) may be considered anomalies with a certainty level that is 

cluster-specific. Stated differently, the same event sequences are considered "less anomalous" 

on certain clients than on others. For instance, behavior models associated with clusters 1, 2, and 

7 not only detect the attack relatively higher efficiency than other models, but all event 

sequences associated with the attacks were considered "equally anomalous". In contrast, the 

models associated with clusters 0 and 9 indicate some event sequences of the same attack as 

"less anomalous" than others.  
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[0091] Fig. 17-B shows profile-specific average detection rates achieved for three distinct types 

of attacks. Event sequences collected from the test machine during each type of attack were 

analyzed using each of the 11 profile-specific trained behavior models. The detection rate differs 

among models and types of attack, which further attests to the specificity of some of the systems 

and methods described herein.  

[0092] Such experimental results indicate another potential application of some embodiments of 

the present invention. A centralized computer security solution may selectively develop 

protection strategies for each set of clients identified by a client profile and/or for other clients 

that bear a similarity to an archetype of each client cluster. Some embodiments may identify 

clusters of clients for which methods described herein offer a satisfactory degree of security, and 

other clusters of clients which require additional security measures. Tailoring protection to each 

cluster of clients may improve user experience and reduce unnecessary computational expense.  

[0093] It will be clear to one skilled in the art that the above embodiments may be altered in 

many ways without departing from the scope of the invention. Accordingly, the scope of the 

invention should be determined by the following claims and their legal equivalents.  
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CLAIMS 

A server computer system comprising at least one hardware processor configured to: 

in response to receiving an indication of an occurrence of a target event on a target client 

system, assemble an event sequence including the target event, all events of the 

event sequence having occurred on the target client system, wherein members of 

the event sequence are arranged according to a time of occurrence of each event 

of the event sequence; 

in response to receiving the indication, select a parameter value from a plurality of 

parameter values according to the target client system; 

in response selecting the parameter value, instantiate a behavior model with the 

parameter value, the behavior model configured to input a selected event of the 

event sequence and in response, to produce a prediction indicator indicative of a 

likelihood that the event sequence includes the target event; and 

in response to instantiating the behavior model, determine whether the target event is 

indicative of a computer security threat according to the prediction indicator; 

wherein: 

the plurality of parameter values are determined according to a training corpus of 

events having occurred on a plurality of client systems grouped into a 

plurality of client cluster; 

each of the plurality of parameter values is determined according to a distinct 

subset of the training corpus, each distinct subset having occurred on 

members of a distinct cluster of a plurality of client clusters; and 

selecting the parameter value comprises selecting a target cluster from the 

plurality of client clusters according to the target client system, and 

selecting the parameter value according to the target cluster.  

2. The computer system of claim 1, wherein determining whether the target event is 

indicative of the computer security threat comprises: 
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comparing the prediction indicator to a pre-determined threshold; 

in response, when the comparison indicates that the event sequence is likely to 

include the target event, determining that the target event is not indicative 

of the computer security threat; and 

when the comparison indicates that the event sequence is not likely to include the 

target event, determining that the target event is indicative of the computer 

security threat.  

3. The computer system of claim 1, wherein determining whether the target event is 

indicative of the computer security threat comprises: 

determining a predicted event according to the prediction indicator; 

comparing the predicted event to the target event; and 

in response, determining whether the target event is indicative of the computer 

security threat according to a result of the comparison.  

4. The computer system of claim 1, wherein: 

the event sequence comprises a central event and an event context, the event 

context comprising a first subset of the events occurring prior to the 

central event and a second subset of events occurring later than the central 

event; 

the selected event is a member of the event context; and 

the prediction indicator is indicative of a likelihood that the target event is the 

central event of the event sequence.  

5. The computer system of claim 1, wherein: 

the behavior model comprises an event encoder configured to determine a set of 

coordinates indicative of a position of the target event in an event 

embedding space; and 
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the hardware processor is further configured to determine whether the target event 

is indicative of the computer security threat according to the position.  

6. The computer system of claim 1, wherein grouping the plurality of client systems into 

clusters comprises: 

constructing a plurality of event categories according to whether a training event 

of the training corpus occurs in a selected context of other events of the 

training corpus; 

in response to constructing the plurality of event categories, deciding a cluster 

assignment of each client systems according to an event profile of the each 

client system, the event profile determined according to a count of events 

occurring on the each client system and belonging to a selected event 

category of the plurality of event categories.  

7. The computer system of claim 1, wherein the parameter value is determined 

according to a result of training another instance of the behavior model on events 

having occurred on members of the target cluster, and wherein training the 

another instance of the behavior model comprises: 

assembling a training sequence of events having a central event and an event 

context; 

employing the another instance of the behavior model, in response to receiving 

the event context of the training sequence, to produce a training prediction 

indicative of a likelihood that the central event belongs to the training 

sequence;and 

determining the parameter value according to the training prediction.  

8. The computer system of claim 1, further configured to select the target cluster 

according to whether the target client system is a member of the target cluster.  
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9. The computer system of claim 1, wherein selecting the target cluster comprises: 

determining a set of coordinates indicating a position of the target client system in 

a multidimensional embedding space; and 

in response, selecting the target cluster according to the set of coordinates.  

10. The computer system of claim 9, configured to select the target cluster further 

according to another set of coordinates indicating a position of a member 

of the target cluster in the embedding space.  

11. The computer system of claim 1, wherein the target event comprises a launch of a 

selected process on the target client system.  

12. A computer-implemented method comprising: 

in response to receiving an indication of an occurrence of a target event on a target client 

system, employing at least one hardware processor of a computer system to 

assemble an event sequence including the target event, all events of the event 

sequence having occurred on the target client system, wherein members of the 

event sequence are arranged according to a time of occurrence of each event of 

the event sequence; 

in response to receiving the indication, employing at least one processor of the computer 

system to select a parameter value from a plurality of parameter values according 

to the target client system; 

in response to selecting the set parameter value, employing at least one hardware 

processor of the computer system to instantiate a behavior model with the 

parameter value, the behavior model configured to input a selected event of the 

event sequence and in response, to produce a prediction indicator indicative of a 

likelihood that the event sequence includes the target event; and 
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in response to instantiating the behavior model, employing at least one hardware 

processor of the computer system to determine whether the target event is 

indicative of a computer security threat according to the prediction indicator; 

wherein: 

the plurality of parameter values are determined according to a training corpus of 

events having occurred on a plurality of client systems grouped into a 

plurality of client clusters; 

each of the plurality of parameter values is determined according to a distinct 

subset of the training corpus, each distinct subset having occurred on 

members of a distinct cluster of a plurality of client clusters; and 

selecting the parameter value comprises selecting a target cluster from the 

plurality of client clusters according to the target client system, and 

selecting the parameter value according to the target cluster.  

13. The method of claim 12, wherein determining whether the target event is indicative of 

the computer security threat comprises: 

comparing the prediction indicator to a pre-determined threshold; 

in response, when the comparison indicates that the event sequence is likely to 

include the target event, determining that the target event is not indicative 

of the computer security threat; and 

when the comparison indicates that the event sequence is not likely to include the 

target event, determining that the target event is indicative of the computer 

security threat.  

14. The method of claim 12, wherein determining whether the target event is indicative of 

the computer security threat comprises: 

determining a predicted event according to the prediction indicator; 

comparing the predicted event to the target event; and 
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in response, determining whether the target event is indicative of the computer 

security threat according to a result of the comparison.  

15. The method of claim 12, wherein: 

the event sequence comprises a central event and an event context, the event 

context comprising a first subset of the events occurring prior to the 

central event and a second subset of events occurring later than the central 

event; 

the selected event is a member of the event context; and 

the prediction indicator is indicative of a likelihood that the target event is the 

central event of the event sequence.  

16. The method of claim 12, wherein: 

the behavior model comprises an event encoder configured to determine a set of 

coordinates indicative of a position of the target event in an event 

embedding space; and 

the at least one hardware processor is further configured to determine whether the 

target event is indicative of the computer security threat according to the 

position.  

17. The method of claim 12, wherein grouping the plurality of client systems into clusters 

comprises: 

constructing a plurality of event categories according to whether a training event 

of the training corpus occurs in a selected context of other events of the 

training corpus; 

in response to constructing the plurality of event categories, deciding a cluster 

assignment of each client systems according to an event profile of the each 

client system, the event profile determined according to a count of events 
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occurring on the each client system and belonging to a selected event 

category of the plurality of event categories.  

18. The method of claim 12, wherein the parameter value is determined according to a 

result of training another instance of the behavior model on events having 

occurred on members of the target cluster, and wherein training the another 

instance of the behavior model comprises: 

assembling a training sequence of events having a central event and an event 

context; 

employing the another instance of the behavior model, in response to receiving 

the event context of the training sequence, to produce a training prediction 

indicative of a likelihood that the central event belongs to the training 

sequence;and 

determining the parameter value according to the training prediction.  

19. The method of claim 12, further comprising selecting the target cluster according to 

whether the target client system is a member of the target cluster.  

20. The method of claim 12, wherein selecting the target cluster comprises: 

determining a set of coordinates indicating a position of the target client system in 

a multidimensional embedding space; and 

in response, selecting the target cluster according to the set of coordinates.  

21. The method of claim 20, comprising selecting the target cluster further 

according to another set of coordinates indicating a position of a member 

of the target cluster in the embedding space.  

22. The method of claim 12, wherein the target event comprises a launch of a selected 

process on the target client system.  
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23. A non-transitory computer-readable medium storing instructions which, when executed 

by at least one hardware processor of a computer system, cause the computer system to: 

in response to receiving an indication of an occurrence of a target event on a target client 

system, assemble an event sequence including the target event, all events of the 

event sequence having occurred on the target client system, wherein members of 

the event sequence are arranged according to a time of occurrence of each event 

of the event sequence; 

in response to receiving the indication, select a parameter value from a plurality of 

parameter values according to the target client system; 

in response selecting the parameter value, instantiate a behavior model with the 

parameter value, the behavior model configured to input a selected event of the 

event sequence and in response, to produce a prediction indicator indicative of a 

likelihood that the event sequence includes the target event; and 

in response to instantiating the behavior model, determine whether the target event is 

indicative of a computer security threat according to the prediction indicator; 

wherein: 

the plurality of parameter values are determined according to a training corpus of 

events having occurred on a plurality of client systems grouped into a 

plurality of client clusters; 

each of the plurality of parameter values is determined according to a distinct 

subset of the training corpus, each distinct subset having occurred on 

members of a distinct cluster of a plurality of client clusters; and 

selecting the parameter value comprises selecting a target cluster from the 

plurality of client clusters according to the target client system, and 

selecting the parameter value according to the target cluster.  
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