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A Network Management Method Based on SNMP

FIELD OF THE INVENTION

The present invention relates to security management of a
communication network, and more particularly, to a network management
method based on SNMP (Simple Network Management Protocol) in the

communication network management.

BACKGROUND OF THE INVENTION

Fig.l1 is a schematic diagram showing a network management structure.
In Fig.1, network management is performed based on SNMP between a NMS
and a managed network (network element), wherein NMS (Network
Management System) comprises a NMS application layer and a NMS
communication layer. Further, SNMP is a management protocol widely used
in the telecommunication network management filed, and SNMP provides a
method of collecting network management information from network devices
and controlling/configuring network configuration, and provides for the
devices a method of reporting to the NMS of problems and errors.

In general, the process of performing telecommunication network
management between the NMS and the managed network (network element)
is as follows: the NMS application layer sends a query or
control/configuration request to the NMS communication layer; the NMS
communication layer converts this request into a SNMP Get/Set request and
interacts with a managed telecommunication device. If the managed
telecommunication network is in fault or abnormal, the telecommunication
device will send a SNMP trap to the NMS.

At present, many telecommunication devices are directly deployed on

the Internet, thus, how to securely manage them and how to protect these
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‘devices from being attacked via the SNMP request, particularly, the SNMP
Set request, is crucial.

If a hacker knows a MIB definition of the managed telecommunication
device, he/she can easily control and/or re-configure the telecommunication
device by simulating or tampering the SNMP Set request so as to reach the
purpose of attacking. These control/configuration operations may be: (1)
reboot or reset of software and hardware; (2) power off or operation stop of
the hardware; (3) manual switch of systems; (4) modification of cross
connection; and (5) reconfiguration of service-related parameters. All these
operations may inﬂuénce or interrupt telecommunication services, thereby
bringing a huge calamity to the telecommunication network.

The main way to solve this problem is to use SNMP V3, i.e. using the
security mechanism supported by SNMP V3 to protect the managed
telecommunication device from being attacked. However, the use of the
SNMP V3 has the following defects: (1) the SNMP V3 is too complex to be a
“simple” network management protocol, thereby complicating its
implementation; and (2) many existing telecommunication devices and
SNMP developing tools do not support the SNMP V3.

SUMMARY OF THE INVENTION

In view of the above defects, an object of the present invention is to
provide a network management method based on SNMP with high security.

The present invention provides a network management method that
performs network management between NMS and a plurality of network
elements based on SNMP, characterized in that said method comprises the
following steps: |

(a) initiating and initializing the NMS;

(b) the NMS detecting communication state and key state of a network
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element to determine whether or not a key synchronization with the network
element is required;
| (c) the NMS generating a SNMP Get request for querying the current

information on the network element and sending it to the network element
that returns a SNMP response containing the queried current information on
the network element; and

(d) the NMS generating a SNMP Set request for controlling/configuring
the network element, encrypting and sending the generated SNMP Set request
to the network clement that returns a SNMP response containing a
control/configuration fesult.

The above said step (a) comprises the following steps:

(al) initiating the NMS; and

(a2) the NMS reading the key from a key file and assigning the key to a
latestKey for recording a latest key in the NMS.

The above said step (b) comprises:

a communication state detecting step and a key state detecting step,

wherein the key state of the network element is defined to any one of
withoutKey, keyMatched, and keyMismatched,

and wherein in the key state detecting step, if the key state of the
network element is detected to be the KeyMatched, it indicates that the key of
the network element matches with the NMS; if the key state of the network
element is detected to be the withoutKey, the NMS delivering the key file to
the network element by means of SFTP mdoe, modifying the key state of the
network element to KeyMatched and setting the currently used key to the
latestKey; if the key state of the network element is detected to be the
keyMismatched, the NMS delivering the key file to the network element by
means of SFTP mode, informing the network element of key update via the

encrypted SNMP Set request, modifying the key state of the network element

3
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to the KeyMatched and setting the key currently used by the network element
to the latestKey.

' The above said step (c) comprises the following steps: (c1) the NMS
judging whether or not the network element is on line; (¢2) if the network
element is on line, the NMS generating the SNMP Get request; (c3) the NMS
sending the generated SNMP Get request to the network element; and (c4) the
NMS receiving the SNMP response sent from the network element.

The above said step (d) comprises the following steps:

(d1) the NMS judging whether or not the network element is on line;

(d2) if the network element is on line, the NMS checking the key state of
the network element; |

(d3) the NMS generating the SNMP request from the
control/configuration request;‘ _

(d4) the NMS encrypting the SNMP Get request with the key currently
used by the network element and sending the encrypted SNMP Set request to
the network element; and

(d5) the NMS obtaining the SNMP response containing the
control/configuration result from the network element.

In the above said step (d2), if the key “state of the network element is
the KeyMatched, it indicates that the key of network element matches with
the NMS; if the key state of the network element is the withoutKey, the NMS
delivering the key file to the network element by means of SFTP mode,
modifying the key state of the network element to the KeyMatched and
setting the currently used key to the latestKey; if the key state of the network
element is the keyMismatched, the NMS delivering the key file to the
network element by means of SFTP mode, informing the network element of
key update via the encrypted SNMP Set request, modifying the key state of
the network element to the KeyMatched and setting the key currently used by

1 4
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‘the network element to the latestKey.

In case of a network fault, said method comprises the following steps :

| (I)  the network element sending a SNMP trap to the NMS;

(II) the NMS determining the type of the trap;

(I1I) if the trap is NERestart, the NMS checking the key state of the
network element and performing key synchronization when necessary: if the
key state of the network element is the keyMatched, it indicates that the key
of the network element matches with the NMS; if the key state of the network
element is the withoutKey, the NMS delivering the key file to the network
element by means of SFTP mode, modifying the key state of the network
element to the keyMatched and setting the currently used key to the latestKey;
if the key state of the network element is the keyMismatched, the NMS
delivering the key file to the network element by means of SFTP mode,
informing the network element of key update via the encrypted SNMP Set
request, modifying the key state of the network element to the keyMatched,
and setting the key currently used by the network element to the latestKey.

(IV) if the trap is NERequestKeyIan, the NMS delivering the key file to
the network element by means of SFTP mode, and the NMS modifying the
key state of the network element from the withoutKey to the keyMatched, and
setting the key currently used by the network element to the latestKey.

Further, in the case of creating a new network element in the NMS, said
method comprises the following steps : |

the NMS modifying the key state of the network element to the
withoutKey; |

the NMS detecting whether or not the network element is on line; if the
network element is on line, the NMS delivering the key file to the network
element by means of SFTP mode, modifying the key state of the network
element from the withoutKey to the keyMatched, and setting the key

3
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‘currently used by the network element to the latestKey.
| _ Further, in the case of modifying the key at the network element side
from the NMS side, said method comprises the following steps:

(I) the NMS generating a new key and assigning it to the latestKey;

(IT) the NMS generating a new key file from the newly generated key;

(IIT) the NMS communicatign with the network element to update the
key file and the key at the network element side.

In the above said step (III), if the network element is on line, the NMS
delivering the key file to the network element by means of SFTP mode,
informing the network element of the key update via the encrypted SNMP Set
request, modifying the key state of the network element to the keyMatched,
and setting the key currently used by the network element to latestKey; if the
network element is off line and its key state is the keyMatched, the NMS
modifying its key state to the keyMismatched.

The SNMP Set request is encrypted with an old key in the network
element. |

As described above, by encrypting the SNMP Set request, the managed
network can be protected from being attacked via the SNMP Set request,
thereby efficiently ensuring security.

As described above, the key is delivered to the network element side by
means of SFTP (Secured FTP) mode, wherein SFTP is based on SSH (Secure
Shell) and encrypts all the transmitted data by use of SSH, thus the attacking
manner like “go between” cannot be achieved and DNS and IP cheat can be
prevented. In addition, since the data transmitted in SSH is compressed, the
transmission speed can be accelerated. It follows that, in the present invention,
by delivering the key by means of SFTP mode, the security in the course of
delivering the key can be ensured.

Further, as described above, in the present invention, in order to ensure

6
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security, the operator can modifying the key periodically, thereby protecting
the SNMP Set request from being easily simulated or tampered.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig.1 is a schematic diagram showing a network management structure;

Fig.2 is a state diagram showing a key state at the network element side;

Fig.3 is a flowchart showing processing of a SNMP Get request and a
SNMP response in the NMS;

Fig4 is a flowchart showing processing of a SNMP Get request in the
NMS; -

Fig5isa ﬂowchart'showing processing of a SNMP Trap in the NMS;

Fig.6 is a flowchart showing processing of creating a new network
element in the NMS; and |

Fig.7 is a flowchart showing processing of modifying the key in the
NMS.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

The network management method based on SNMP of the present

invention will be described below with reference to Figs.2-7.

In the network management method based on SNMP of the present
invention, network management is performed between the NMS and the
network elements based on SNMP, and main flow of the method comprises
the following steps: |

initiating and initializing the NMS; |

the NMS detecting communication state and key state of the network

element to determine whether or not a key synchronization with the network
element is required;

the NMS generating a SNMP Get request for querying the current

7
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information on the network element and sending it to the network element
that returns a SNMP response containing the queried current information on
the network element;

the NMS generating a SNMP Set request for controlling/configuring the
network element, encrypting and sending the generated SNMP Set request to
the network element that returns a SNMP response containing a
control/configuration result.

As regards the key state of the network element, as shown in Fig.2, we
define three states.: withoutKey, keyMatched, and keyMismatched, wherein
the withouKey indicates that the network element is in its initial state
(without key), and since an operator has created it in the NMS, it is off line
all the time (e.g. the network element is not powered on or cannot
communicate with the NMS due to the network), thus the NMS cannot deliver
the key to it (or synchronize with it); the keyMismatched indicates that the
key of the network element does not match with the NMS; and the
keyMatched indicates that the key has been successfully delivered to the
network element side (or synchronized with it) and matches with the NMS.

In order to manage the key state of each network element and the
currently used key, we define a data structurel as follows:

structure {

int keyState; the key state of the network element which takes a value
of withoutKey, keyMatched, or keyMismatched |
string currentKey; recording the key currently used by the network
element
}

A global variable latestKey is also introduced here to record the latest

key in the NMS.

The process of initiating and initializing the NMS as in the above step
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(a)specifically comprises the following steps: (al) initiating the NMS; (a2)
the NMS reading the key from a key file and assigns the key to the
IateStKey; (a3) the NMS sending a SNMP request to the network element and
processing a SNMP response returned from the network element, or receiving
and processing a trap (the trap will be described below) sent from the network
element, or providing the user with an operating interface.

As regards the initialization, generally, there is a default key file in a
NMS initial package. If the operator does not modify the key after deploying
the NMS, the NMS will uvse this default key to communicate with all the
managed network elefnents, in which case, what is assigned to the latestKey
when initializing the NMS is the default key; otherwise, if the operator
modifies the key after deploying the NMS, what is assigned to the latestKey
when initializing the NMS is the modified key.

In addition, the above-mentioned “key file” is stored at any location
accessible by the NMS, and content of the key file is pure key information
(KEY). -

Further, the above step (b) comprises two steps: the NMS detecting
the communication state and the key state of the network element.

Firstly, in order to facilitate the NMS to deliver the key to the network
element (or synchronize with it), the NMS needs to detect whether or not the
communication state of each network element is recovered. In the present
invention, the following two ways may used to detect it: (1) the NMS polis
each network element periodically to detect whether or not they are on line; (2)
the network element sends a trap NERestart (the trap NERestart will be
described below) to the NMS after being initiated or rebooted successfully, to
inform the NMS that the network element has been on line.

Secondly, when the NMS detects that the network element has recovered

its communication or the NMS needs to send a SNMP request to a network

9
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element, the NMS needs to detect the key state of the network element and
performs “key synchronization” with the network element when necessary.
This processing flow comprises: (1) the NMS detects the key state of the
network element to determine whether the key is delivered to the network
element or whether the key is modified; (2) if the key state of the network
element is KeyMatched, it indicates that the key is matched; if the key state of
the network element is withoutKey, the NMS will deliver the key file to the
network element by means of SFTP (secured FTP: secured file transfer
protocol) mode, modify the key state of the network element to KeyMatched
and set the currently used key to latestKey; if the key state of the network
element is keyMismatched, the NMS will deliver the key file to the network
element by means of SFTP mode, inform the network element of key update
via the SNMP Set request, modify the key state of the network element to
KeyMatched and set the key currently used by the network element to the
latestKey. |

Fig.3 is a flowchart showing processing of a SNMP Get request and a
SNMP response in the NMS. The NMS uses the SNMP Get request to
communicate with the network element to obtain the current information on
the network element.The flow of processing the SNMP Get request and the
SNMP response is shown in Fig.3: (1) the NMS application layer sends a
query request to the NMS communication layer; (2) the NMS communication
layer checks whether or not the network element to be communicated with is
on line, if the network element is off line, the NMS communication layer
returns “failure” to the NMS application layer; (3) if the network element is
on line, the NMS communication layer generates the SNMP Get request from
the query request sent from the NMS application layer, the NMS
communication layer sends the generated SNMP Get to the network element,

the NMS communication layer receives the SNMP response sent from the

10
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‘network element and returns the result queried from the network element to
the NMS application layer.In such a way, communicating with the network
element is performed by sending the SNMP Get request from the NMS side to
the network element, thus, the current information on the network element
can be obtained at the NMS side.

Fig.4 is a flowchart showing processing of a SNMP Set request in the
NMS. The SNMP Set request is a request to perform a control/configuration
operation on the network element. In order to improve security of network
management in the present invention, the SNMP Set request is encrypted. A
specific flow for proééssing the SNMP Set request is shown in Fig.4: (1) the
NMS application layer sends a network element control/configuration request
to the NMS communication layer; (2) the NMS communication layer detects
whether or not the network element to be communicated with is on line; (3) if
the network element is off line, the NMS communication layer returns
“failure” to the NMS application layer; if the network element is on line, the
processing flow is as follows:

(a) the NMS communication layer checks the key state of the network
element; if its key state is withoutKey or keyMismatched, the NMS needs to
perform “key synchronization” with the network element (the flowchart of the
“key synchronization” sees the above);

(b) the NMS communication layer genera’ies the SNMP Set request
based on the control/configuration request from the NMS application layer;

(c) the NMS communication layer uses the key currently used by the
network element to encrypt the SNMP Set request; |

(d) the NMS communication layer sends the encrypted SNMP Set
request to the network element;

(¢) the NMS communication layer receives a SNMP response sent from

the network element;

11
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(f) the NMS communication layer returns the control/configuration result
returned by the network element to the NMS application layer.

" The method for encrypting the SNMP Set request is not limited to a
particular encrypting algorithm, and any encrypting algorithm is possible, e.g.
AES (Advanced Encryption Standard), DES (Data Encryption Standard),
RSA (Rivest Shamir Adelman).

If the managed network element is in fault or abnormal, the network
element will send a SNMP trap to the NMS. Fig.5 is a flowchart showing
processing of the SNMP Trap in the NMS. As shown in Fig.5, the processing
flow of the SNMP Trap is as follows: if the network element is in fault, the
following steps take plaée:

(1) the network element sends the SNMP trap to the NMS;

(2) the NMS determines the type of the trap;

(3) if the trap is NERestart, the NMS checks the key state of the network

element and performs key synchronization when necessary. That is, if

the key state of the network element is keyMatched, it indicates that the
key of the network element matches with the NMS; if the key state of the
network element is withoutKey, the NMS delivers the key file to the
network element by means of SFTP mdde, modifies the key state of the
network element to keyMatched and sets the currently used key to
latestKey; if the key state of the network element is keyMismatched, the

NMS delivers the key file to the network element by means of SFTP

mode, informs the network element of key update via the encrypted

SNMP Set request, modifies the key state of the network element to

keyMatched, and sets the key currently used by the network element to

latestKey.

(4) if the trap is NERequestKeyInfo, the NMS delivers the key file to the

network element by means of SFTP mode, and the NMS modifies the

12
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key state of the network element from withoutKey to keyMatched, and

~ sets the key currently used by the network element to latestKey.

Other types of trap are processed the same as in the prior art.

When the operator creates a new network element, the key file is
required to be delivered from the NMS to the newly created network element.
Fig.6 is a flowchart for processing of creating a new network element in the
NMS. As shown in Fig.6, the processing flow for creating a new network
element in the NMS is as follows:

(1) the user creates a new network element in the NMS;

(2) the NMS modifies the key state of the network element to
withoutKey; |

(3) the NMS detects whether or not the network element is on line;

(4) if the network element is on line, the NMS delivers the key file to
the network element by means of SFTP mode, modifies the key state of the
network element from withoutKey to keyMatched, and sets the key currently
used by the network element to latestKey.

In order to further ensure security of the network system, the operator
can modify the key periodically so as to reliably protect the SNMP Set
request from being tampered or simulated.

Fig.7 is a flowchart showing processing of modifying the key in the
NMS. As shown in Fig.7, the processing flowchart for modifying the key is as
follows: |

(1) the operator uses a NMS client to trigger the NMS to modify the
key; .

(2) the NMS generates a new key and assigns it to the latestKey;

(3) the NMS generates a new key file according to the newly generated
key;

(4) the NMS attempts to communicate with each managed network

13
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‘element to update the key file and the key at the network element side.

~ For each network element, the flow for updating the key file and the key
is as follows: (a) if the network element is on line, the NMS delivers the key
file to the network element by means of SFTP mode, informs the network
element of the key update via the SNMP Set request. The SNMP Set request
is encrypted with an old key recorded in a currentKey of the network element,
modifies the key state of the network element to keyMatched, and sets the key
currently used by the network element to latestKey; (b) if the network
element is off line and its key state is keyMatched, the NMS modifies its key
state to keyMismatched; otherwise, the NMS does nothing.

Since encryption and decryption correspond to each other, after the
encrypting mechanism is added as described above, the network element
agent (NMS Agent) proceséing flow needs to be adaptively amended as
follows:

(1) the network element agent is initiated and initialized;

(2) the network element agent sends a trap NERestart to the NMS;

(3) the network element agent identifies its state to “without key”’;

(4) the network element agent goes to the following loop: (a) if the
state of the network element agent is “with(}ut key”, it checks periodically
whether or not the NMS delivers the key file; if the key file is locally
available, it reads the key from the key file and identifies its state to “with
key”; (b) if the agent at the network element side has a state of “without key”,
it will periodically transmit a trap NERequestKeyInfor to request the NMS for
the key; (c) receives and processes the SNMP request from the NMS: (c¢1) if
the PDU (Protocol Data Unit) is a SNMP Get request, since both the SNMP
Get request and the SNMP response are not encrypted, they are processed the
same way as in the prior art without introducing the encryption mechanism;
(c2) if the PDU is an encrypted SNMP Set request, and the network element

14



WO 2008/012759 PCT/IB2007/052925

agent has a state of “with key”, it will decrypt the received SNMP PDU and
check whether the SNMP request is a request for the NMS to trigger it to
modify the key; if the SNMP request is the request for triggering it to modify
the key, the network element agent will read the latest key from the key file
delivered by the NMS; otherwise, the SNMP Set request is processed the
same way as in the prior art without introducing the encryption mechanism; if
the state of the network element agent is “without key”, it will discard the
received SNMP Set request and do nothing, because it has no key to decrypt
the SNMP PDU; (d) the network element agent manages all the local
managed resources, énd if there are faults or abnormities, it will send the
SNMP ftrap to the NMS, and the processing is the same as in the prior art
without introducing the encrypting mechanism.

As described above, by encrypting the SNMP Set request, the managed
network can be protected from being attacked via the SNMP Set request,
thereby efficiently ensuring security.

Further, as described above, the key is delivered to the network element
side by means of SFTP mode, thus, the security in the course of delivering the
key can be ensured.

Moreover, as described above, in the présent invention, the operator can
further protect the SNMP Set request from being easily simulated or tampered
by modifying the key periodically, thereby further improving security.

The specific embodiments of the invention have been described above
with reference to the accompanying drawings. However, those skilled in the
art would appreciate that, various modifications to the embodiments could be
made without departing from the spirit of the invention and the scope defined
by the appended claims. Therefore, the specific embodiments of the invention
described with reference to the accompanying drawings shall not be regarded

as limit to the present invention.
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Claims

1. A network management method based on SNMP that performs
network management between NMS and a plurality of network elements
based on SNMP, characterized in that said method comprises the following
steps: _

(a) initiating and initializing the NMS;

(b) the NMS detecting communication state and key state of a network
element to determine whether or not a key synchronization with the network
element is required;

(c) the NMS genefating a SNMP Get request for querying the current
information on the network element and sending it to the network element
that returns a SNMP response containing the queried current information on
the network element; and |

(d) the NMS generating a SNMP Set request for controlling/configuring
the network element, encrypting and sending the generated SNMP Set request
to the network element that returns a SNMP response containing a

control/configuration result.

2. A network management method based on SNMP according to Claim 1,
characterized in that the step (a) comprises the follbwing steps:

(al) initiating the NMS; and N

(a2) the NMS reading the key from a key file and assigning the key to a
latestKey for recording a latest key in the NMS.

3. A network management method based on SNMP according to Claim 1,
characterized in that the step (b) comprises:

a communication state detecting step and a key state detecting step,
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wherein the key state of the network element is defined to any one of
withoutKey, keyMatched, and keyMismatched,

and wherein in the key state detecting step, if the key state of the
network element is detected to be the KeyMatched, it indicates that the key of
the netwdrk element matches with the NMS; if the key state of the network
element is detected to be the withoutKey, the NMS delivering the key file to
the network element by means of SFTP mdoe, modifying the key state of the
network element to KeyMatched and setting the currently used key to the
latestKey; if the key state of the network element is detected to be the
keyMismatched, the NMS delivering the key file to the network element by
means of SFTP mode, ihforming the network element of key update via the
encrypted SNMP Set request, modifying the key state of the network element
to the KeyMatched and setting the key currently used by the network element
to the latestKey.

4. A network management method based on SNMP according to Claim 3,
characterized in that the SNMP Set request is encrypted with an old key in the

network element.

5. A network management method based on SNMP according to Claim 1,
characterized in that the step (¢) comprises the folfowing steps: (c1) the NMS
judging whether or not the network element is on line; (c2) if the network
element is on line, the NMS generating the SNMP Get request; (c3) the NMS
sending the generated SNMP Get request to the network element; and (c4) the

NMS receiving the SNMP response sent from the network element.

6. A network management method based on SNMP according to Claim 1,

characterized in that the step (d) comprises the following steps:

2
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(d1) the NMS judging whether or not the network element is on line;

(d2) if the network element is on line, the NMS checking the key state of
the network element;

(d3) the NMS generating the SNMP request from the
control/configuration request;

(d4) the NMS encrypting the SNMP Get request with the key currently
used by the network element and sending the encrypted SNMP Set request to
the network element; and

(dS) the NMS obtaining the SNMP response containing the

control/configuration result from the network element.

7. A network management method based on SNMP according to Claim 6,
characterized in that in the step (d2), if the key state of the network element is
the KeyMatched, it indicates that the key of network element matches with
the NMS; if the key state of the network element is the withoutKey, the NMS
delivering the key file to the network element by means of SFTP mode,
modifying the key state of the network element to the KeyMatched and
setting the currently used key to the latestKey; if the key state of the network
element is the keyMismatched, the NMS delivering the key file to the
network element by means of SFTP mode, infdrming the network element of
key update via the encrypted SNMP Set request, .modifying the key state of
the network element to the KeyMatched and setting the key currently used by

the network element to the latestKey.

8. A network management method based on SNMP according to Claim 1,
characterized in that in case of a network fault, said method comprises the
following steps :

(I) the network element sending a SNMP trap to the NMS;

3
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(1I) the NMS determining the type of the trap;
~ (III) if the trap is NERestart, the NMS checking the key state of the

network element and performing key synchronization when necessary: if the
key state of the network element is the keyMatched, it indicates that the key
of the network element matches with the NMS; if the key state of the network
element is the withoutKey, the NMS delivering the key file to the network
element by means of SFTP mode, modifying the key state of the network
element to the keyMatched and setting the currently used key to the latestKey;
if the key state of the network element is the keyMismatched, the NMS
delivering the key file to the network element by means of SFTP mode,
informing the network element of key update via the encrypted SNMP Set
request, modifying the key ‘state of the network element to the keyMatched,
and setting the key currently used by the network element to the latestKey.

(IV) if the trap is NERequestKeylnfo, the NMS delivering the key file to
the network element by means of SFTP mode, and the NMS modifying the
key state of the network element from the withoutKey to the keyMatched, and
setting the key currently used by the network element to the latestKey.

9. A network management method based on SNMP according to Claim 1,
characterized in that in the case of creating a new network element in the
NMS, said method comprises the following steps :

the NMS modifying the key state of the network element to the
withoutKey; N

the NMS detecting whether or not the network element is on line; if the
network element is on line, the NMS delivering the key file to the network
element by means of SFTP mode, modifying the key state of the network
element from the withoutKey to the keyMatched, and setting the key

currently used by the network element to the latestKey.

4
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10. A network management method based on SNMP according to Claim
1, characterized in that in the case of modifying the key at the network
element side from the NMS side, said method comprises the following steps :

(I) the NMS generating a new key and assigning it to the latestKey;

(IT) the NMS generating a new key file from the newly generated key;

(ITI) the NMS communicatign with the network element to update the
key file and the key at the network element side.

11. A network management method based on SNMP according to Claim
10, characterized in that in the step (III), if the network element is on line, the
NMS delivering the key file to the network element by means of SFTP mode,
informing the network element of the key update via the encrypted SNMP Set
request, modifying the key state -of the network element to the keyMatched,
and setting the key currently used by the network element to latestKey; if the
network element is off line and its key state is the keyMatched, the NMS
modifying its key state to the keyMismatched.

12. A network management method baséd on SNMP according to Claim
11, characterized in that the SNMP Set request is encrypted with an old key in

the network element.
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