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The invention pertains to a touchpad (10) comprising at least one supporting plate (12) and at least one flexible printed circuit (401)
fixed to said supporting plate.

According to the invention, said supporting plate (12) comprises at least one first electrical protection track (400), made by means
of a conductive ink, connected to at least one connection track with a predetermined value of potential (P) and at least one
connection track for connection towards a processor
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ABSTRACT
Protection for touchpad

The invention pertains to a touchpad (10) comprising at least one

supporting plate (12) and at least one flexible printed circuit (401) fixed to said
5  supporting plate.

According to the invention, said supporting plate (12) comprises at least
one first electrical protection track (400), made by means of a conductive ink,
connected to at least one connection track with a predetermined value of
potential (P) and at least one connection track for connection towards a

10 processor

Figure 2
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Protection for touchpad.
1 FIELD OF THE INVENTION
The technique described pertains to the field of devices incorporating
touchscreens. More specifically, the present invention pertains to the field of the

terminals such as pay terminals comprising touchscreens.

2 PRIOR ART SOLUTIONS

Terminals comprising touchscreens are becoming increasingly numerous.
These are for example smartphones, digital tablets, etc. In the banking field,
terminals have evolved more slowly than in the other fields, chiefly for reasons
of security. Indeed, a terminal (such as a pay terminal} dealing with purchase or
sales transactions is necessarily expected to show a certain degree of security.
Thus the terminal must ensure firstly its own security, then the securing of the
payment means and finally the securing of the part of the bank transactions that

concerns it.

This is why touchscreen pay terminals have appeared relatively later than
the other terminals. However, despite this late appearance, there are persisting
problems of security in the use of a touch screen. Indeed, although the use of a
touchscreen offers advantages such as, for example, the possible elimination of
the physical keypad, the possibility of modifying the display as a function of the
transactions, the diversity of entry modes etc., the physical security of the

terminal is still threatened.

Thus it has been noted that adjoining a touchscreen to a payment
terminal could enable attackers to penetrate the terminal without activating a
securitizing procedure such as for example the erasure of relevant data from the

memories of the terminal.

Indeed, since a touchscreen is a particular component, the designers of
existing terminals have hitherto never envisaged the possibility that it might be

subjected to deliberate intrusion by an attacker. In certain cases they have
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omitted to secure the touchpad as such (i.e. for its own sake), in the security

measures implemented.

For a better understanding of the problem posed, the architecture of a
classic touchpad is described with reference to figure 1. In the diagram of figure

1, the proportions of the different components are not necessarily preserved.

A touchpad 10 has a transparent upper plate 11 known as a "top glass"
and a transparent lower plate 12 known as a "bottom glass". As a rule, the ipper
plate 11 is an inert glass plate serving mainly to protect the screen. Its thickness
is of the order of one millimeter. As represented, the top glass plate 11 can be
bigger than the transparent bottom glass plate 12. The bottom glass plate 12,
which also has a thickness if the order of one millimeter, is the glass plate that
comprises the transparent metal tracks needed for the touch function. More
particularly, the front face 12-1 of the glass plate comprises detection tracks with
x-axis coordinates while the back face 12-2 of the transparent bottom glass plate
12 comprises detection tracks with y-axis coordinates. In certain embodiments,
the layouts of the x-axis and y-axis detection tracks are inverted. Sensors (not
shown) are positioned on at least certain corners of the pad or on its rim, at the
bottom glass plate 12, to be able to pick up differences in capacitance caused by
the use of a finger or a stylus adapted to the pad. These sensors are generally
integrated into a flexible printed circuitor FPC. The two plates are joined
together to form the touchpad. The touchpad 10 itself is placed on a display unit

20 generally comprising a liquid-crystal screen 21.

Certain measures of protection have however been implemented but
they pertain chiefly to detecting the removal of the touchpad. To prevent the
removal of the touchpad, the designers of prior art terminals have therefore
placed pellets made of conductive material 31, 32...) beneath it. These pellets
are connected to an electric circuit 33. When the touchpad is lifted, the pellet

which is in contact with the pad not longer sets up a link between at least two
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tracks of the electric circuit. This triggers the implementing of a securing

procedure inside the terminal.

However, this technique suffers from some disadvantages. It has been
shown that the use of conductive pellets is not sufficient for several reasons: on
the one hand, glue can be inserted between the flexible printed circuit and the
conductive pellets of the touchpad and the touchpad can therefore be lifted
without implementing a securing process. On the other hand, the use of a
conductive pellet does not make it possible to detect the breakage of the
touchscreen. Such breakage would enable intrusion into the terminal without

any need to raise the touchpad.

3 SUMMARY OF THE INVENTION
The invention does not present these problems of the prior art. Indeed,
the invention pertains to a touchpad comprising at least one supporting plate

and at least one flexible printed circuit fixed to said supporting plate.

According to the invention, said supporting plate comprises at least one
first electrical protection track, made by means of a conductive ink, connected to
at least one connection track with a predetermined value of potential P and

connected to least one connection track for connection towards a processor.

Thus, unlike the prior art devices, the invention proposes a touchpad
comprising an electric protection track enabling protection against breakage of
the touchpad. Indeed, when the track is broken or damaged, the circuit is not
connected to the potential P and the potential measured at the connection track
with the processor becomes random. The processor to which the touchpad is
connected is therefore capable of detecting this random value and of acting
accordingly. The conductive ink can be an Indium Tin Oxide (ITO) type

transparent ink.

According to one particular embodiment, said connection track for
connection to the potential P comprises a junction element comprising at least

two terminals separated by a space free of any connection.

Date Regue/Date Received 2020-04-09
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According to one particular embodiment said connection track for
connection to a processor comprises a junction element comprising at least two

terminals separated by a space free of any connection.

According to one particular embodiment, said first protection track is

printed on the forward face of said supporting plate.

According to one particular embodiment, said first protection track is

printed on the rear face of said supporting plate.

According to one particular embodiment, said first protection track is

printed on the face opposite the face comprising the first protection track.

Thus, the pad provides more efficient protection by enabling a more

extensive identification of the breakage of the touchpad.

According to one particular embodiment, said plate is a glass plate
comprising at least one electric detection track, said flexible printed circuit
furthermore setting up at least one link between said at least one detection track

and a processor to which said touchpad is intended to be connected.

According to one particular embodiment, said supporting plate has a
predetermined shape and said protection track is printed along a continuous line

appreciably close to at least one edge of said plate.

4 LIST OF FIGURES
Other features and advantages of the invention shall appear more clearly
from the following description of a preferred embodiment, given by way of a
simple illustratory and non-exhaustive example and from the appended
drawings, of which:
- Figure 1, already commented upon, presents a schematic view of a touch
touchpad with a protection system of the prior art;
- Figure 2 illustrates the principle of one embodiment of the invention
- Figure 3 describes an implementation of the principle presented here

above.
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5 DETAILED DESCRIPTION OF THE INVENTION

5.1 Reminder of the principle of the invention

As explained here above, it has been observed that it is possible to enter
a terminal comprising a touchpad by dismantling or breaking it. The inventors
have therefore sought to resolve this problem while at the same time preserving
the properties inherent to this type of terminal.

In a first solution, an overlayer is added on to the touchpad. This
overlayer is integrated into the casing of the terminal. However, because of the
need to preserve the capacitive properties of the touchscreens and the
luminosity of the screen, the thickness of such an overlayer will be necessarily
limited and it can happen that this overlayer does not prevent the breakage of
the touchpad.

In a second solution, the rim of the touchpad is reinforced and protected,
for example by the addition of a circular protrusion to the rim of the touchpad.
This solution consists in designing a terminal casing mold that comprises a
protrusion that gets positioned on top of the rim of the upper face of the
touchpad. Such a solution is worthwhile in that it prevents the dismantling of the
touchpad. This solution however, on the one hand, does not preserve the
esthetic qualities of the device and, on the other hand, does not ensure that it
will be possible to detect the breakage of the touchpad.

Other techniques can also be envisaged. For example, a combination of
the above-mentioned techniques is possible, provided that little importance is
attached to the esthetic appearance of the terminal. Such a combination would
make it possible to partially resolve one or more of the above-mentioned
techniques without however providing a single solution to all the problems.

According to the invention, in at least one embodiment, the inventors
have had the idea of introducing an electric detection circuit on the touchpad
itself. More specifically, a touchpad is formed by at least two superimposed
plates (11, 12 with reference to figure 1). These plates can be made of glass or

polycarbonate. When a capacitive technology is applied, metal tracks made of
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indium tin oxide (ITO) that accumulate charges are placed on each side of the
lower plate 12. A second plate (the upper plate 11) protects this lower plate 12.
This second plate can be made of glass or another appropriate material. At least
one sensor in each corner of the lower plate makes it possible to identify the
positions where a contact is made. The number of sensors and their distribution
however differs according to the embodiment. The unit constituted by these
two plates and their sensors is called a touchpad. The touchpad is then
positioned on top of the screen, which is generally a liquid-crystal screen.

To overcome the problems of breakage or unauthorized dismantling of
the touchpad, the inventors therefore had the idea of diréctly inscribing an
electric circuit on the rear face (or on the front face) of the lower plate of the
touchpad. This electric circuit is connected to the security processor as shall be
described in detail here below. In the event of breakage or dismantling of the
touchpad, the electric circuit of the rear face of the lower plate no longer
enables the predetermined value to be set at the potential P. The value of the
electric potential P then becomes variable (floating). A security procedure is then
applied. The terminal can then be deactivated and/or the sensitive information
that it contains can be erased.

Associated with a technique of conductive pellets, the invention thus
makes it possible, by means of one and only one circuit, to detect not only the
dismantling but also the breakage of the touchpad in the pellet area. An attack in
which the glass might be cut to access the conductive pellets becomes extremely
difficult. It is also planned to implement a complete, transparent wiremesh made
in this way on any support capable of receiving the ITO ink.

Naturally, the invention is not limited to this particular application. More
particularly, the invention can be implemented in any situation where it can be
necessary to protect a transparent plate on a terminal. The invention can
especially be applied to any type of existing terminal, whether or not it is

equipped with a touchpad.
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5.2 Description of one embodiment

A description is provided, with reference to this embodiment, of a
particular implementation of the above technique in which the touchpad
receives a printed circuit based on transparent, conductive ink. More
particularly, on the rear face of the lower plate of the touchpad, an electric
circuit based on transparent conductive ink is drawn. This electric circuit is called
wiremesh. Even more particularly, the wiremesh track connected to the security
processor is made out of a conductive, transparent material called ITO (« indium
tin oxide ») deposited on the rear face of the lower glass plate of the touchpad.
Thus, if it is attempted to break the glass of the touchpad, the ITO protection
track is also broken and the security processor detects the intrusion. This ITO
protection is inaccessible from the exterior because it is on the inner side of the
glass.

Figure 2 is a schematic drawing showing the principle of this embodiment.

A protection track 400 made of ITO is plotted on the rear face of the
lower plate. The ITO protection track 400 is connected to the flexible printed
circuit (FPC) 401 at at least two junction points (402, 403). The continuous
electric circuit is extended from these two junction points 402, 403 towards two
mechanical junction elements (404, 405) commonly called pucks by those skilled
in the art. These two mechanical junction elements 404, 405 make it possible,
through the use of conductive supports (not shown, made for example of
elastomer, or a carbon pellets, to provide for a continuity of the electric circuit.
These two pucks 404, 405 offer the possibility of detecting the dismantling of the
touchpad while the ITO protection pad 400 offers the possibility of detecting the
breakage of the touchpad. An ending 4041 of the first junction element 404 is
connected to a potential P. An ending 4042 of the first junction element 404 is
connected to the ITO track. An ending 4051 of the second junction element 405
is connected to an input 406 of the security processor. An ending 4052 of the

first junction element 405 is connected to the ITO track.
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Thus, as can be understood from the above explanations, this
embodiment proposes both protection (through the pucks) against dismantling
and (through the ITO protection track) against breakage. If the glass is broken (at
the ITO protection track) or raised, the potential of the track is no ionger the
predetermined value of the potential (P). It becomes floating and this is detected
by the security processor which can take the necessary measures.

In one specific embodiment of the invention, the securing ITO protection
track that is inscribed on the glass is drawn at the most sensitive places of the
touchpad, i.e. at the places where a break can cause a breach of security, in
taking account of the fact also that other tracks are already disposed on the
touchpad (to have the x and y coordinates of the entry, see further above).

Thus, the ITO protection track protects the pucks (or pads) from attacks
from the top of the glass in the event of its breakage.

Referring to figure 3, we present an application of this embodiment.
Figure 3 is the rear view 12-2 of the plate 12. In figure 3, the bottom glass plate
12 has a set of metal tracks necessary for the touch function. Sensors
(represented by squares, only one of which is numbered 500} are positioned on
the rim of the touchpad, at the lower plate 12, to be able to pick up the
differences in capacitance caused by the use of a finger or stylus adapted to the
touchpad. Each of these sensors is associated with an ITO detection track {only
one is numbered 501 to avoid burdening the diagram). An ITO protection track
400 is plotted on the lower plate (two examples of embodiments of the track 400
are shown in figure 3 to avoid greatly increasing the number of figures). This ITO
protection track 400 is connected to the flexible printed circuit (FPC) 401 on at
least two junction points (402, 403). The continuous electric circuit is extended
from these two junction points towards the two mechanical junction elements
(404, 405).

5.3 Complementary embodiment

In a complementary embodiment of the invention (not shown), two ITO

protection tracks are inscribed on the bottom glass. More particularly, in this
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complementary embodiment, a first ITO protection track is inscribed on the rear
face of the plate (as in the above embodiment) and a second ITO track is
inscribed on the forward face. This second ITO protection track, which can have a
trace different from that of the first ITO protection track, is thus imprisoned
between the lower plate and the upper plate.

The main contribution of this embodiment, as compared with known
dismantling protection techniques such as conductive pellet detectors, is that the
second ITO protection track, which is sandwiched between the cover glass and
the bottom glass is inaccessible even through the top of the touchpad.

In a second complementary embodiment of the invention (not shown), a
single ITO protection track is inscribed on the rear face. There is therefore no

ITO track on the rear face of the lower plate.
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CLAIMS

A touchpad comprising:

at least one transparent supporting plate comprising at least one first
electrical protection track made by a conductive ink, connected to
at least one connection track with a predetermined value of
potential and connected to at least one connection track for
connection towards a processor; and

at least one flexible printed circuit fixed to said transparent supporting

plate.

The touchpad according to claim 1, wherein said connection track for
connection to the predetermined value of potential comprises a junction
element comprising at least two endings separated by a space free of any

connection.

The touchpad according to claim 1, wherein said connection track for
connection to the processor comprises a junction element comprising at

least two endings separated by a space free of any connection.

The touchpad according to claim 1, wherein said at least one first electrical
protection track is printed on a forward face of said transparent supporting

plate.

The touchpad according to claim 1, wherein said at least one first electrical
protection track is printed on a rear face of said transparent supporting

plate.

Date Regue/Date Received 2021-03-29
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6. The touchpad according to claim 1, wherein a second electric protection
track is printed on a face of said transparent supporting plate that is
opposite a face of the transparent supporting plate comprising the at least

one first electrical protection track.

7. The touchpad according to claim 1, wherein said transparent supporting
plate is a plate made of glass or polycarbonate comprising at least one
transparent detection track with coordinates, said flexible printed circuit
furthermore comprising at least one link between said at least one

10 transparent detection track with coordinates and the processor to which

said touchpad is intended to be connected.

8. The touchpad according to claim 1, wherein said transparent supporting
plate has a predetermined shape and said protection track is printed
15 along a continuous line appreciably close to at least one edge of said

plate.

Date Regue/Date Received 2021-03-29
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