w0 20207142147 A1 |0 00000 KO0 A 0 0 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property '

Organization
=

International Bureau

(43) International Publication Date
09 July 2020 (09.07.2020)

(10) International Publication Number

WO 2020/142147 A1l

WIPO I PCT

(51) International Patent Classification:
GO6F 11720 (2006.01) GO6F 3/06 (2006.01)
GO6F 11/16 (2006.01)

(21) International Application Number:
PCT/US2019/063104

(22) International Filing Date:
25 November 2019 (25.11.2019)

(25) Filing Language: English
(26) Publication Language: English
(30) Priority Data:

16/240,274 04 January 2019 (04.01.2019)  US
(71) Applicant: WESTERN DIGITAL TECHNOLOGIES,

INC. [US/US]; 5601 Great Oaks Parkway, San Jose, CA
95119 (US).

(72) Inventors: KNESTELE, Gunter; c/o Western Digital
Technologies, Inc., 5601 Great Oaks Parkway, San Jose, CA
95119 (US). SARIKHANI, Maliheh; c/o Western Digital
Technologies, Inc., 5601 Great Oaks Parkway, San Jose, CA

95119 (US). BARRINGTON, Mary; c/o Western Digital
Technologies, Inc., 5601 Great Oaks Parkway, San Jose, CA
95119 (US). FURLONG, Jeff, c/o Western Digital Tech-
nologies, Inc., 5601 Great Oaks Parkway, San Jose, CA
95119 (US).

Agent: BOHN, Michel et al.; Patent Law Works LLP, 310
East 4500 South, Suite 400, Salt Lake City, UT 84107 (US).

Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ,DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,
KR,KW,KZ,LA,LC,LK,LR,LS,LU,LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,

(54) Title: DATA REBUILD USING DYNAMIC PEER WORK ALLOCATION

400

A

i Work Query 450

~  Rebuild Data 460

Dirive Driva Rebuild Drive Drive Dirive
412 414 418 418
Work Frofile Work Profile Coordinator Work Profile Work Profile
422 424 428 428
e o e TS R G- Y S~ S R - I S~ - S A
‘Lz_140.1 432.1 4341 4361 4381 |
e 7 i At Bl ¢ 1 Jil nitl vy Sl Sl S -7 Al mieend Rl 7: 37 sl B
432.3 4343 4383 4383
432 .4 4244 436.4 438 4
432.5 4345 4365 4385
4326 4346 43688 4386
&® L] £ ] @
® & L] L
® e L] B
4220 | | 434n | E | [ 43n | | 438p

Figure 4

(57) Abstract: Example peer storage systems, storage devices, and methods provide data rebuild across a peer communication channel
using dynamic work allocation. A rebuild coordinator among the peer storage devices identifies peer storage devices including data
units for the rebuild operation. The rebuild coordinator determines work profiles for the peer storage devices and uses the work profiles
to determine the rebuild queue for the data units. The data is rebuilt according to the rebuild queue using the data units from the peer

storage devices.

[Continued on next page]



WO 2020/142147 A [IN 0000000000 00 20 0

GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, IR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SL SK, SM,
TR). OAPI (BF, BJ, CF, CG, CL CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:
—  with international search report (Art. 21(3))



10

15

20

25

30

WO 2020/142147 PCT/US2019/063104
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TECHNICAL FIELD

[0001] The present disclosure generally relates to data storage systems, and in a more

particular example, to data storage systems with peer-to-peer operations.

BACKGROUND

[0002] Multi-device storage systems utilize multiple discrete storage devices, generally disk
drives (solid-state drives, hard disk drives, hybrid drives, tape drives, etc.) for storing large
quantities of data. These multi-device storage systems are generally arranged in an array of
drives interconnected by a common communication fabric and, in many cases, controlled by a
storage controller, redundant array of independent disks (RAID) controller, or general controller,
for coordinating storage and system activities across the array of drives. The data stored in the
array may be stored according to a defined RAID level, a combination of RAID schemas, or
other configurations for providing desired data redundancy, performance, and capacity
utilization. In general, these data storage configurations may involve some combination of
redundant copies (mirroring), data striping, and/or parity (calculation and storage), and may
incorporate other data management, error correction, and data recovery processes, sometimes
specific to the type of disk drives being used (e.g., solid-state drives versus hard disk drives).
[0003] Some multi-device storage systems employ storage devices capable of communicating
with one another over the interconnecting fabric and/or network fabric. In some cases, these
storage devices may be capable of peer-to-peer communication without the involvement of a
storage control plane, such as a storage controller or host controller, as an intermediary. These
peer storage devices may be capable of exchanging messages and/or transferring host data across
the interconnecting fabric independent of the storage control plane. Reducing communication,
data transfer, processing, and/or data management at the storage control plane may reduce

bottlenecks and improve scalability as the number and capacity of storage devices increases.
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[0004] Any given storage device may have limited options for recovering lost or corrupted
data. In some storage arrays, a RAID controller or other storage controller may be needed for
the storage device to take advantage of mirrored data, parity information, and/or other
information stored on other storage devices in the storage array. In some cases, the storage
device may be limited to reporting the error to the storage control plane and waiting for the
storage control plane to initiate data recovery. In some cases, the only available recovery may be
a complete or partial RAID rebuild of the storage device. This reliance on the storage control
plane may create bottlenecks and this problem may only get worse as the capacity of storage
devices and storage systems scales.

[0005] In some cases, a storage device may be able to rebuild itself. Unlike a storage
controller involved in read/write requests of all storage devices in the array, a rebuilding storage
device may not know what other storage devices in the array are doing. This may create
inefficiencies as the rebuilding storage device may have to wait for busy peer storage devices to
finish other work before providing data needed for a rebuild.

[0006] Therefore, there still exists a need for storage architectures that enable efficient peer-

to-peer data rebuild.

SUMMARY
[0007] Various aspects for peer operations among peer storage devices, particularly, peer
data rebuild are described. One general aspect includes a storage device that includes a
processor, a memory, at least one storage medium, an interface configured to communicate with
a plurality of peer storage devices over a peer communication channel, and a rebuild coordinator
stored in the memory and executable by the processor to perform operations including:
identifying at least one peer storage device from the plurality of peer storage devices, where the
at least one peer storage device includes at least one target data unit for a data rebuild operation;
determining, using the peer communication channel, a work profile for the at least one peer
storage device; determining a rebuild queue for the data rebuild operation using the work profile,
where the rebuild queue orders a plurality of rebuild data units for the data rebuild operation;
rebuilding, using the peer communication channel, the plurality of rebuild data units according to
the rebuild queue.
[0008] Implementations may include one or more of the following features. The rebuild
coordinator may be further executable to perform operations including: identifying a first peer
storage device from the plurality of peer storage devices, where the first peer storage device
includes a first target data unit for the data rebuild operation; determining, using the peer

communication channel, a first work profile for the first peer storage device; identifying a
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second peer storage device from the plurality of peer storage devices, where the second peer
storage device includes a second target data unit for the data rebuild operation; and determining,
using the peer communication channel, a second work profile for the second peer storage device.
Determining the rebuild queue may also include ordering, based on a comparison of the first
work profile and the second work profile, the plurality of rebuild data units. Determining the
work profile for the at least one peer storage device may include: querying the at least one peer
storage device with a work status request; receiving, in response to the work status request, work
status data; and storing the work status data in the work profile. The at least one peer storage
device may include a plurality of target data units for the data rebuild operation and the work
status data may include a command queue count for each of the plurality of target data units.
The plurality of peer storage devices may each include a plurality of target data units for the data
rebuild operation. The rebuild coordinator may be further executable to perform operations
including: determining work profiles for each of the plurality of peer storage devices; and
mapping the work profiles for each of the plurality of peer storage devices to the plurality of
target data units for the data rebuild operation. Determining the rebuild queue may include:
comparing the work profiles corresponding to each of the plurality of target data units; and
ordering, responsive to comparing the work profiles, the plurality of rebuild data units
corresponding to the plurality of target data units. Comparing the work profiles may include:
calculating aggregate work factors for each of the plurality of rebuild data units, where each
aggregate work factor is based on the work profiles corresponding to target data units in a
corresponding rebuild data unit; and ordering the plurality of rebuild data units is based on
ordering aggregate work factors from lowest to highest. The plurality of peer storage devices
may be configured as a redundant array of independent disks (RAID) array. The plurality of
rebuild data units may be a plurality of RAID stripes. The plurality of target data units may be
RAID chunks. The system may further include a work profile data structure, including: logical
block addresses for the plurality of target data units; grouping information for the plurality of
rebuild data units; and busyness values for the plurality of target data units.

[0009] Another general aspect includes a computer-implemented method, including:
identifying at least one peer storage device from a plurality of peer storage devices, where the at
least one peer storage device includes at least one target data unit for a data rebuild operation;
querying the at least one peer storage device for work status data; determining, based on the
work status data, a work profile for the at least one peer storage device; selecting a next rebuild
data unit for the data rebuild operation using the work profile, where the next data rebuild unit is
selected from a plurality of rebuild data units for the data rebuild operation; and rebuilding the

next rebuild data unit.
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[0010] Implementations may include one or more of the following features. The computer-
implemented method may further include: identifying a first peer storage device from the
plurality of peer storage devices, where the first peer storage device includes a first target data
unit for the data rebuild operation; determining a first work profile for the first peer storage
device; identifying a second peer storage device from the plurality of peer storage devices, where
the second peer storage device includes a second target data unit for the data rebuild operation;
determining a second work profile for the second peer storage device; and comparing the first
work profile to the second work profile, where selecting the next rebuild data unit is responsive
to comparing the first work profile to the second work profile. Determining the work profile for
the at least one peer storage device may include: querying the at least one peer storage device
with a work status request; receiving, in response to the work status request, work status data;
and storing the work status data in the work profile. The at least one peer storage device may
include a plurality of target data units for the data rebuild operation and the work status data may
include a command queue count for each of the plurality of target data units. The computer-
implemented method may further include: determining work profiles for each of the plurality of
peer storage devices, where each of the plurality of peer storage devices include a plurality of
target data units; mapping the work profiles for each of the plurality of peer storage devices to
the plurality of target data units for the data rebuild operation; comparing the work profiles
corresponding to each of the plurality of target data units; and determining, responsive to
comparing the work profiles, a rebuild queue for the data rebuild operation, where the rebuild
queue orders the plurality of rebuild data units for the data rebuild operation and the next rebuild
data unit is selected from the rebuild queue. The computer-implemented method may further
include: calculating aggregate work factors for each of the plurality of rebuild data units, where
each aggregate work factor is based on the work profiles corresponding to target data units in a
corresponding rebuild data unit; and ordering aggregate work factors from lowest to highest,
where determining the rebuild queue is responsive to ordering aggregate work factors.

[0011] Another general aspect includes a storage system including a plurality of peer storage
devices, where each of the plurality of peer storage devices includes: means for identifying at
least one peer storage device from the plurality of peer storage devices, where the at least one
peer storage device includes at least one target data unit for a data rebuild operation; means for
determining a work profile for the at least one peer storage device; means for selecting a next
rebuild data unit for the data rebuild operation using the work profile, where the next rebuild
data unit is selected from a plurality of rebuild data units for the data rebuild operation; and

means for rebuilding the next rebuild data unit.
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[0012] Implementations may include one or more of the following features. The storage
system where each of the plurality of peer storage devices may further include: means for
identifying a first peer storage device from the plurality of peer storage devices, where the first
peer storage device includes a first target data unit for the data rebuild operation; means for
determining a first work profile for the first peer storage device; means for identifying a second
peer storage device from the plurality of peer storage devices, where the second peer storage
device includes a second target data unit for the data rebuild operation; means for determining a
second work profile for the second peer storage device; and means for comparing the first work
profile to the second work profile, where selecting the next rebuild data unit is responsive to
comparing the first work profile to the second work profile. The means for determining the
work profile for the at least one peer storage device may include: querying the at least one peer
storage device with a work status request; receiving, in response to the work status request, work
status data; and storing the work status data in the work profile. The at least one peer storage
device may include a plurality of target data units for the data rebuild operation and the work
status data may include a command queue count for each of the plurality of target data units.
Each of the plurality of peer storage devices may further include: means for determining work
profiles for each of the plurality of peer storage devices, where each of the plurality of peer
storage devices include a plurality of target data units; means for mapping the work profiles for
each of the plurality of peer storage devices to the plurality of target data units for the data
rebuild operation; and means for determining, based on the work profiles, a rebuild queue for the
data rebuild operation, where the rebuild queue orders the plurality of rebuild data units for the
data rebuild operation and the next rebuild data unit is selected from the rebuild queue. The
means for determining the rebuild queue may include: calculating aggregate work factors for
each of the plurality of rebuild data units, where each aggregate work factor is based on the work
profiles corresponding to target data units in a corresponding rebuild data unit; and ordering
aggregate work factors from lowest to highest, where determining the rebuild queue is
responsive to ordering aggregate work factors.

[0013] The various embodiments advantageously apply the teachings of multi-device peer
storage systems to improve the functionality of such computer systems. The various
embodiments include operations to overcome or at least reduce the issues in the previous storage
systems discussed above and, accordingly, are more reliable and scalable than other computer
data storage architectures for some applications. That is, the various embodiments disclosed
herein include hardware and/or software with functionality to improve the reliability and

scalability of peer-to-peer data rebuild operations, based on enabling dynamic work allocation
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for ordering a rebuild queue. Accordingly, the embodiments disclosed herein provide various
improvements to storage systems.

[0014] It should be understood that language used in the present disclosure has been
principally selected for readability and instructional purposes, and not to limit the scope of the

subject matter disclosed herein.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] Figure 1 schematically illustrates an example of a peer storage system.
[0016] Figure 2 schematically illustrates an example distributed storage system configuration
for one or more peer storage systems.

[0017] Figure 3 schematically illustrates an example of a storage device of the peer storage
system of Figures 1.

[0018] Figure 4 schematically illustrates data rebuild across a peer group of storage devices,
such as the storage device in Figure 3.

[0019] Figure 5 illustrates an example of a method for peer rebuild in a RAID configuration.
[0020] Figure 6 illustrates an example of a method for peer rebuild using peer work profiles.

[0021] Figure 7 illustrates an example of a method for ordering data units for a peer rebuild

using work profiles.

DETAILED DESCRIPTION

[0022] Figure 1 shows an embodiment of an example data storage system 100 with peer
communicating data storage devices 120. While some example features are illustrated, various
other features have not been illustrated for the sake of brevity and so as not to obscure pertinent
aspects of the example embodiments disclosed herein. To that end, as a non-limiting example,
data storage system 100 includes one or more data storage devices 120 (also sometimes called
information storage devices, storage devices, or disk drives) configured in a peer group 106.
[0023] In the embodiment shown, peer group 106 includes a number of storage devices 120
attached to a common interconnect fabric 114. For example, peer group 106 may include a
number of disk drives arranged in a storage array, such as storage devices sharing a common
rack or unit in a data center. In some embodiments, peer group 106 may share back plane
connectivity, network switch(es), and/or other hardware and software components related to
interconnect fabric 114. In some embodiments, peer groups may not be collocated in the same
unit, rack, data center, or geography. For example, interconnect fabric 114, network interface
112, and network fabric 104 may enable peer-to-peer communication among storage devices

over any distance and peer bonds may be established regardless (or even because of) different
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geographic locations, data centers, administrators, and organizations. In some embodiments,
peer group 106 may be defined by peer bonds that enable peer-to-peer communication without
the intervention of related storage control planes.

[0024] In some embodiments, the data storage devices 120 are, or include, solid-state drives
(SSDs). Each data storage device 120.1-120.n may include a non-volatile memory (NVM) or
device controller 130 based on compute resources (processor and memory) and a plurality of
NVM or media devices 140 for data storage (e.g., one or more NVM device(s), such as one or
more flash memory devices). In some embodiments, a respective data storage device 120 of the
one or more data storage devices includes one or more NVM controllers, such as flash
controllers or channel controllers (e.g., for storage devices having NVM devices in multiple
memory channels). In some embodiments, data storage devices 120 may each be packaged in a
housing 150, such as a multi-part sealed housing with a defined form factor and ports and/or
connectors for interconnecting with interconnect fabric 114.

[0025] In some embodiments, a respective data storage device 120 may include a single
medium device 140 while in other embodiments the respective data storage device 120 includes
a plurality of media devices. In some embodiments, media devices include NAND-type flash
memory or NOR-type flash memory. In some embodiments, data storage device 120 includes
one or more hard disk drives (HDDs). In some embodiments, data storage devices 120 may
include a flash memory device, which in turn includes one or more flash memory die, one or
more flash memory packages, one or more flash memory channels or the like. However, in
some embodiments, one or more of the data storage devices 120 may have other types of non-
volatile data storage media (e.g., phase-change random access memory (PCRAM), resistive
random access memory (ReRAM), spin-transfer torque random access memory (STT-RAM),
magneto-resistive random access memory (MRAM), etc.).

[0026] Storage controller 110 is coupled to data storage devices 120.1-120.n through
interconnect fabric 114. However, in some embodiments, storage controller 110 may be hosted
as a component and/or a subsystem of another component of data storage system 100. For
example, in some embodiments, some or all of the functionality of storage controller 110 may be
implemented by software executed on one or more compute resources in at least one of data
storage devices 120.1-120.n, interconnect fabric 114, or interface 112. Storage controller 110 is
sometimes called a controller system, a main controller system, a non-volatile memory express
(NVMe) controller, garbage collection (GC) leader, or storage virtualization controller (SVC).
In some embodiments, a device controller 130.1 associated with a particular storage device (e.g.,

120.1) acts as storage controller 110 for other storage devices (e.g., 120-2, 120-3, and 120.n) in
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data storage system 100. In some embodiments, storage controller 110 is a component and/or
subsystem of host 102 (described below).

[0027] In some embodiments, host 102 is coupled to data storage system 100 through
network interface 112 over a network fabric 104. In some embodiments, multiple hosts 102
(only one of which is shown in Figure 1) are coupled to data storage system 100 through
network interface 112, which may be a storage network interface or other interface capable of
supporting communications with multiple hosts 102. Network fabric 104 may include a wired
and/or wireless network (e.g., public and/or private computer networks in any number and/or
configuration) which may be coupled in a suitable way for transferring data. For example,
network fabric 104 may include any means of a conventional data communication network such
as a local area network (LAN), a wide area network (WAN), a telephone network, such as the
public switched telephone network (PSTN), an intranet, the internet, or any other suitable
communication network or combination of communication networks.

[0028] Host 102, or a respective host in a system having multiple hosts, may be any suitable
computer device, such as a computer, a laptop computer, a tablet device, a netbook, an internet
kiosk, a personal digital assistant, a mobile phone, a smart phone, a gaming device, a computer
server, or any other computing device. Host 102 is sometimes called a host system, client, or
client system. In some embodiments, host 102 is a server system, such as a server system in a
data center. In some embodiments, the one or more hosts 102 are one or more host devices
distinct from storage controller 110 and distinct from the plurality of storage devices 120; but in
some other embodiments, the one or more hosts 102 include one of the storage devices 120 that
has been configured to perform data processing operations and to send data storage commands to
access data stored in the one or more storage devices 120. In some other embodiments, the one
or more hosts 102 are configured to store and access data in the plurality of storage devices 120.
[0029] In some embodiments, data storage system 100 includes one or more processors, one
or more types of memory, a display and/or other user interface components such as a keyboard, a
touch screen display, a mouse, a track-pad, and/or any number of supplemental devices to add
functionality. In some embodiments, data storage system 100 does not have a display and other
user interface components.

[0030] The one or more device controllers 130, if included in a respective storage device
120, are coupled with storage controller 110 through interconnect fabric 114. Interconnect fabric
114 is sometimes called a data connection, but typically convey commands in addition to data,
and optionally convey metadata, error correction information and/or other information in
addition to data values to be stored in media devices 140 and data values read from media

devices 140.
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[0031] In some embodiments, however, storage controller 110, the one or more device
controllers 130, and media devices 140 are included in the same device (i.e., an integrated
device) as components thereof. Furthermore, in some embodiments, one or more of the storage
devices 120 (e.g., including storage controller 110, the one or more device controllers 130, and
media devices 140) are embedded in a host device (e.g., host 102), such as a mobile device,
tablet, other computer or computer-controlled device, and the methods described herein are
performed, at least in part, by the embedded storage controller. In some embodiments, device
controllers 130 are configured to both control one or more media devices 140 and provide
distributed storage controller functions in conjunction with storage controller 110.

[0032] In some embodiments, storage devices 120 include a plurality of media devices 140,
such as flash memory devices, and optionally includes fewer device controllers 130. Viewed
another way, in some embodiments, a storage device 120 includes multiple memory channels,
each of which has a device controller 130 and a set of media devices 140 coupled to the device
controller 130. However, in some embodiments, two or more memory channels share a device
controller 130. In either example, each memory channel has its own distinct set of media
devices 140. In a non-limiting example, the number of memory channels in a typical storage
device is 8, 16, or 32. In another non-limiting example, the number of media devices 140 per
memory channel is typically 8, 16, 32, or 64. Furthermore, in some embodiments, the number of
media devices 140 in one memory channel is different from the number of media devices in
another one of the memory channels.

[0033] In some embodiments, each device controller of device controllers 130 includes one
or more processing units (also sometimes called CPUs or processors or microprocessors or
microcontrollers) configured to execute instructions in one or more programs (e.g., in device
controllers 130). In some embodiments, the one or more processors are shared by one or more
components within, and in some cases, beyond the function of device controllers 130. As noted
above, media devices 140 are coupled to device controllers 130 through connections that
typically convey commands in addition to data, and optionally convey metadata, error correction
information and/or other information in addition to data values to be stored in media devices 140
and data values read from media devices 140. Media devices 140 may include any number (i.e.,
one or more) of memory devices including, without limitation, non-volatile semiconductor
memory devices, such as flash memory device(s).

[0034] Flash memory device(s) (e.g., media devices 140) can be configured for enterprise
storage suitable for applications such as cloud computing, for database applications, primary
and/or secondary storage, or for caching data stored (or to be stored) in secondary storage, such

as hard disk drives. Additionally, and/or alternatively. flash memory device(s) (e.g.. media
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devices 140) can also be configured for relatively smaller-scale applications such as personal
flash drives or hard-disk replacements for personal, laptop, and tablet computers. Although flash
memory devices and flash controllers are used as an example here, in some embodiments storage
device(s) 120 include other non-volatile memory device(s) and corresponding non-volatile
storage controller(s).

[0035] In some embodiments, media devices 140 are divided into a number of addressable
and individually selectable blocks, sometimes called erase blocks. In some embodiments,
individually selectable blocks are the minimum size erasable units in a flash memory device. In
other words, each block contains the minimum number of memory cells that can be erased
simultaneously (i.e., in a single erase operation). Each block is usually further divided into a
plurality of pages and/or word lines, where each page or word line is typically an instance of the
smallest individually accessible (readable) portion in a block. In some embodiments (e.g., using
some types of flash memory), the smallest individually accessible unit of a data set, however, is
a sector or codeword, which is a subunit of a page. That is, a block includes a plurality of pages,
each page contains a plurality of sectors or codewords, and each sector or codeword is the
minimum unit of data for reading data from the flash memory device.

[0036] A data unit may describe any size allocation of data, such as host block, data object,
sector, page, multi-plane page, erase/programming block, media device/package, etc. Storage
locations may include physical and/or logical locations on media devices 140 and may be
described and/or allocated at different levels of granularity depending on the storage medium,
storage device/system configuration, and/or context. For example, storage locations may be
allocated at a host logical block address (LBA) data unit size and addressability for host
read/write purposes but managed as pages with storage device addressing managed in the media
flash translation layer (FTL) in other contexts. Media segments may include physical storage
locations on media devices 140, which may also correspond to one or more logical storage
locations. In some embodiments, media segments may include a continuous series of physical
storage location, such as adjacent data units on a storage medium, and, for flash memory
devices, may correspond to one or more media erase or programming blocks. A logical data
group may include a plurality of logical data units that may be grouped on a logical basis,
regardless of storage location, such as data objects, files, or other logical data constructs
composed of multiple host blocks.

[0037] Figure 2 shows an embodiment of an example storage system 200, such as a global
storage system implementing multiple distributed storage systems 230 in different locations 220.
Storage system 200 may be implemented as a plurality of distributed storage systems 230 which

is coupled to an application 210 for accessing. storing., and using data stored in storage system
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200. Storage system 200 may include a plurality of storage devices 228 configured as

components of disaggregated storage systems and some or all of these storage devices 228 may
be configured for peer communication and allocated in one or more peer groups. In some
embodiments, these peer groups may include storage devices at different physical locations 220
with different administrators. Additional remote administrators may have various
responsibilities for storage system 200 and use a network-based RAID management system 250
to configure, monitor, and control data recovery across storage system 200.

[0038] The connection between storage system 200 and application 210 could, for example,
be implemented as a suitable data communication network 202, such as a LAN, WAN, internet,
etc. Application 210 could, for example, be a dedicated software application running on a
computing device, such as a personal computer, a laptop, a wireless telephone, a personal digital
assistant or any other type of communication device that is able to interface with the storage
system 200. In some embodiments, application 210 could, for example, comprise a suitable file
system which enables a general purpose software application to interface with storage system
200, an application programming interface (API) library for the storage system 200, etc. In some
embodiments, application 210 may be a user application, such as business or personal
application instantiated in a local, client/server, web, and/or mobile application that enables users
212 to interact with data stored in storage system 200.

[0039] As further shown in Figure 2, storage system 200 comprises two storage locations
220 implementing disaggregated storage architectures. Each storage location 220 may include a
host node 222 and one or more storage nodes 224 which may be coupled in a suitable way for
transferring data, for example by means of interconnect fabrics 225. Each of storage nodes 224
may further connect to a plurality of storage devices 228 arranged in storage arrays 226. Host
nodes 222, storage nodes 224, and storage devices 228 may connect to the data communication
network 204 and each other by means of suitable wired, wireless, optical, etc. network
connections or any suitable combination of such network connections.

[0040] Although the example of Figures shows only two host nodes 222, three storage nodes
224, three storage arrays 226, and fifteen storage devices 228, storage system 200 could
comprise any other suitable number of host nodes 222, storage nodes 224, and storage devices
228 arranged in any number of storage arrays 226. As shown in Figure 1, each storage array 226
may be configured as a peer group. In some embodiments, peer groups may not include every
storage device in a storage array and/or peer groups may include storage devices from different
arrays and/or different locations. Any number of storage devices 228 may be configured for one
or more peer groups and, in some embodiments, storage devices 228 may participate in multiple

peer groups at the same time.
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[0041] Host nodes 222 and storage nodes 224 can be built as general-purpose computers,
however more frequently they are physically adapted for arrangement in large data centers,
where they are arranged in modular racks comprising standard dimensions. Exemplary host
nodes 222 and storage nodes 224 may be dimensioned to take up a single unit of such rack,
which is generally referred to as 1U. Such an exemplary storage node 224 may use a low-power
processor and may be equipped with ten or twelve high capacity non-volatile memory express
(NVMe) storage devices 228 (even though only five storage devices 228 are shown for each
storage node 224) and is connectable to the network over redundant Ethernet network interfaces.
In some embodiments, storage nodes 224 may include a compute complex providing storage
controller or other storage-related functionality.

[0042] An exemplary host node 222 may comprise high-performance servers and provide
network access to applications 210 over multiple high bandwidth Ethernet network interfaces.
Data can be transferred between applications 210 and such a host node 222 by means of a variety
of network protocols including hypertext transfer protocol (HTTP)/representational state transfer
(REST) object interfaces, language-specific interfaces such as Microsoft .Net, Python or C, etc.
Additionally, such controller nodes may comprise additional high bandwidth Ethernet ports to
interface with the storage nodes 224. In some embodiments, HTTP/REST protocols complying
with S3 may enable data transfer through a REST application protocol interfaces (API).
Preferably, such host nodes 222 operate as a highly available cluster of host nodes, and provide
for example shared access to the storage nodes 224, metadata caching, protection of metadata,
etc.

[0043] Several storage nodes 224 can be grouped together, for example because they are
housed in a single rack or a single physical location 220.1. For example, storage nodes 224.1.1
to 224.1.n may be grouped in physical location 220.1 and support host node 202.1, while storage
node 224.2 may be located in physical location 220.2 and support host node 202.2. These
physical locations 220 are not required to be located at the same geographic location, they are
often geographically dispersed across different data centers. For example, physical location
220.1 can be located at a data center in Europe and physical location 220.2 at a data center in
China. A peer group may communicate between physical locations 220 and may engage in peer-
to-peer data operations, such as data offloading or rebuild from RAID or mirrored data, across
physical locations 220 through network 202. In some embodiments, an administrator in location
220.1 and an administrator in location 220.2 may not control when peer data operations occur
between storage devices 228.

[0044] Host nodes 222, storage nodes 224, and/or host systems for application 210 and/or

RAID management system 250, may provide a storage control plane for storage devices 228. In
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some embodiments, the storage control plane may include any system components that provide
host read/write, RAID management, and/or storage array or storage system level data
management commands that are not themselves peer storage devices. For example, the storage
control plane may include a combination of storage controllers, host controllers, RAID
controllers, and similar systems. The storage control plane may be distinguishable (in terms of
function) from interconnect and network fabric systems that are responsible for providing
physical and data layer communication between system components, which may include
addressing and routing of data frames. In some embodiments, the same hardware may
participate in the storage control plane and the interconnect and/or network fabric, but the
storage control plane functions relate to originating and/or translating media storage related
commands (session, presentation, and/or application layer activities) and are distinguishable
from networking functions (physical, data link, and network layer activities). In some
embodiments, peer storage devices may provide storage control commands to one another, but
they are not part of the storage control plane.

[0045] In some embodiments, RAID management system 250 may be configured as an
application or module in an information technology (IT) management system running on a
general-purpose computer, such as such as a personal computer, a laptop, a tablet, a wireless
telephone, a personal digital assistant or any other type of communication device that is able to
interface with the storage system 200 and/or operational data about storage system 200 over
network 202. For example, RAID management system 250 may provide a dashboard for system
maps, configuration information, operating data, system/component diagnostics, performance
metrics, and/or status information for storage devices 228, storage arrays 226, storage nodes 224,
host nodes 222, etc. In some embodiments, RAID management system 250 may include RAID
configurations, rebuild status, backup/archive configurations, storage device endurance and
lifecycle management, and/or peer group configurations. RAID management system 250 may
support a number of administrators with varying IT management responsibilities, including
provisioning, maintenance, data management, equipment management, and related scheduling,
costing, and project management.

[0046] In some embodiments, RAID management system 250 may include a RAID
configuration module 252, a RAID status module 254, and input/output (I/O) settings 256.
RAID configuration module 252 may include logic and data structures for managing the
definition and setup of one or more RAID groups among storage devices 228. For example,
RAID configuration module 252 may identify the storage devices within the RAID group, RAID
level, RAID stripe and chunk sizes, mirror and/or parity settings, data scan and rebuild settings,

and other parameters. In some embodiments, RAID configuration module 252 may include
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parameters for offloading RAID I/O management, such as RAID stripe allocation and/or

mirroring decisions, and/or RAID rebuild management to one or more storage devices 228
and/or other components of storage system 200.

[0047] RAID status module 254 may maintain status information for one or more RAID
groups in storage system 200. For example, RAID status module 254 may monitor “active”,
“failed”, and/or “rebuilding” status and/or “healthy” or “at risk” status. This status information
may assist in allocating new writes, scheduling or triggering data management functions (e.g.
data scrub, garbage collection, etc.), identifying a failed or failing storage device, endurance or
end-of-life modelling that predicts storage device failure, and/or maintenance decisions of
administrators. In some embodiments, RAID status module 254 may trigger response to a failed
storage device, such as allocate a hot spare or other storage device connected to storage system
200 to replace the failed storage device in the group or alert an administrator to remove the failed
storage device and replace it with a replacement storage device.

[0048] I/O settings module 256 may include read/write settings for the RAID groups that
respond to RAID status module 254. For example, “active” and/or “healthy” status may enable
default read/write settings for production read/write operations to the RAID group, while
“failed”, “rebuilding”, and/or “at risk” status may change the read/write settings for the RAID
group. In some embodiments, I/O settings module 256 may communicate changes in read/write
availability or handling to other components of storage system 200. For example, I/O settings
module 256 may cause hosts 222 to bufter writes in buffers 232 in response to failed and
rebuilding status. When a failed storage device is successfully rebuilt and the RAID group is
returned to active status, hosts 222 may complete the write operations from buffers 232. Other
methods of interrupting read/write operations to rebuilding storage arrays without risk of data
loss may be implemented between I/O settings module 256 and other components of storage
system 200.

[0049] In some embodiments, some or all functions of RAID management system 250 may
be offloaded to or integrated into other components of storage system 200. For example, RAID
management 250 may be integrated into host nodes 222 and/or storage nodes 224. In some
embodiments, one or more functions may be wholly or partially offloaded to storage devices
228. In some embodiments, storage devices 228 may be configured for offloaded RAID
management, which may include implementing RAID configuration module 252, RAID status
module 254, and/or I/O settings module 256 in one or more peer storage devices.

[0050] In some embodiments, as shown in Figure 3, a storage device 120.1 includes the
functions of a device controller 130.1 with peer communication capabilities using compute

resources, such as one or more processing units (CPUs 302), sometimes herein called CPU,
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processors, or hardware processors, and sometimes implemented using microprocessors,
microcontrollers, or the like, configured to execute instructions in one or more programs (e.g.,
the modules in memory 320). In some embodiments, the one or more CPUs 302 are shared by
one or more components within, and in some cases, beyond the function of storage device 120.
The modules in memory 320 and executed by CPU 302 may be coupled to interconnect fabric
interface 301, RDMA interface 304, media interface 308, erasure coding engine 310, and any
number of additional modules, such as error correction engines, specialized memory modules,
etc., in order to coordinate the operation of these components. In some embodiments, the
components of storage device 120.1 may be interconnected by one or more communication
buses 300. In some embodiments, CPU 302, memory 320, media interface 308, erasure coding
engine 310, and any number of additional modules may be packaged as a device controller
130.1, such as an NVM controller, implemented in an application-specific integrated circuit
(ASIC), system on a chip (SoC), field programmable gate array (FPGA), or similar architecture.
[0051] In some embodiments, storage device 120.1 may be packaged in a housing (not
shown in Figure 3, but see housing 150.1 in Figure 1), such as a sealed, multipart disk drive
housing. For example, device controller 130.1 and media devices 140.1 may be enclosed in the
housing. In some embodiments, the housing may have an exterior surface surrounding the
internal components, with one or more connectors projecting from or interface ports recessed
into the exterior surface. For example, these connectors and/or interface ports may provide
physical interconnects for power to and communication with storage device 120.1.

[0052] Storage device 120.1 may include a variety of local memory resources and local
compute resources. In some embodiments, local resources may include components that are
integrated into storage device 120.1 and may scale with the number of storage devices. Example
local memory resources may include memory 320 (e.g. the operating memory of media
controller 130.1), remotely addressable memory 306 (e.g. remotely addressable memory
available through a remotely addressable interface), and other specialized memory (not shown).
In some embodiments, storage media, such as media devices 140, may provide local memory
resources for data management functions, but these may be distinct from storage locations for
host data. Example local compute resources may include CPU 302 (e.g. the operating processor
of device controller 130.1), erasure coding engines, error correction engines, and any other
specialized processing systems. In some embodiments, one or more interfaces, such as
interconnect fabric interface 301 or RDMA interface 304, may also include or utilize memory
and/or compute resources and may be part of the available local resources of storage device

120.1.
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[0053] In some embodiments, RDMA interface 304 may be a hardware, software, or

combined hardware/software engine for providing remote data management access to remotely
addressable memory 306. This may include local direct memory access (DMA) to remotely
addressable memory 306 for CPU 302 or other components of device controller 130.1. The
RDMA engines of RDMA interface 304 may allow storage device 120.1 to push or pull data
from/to remotely addressable memory 306 and to/from memory locations in other storage
devices, storage controllers (e.g. storage controller 110), or servers (e.g. host 102).

[0054] In some embodiments, erasure coding engine 310 may be a hardware, software, or
combined hardware/software engine for providing exclusive-or calculations or implementing
another erasure coding operation. Erasure coding engine 310 may support multiple functions
stored in memory 320 and/or support XOR or other erasure code processing of data being
transferred to or from remotely addressable memory 306, with or without RDMA interface 304.
In some embodiments, erasure coding engine 310 may be used to process recovery data, such as
paired XOR data and parity data, to calculate the data content of a failed or corrupted data unit.
[0055] Additional modules (not shown) supporting one or more functions of storage device
120 may be connected to CPU 302, RDMA interface 304, media interface 308, erasure coding
engine 310, and memory 320. In some embodiments, additional module(s) are executed in
software by the CPU 302; in other embodiments, additional module(s) are implemented in whole
or in part using special purpose circuitry (e.g., to perform encoding and decoding functions).
[0056] In some embodiments, during a write operation initiated by a host 102, storage
controller 110 receives a host write command (e.g., in a set of one or more host write commands)
via interface 112 (Figure 1), translates that host write command into a write command,
sometimes called a translated command or translated write command, suitable for execution by a
data storage device 120, and sends the translated host data command to one or more data storage
devices corresponding to one more addresses specified by the host write command, a destination
storage device.

[0057] In some storage systems, a storage controller also receives, via interface 112, data to
be stored in the one or more data storage devices corresponding to the one more addresses
specified by the host write command. A respective data storage device receives the data to be
stored in its media devices 140.1.1-140.1.n, or a portion of the data to be stored, from the storage
controller via the interconnect fabric 114. The data received by the storage device may be
encoded or otherwise processed and made available to storage media interface 308, which
transfers the data to media devices 140.1 in a manner dependent on the type of storage medium
being utilized. In storage device 120, RDMA interface 304 and remotely addressable memory

306, sometimes in conjunction with coordination from storage controller 110, may allow host
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102 to send the data to be stored in the host write command to remotely addressable memory 306
in storage device 120 without them passing through storage controller 110 or another storage
controller.

[0058] In some embodiments, a storage media (e.g., media devices 140.1) is divided into a
number of addressable and individually selectable blocks and each block is optionally (but
typically) further divided into a plurality of pages and/or word lines and/or sectors, storage
locations of defined storage unit sizes. While erasure of data from a storage medium is
performed on a block basis, in many embodiments, reading and programming of the storage
medium is performed on a smaller subunit of a block (e.g., on a page basis, word line basis, or
sector basis).

[0059] In some embodiments, the smaller subunit of a block consists of multiple memory
cells (e.g., single-level cells or multi-level cells). In some embodiments, programming is
performed on an entire page. In some embodiments, a multi-level cell (MLC) NAND flash
typically has four possible states per cell, yielding two bits of information per cell. Further, in
some embodiments, a MLC NAND has two page types: (1) a lower page (sometimes called the
fast page), and (2) an upper page (sometimes called the slow page). In some embodiments, a
triple-level cell (TLC) NAND flash has eight possible states per cell, yielding three bits of
information per cell. Although the description herein uses TLC, MLC, and SLC as examples,
those skilled in the art will appreciate that the embodiments described herein may be extended to
memory cells that have more than eight possible states per cell, yielding more than three bits of
information per cell. In some embodiments, the encoding format of the storage media (i.e., TLC,
MLC, or SLC and/or a chosen data redundancy mechanism or ECC code) is a choice made when
data is actually written to the storage media.

[0060] In addition, these various memory cell configurations and encoding formats may
impact the lifetime performance of storage device 120.1. Flash memory may have defined I/O
performance, endurance, write voltage thresholds, error rates, cell/device failures, and other
parameters that may be tracked for specific performance values and/or contributions to storage
capacity, performance class, endurance, and/or overall health. Similarly, cell usage, read and
write load balancing, garbage collection, and other operations may be tracked for endurance,
reliability, and failure prediction for media devices 140.

[0061] Figure 3 is a block diagram illustrating example offloaded services, peer
communications, and replacement device rebuild handled by storage device 120.1 and its peer
storage devices 120, in accordance with some embodiments. Storage device 120.1 includes CPU
302 for executing modules, programs, and/or instructions stored in memory 320 and thereby

performing processing operations, memory 320 (sometimes called NVM controller memory,
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device controller memory, or operating memory), and one or more communication buses 300 for
interconnecting these components.

[0062] The one or more communication buses 300 optionally include circuitry (sometimes
called a chipset) that interconnects and controls communications between system components.
CPU 302 and memory 320 may be coupled to interconnect fabric interface 301, RDMA interface
304, remotely addressable memory 306, media interface 308, erasure coding engine 310, media
devices 140.1, and any additional module(s) by the one or more communication buses 300. In
some embodiments, interface hardware and/or protocols for providing communication through
communication buses 300 may also be present for communication with any given component.
[0063] Memory 320 may include high-speed random access memory, such as DRAM,
SRAM, DDR RAM, or other random access solid state memory devices, and may include non-
volatile memory, such as one or more magnetic disk storage devices, optical disk storage
devices, flash memory devices, or other non-volatile solid state storage devices. Memory 320
may optionally include one or more storage devices remotely located from CPU 302. In some
embodiments, one or more additional memories may be provided for specific functions, such as
an FTL memory for flash translation layer (FTL) data, and/or remotely addressable memory 306.
These functional memories may include specialized processing, hardware acceleration, and/or
other resources related to their function. In some embodiments, remotely addressable memory
306 may be part of memory 320.

[0064] Memory 320, or alternatively the non-volatile memory device(s) within memory 320,
comprises a non-transitory computer readable storage medium. In some embodiments, memory
320, or the non-transitory computer readable storage medium of memory 320 stores the
following programs, modules, and data structures, or a subset or superset thereof:

° offloaded services 322 for providing distributed storage management across peer storage
devices, including storage device 120.1;

° media manager 324 for managing storage device FTL data (including logical address
mapping) and related processes and requests, such as media read and write operations through
media interface 308 to media devices 140.1.1-140.1.n;

° peer communication module 326 for communicating command messages and data
transfers between storage devices 120 through interconnect fabric interface 301, sometimes
using access to remotely addressable memory 306, without the intervention of host 102, storage
controller 110, or similarly distinct storage control plane systems;

° peer device registry 328 for identifying the peer storage device identifiers of peer storage
devices and/or storing other data management and/or peer services information related to each
other storage device;
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° rebuild coordinator 330 for coordinating the rebuild of a failed storage device. such as
acting as a replacement storage device for rebuilding data into media devices 140.1.1-140.1.n
from host and parity data stored on peer storage devices; and
° rebuild supporter 332 for providing replacement data units and/or parity data from media
devices 140.1.1-140.1.n to another storage device acting as rebuild coordinator.
[0065] Each of the above identified elements may be stored in one or more of the previously
mentioned memory devices that together form memory 320 and corresponds to a set of
instructions for performing a function described above. The above identified modules or
programs (i.e., sets of instructions) need not be implemented as separate software programs,
procedures or modules, and thus various subsets of these modules may be combined or otherwise
re-arranged in various embodiments. In some embodiments, memory 320 may store a subset of
the modules and data structures identified above. Furthermore, memory 320 may store
additional modules and data structures not described above. In some embodiments, the
programs, modules, and data structures stored in memory 320, or the non-transitory computer
readable storage medium of memory 320, provide instructions for implementing respective
operations of the methods described below. In some embodiments, some or all of these modules
may be implemented with specialized hardware circuits that subsume part or all of the module
functionality.
[0066] In some embodiments, offloaded services 322 may provide message handling,
processing logic, and/or data structures for one or more data management services that may have
otherwise been managed by a host controller, storage controller, RAID controller, or other
storage control plane system. In some embodiments, a storage control plane device may still
have a role in configuring and/or initiating offloaded services 322. For example, a RAID
controller may be used for an initial configuration of RAID parameters and provide a common
data structure of those parameters for use by storage device 120.1 and its peer storage devices,
but the actual allocation and maintenance of RAID stripes for incoming host writes may be
managed by offloaded services 322 and related peer communication. Some example oftloaded
services 322 may include host FTL management 322.1, RAID I/O management 322.2, and
RAID rebuild management 322.3.
[0067] In some embodiments, host FTL management 322.1 may provide distributed
management of host FTL mapping information. For example, a global host FTL data structure
may be segmented and divided among peer storage devices to enable the table size to scale with
the number of storage devices. Host FTL service commands may be issued by storage devices
and/or storage control plane systems and received by host FTL management 322.1 of the storage

device that contains the relevant segment of the host FTL data structure. In some embodiments,
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host FTL management 322.1 may include commands and related services for allocating,
querying, and updating the local host FTL data structure.

[0068] In some embodiments, RAID I/O management 322.2 may provide distributed
management of read, write, and other storage operations to the RAID group and/or peer group
that storage device 120.1 is a part of. For example, host data stored in a peer group may be
configured according to a RAID configuration that includes mirroring and/or parity calculations
for processing write commands. In some embodiments, RAID I/O management 322.2 may
utilize host FTL management 322.1 and RAID configuration parameters, such as RAID
configuration 328.2 in peer device registry 328, to determine how writes should be allocated
among peer storage devices and/or how mirroring and/or parity calculation and updates should
be processed. For example, RAID I/O management 322.2 may aggregate data chunks, allocate
the data chunks in stripes, and facilitate storage of the data chunks and calculation and storage of
corresponding parity data. In some embodiments, RAID I/O management 322.2 may act as a
leader device in communication with a host or control plane component. In some embodiments,
RAID I/0 management 322.2 may be one of a plurality of distributed components among the
peer storage devices for receiving and coordinating storage I/O commands.

[0069] For example, a RAID stripe configuration (stripe depth, RAID group, storage
location selection logic, etc.) and RAID stripe mapping information (to locate specific strips and
data recovery dependencies) may be distributed across a peer group. RAID stripe commands
may be issued by storage devices and/or storage control plane systems and received by RAID
I/O management 322.2 to configure and access RAID stripe information. In some embodiments,
RAID I/0O management 322.2 may calculate the distribution of host data writes and parity
calculation and storage for each RAID stripe it is configured to manage and respond to queries
when striped host data needs to be modified or recovered. In some embodiments, RAID I/O
management 322.2 may include commands and related services for receiving and updating
RAID configurations and supporting logic and data structures, as well as responding to queries
related to allocating and/or locating RAID strips and data recovery dependencies.

[0070] In some embodiments, RAID I/O management 322.2 may include a function to buffer
incoming writes during a rebuild process. For example, in response to a failed drive and the
initiation of a rebuild process, RAID I/O management 322.2 may suspend writes to the failed
storage device and replacement storage device during the rebuild process. Write operations may
also be suspended for corresponding storage locations with recovery data, both parity and other
host data used in XOR or similar erasure coding schemes, in other storage devices in the RAID

group. RAID I/O management 322.2 may be able to buffer writes within storage device 120.1,
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across one or more peer storage devices, or to another memory resource, such as a host,
controller, or fabric memory.

[0071] In some embodiments, RAID rebuild management 322.3 may provide distributed
management of the rebuild process for host data protected across multiple storage devices, such
as in accordance with a RAID configuration. For example, RAID rebuild management may
receive an indication of a failed storage device among the peer group and identify one of the peer
storage devices to act as rebuild coordinator or lead storage device for the rebuild. In some
embodiments, the rebuild coordinator role may be determined to be the replacement storage
device for the storage device that failed, where the rebuild coordinator storage device may have
the advantage of rebuilding the host data to media devices 140. RAID rebuild management
322 .3 may include generating status information and/or messages to one or more related
systems, such as a host system, regarding the availability of the peer group for host read/write
operations and/or progress on the rebuild. In some embodiments, RAID rebuild management
322.3 may trigger an indicator in response to the failed storage device to prompt replacement of
the failed storage devices with a replacement storage device. In some embodiments, RAID
rebuild management 322.3 may be configured for access to one or more hot spares that may be
automatically selected and added to the peer group to replace the failed storage device.

[0072] In some embodiments, media manager 324 manages access to and maintenance of
media devices 140.1. For example, media manager 324 may include base FTL services for
storage device 120 and manages the storage device FTL map, as well as read, write, and data
management access to media devices 140. Host commands involving host data reads, writes,
erases, etc. may be directed by media manager 324 through media interface 308 for accessing
media devices 140.1. In some embodiments, host data commands may be pre-processed by
other modules, such as offloaded services 322, and related internal data access commands may
be received by media manager 324. In some embodiments, storage device FTL provides a base
level of FTL mapping for storage device 120. Storage device FTL may include allocation of
storage locations with a defined size based on compatibility of with storage units in media
devices 140.1, such as page size. For example, storage locations may be allocated as 4KB or
8KB pages. In some embodiments, allocation sizes for storage locations may correspond to
larger multiplane NVM page sizes, such as 96KB.

[0073] Media manager 324 may be responsible for bad block management, bad block spare
overprovisioning, and allocation of gap free logical space throughout the life of the media
devices 140.1. In some embodiments, media manager 324 may also include error correction
(e.g., low-density parity-check (LDPC) or Bose—Chaudhuri-Hocquenghem (BCH) codes)

supported by an error correction engine and tuning of NVM access parameter (e.g., read levels,
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programming thresholds, etc.). Media manager 324 may enable reads from logical block address
(LBA) storage locations in media devices 140 to write in remotely addressable memory 306 and
reads from remotely addressable memory 306 to writes in LBA storage locations in media
devices 140.1. In some embodiments, media manager 324 may manage data reads and writes
to/from media devices 140.1 to support offloaded services 322, rebuild coordinator 330, and/or
rebuild supporter 332.

[0074] In some embodiments, peer communication module 326 may provide communication
among storage devices 120 using interconnect fabric 114 without being routed through storage
controller 110 or another host, controller, or storage control plane component. For example, peer
communication module 326 may enable drive-to-drive messaging addressed by storage device
identifiers, peer-drive broadcasts that provide the same message to all peer storage devices,
and/or access to shared memory locations, such as remotely addressable memory 306 for direct
data transfer and/or access of host and parity data, data management logs, etc. In some
embodiments, packetized messages may be routed among storage devices 120.1 using one or
more network communication protocols compatible with interconnect fabric 114 and/or network
fabric 104.

[0075] In some embodiments, peer communication module 326 operates in conjunction with
RDMA interface 304 to manage local and remote use of remotely addressable memory 306. For
example, local operations by media manager 324 may include writes and reads to remotely
addressable memory 306, read/write operations may include coordinated use of space in
remotely addressable memory 306 for both local and remote access, and other distributed
operations may use space in remotely addressable memory 306 as requested by storage
controller 110 or other storage devices.

[0076] In some embodiments, peer device registry 328 may be a data structure for
maintaining information regarding each other peer storage device in a peer group, such as
storage devices 120 in peer group 106. For example, peer device registry 328 may be a table,
list, array, database, or similar data structure for storing storage device identifiers 328.1, other
addressing information, RAID configuration 328.2, and/or additional information on peer
storage devices, such as specifications and/or parameters of the storage devices. In some
embodiments, storage device identifier 328.1 may include or translate into a network compatible
device address for routing data frames from storage device 120.1 to a selected peer storage
device.

[0077] In some embodiments, peer device registry 328 may include storage device identifiers
328.1 for each storage device corresponding to a peer group shared with storage device 120.1.

For example, storage device 120.1 may belong to peer group A and each other storage device
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120 in peer group A may have an entry in peer device registry 328 with a storage device
identifier 328.1 for addressing peer communications. For example, each storage device may
have an entry (e.g. a row in a table) with a key (e.g. storage device identifier) and a field (e.g.
column in a table) for one or more peer group identifiers.
[0078] In some embodiments, peer device registry 328 may identify RAID configuration
information 328.2 for mapping recovery data relevant to host data stored in storage device 120.1
(and/or other storage devices 120 in peer group 106). For example, one or more devices in peer
group 106 may participate in a RAID group and contain RAID stripe data (parity data and/or
corresponding paired host data) and RAID configuration information 328 .2 may identify which
peer storage devices are in the RAID group. In some embodiments, RAID configuration
information 328.2 may include RAID stripe parameters, such as stripe depth and chunk size,
and/or RAID stripe mapping information for enabling storage device 120.1 to locate recovery
data needed for data block or storage device rebuild. For example, a peer group may be
configured in RAID 5 with a defined RAID 5 chunk size as a rebuild data unit.
[0079] In some embodiments, rebuild coordinator 330 may be instantiated in software code
stored in memory 320 and executed by processor 302 to enable storage device 120.1 to act in the
rebuild coordinator role for the rebuild of one or more failed storage devices or storage locations.
For example, when a storage device in the peer group that is configured for a data protection
scheme with other storage devices in the group has failed and been replaced, one or more of the
storage devices may invoke rebuild coordinator 330 to govern rebuild of the replacement drive.
In some embodiments, a newly installed replacement storage device or newly activated hot spare
may initiate rebuild coordinator 330. In some embodiments, rebuild coordinator 330 may
include a peer work coordinator 330.1, a dynamic work profile 330.2, a rebuild queue 330.3, a
stripe selection algorithm 330.4, a stripe rebuild module 330.5, and a rebuild status module
330.6.
[0080] In some embodiments, peer work coordinator 330.1 may include logic, data
structures, messaging, and/or interfaces for requesting tasks from peer storage devices and
coordinating responses with the actions of other modules in rebuild coordinator 330. For
example, peer work coordinator 330.1 may issue work queries to peer storage devices for
building dynamic work profile 330.2 and issue rebuild data commands for stripe rebuild module
330.5. Peer work coordinator 330.1 may receive responses with data chunk work profiles 332.3
and rebuild data from the peer storage devices. In some embodiments, peer work coordinator
330.1 may use information from peer device registry 328, such as storage device identifiers
328.1 and RAID configuration information 328.2, and peer communication module 326 to

identify and communicate with selected peer storage devices to complete rebuild tasks. Peer
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work coordinator 330.1 may also be responsible for maintaining state information and/or
variables and data structures that support the operations of multiple other modules in rebuild
coordinator 330.

[0081] In some embodiments, dynamic work profile 330.2 may be a data structure and
related queries and functions for assembling busyness information for each peer storage device
involved in a rebuild process. For example, dynamic work profile 330.2 may include one or
more busyness values for each peer storage device in a RAID group that quantifies the number
and/or resource commitments of read/write and/or other storage operations being performed by
each peer storage device. In some embodiments, the busyness value may include the command
queue count for each RAID chunk. Dynamic work profile 330.2 may be an array or table of
values mapping the busyness of a plurality of storage devices involved in a peer data rebuild,
such as a RAID rebuild for a failed storage device. In some embodiments, dynamic work profile
330.2 may include busyness values mapped to the rebuild data block level for each storage
device such that each storage device provides a work profile with a plurality of values for each
rebuild data unit in that storage device and/or related to a specific query for work status data. An
example work profile data structure may be work status data entries organized by grouping
information, such as the RAID group and/or RAID stripe identifier, indexed by a target data
block identifier, such as a logical block address (LBA) or range or series of LBAs, for the RAID
data chunk, and including busyness values or other work profile data corresponding to the RAID
data chunk.

[0082] In some embodiments, dynamic work profile 330.2 may be based on historic work
profiles updated through queries or periodic reporting from peer storage devices to update the
busyness values based on work status data. For example, peer storage devices may maintain
busyness values for each other peer storage device in each peer device registry 328 and receive
periodic updates including work status data. In some embodiments, dynamic work profile 330.2
may be generated and/or updated during a rebuild process based on work data queries and
responses. For example, peer work coordinator 330.1 may send work data queries to build
dynamic work profile 330.2 for use in ordering RAID stripes and data units within those RAID
stripes for rebuild data requests and stripe rebuild. In some embodiments, dynamic work profile
330.2 may be generated once during a rebuild process and in others it may be continuously or
periodically updated based on repeated communication with peer devices for their work status
data. For example, work status data may include a metadata table or array of busyness values,
such as enqueued command count, for the rebuild data units (such as RAID 5 chunks) in a
particular storage device, where the metadata may be queried by a peer storage device, such as

using a vendor specific command.

24



10

15

20

25

30

35

WO 2020/142147 PCT/US2019/063104

[0083] In some embodiments, work status data for a given storage device may include a
queue depth of host read/write operations awaiting processing by that storage device. Other
work status data may include quantification of memory or processor usage, quantification of host
read/write by metrics other than number of operations (such as blocks or MBs in queue), time or
processing remaining on an administrative task (such as garbage collection, data scan,
defragmentation, etc.), work remaining for previously issued RAID-related requests (such as
parity calculation, data rebuild, or transfer of rebuild data), etc. Work status data may be
processed through one or more algorithms or transfer functions for calculating one or more
busyness values for comparing the relative busyness among peer storage devices and assisting in
ordering the rebuild operation. Dynamic work profile 330.2 may map the work status data
and/or resulting busyness values to each of the peer storage devices involved in the rebuild
operation.

[0084] In some embodiments, rebuild queue 330.3 may include a function and/or data
structure for determining the next rebuild data unit or set of rebuild data units to be rebuilt as part
of a data rebuild operation. For example, rebuild queue 330.3 may order the RAID stripes
and/or data chunks within those RAID stripes for processing by stripe rebuild module 330.5. In
some embodiments, rebuild queue 330.3 uses dynamic work profile 330.2 to determine the
availability of peer storage devices and/or rebuild data units within those peer storage devices
and order rebuild requests for selected rebuild data units. For example, dynamic work profile
330.2 may be used to order the rebuild requests for rebuild data units in a stripe from the highest
availability (or lowest workload or busyness value) to lowest availability (or highest workload or
busyness value). Peer devices with high availability may be able to respond immediately and the
availability of busy peer devices may change by the time their data unit is needed. Alternate and
more complex algorithms for selecting the next data unit may also be implemented based on
other workload and resource availability predictions.

[0085] In some embodiments, rebuild queue 330.3 may use a stripe selection algorithm
330.4 to determine the order in which related protection data units are rebuilt. For example, in a
RAID configuration that has 10 RAID stripes across different combinations of peer storage
devices, stripe selection algorithm 330.4 may be used to evaluate, rank, or order the 10 RAID
stripes to determine which stripe should be rebuilt next. In some embodiments, stripe selection
algorithm 330.4 may be applied to the busyness values from dynamic work profile 330.2 that
map to each storage device and rebuild data unit for the stripe to generate an aggregate work
profile for rebuilding the stripe. In some embodiments, the aggregate work profile may be a
mean, sum, or other transfer function of the work profiles or busyness values of the rebuild data

units in the set of storage devices associated with the stripe. Where the aggregate work profile
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does not indicate a priority between RAID stripes, such as two stripes with equal aggregate work
profiles, an alternate selection criteria may be used, such as the first in a RAID configuration
order, random selection, sequential with a prior or next stripe, and/or using another RAID
rebuild stripe prioritization scheme.

[0086] In some embodiments, stripe rebuild module 330.5 may include functions, messages,
interfaces, and/or data structures that use the stripe order and rebuild data unit order from rebuild
queue 330.3 to execute the rebuild of the target recovery data units. For example, stripe rebuild
module 330.5 may access rebuild data chunks (host data and/or parity data) from peer storage
devices and generate recovered data chunks for storage to media devices 140 (or other
destination media if the rebuild coordinator is not the drive being rebuilt). In some
embodiments, stripe rebuild module 330.5 may use a rebuild data request or command sent to
the peer storage device to receive the requested rebuild data unit. In some embodiments, strip
rebuild module 330.5 may use a data access command associated with remotely addressable
memory 306 in either or both of the storage device currently storing the rebuild data unit and the
storage device receiving the rebuild data unit for rebuild. In some embodiments, stripe rebuild
module 330.5 may use erasure coding engine 310 to XOR received rebuild data units and
calculate the target recovered data units for the rebuild.

[0087] In some embodiments, rebuild status module 330.6 may include functions, messages,
interfaces, and/or data structures that monitor and publish the status of the rebuild operation. For
example, rebuild status module 330.6 may maintain one or more status values, status tables, or
similar metadata containing rebuild progress information, such as identifying RAID stripes
rebuilt and RAID stripes in queue for rebuild. Rebuild status module 330.6 may include a top-

level status with a plurality of possible values, such as “device failed”, “replacement device
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online”, “rebuilding”, “rebuild complete”, or “rebuild failed”. Rebuild status module 330.6 may
maintain status related information for access by other systems and functions and/or may
actively send status information to registered systems or components, such as RAID rebuild
management 322.3 on the same storage device or a peer storage device.

[0088] In some embodiments, rebuild supporter 332 may be instantiated in software code
stored in memory 320 and executed by processor 302 to enable storage device 120.1 to act as a
supporting peer storage device for the rebuild of one or more failed storage devices or storage
locations. For example, storage device 120.1 may be in a peer group where another storage
device has failed and been replaced and that storage device may be acting as rebuild coordinator
for a rebuild operation. Rebuild supporter 332 may provide work status data to support

coordination of the rebuild operation and provide rebuild data units needed for rebuilding target
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data units. In some embodiments, rebuild supporter 332 may include a work monitor 332.1, a
data chunk work profile 332.2, and a rebuild data support module 332.3.

[0089] In some embodiments, work monitor 332.1 may include functions, messages,
interfaces, and/or data structures that monitor the read, write, and/or other storage operations of
storage device 120.1 to map busyness values and generate data chunk work profile 332.2. For
example, work monitor 332.1 may monitor one or more storage operation queues maintained by
storage device 120.1 for processing read, write, delete, data maintenance, and other host
commands. For example, storage device 120.1 may maintain an operations queue that identifies
storage operations and the target LBAs or other addressing information for those storage
operations. Work monitor 332.1 may parse the operation queue to generate a command count
for each data chunk or similar logical data group using the addressing information.

[0090] Data chunk work profile 332.2 may include functions, messages, interfaces, and/or
data structures that store one or more work profiles for rebuild data units stored in media devices
140 and make them available to peer storage devices. For example, data chunk work profile
332.2 may include a table or array of busyness values stored in metadata for locally stored data
chunks and provide an interface or message handling to provide that information (or subsets
thereof) to peer storage devices. In some embodiments, data chunk work profile 332.2 may
publish work profiles to a data store that may be queried by peer storage devices, such as through
a vendor specific command addressed to storage device 120.1 using peer communication module
326. In some embodiments, data chunk work profile 332.2 may be broadcast to the peer storage
devices in its group during a rebuild operation or based on some other trigger or continuous
status information.

[0091] In some embodiments, rebuild data support module 332.3 may include functions,
messages, interfaces, and/or data structures that enable transfer of rebuild data units to the
storage device being rebuilt. For example, rebuild data support module 332.3 may include an
interface for responding to rebuild data transfer commands from peer storage devices. Rebuild
data support module 332.3 may use media manager 324 to transfer data chunks from media
devices 140 remotely addressable memory 306 are another read cache for transfer to a
destination peer storage device, such as the peer storage device in the rebuild coordinator role or
another replacement storage device.

[0092] As shown in Figure 4, a peer group 400 may be configured as a RAID group in RAID
5. The storage devices in peer group 400 may include a rebuild drive 410 and four healthy
drives 412, 414, 416, 418. In some embodiments, each drive 410, 412, 414, 416, 418 may be a
storage device configured similarly to storage device 140.1 in Figure 3 and may operate in a

storage system similar to storage system 100 in Figure 1. In the example shown, a drive in the
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same position as rebuild drive 410 may have recently failed and been replaced with rebuild drive
410. A rebuild operation may be initiated to rebuild the lost data from the failed drive onto
rebuild drive 410.

[0093] Rebuild drive 410 may be selected as rebuild coordinator 420 and use work profiles
422,424, 426, 428 stored in metadata on respective healthy drives 412, 414, 416, 418. Rebuild
drive 410 may use work query 450 to retrieve work status data from drives 412, 414, 416, 418
and build a dynamic work profile mapping the work profiles of each data chunk 432.1-432.n,
434.1-434.n, 436.1-436.n, 438.1-438.n. The work profiles may then be used to determine the
order in which RAID stripes, such as RAID stripe 440.1, may be used to rebuild target data
chunks 430.1-430.n, such as target data chunk 430.1. Rebuild data 460 may be transferred from
each of drives 412, 414, 416, 418 to calculate the data to be recovered on rebuild drive 410.
[0094] As shown in Figure 5, a data storage system 100 may be operated with peer data
storage devices 120 to implement a data protection configuration with peer rebuild capabilities.
For example, data storage system 100 may manage read/write operations to the peer group and
initiate rebuild operations when one or more peer storage devices (e.g. storage devices 120) fail
according to the method 500 illustrated by blocks 510-580 of Figure 5.

[0095] Atblock 510, a RAID configuration may be set for a group of peer storage devices to
create a RAID group among them. For example, a storage array may be configured with peer
communication among storage devices and implement RAID 5 data protection across the peer
group.

[0096] Atblock 515, RAID parameters may be distributed to the RAID group. For example,
each peer storage device may receive and store peer device identifiers, RAID configuration
parameters (e.g., stripe depth, chunk size, erasure coding scheme, allocation algorithm and/or
stripe mapping index), and other parameters relevant to the peer storage devices’ roles in RAID
I/O management, rebuild management, rebuild coordination, and rebuild support.

[0097] At block 520, a storage operation is received for the RAID group. For example, a
read, write, or other storage operation may be received from a host system. The storage
operation may be evaluated for whether it is a read or write operation at block 525. If the storage
operation is a read operation (or requires a read operation to complete), method 500 may
continue to block 530. If the storage operation is not a read operation (such as a write
operation), method 500 may continue to block 540.

[0098] At block 530, read operations may be executed against the RAID group and, at block
540, write operations may be executed against the RAID group. For example, host data may be
written to the peer group at block 542 and corresponding parity data may be written to the peer

group at 544 in accordance with the RAID configuration.
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[0099] Whether a read operation or a write operation, at block 550, the health of the RAID

group may be verified. For example, each peer storage device and/or a RAID management
service may report on whether all storage devices are responding and/or more complex device
status or health metrics, such as read/write failure rates or error rates, compared against a health
metric threshold. If the RAID group is healthy, method 500 may return to block 520 for a next
storage operation. If the RAID group is not healthy, method 500 may proceed to block 552.
[0100] At block 552, the failing (or failed) storage device is taken offline. For example, the
failed drive may be removed from its position in the storage system and either physically
replaced with a new, healthy drive or logically replaced by rerouting its configuration or role to a
hot spare in another position in the storage system. Replacement of the failed drive when the
failing drive is taken offline may initiate block 560.

[0101] At block 554, write operations may be buffered while the replacement drive is being
rebuilt. For example, incoming write operations may be buffered in a write cache or similar
buffer in the storage system until the RAID group is returned to healthy status. In some
embodiments, read operations against data still available in the RAID group may be processed
and returned. At block 556, buffering of write operations may continue by returning to block
554 if the rebuild is not complete. Method 500 may return to block 520 when the rebuild is
complete.

[0102] At block 560, a replacement storage device for the RAID group starts. For example,
upon initiation, the replacement storage device may be configured as a peer storage device and
receive the RAID parameters used by the RAID group. The replacement drive may be
configured to automatically act as rebuild coordinator upon startup.

[0103] At block 570, a peer rebuild process may be executed by the peer storage devices in
the RAID group. For example, a rebuild coordinator among the peer storage devices may
oversee transfer of RAID data chunks and calculation of host data and/or parity data
(collectively, target data units) to be rebuilt and stored on the replacement storage device.
[0104] At block 580, a rebuild complete message or similar indicator or trigger may be sent
or generated. For example, a rebuild complete message may be sent to a RAID management
function and/or I/O management function to indicate that the rebuild has completed and the
RAID group may be returned to normal read/write operation.

[0105] As shown in Figure 6, storage device 120.1 operating within data storage system 100
may be operated according to a storage device rebuild process in response to a drive failure. For
example, storage device 120.1 may act as a rebuild coordinator and rebuild a plurality of rebuild

data units according to the method 600 illustrated by blocks 610-680 of Figure 6.
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[0106] At block 610, a rebuild configuration may be received. For example, following the

failure of a storage device in a peer group configured as a RAID group, the rebuild process may
be initiated by a replacement storage device receiving RAID configuration information for the
RAID group. In some embodiments, the rebuild configuration may also identify a rebuild
coordinator role among the peer storage devices.

[0107] At block 620, the peer storage devices in the rebuild group may be identified. In
some RAID configurations, every peer storage device in the peer group may be part of the RAID
group and may include data relevant to the rebuild. In other RAID configurations, a subset of
peer storage devices may participate in the RAID group and/or include data relevant to the
rebuild. Identification of the peer storage devices in the rebuild group may include the
generation of a list of peer device identifiers containing RAID data chunks for the data rebuild
operation.

[0108] At block 630, the rebuild data units for the data rebuild operation may be identified.
For example, a list of RAID stripes to be rebuilt from the healthy storage devices may be
generated for use in managing the data rebuild operation. Each RAID stripe may correspond to
recoverable data units, such as host data and/or parity data that was stored in the corresponding
RAID stripe on the failed storage device.

[0109] At block 640, the target data units for the data rebuild operation may be identified.
For example, a list of RAID data chunks in the peer storage devices corresponding to the list of
RAID stripes may be generated for use in managing the data rebuild operation.

[0110] At block 650, work profiles for each of the peer storage devices may be received. For
example, each peer storage device may be queried for a work profile describing the busyness of
each RAID data chunk in the list of target data units from block 640.

[0111] At block 660, a rebuild queue for the rebuild operation may be determined based on
the work profiles determined at block 650. For example, the rebuild queue may rank the RAID
stripes by their aggregate busyness and rank the RAID data chunks within each RAID stripe
according to their busyness to determine a rebuild order for the rebuild queue. In some
embodiments, determining the rebuild queue may be a dynamic and iterative process where the
next RAID stripe is selected and the RAID data chunks ordered based in the current work
profiles and the work profiles are updated and the RAID stripes reordered before the next RAID
stripe is selected from the list.

[0112] At block 670, the next target data unit from the healthy storage devices is selected
based on the rebuild queue. For example, once a RAID stripe is selected, a RAID data chunk
from the stripe may be selected and transferred to the processing location where the RAID data

chunk will be used to calculate the missing host data and/or parity data.
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[0113] At block 680, the next rebuild data unit may be rebuilt and the recoverable data unit

stored in the replacement storage device. For example, two or more RAID data chunks may be
selected at block 670 corresponding to a RAID stripe and used to calculate the host data and/or
parity data for the recoverable data unit.

[0114] As shown in Figure 7, storage device 120.1 operating within data storage system 100
may be operated according to a storage device rebuild process in response to a drive failure that
uses work status data to coordinate the rebuild operation. For example, storage device 120.1
may act as a rebuild coordinator and rebuild a plurality of rebuild data units ordered according to
the method 700 illustrated by blocks 710-790 of Figure 7.

[0115] Atblock 710, peer storage devices may be queried with a work status request. For
example, each peer storage device may make busyness values, such as a count of enqueued
read/write commands, for each of its target data units available through a work status request.
[0116] At block 720, the work status data may be received from each of the peer storage
devices. For example, each peer storage device may return the busyness values as work status
data in response to the work status request. The rebuild coordinator may organize the work
status data into work profiles for each of the peer storage devices.

[0117] At block 730, the work status data may be mapped to the target data units to generate
work profiles. For example, a dynamic work profile for all of the target data units may be
generated with at least one busyness value for each target data unit responsive to the work status
data received from the peer storage devices at block 720.

[0118] At block 740, the work profiles for the target data units are stored for use in
subsequent blocks. For example, the work profiles may be stored as a dynamic work profile for
the RAID rebuild operation in a memory of the rebuild coordinator.

[0119] At block 750, aggregate work factors may be calculated for rebuild data units. For
example, based on the work profiles, the busyness value for each RAID data chunk in a RAID
stripe may be summed or otherwise combined to generate the aggregate work factor.

[0120] At block 760, aggregate work factors for two or more rebuild data units may be
compared. For example, the aggregate work factor for each RAID stripe may be compared to
one another.

[0121] At block 770, the rebuild data units may be ordered for rebuild using the aggregate
work factors. For example, the aggregate work factor for each RAID stripe compared at block
760 may enable the RAID stripes to be placed in order from least busy to most busy and/or to
select the next least busy RAID stripe for processing.
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[0122] At block 780, the next target data unit(s) may be selected using the work profiles.
For example, each RAID chunk in the next RAID stripe may be sorted according to their
busyness values and the least busy RAID chunk may be retrieved or otherwise processed first.
[0123] At block 790, where two target data units have the same work profiles, the next target
data unit may be selected based on least index RAID chunk. For example, each RAID chunk
may have an associated index value and where two data chunks in the same RAID stripe have
the same busyness values, the priority for processing may be given to the least index RAID
chunk or least index target data unit. The RAID chunk with the next least index value may be
selected.

[0124] While at least one exemplary embodiment has been presented in the foregoing
detailed description of the technology, it should be appreciated that a vast number of variations
may exist. It should also be appreciated that an exemplary embodiment or exemplary
embodiments are examples, and are not intended to limit the scope, applicability, or
configuration of the technology in any way. Rather, the foregoing detailed description will
provide those skilled in the art with a convenient road map for implementing an exemplary
embodiment of the technology, it being understood that various modifications may be made in a
function and/or arrangement of elements described in an exemplary embodiment without
departing from the scope of the technology, as set forth in the appended claims and their legal
equivalents.

[0125] As will be appreciated by one of ordinary skill in the art, various aspects of the
present technology may be embodied as a system, method, or computer program product.
Accordingly, some aspects of the present technology may take the form of an entirely hardware
embodiment, an entirely software embodiment (including firmware, resident software, micro-
code, etc.), or a combination of hardware and software aspects that may all generally be referred
to herein as a circuit, module, system, and/or network. Furthermore, various aspects of the
present technology may take the form of a computer program product embodied in one or more
computer-readable mediums including computer-readable program code embodied thereon.
[0126] Any combination of one or more computer-readable mediums may be utilized. A
computer-readable medium may be a computer-readable signal medium or a physical computer-
readable storage medium. A physical computer readable storage medium may be, for example,
but not limited to, an electronic, magnetic, optical, crystal, polymer, electromagnetic, infrared, or
semiconductor system, apparatus, or device, etc., or any suitable combination of the foregoing.
Non-limiting examples of a physical computer-readable storage medium may include, but are
not limited to, an electrical connection including one or more wires, a portable computer

diskette, a hard disk, random access memory (RAM), read-only memory (ROM), an erasable
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programmable read-only memory (EPROM), an electrically erasable programmable read-only
memory (EEPROM), a Flash memory, an optical fiber, a compact disk read-only memory (CD-
ROM), an optical processor, a magnetic processor, etc., or any suitable combination of the
foregoing. In the context of this document, a computer-readable storage medium may be any
tangible medium that can contain or store a program or data for use by or in connection with an
instruction execution system, apparatus, and/or device.

[0127] Computer code embodied on a computer-readable medium may be transmitted using
any appropriate medium, including but not limited to, wireless, wired, optical fiber cable, radio
frequency (RF), etc., or any suitable combination of the foregoing. Computer code for carrying
out operations for aspects of the present technology may be written in any static language, such
as the C programming language or other similar programming language. The computer code
may execute entirely on a user’s computing device, partly on a user’s computing device, as a
stand-alone software package, partly on a user’s computing device and partly on a remote
computing device, or entirely on the remote computing device or a server. In the latter scenario,
a remote computing device may be connected to a user’s computing device through any type of
network, or communication system, including, but not limited to, a local area network (LAN) or
a wide area network (W AN), Converged Network, or the connection may be made to an external
computer (e.g. through the Internet using an Internet Service Provider).

[0128] Various aspects of the present technology may be described above with reference to
flowchart illustrations and/or block diagrams of methods, apparatus, systems, and computer
program products. It will be understood that each block of a flowchart illustration and/or a block
diagram, and combinations of blocks in a flowchart illustration and/or block diagram, can be
implemented by computer program instructions. These computer program instructions may be
provided to a processing device (processor) of a general purpose computer, special purpose
computer, or other programmable data processing apparatus to produce a machine, such that the
instructions, which can execute via the processing device or other programmable data processing
apparatus, create means for implementing the operations/acts specified in a flowchart and/or
block(s) of a block diagram.

[0129] Some computer program instructions may also be stored in a computer-readable
medium that can direct a computer, other programmable data processing apparatus, or other
device(s) to operate in a particular manner, such that the instructions stored in a computer-
readable medium to produce an article of manufacture including instructions that implement the
operation/act specified in a flowchart and/or block(s) of a block diagram. Some computer
program instructions may also be loaded onto a computing device, other programmable data

processing apparatus, or other device(s) to cause a series of operational steps to be performed on
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the computing device, other programmable apparatus or other device(s) to produce a computer-
implemented process such that the instructions executed by the computer or other programmable
apparatus provide one or more processes for implementing the operation(s)/act(s) specified in a
flowchart and/or block(s) of a block diagram.
[0130] A flowchart and/or block diagram in the above figures may illustrate an architecture,
functionality, and/or operation of possible implementations of apparatus, systems, methods,
and/or computer program products according to various aspects of the present technology. In
this regard, a block in a flowchart or block diagram may represent a module, segment, or portion
of code, which may comprise one or more executable instructions for implementing one or more
specified logical functions. It should also be noted that, in some alternative aspects, some
functions noted in a block may occur out of an order noted in the figures. For example, two
blocks shown in succession may, in fact, be executed substantially concurrently, or blocks may
at times be executed in a reverse order, depending upon the operations involved. It will also be
noted that a block of a block diagram and/or flowchart illustration or a combination of blocks in
a block diagram and/or flowchart illustration, can be implemented by special purpose hardware-
based systems that may perform one or more specified operations or acts, or combinations of
special purpose hardware and computer instructions.
[0131] While one or more aspects of the present technology have been illustrated and
discussed in detail, one of ordinary skill in the art will appreciate that modifications and/or
adaptations to the various aspects may be made without departing from the scope of the present

technology, as set forth in the following claims.
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What is claimed is:

1. A storage device, comprising;
a processor;
a memory;
at least one storage medium;
an interface configured to communicate with a plurality of peer storage devices over a peer
communication channel; and
a rebuild coordinator stored in the memory and executable by the processor to perform
operations comprising:
identifying at least one peer storage device from the plurality of peer storage devices,
wherein the at least one peer storage device includes at least one target data unit
for a data rebuild operation;
determining, using the peer communication channel, a work profile for the at least one
peer storage device;
determining a rebuild queue for the data rebuild operation using the work profile,
wherein the rebuild queue orders a plurality of rebuild data units for the data
rebuild operation; and
rebuilding, using the peer communication channel, the plurality of rebuild data units

according to the rebuild queue.

2. The storage device of claim 1, wherein:
the rebuild coordinator is further executable to perform operations comprising:
identifying a first peer storage device from the plurality of peer storage devices, wherein
the first peer storage device includes a first target data unit for the data rebuild
operation;
determining, using the peer communication channel, a first work profile for the first peer
storage device;
identifying a second peer storage device from the plurality of peer storage devices,
wherein the second peer storage device includes a second target data unit for the
data rebuild operation; and
determining, using the peer communication channel, a second work profile for the second
peer storage device; and
determining the rebuild queue includes:
ordering, based on a comparison of the first work profile and the second work profile, the
plurality of rebuild data units.
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3. The storage device of claim 1, wherein determining the work profile for the at least one
peer storage device includes:

querying the at least one peer storage device with a work status request;

receiving, in response to the work status request, work status data; and

storing the work status data in the work profile.

4. The storage device of claim 3, wherein:

the at least one peer storage device includes a plurality of target data units for the data rebuild
operation; and

the work status data includes a command queue count for each of the plurality of target data

units.

5. The storage device of claim 1, wherein:
the plurality of peer storage devices each include a plurality of target data units for the data
rebuild operation;
the rebuild coordinator is further executable to perform operations comprising:
determining work profiles for each of the plurality of peer storage devices; and
mapping the work profiles for each of the plurality of peer storage devices to the plurality
of target data units for the data rebuild operation; and
determining the rebuild queue includes:
comparing the work profiles corresponding to each of the plurality of target data units;
and
ordering, responsive to comparing the work profiles, the plurality of rebuild data units

corresponding to the plurality of target data units.

6. The storage device of claim 5, wherein:

comparing the work profiles includes calculating aggregate work factors for each of the plurality
of rebuild data units, wherein each aggregate work factor is based on the work profiles
corresponding to target data units in a corresponding rebuild data unit; and

ordering the plurality of rebuild data units is based on ordering aggregate work factors from

lowest to highest.

7. The storage device of claim 6, wherein:
the plurality of peer storage devices is configured as a redundant array of independent

disks (RAID) array;
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the plurality of rebuild data units are a plurality of RAID stripes; and
the plurality of target data units are RAID chunks.

8. The storage device of claim 5, further comprising;

a work profile data structure, comprising;
logical block addresses for the plurality of target data units;
grouping information for the plurality of rebuild data units; and

busyness values for the plurality of target data units.

0. A computer-implemented method, comprising:

identifying at least one peer storage device from a plurality of peer storage devices, wherein the
at least one peer storage device includes at least one target data unit for a data rebuild
operation;

querying the at least one peer storage device for work status data;

determining, based on the work status data, a work profile for the at least one peer storage
device;

selecting a next rebuild data unit for the data rebuild operation using the work profile, wherein
the next data rebuild unit is selected from a plurality of rebuild data units for the data
rebuild operation; and

rebuilding the next rebuild data unit.

10.  The computer-implemented method of claim 9, further comprising:

identifying a first peer storage device from the plurality of peer storage devices, wherein the first
peer storage device includes a first target data unit for the data rebuild operation;

determining a first work profile for the first peer storage device;

identifying a second peer storage device from the plurality of peer storage devices, wherein the
second peer storage device includes a second target data unit for the data rebuild
operation;

determining a second work profile for the second peer storage device; and

comparing the first work profile to the second work profile, wherein selecting the next rebuild

data unit is responsive to comparing the first work profile to the second work profile.
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11.  The computer-implemented method of claim 9, wherein determining the work profile for
the at least one peer storage device includes:
querying the at least one peer storage device with a work status request;
receiving, in response to the work status request, work status data; and

storing the work status data in the work profile.

12.  The computer-implemented method of claim 11, wherein:

the at least one peer storage device includes a plurality of target data units for the data rebuild
operation; and

the work status data includes a command queue count for each of the plurality of target data

units.

13.  The computer-implemented method of claim 9, further comprising:

determining work profiles for each of the plurality of peer storage devices, wherein each of the
plurality of peer storage devices include a plurality of target data units;

mapping the work profiles for each of the plurality of peer storage devices to the plurality of
target data units for the data rebuild operation;

comparing the work profiles corresponding to each of the plurality of target data units; and

determining, responsive to comparing the work profiles, a rebuild queue for the data rebuild
operation, wherein:
the rebuild queue orders the plurality of rebuild data units for the data rebuild operation;

and

the next rebuild data unit is selected from the rebuild queue.

14.  The computer-implemented method of claim 13, further comprising:

calculating aggregate work factors for each of the plurality of rebuild data units, wherein each
aggregate work factor is based on the work profiles corresponding to target data units in a
corresponding rebuild data unit; and

ordering aggregate work factors from lowest to highest, wherein determining the rebuild queue is

responsive to ordering aggregate work factors.
15. A storage system, comprising:

a plurality of peer storage devices, wherein each of the plurality of peer storage devices

comprises:
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means for identifying at least one peer storage device from the plurality of peer storage
devices, wherein the at least one peer storage device includes at least one target
data unit for a data rebuild operation;

means for determining a work profile for the at least one peer storage device;

means for selecting a next rebuild data unit for the data rebuild operation using the work
profile, wherein the next rebuild data unit is selected from a plurality of rebuild
data units for the data rebuild operation; and

means for rebuilding the next rebuild data unit.

16. The storage system of claim 15, wherein each of the plurality of peer storage devices
further comprises:
means for identifying a first peer storage device from the plurality of peer storage
devices, wherein the first peer storage device includes a first target data unit for
the data rebuild operation;
means for determining a first work profile for the first peer storage device;
means for identifying a second peer storage device from the plurality of peer storage
devices, wherein the second peer storage device includes a second target data unit
for the data rebuild operation;
means for determining a second work profile for the second peer storage device; and
means for comparing the first work profile to the second work profile, wherein selecting
the next rebuild data unit is responsive to comparing the first work profile to the

second work profile.

17.  The storage system of claim 15, wherein the means for determining the work profile for
the at least one peer storage device includes:

querying the at least one peer storage device with a work status request;

receiving, in response to the work status request, work status data; and

storing the work status data in the work profile.

18.  The storage system of claim 17, wherein:

the at least one peer storage device includes a plurality of target data units for the data rebuild
operation; and

the work status data includes a command queue count for each of the plurality of target data

units.
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19. The storage system of claim 15, wherein each of the plurality of peer storage devices
further comprises:
means for determining work profiles for each of the plurality of peer storage devices, wherein

each of the plurality of peer storage devices include a plurality of target data units;
means for mapping the work profiles for each of the plurality of peer storage devices to the
plurality of target data units for the data rebuild operation; and
means for determining, based on the work profiles, a rebuild queue for the data rebuild
operation, wherein:
the rebuild queue orders the plurality of rebuild data units for the data rebuild operation;
and

the next rebuild data unit is selected from the rebuild queue.

20.  The storage system of claim 19, wherein the means for determining the rebuild queue
includes:
calculating aggregate work factors for each of the plurality of rebuild data units, wherein
each aggregate work factor is based on the work profiles corresponding to target
data units in a corresponding rebuild data unit; and
ordering aggregate work factors from lowest to highest, wherein determining the rebuild

queue is responsive to ordering aggregate work factors.
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