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COMPUTER CONTROL SYSTEM SECURITY

TECHNICAL FIELD
{0001} This invention relates generally to computer security and more particularly to

confirming the security and normal operation of a conirol system that is computer controlled.

BACKGROUND
16002} A computer controller is a control systern of hardware and software that prodaces

desired cutput signals to actuators from input signals obtained through sensors, A simple
example of the computer controller 15 a digital thermostat or temperature controlier that reads the
temperature of a space through temperature sensors and produces a turn-on or turn-off signal to
air-conditioner units. More complex computer controllers are ¢ngine control systems in cars,
programmable togic controllers in manufacturing lines and petrochemical processing plants, and

digital relays in unmanned remote power substations.

{8003} Present computer controliers are equipped with high-end microprocessors and
network capabilities along with sophisticated software, and thus they are now calied intelligent
electronic devices. These intelligent devices are getting connected to communication servers
which i turn provide, via open networks or the Internet, plant operators, system designers and
developers, corporate managers, and vendors with convenient access to them for update,

maintenance, and modification of the hardware and software components.

{8004} FIG. 1 tllustrates an example of such a prior art control system 100, A ficld/plant
1035 constitntes the process or mechanism being controlled by the control system 100, The
field/plant 105 can be any process or mechanism where a computer can automatically control
operation of at least a portion of the process or mechanism such as in the non-limiting examples
provided above. A computer controller 110 includes hardware 112 and software 114 aspects to
perform its control function and may further include various ports to facilitate communication
with other devices such as USB drives or other computing devices to allow updating, analysis, or
maintcnance of the system, which may be performed by outside vendors. The computer
controller 110 receives signals from one or more sensors 120 from the field/plant 1085 regarding

the controlled process or mechanism. Based on those signals, the computer controller 110
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automatically controls at least one actuator 130 to effect some change or control in the process or

mechanism of the field/plant 105,

18905} Optionally, the computer controller 118 can connect to a network 144, for
example, directly or through a communication server 151, The network 140 can be any network
such as a local private network or a public network such as the Internet. Through the network,
the computer controller 110 may communicate with a management system 161 that is located,
for example, at a corporate level network 170, The management system 161 can update or

monitor the computer controller 114

18306} The convenience of access to the computer controllers, however, poses cyber
vuinerability to the controliers of being maliciously or accidentally modified or operated
dlegitimately. A virus or worm may penetrate to the computer controliers via the infected
computer of a vendor and may shut down the entire operation of the controller. An infected
thumb drive {or USB memory stick} of a maintenance person who accesses the communication
serve may inadvertently infect the computer controllers and thus causc a wrong operation
immediately or latently. A malicious attack from a hacker who is knowledgeable of the hardware
and software structure of a computer controller may be able to access through Internct and false
authentication and modify the software code for il-intended operation to cause havoc such as

power outage, sewage spillage, nuclear plant shutdown, or contamination in water treatment.

{8007} The current focus on the cyber-security for computer control systems 18 centered
on security measures that inchude development of security policies, development of access
control hists and firewalls and proxy servers, development of event logs to detect malicious cyber
activitics, and development of updating, upgrading, and patching the software vulnerability. The
fundamental problem of the current focus and practice of cyber-sceurity for computer controllers
is that it ignores the plain truth that i 18 impossible to predict cyber events throughout the
computer controller's Iifecycele, and that the detection and mitigation strategies may be good for

old and known malwares and viruses only.

SUMMARY
{0008] Generally speaking, pursuant to these various cmbodiments, an apparatus and

method for providing protection against software based security attacks includes a redundant and
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diverse secondary control system that mirrors a primary controf system. The secondary system,
whitle keeping the same functional design or algorithm as the primary control system, has some
fundamental structoral difference as compared to the primary control system to prevent a spread
of a security breach (such as a computer virus or worm, for example) from the primary control
system to the secondary control system. For example, the secondary control system may operate
on different hardware built on different software written with different programming language as
compared to the primary control system while performing the same function as that of the
primary system. For instance, the sccondary control systom may have a hardware based system
incompatible with the primary control system and configured to run at least one hardware-coded
algorithm. By hardware coding the algorithm to produce actuation signals, software based
viruses and worms cannot interfore with the sccondary control system’s operation. The
sccondary control system receives signals from the same sensor that is used by the primary
system, monitors an aspect of the controlled process as done by the primary system, and
produccs actuation signals that can be compared to actuation signals from the primary control
system and/or to stored actuation signals to confirm the proper functioning of the primary control

system.

[0009] So configured, computer controllers can be largely imumunc to and withstand
cyber incidents that may originate from malicious cvber attackers, random or design
hardware/software problems in the computer controllers, sabotage from a disgruntled emplovee,
or inadvertent mistakes. These and other benefits may become clearer upon making a thorough

review and study of the following detailed description.

BRIEF DESCRIPTION OF THE DRAWINGS
{0016} The above needs are at least partially met through provision of the computer
control system sceurity approach described in the following detatled description, particularly

when studied in conjunction with the drawings, wherein

10011} FIG. | compriscs a block diagram of a prior art computer control systom;
{0012} FIG. 2 comprises a block diagram of an example control system as configured in

accordance with various embodiments of the invention;
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{8013} FIG. 3 comprises a flow diagram of an example method of operation of an

example control system as configured in accordance with various embodiments of the invention.

{8814} Skilled artisans will appreciate that clements in the figures are lustrated for
simplicity and clarity and have not necessarily been drawn to scale. For example, the dimensions
and/or relative positioning of some of the clements in the figures may be exaggerated relative to
other clements to help to improve understanding of various embodiments of the present
invention. Also, common but well-understood clements that are useful or necessary in a
commercially feasible embodiment are often not depicted in order to facilitate a fess obstructed
view of these various embodiments. it will further be appreciated that certain actions and/or steps
may be deseribed or depicted in a particular order of occurrence while those skilled in the art will
understand that such specificity with respect to sequence is not actually required. It will also be
understood that the terms and expressions used herein have the ordinary technical meaning as is
accorded to such terms and expressions by persons skilled in the technical ficld as sct forth above

except where different specific meanings have otherwise been set forth hercin.

DETAILED DESCRIPTION
{815} Referring now to the drawings, and in particular to FIG. 2, an illustrative
apparatus providing protection against software based security attacks that is compatible with
many of these teachings will now be presented. The apparatus includes a primary control system
202 including an input port 204 configured to reccive sensor signals Si from a sensor 220.
Dicpending on the implementation, the sensor 220 provides a state or status from a controlled
system 205 regarding the process or mechanism controlled by the control system. The primary
control system 202 also includes an output port 208 configurcd to send first actuations signals Oy
configured to control operation of at least a portion of the controlled systom 205. A computer
controller 210 includes a hardware component 212 running at least one software 214 based
algorithm configured to output the first actuation signals basced on the scnsor signals. Optionally,
the primary control system 202 further includes a communication port 238 configured to provide
two-way conununication with a comounication server 251 or a wide area network 240, The
computer controller 210 can connect to the network 240, for example, directly or through the

communication server 251, The network 240 can be any network such as a local private network
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or a public network such as the Internet. Through the network 240, the computer controller 210
may communicate with a management system 261 that is located, for example, at a corporate
level network 270. The management system 261 can update or monitor the computer controlier

210 through the network based communication path.

{0816] A redundant and diverse secondary control system 250 inclades a second tnput
port 254 configured to receive the sensor signals Si from the sensor 220 and a second output port
258 configured to send second actuations signals Oz configured to control operation of the at
icast a portion of the controlled system 205, The secondary control system 250 further includes a
hardware basced system 260 incompatible with the primary control system 202 and configured to
run at ieast one hardware-coded algorithm 262 and to output the second actuation signals (n
bascd on the sensor signals S The second actuation signals On are substantially identical to the
first actuation signals O1 when the primary 202 and sceondary 250 control systems operate in an
expected manner, In one cxample, the hardware based system 260 includes a ficld programmable
gate array (FPGA) to implement the logic to create the sccondary actuation signals Oz in
response to the sensor signals 81 such that the system 260 does not include a software component
configured to generate the secondary actuation signals Oz, Such a fixed-purposc hard-wired
platform, exemplified in the burned basic input/output system (BIOS) fumware read only
memory {ROM]} and in programmable/reconfigurable logic devices such as programmable logic
array {(PLA), programmablc array logic (PAL), complex programmable logic device (CPLD),
and FPGA, 1s well known and understood in the art and requires no forther description here.
Optionally, to further improve security, the secondary control system 250 can be configured to

have no two~way cormnmunication path with another device.

{8017} The overall apparatus may further include an output control device 280
configured to receive the first actuation signals O1and the second actuation signals Oz and to
output cither the first actuation signals O or the second actuation signals Oz to the controlled
systern 205 to control operation of the controlled system 203, For example, the output control
device 280 can be a sirople switch set to connect the actuator 230 to either a hine carrving the
first actoation signals O or a second line carrying the second actuation signals Oo. The output

control device 280 is configured to be controlled by a monitor device 290,

1
(3]
i
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180138} The monitor device 290 is configured to receive and compare the first actuation
signals 01 and the second actuation signals O, for example, by comparing the expectant
actuation signal to one or both of the first actuation signals O1 and the second actuation signals
(32, and to determine whether error occurred with respect to one or both of the first and second
actuation signals O1 and Oz, In one approach, the monttor device 290 accesses a memory 298
configured to store data regarding safc operational parameters including expectant actuation
signals based on sensor signals for the controlled system 205 to make the crror determination.
The memory 298 can be a separate database, an integrated memory device, or other known data
storage and access approach. The monitor device 290 sends an output control device signal to the
output control device 28{ to cffect provision of ¢ither the first actuation signals O or the second
actuation signals Oz by the output control device 280 based on whether an error occurred with
respect to the first actuation signals O, Optionally, the monitor device 290 can be configured to
send such error occurrence information via a communication port 292, which may be configured
to be a one-way only communication path such that crror information can be passed to the
management system 261 but incoming traffic, which may inchude malicious software or hacking
attempts, is blocked or otherwise not allowed or possible. Such one-way communication ports
are known in the art and need no further claboration herein.  In another approach, the monitor

device 290 may instead send the error occurrence information by two way conununication,

106019} To provide additional security, the monitor device 290 can be implemented using
a hardware based approach such that it does not include a software component in determining
whether error ocourred with respect to the first and second actuation signals O and O2and
generating the output control device signal. One such hardware based approach is
implementation of a ficld programumable gate array embodying the logic used to determine error
information and output the control device signal. In short, the monttor device 290 reads from the
same sensor and monitors the outputs from the primary and secondary control systems and,
based on the normal operational behavior stored in the memory, detects abnormal and different
outputs for the same input from the two control systems.

10020} Those skilled in the art will recognize and understand that such an apparatus may
be comprised of a phirality of physically distinct elements as is suggested by the illustration

shown in FIG. 2. It is also possible, however, to vigw this tlhustration as comprising a logical
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view, tn which case one or more of these clements can be enabled and realized via a shared

platform.

{0021} So configured, any corruption of the primary countrol system’s operation will be
detected immediately and aceurate output control signals will be provided to the controlled
system in ligy of the erroncons controls. Because the secondary system is of a type different from
the primary control systom, the cause for corruption of the primary control system is unlikely to
also corrupt the secondary system. For instance, through implementation of a hardware based
processing approach in the sccondary system’s controller and, optionally, the monitor device,
softwarce based malicious attacks and vulnerabilitics cannot directly corrupt the control signals
provided by the redundant controller. Morecover, the crror information can be provided
immediately to the management system so that remedial action and repair of the primary control
system 202 can be provided as soon as possible. Through this configuration of the diverse
sccondary control system and the monttor, an intended normal operation of the controlier system
can be maintained by the correct actuator output selection cven when the primary controlier is

compromised by malicious attacks and other errors,

{0022} Referring to the FIG. 3, a method of controlling a process or system with
protection against software based security attacks will be described. The method includes ata
primary control system receiving 305 scnsor signals from a scnsor and determining 310 first
actuation signals configured to control operation of at lcast a portion of a controlied systom by
using at least one software based algorithm which relics at lcast in part on the sensor signals,
Then the primary control system sends 315 the first actuation signals, Optionally, the method
may further inchude the primary control system conducting two-way communication with a

communication server or a wide area network,

{0623] A redundant and diverse secondary control system also receives 320 the sensor
signals from the sensor and independently from the primary control system determines 325
second actuation signals configured to control operation of the at least a portion of the controlied
system. The secondary control system does 50 by using a hardware based system incorapatible
with the primary countrol system configured to run a hardware-coded control operation relving at

icast in part on the sensor signals, An example hardware-coded approach inclodes determining

~3
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the secondary actuation signals with a ficld programmable gate array and without use of a
software component configured to gencrate the secondary actuation signals. When the primary
and secondary control systems operate in an expected manner, the second actuation signals are
substantially identical to the first actuation signals. The secondary control system sends 330 the
secondary actoation signals. To maintain security, the method may inchide the secondary control

system’s communicating only in a onc-way manner with any other device.

10024} An output control device receives 340 the first actuation signals and second
actuation signals. A monitor device receives and compares the first actuation signals and the
sccond actuation signals. The monttor device determines 350 whether error occurred with respect
to one or both of the first and sccond actuation signals. By one approach, the determination 350
is made using a ficld programmable gate array and without usc of a softwarc component o
provide additional security in making the determination. In one aspect, the monitor device may
access safe operational data stored in a memory to help with the determination. The safe
opecrational data may include cxpected actuation signals under a condition or state determined by
the reccived sensor signals that can be utilized to compare to one or both of the primary and
secondary actuation signals to determine if there is a deviation from the expected actuation
signals, thercby an crror indication can be obtained. The method further includes sending 360
from the monitor device an output control device signal to the output control device to effect
provision of cither the first actuation signals or the second actuation signals by the output control
device based on whether an error occurred with respect to the first actuation signals. Optionally,
the method may further include sending crror occurrence information via the two-way
communication hetween the primary control system and with a comyounication server or a wide
arca network or via ong-way communication between the monitor device and a communication

server of wide area network,

[0025] The strength and resiliency of the described method of cyber security s explained
under a typical scenario of attack or inadvertent error. Let us assume that a hacker, with
presumed authenticity and login credentials of the commumication server using a virtual private
network (VPN) of a remote deskiop connection across the Internet uploads a new and malicious
code to the primary computer based controller. Then the primary controller would behave

abnormally for a given input condition, while the duplicate secondary control system would

- K-
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behave normally. These two different outputs would be detected by the monitor device and the
duplicate controller’s output would be selected based on the database of normal behavior to
control the actuator under the given state or condition of the controlied system determined by the

sensor signals,

{8326} Therefore, using the described cvber security method, the duplicate computer
controlier remains mtact oven under a cyber-attack resulting in a compromised situation in the
existing primary computer controller; in which case the monitor device controls the entire system
with normal and designed operation. The monitor device would alert the management system via
the uni-directional communication path, and personnel would be dispatched to fix or replace the
impacted computer controller and devise countermeasures. The described approaches would
similarly be immunc to a Stuxnet-like attack because any deliberate change and modification
remains only on the existing computer controller; the FPGA based duplicate controller operates
normally during and after the incident, and the actuator is correctly controlicd by the intervention

of the supervising monitor device.

{8027} So configured, strength and resilicncy under a cyber-attack is achieved. Thus,
cven under cyber events of attack or inadvertent error, reliable and continued service of
operation for production processes, assembly lines, water or sewage treatmaent, power and stecam

generation, electricity supply, or the like can be assured.

10028} Those skilled in the art will recognize that a wide varicty of modifications,
altcrations, and combinations can be made with respect to the above described embodiments
without departing from the scope of the invention. For instance, although the monitor device and
output control device arc illustrated as scparate clements, they could be combined into a single
structure functioning as described. Such modifications, alterations, and combinations are to be

viewed as being within the ambit of the inventive concept.
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What is claimed is:

i. An apparatus providing protection against software based security attacks, the apparatus
comprising:

a primary control system comprising:

an fnput port configured to receive sensor signals from a sensor,

an output port configured to send first actuation signals configured to control operation of at
least a portion of a controlled system,

a hardware component running at least onc software based algorithm configured to output the
first actuation signals based on the sensor signals;

a redundant and diverse secondary control system comprising:

a second input port configured to reccive the sensor signals from the sensor,

a second output port configured to send sccond actuation signals configured to control
operation of the at least a portion of the controlled system,

a hardware based system incompatible with the primary control system and configured to run
at least one hardware-coded algorithm and to output the second actuation signals based
on the scnsor signals, wherein the scecond actuation signals arc substantially identical to
the first actuation signals when the primary and secondary control systems operate in an
expecied manoer;

an output control device configured to receive the first actoation signals and the second actuation
signals and to output cither the first actuation signals or the second actuation signals to the
controlled system to control operation of the controlled systemy;

a memory configured to store data regarding safe operational parameters including expectant
actuation signals based on sensor signals for the controlled system;

a monitor device configured to:

recetve the sensor signals,

receive and compare the first actuation signals and the second actuation signals,

determing whether error occurred with respect to one or both of the first and second actuation

signals based on the sensor signals and the stored data for normal operation,

- i -
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send an output control device signal to the output control device to effect provision of either
the first actuation signals or the second actuation signals by the output control device
based on whether an error occurred with respect to the first actoation signals.

2. The apparatus of claim | wherein the primary control system further comprises a

communication port configured to provide two-way communication with a communication

server or a wide area network.

3. The apparatus of claim 2 wherein the montitor device is configured to send error

occurrence information via the commumication port.

4. The apparatus of any of claims 1-3 whercin the secondary control system includes no

two-way communication path with another device.

5. The apparatus of any of claims -4 wherein:

the secondary control system comprises a ficld programmable gate array, and

the secondary control system does not include a software component configured to generate the
secondary actuation signals.

6. The apparatas of any of claims 1-5 wherein the monttor device further comprises a

communication port configured to provide onc-way outbound communication with a

communication server or a wide arca network,

7. The apparatus of any of claims 1-6 wherein:

the monitor device comprises a field programunable gate array, and

the monttor device does not include a software component configured to one or both of
determine whether error occurred with respect to the first and second actuation signals and
generate the output control device signal,

8. The apparatas of any of claims 1-7 whercin the monttor device 1s configured to determine

whether crror occurred with respect to one or both of the first actuation signals and the second

actuation signals by comparing the expectant actuation signal to one or both of the first actuation

signals and the second actuation signals.
9. A method of controlling a process or system with protection against software based
security attacks, the method comprising:

at a primary contro} system:

-~ 11 -
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receiving sensor signals from a sensor,
determining first actuation signals configured to control operation of at least a portion of a
controlled svstem by using at least one software based algorithm which relies at east in
part on the sensor signals,
sending the first actiation signals;
at a redundant and diverse secondary control systom:
recciving the sensor signals from the sensor,
determining second actuation signals configured to control operation of the at [east a portion
of the controlied system by using a hardware based system incompatible with the primary
control system configured to run a hardware-coded control operation relying at least in
part on the sensor signals, wherein the sccond actuation signals arc substantially identical
to the first actuation signals when the primary and sccondary conirol systoms operate in
an cxpected manner,
sending the sccond actuation signals;
recciving the first actuation signals and the sccond actuation signals at an output control device;
at a montitor device:
recciving the sensor signals,
receiving and comparing the first actuation signals and the second actuation signals,
determining whether error occurred with respect to one or both of the first and second
actuation signals,
sending an output control device signal to the output control device to etfect provision of
either the first actuation signals or the second actuation sigoals by the output control
device based on whether an error occurred with respect to the first actuation signals;
sond

outputiing from the an output control device cither the {irst actuation signals or the se

€ SeC

actuation signals to the controlled system to control operation of the controlled system based
on the output control device signal.

1. The method of ¢laim 9 further comprising conducting two-way comminication between

the primary control system and with a communication server or a wide arca network,
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1. The method of claim 10 further comprising sending error occurrence information via the
two~way communication between the primary countrol system and with a communication server
or a wide area network.

12, The method of any of claims 8-11 further comprising communicating only in a one way
manner between the secondary control system and another device.

13. The method of any of claims 9-12 wherein the determining the secondary actuation
signals comprises determining the secondary actuation signals with a field programmable gate
array and without usc of a software component configured to generate the secondary actuation
signals.

4. The method of any of claims 9-13 further comprising communicating only in a one way
manner between the monitor device and with a communication server or a wide arca network,
5. The method of any of claims 9-14 wherein the determining whether error occurred
compriscs determining whether error occurred using a field programamable gate array and
without use of a software component,

16. The method of any of claims 9-15 whercin the determining whether crror occurred
comprises accessing safe operational data stored in 8 memory and by comparing expected

actuation signals against one or both of the primary and sccondary actuation signals,

17.  Anapparatus providing protection against software based security attacks, the apparatus
to be used with a primary control systerm corprising an input port configured to receive sensor
signals from a sensor, an output port configured to send first actuations signals configured to
control operation of at least a portion of a controlled system, and a hardware component running
at least one software based algorithm configured to output the first actuation signals based on the
sensor signals, the apparatus comprising:
a redundant and diverse secondary control system comprising:

a second mput port configured to receive the sensor signals from the seusor,

a second ontput port configured to send second actuations signals contfigured to control

operation of the at least a portion of the controlled system,
a hardware based system incompatible with the primary control system configured to run at

least one hardware-coded algorithm and to output the second actuation signals based on
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the sensor signals, wherein the second actuation signals are substantially identical to the
first actuation signals when the primary and sccondary control systems operate in an
expected manner;
an output control device configured to receive the first actuation signals and the second actuation
signals and to output either the first actuation signals or the second actuation signals to the
controlled system to control operation of the controlled system;
a memory configured to store data regarding safe operational parameters including expectant
actuation signals based on sensor signals for the controlied systom;
a monitor device configured to:
receive the sensor signals,
reccive and compare the first actuation signals and the second actuation signals,
determine whether crror occurred with respect to the first and second actuation signals by
comparing the expectant actuation signal to onc or both of the first actuation signals and
the sceond actuation signals based on the sensor signals,
send an output control device signal to the output control device to effect provision of either
the first actuation signals or the second actuation signals by the cutput control device
bascd on whether an crror occurred with respect to the first actuation signals.

~
/
I

{&. The apparatus of claim 17 wherein the secondary control system inclades no two-way

communication path with another device.

19, The apparatus of any of claims 17-18 wherein:

the secondary control system comprises a feld programmable gate array, and

the secondary control systerm does not include a software component configured to generate the
secondary actuation signals,

20, The apparatus of any of claims 17-19 wherein the monitor device further comprises a

communication port configured to provide onc-way outbound communication with a

communication server or a wide arca network.,

21 The apparatus of any of claims 17-20 wherein:

the monitor device comprises a field programmable gate array, and

- 14 -
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the monitor device does not include a software component configured to one or both of
determine whether error occurred with respect to the first actnation signals and generate the

output control device signal.

- 5.
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