wo 2012/103896 A1 [N I N0F V0 0O Y

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2012/103896 A1l

9 August 2012 (09.08.2012) WIPO I PCT
(51) International Patent Classification: (81) Designated States (uniess otherwise indicated, for every
HO04L 9/06 (2006.01) HO04L 9/08 (2006.01) kind of national protection available): AE, AG, AL, AM,
. o AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,
(21) International Application Number: CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO,
PCT/EP2011/000417 DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
(22) International Filing Date: HR, HU, D, IL, IN, IS, JP, KE, KG, KM, KN, KP, KR,
31 January 2011 (31.01.2011) KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
. MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
(25) Filing Language: English OM, PE, PG, PH, PL, PT, RO, RS, RU, SC, SD, SE, SG,
(26) Publication Language: English SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR, TT, TZ,
UA, UG, US,UZ, VC, VN, ZA, ZM, ZW.
(71) Applicants (for all designated States except US): NEC . L
EUROPE LTD. [DE/DE]; Kurfuersten-Anlage 36, 69115 (84) Designated States (uniess otherwise indicated, for every
Heidelberg (DE). UNVERSIDAD DE MURCIA [ES/ES]; kind of regional protection available): ARIPO (BW, GH,
Avendia Teniente Flomesta, 5, E-30003 Murcia (ES). GM, KE, LR, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG,
M, ZW), Furasian (AM, AZ, BY, KG, KZ, MD, RU, TJ,
(72) Inventors; and ] ) TM), Buropean (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
(75) Inventors/Applicants (for US only): GOMEZ MAR- EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MOL, Félix [ES/ES]; Vicente Aleixandre, n 31, 2-A, E- MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SL SK, SM,
30011 Murcia (ES). SORGE, Christoph [DE/DE]; Uter- TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
strasse 24, 69120 Heidelberg (DE). UGUS, Osman ML, MR, NE, SN, TD, TG).
[DE/DE]; Harburger Ring 17, 21073 Hamburg (DE). .
MARTINEZ PEREZ, Gregorio [ES/ES]; C/ Pintor Au- [ ublished:
gustin Navarro, 17, E-30870 Mazarrén Murcia (ES). —  with international search report (Art. 21(3))
(74) Agents: ULLRICH & NAUMANN et al.; Schneidmuehl-

strasse 21, 69115 Heidelberg (DE).

(54) Title: SMART GRID AND METHOD FOR OPERATING A SMART GRID

Group 1

sma. ----- ey :

Fig. 2

DK = 3K = Fil b K = K1
=1 =1

éEk: (e:j) = ie,’j + K1
i=1

i=1
Energy
Supplier

L

,” n "
B Ealel) =3 e+ K?
i=1 i=1

< R =Y = 10,6 K = K2
i=l i=1

(57) Abstract: A method for operating a smart grid including a plurality of smart meters, said smart meters being configured to mon-
itor at least one physical measured quantity and to provide measurement results of said at least one physical measured quantity to a
central entity, is characterized in the following steps: said smart grid is partitioned into groups G of smart meters sm;, such that each
of said smart meters belongs to exactly one group, all smart meters sm; of one of said groups G encrypt their measured value e; by
applying a bihomomorphic encryption scheme E; and send it to said central entity, one smart meter per group is designated as key
aggregator to which all smart meters sm; of that group send their key & employed for said encryption, said key aggregator computes
the aggregation of all received keys k; and sends the aggregated key K to said central entity, said central entity aggregates all received
encrypted measured values e; and decrypts said aggregation by employing said aggregated key K. Furthermore, a corresponding
smart grid is disclosed.
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SMART GRID AND METHOD FOR OPERATING A SMART GRID

The present invention relates to a smart grid and a method for operating a smart
grid including a plurality of smart meters, said smart meters being configured to
monitor at least one physical measured quantity and to provide measurement
results of said at least one physical measured quantity to a central entity.

Smart grids of the initially described type are gaining more and more importance.
In particular in the field of electrical energy distribution, global electrical grids are
verging on the largest technological transformation since the introduction of
electricity into the home. The antiquated infrastructure that delivers power to our
homes and businesses is being replaced with a collection of digital systems called
the smart grid. This grid is the modernization of the existing electrical system that
enhances customers’ and utilities’ ability to monitor, control, and predict energy
use.

The usage-monitoring and -reporting device at each customer site is called the
smart meter, which is a kind of “intelligent” counter. The smart meter is a
computerized replacement of the electrical meter attached to the exterior of many
of our homes today. Typically, a smart meter contains a processor, nonvolatile
storage, and communication facilities. Although in many respects, the smart
meter's look and function is the same as its unsophisticated predecessor, its
additional features make it more useful. The additional features include, in
particular, track usage as a function of time of day, disconnect a customer via
software, or send out alarms in case of problems.

Smart meters can provide energy consumption measurements to energy suppliers
(almost) instantaneously. This is quite beneficial for the smart grid because it
allows an enhancement in the ability of monitoring, controlling and predicting
energy use, amongst other advantages. However, some privacy issues may arise,
since such monitoring could reveal final users presence in their houses, which
electrical appliances they are using at each moment, or even their daily habits at
home, as shown in Fig. 1. Therefore, the risk of smart grid deployment lies in the
danger that customers become “transparent” customers, since the monitoring and
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(potentially malicious) analysis of individual consumption data allows for far-
reaching conclusions about the customers’ lifestyles.

It is to be noted that although the present description is mostly related to smart
meters for monitoring electrical energy consumption, it is also possible to measure
in a household the consumption of water, gas, heat or the like.

It is therefore an object of the present invention to improve and further develop a
smart grid and a method for operating a smart grid of the initially described type in
such a way that, by employing mechanisms that are readily to implement, privacy
issues of end users/customers are preserved in a reliable and efficient way.

In accordance with the invention, the aforementioned object is accomplished by a
method comprising the features of claim 1. According to this claim such a method
is characterized in the following steps:

said smart grid is partitioned into groups G of smart meters sm, such that
each of said smart meters belongs to exactly one group,

all smart meters sm, of one of said groups encrypt their measured value ¢,
by applying a bihomomorphic encryption scheme E,; and send it to said central
entity ES,

one smart meter per group is designated as key aggregator to which all
smart meters sm; of that group send their key k; employed for said encryption,

said key aggregator computes the aggregation of all received keys k; and
sends the aggregated key K to said central entity ES,

said central entity ES aggregates all received encrypted measured values eg;
and decrypts said aggregation by employing said aggregated key K.

Furthermore, the aforementioned object is accomplished by a smart grid
comprising the features of claim 21. According to this claim such a smart grid is
characterized in that said smart grid is partitioned into groups G of smart meters
sm, such that each of said smart meters belongs to exactly one group,

wherein all smart meters sm; of one of said groups are configured to encrypt
their measured value e, by applying a bihomomorphic encryption scheme E,; and
to send it to said central entity ES,
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wherein one smart meter per group is designated as key aggregator to
which all smart meters sm, of that group send their key k; employed for said
encryption,

wherein said key aggregator includes means for computing the aggregation
of all received keys k; and for sending the aggregated key K to said central entity
ES, and

wherein said central entity ES is configured to aggregate all received
encrypted measured values e; and to decrypt said aggregation by employing said
aggregated key K.

According to the invention it has been recognized that bihomomorphic
encryption/decryption of measurements of physical measuring variables, in
particular energy consumption, can be employed to guarantee integrity and
confidentiality of the measurement values. Insofar, the present invention provides
a privacy enhanced architecture for smart metering in order to achieve protection
of final users’ privacy, e.g. with respect to their energy consumption habits. The
present invention prevents the central entity to find out the individual smart meters
measurements, but allows it to know the aggregation of them.

In other words, the central entity is provided with an aggregation of encrypted
values (the individual smart meters reports). The central entity cannot decrypt
such individual values (preserving this way users’ privacy), but it can indeed
decrypt the aggregation of them, by means of a bihomomorphic encryption. A
bihomomorphic encryption scheme is a symmetric encryption scheme that is
homomorphic both on the plaintext space and on the key space. Thus, while the
privacy of individual users is preserved, the central entity, e.g. an electricity
supplier, is able to accurately monitor the amount of energy (or water, gas, heat,
etc., as the case may be) needed by its customers. While this is not necessary for
the technical operation of the electricity network, the information can be used for
trading with electrical energy. Even nowadays, each electricity supplier has to buy
the amount of energy used by its customers at any specific point in time. However,
this is currently based on an estimation (using the overall electricity consumption
of those customers over a whole year and assuming certain load curves based on
prior experience). In addition, aggregated up-to-date information about energy
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usage of certain groups may improve the forecasts about load of the electricity
network in the near future. This information is useful for planning, e.g., which
power plants to use.

In accordance with the invention the grouping of smart meters makes the issuer of
a report and such report unlinkable to each other, thereby preserving their privacy
from the central entity. Furthermore, the deployment of a key aggregator in a
fashion as described above results in that, i) nobody knows other member keys
(except the key aggregator), and ii) it does not matter if the aggregator acts
maliciously and shares received keys with the central entity because the later
cannot link or relate each key with each received measurement value from that

group.

According to a preferred embodiment it may be provided that the at least one
specific physical measured quantity is the electrical energy consumption of a
consuming unit, in particular a household, an enterprise, a plant, or the like. In
such case the central entity may be an energy supplier. In this context it is
important to note that the electricity supplier is not necessarily identical to the
electrical network provider (though, in some cases, it actually is).

With respect to a structured and natural arrangement of the groups of smart
meters, it may be provided that groups of smart meters are configured by putting
into the same group, for instance all the smart meters belonging to a specific
building, street, neighborhood, village, or the like. In any case, it is to be noted that
all the smart meters within the same group also belong to the same energy
supplier. For instance, group G, would be composed by

G, ={smf,sm;,...sm'} .
With respect to keeping the central entity reliably up-to-date it may be provided

that the smart meters report their measurements to the central entity in regular
time intervals, which may be regarded as reporting periods.
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Advantageously, in order to ensure secure data transmission it may be provided
that the smart meters report their measurements to the central entity through a
secure channel. The establishment of a secure channel requires the use of an
authentication mechanism. In theory, any authentication mechanism could be
used; the most suitable ones, in order to authenticate the smart meter only as a
member of a group of authorized smart meters, would be group signatures or
anonymous credential schemes. As a consequence, it is assured that the key
aggregator cannot decrypt the values sent by each smart meter, even if he knows
their keys, since the former are sent to the central entity through a secure channel.

With respect to further enhancing security, it may be provided that one smart
meter per group is only periodically designated as the key aggregator, i.e. that the
smart meter being designated as key aggregator within the group is changed from
time to time. In particular, it may be provided that a change of the key aggregator
is performed in case a smart meter being designated as key aggregator fails,
leaves the group and/or is found to act maliciously. In any case it may be provided
that the rest of member smart meters of a group send their keys to the key
aggregator in a secure way.

Once the key aggregator has received all the group members’ keys, it aggregates
them in order to obtain the aggregated key Kin the following way:

K = flk ky,...k)) =Dk, = Zk,. )
i=|

Then, it sends the aggregated key K to the central entity through a secure channel.
In order to keep the signaling overhead as low as possible, it may be provided that
the aggregated key K is sent to the central entity only once at the first time, i.e. in
connection with a first period of measurement reports of a group of smart meters.
Subsequently, the aggregated key K has to be sent to the central entity only every
time one smart meter fails and/or leaves or enters/joins the respective group.
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According to a preferred embodiment reporting periods are defined, wherein each
smart meter of a group uses a different key per reporting period for encrypting its
measurement value of that period. By changing the key of a smart meter every
reporting period the security of the process is further enhanced since it becomes
almost impossible for a malicious participant to decrypt the measured values.
Advantageously, in order to enable effortless decryption on the part of the central
entity, the keys being employed for each reporting period may be computed in
such a way that the aggregation of all the keys of all smart meters of a group
always remains the same, i.e. the aggregated key K remains constant. As a
consequence, as already outlined above, the number of reporting messages of the
aggregated key K from the key aggregator to the central entity can be minimized.

In a specific embodiment it may be provided that smart meters within the same
group form a “ring”, wherein each smart meter sends to the next one in the ring a
random value &, through a secure channel, which is subtracted from its key and
added to the next smart meter key as follows:

In other words, each smart meter sm, for establishing a new key k; for a
subsequent reporting period j, subtracts from its key k;., employed in the
preceding reporting period j-7 the random value J;; sent to the next smart meter
within the ring and adds the random value J,,; received from the preceding smart
meter within the ring.

If a smart meter within a group fails, or acts faulty or even maliciously, and tries to
subvert the system by sending its key to the key aggregator, but not the
corresponding encrypted measurement value (or vice versa), then the central
entity is not able to perform the correct decryption.

In order to tackle this issue and to prevent malicious/faulty smart meters,
according to preferred embodiment an additional mechanism, referred to as
“tokens solution” hereinafter, may be applied. This “tokens solution” may be
realized as follows:
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a) Each smart meter sm; sends its key k; to the key aggregator KA through a
secure channel

b) The key aggregator KA, upon receiving a key from a smart meter, replies with
an acknowledgement token (referred to as ACK token hereinafter), Ty, ;

c) Each smart meter sm, sends then the encrypted measurement E,;; (e;), together
with the ACK token T, ;, to the central entity

d) The central entity only accepts encrypted measurements from smart meters that
come with such tokens

e) The central entity replies with another ACK token Tcg,, directly to the key
aggregator KA

f) Once the key aggregator receives such token T¢g;, it actually accepts the key k;
received in step a)

Step d) ensures that it is impossible to send an encrypted value without having
previously sent the key to the key aggregator. In turn, step e) excludes the
possibility that a smart meter could send its key to the key aggregator, without
sending the encrypted measurement to the central entity.

Again, in order to keep the signaling overhead as low as possible the tokens
solution outlined above may be enabled only for a period where a threat is
detected such that the central entity is not able to decrypt the aggregation of
encrypted values, coming back to the normal functioning scheme straight
afterwards.

By applying the described bihomomorphic encryption/decryption of energy
consumption measurements generated by smart meters, together with the
constitution of smart meters groups, the explained keys updating mechanism and,
when necessary, the “tokens solution”, a system is achieved where a central entity,
in particular an energy supplier, can still benefit from the (almost) instantaneous
reports from smart meters in order to better monitor, control, and predict energy
use, while preserving the privacy of final users in terms of their daily habits at
home or their appliances usage patterns, for instance.
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There are several ways how to design and further develop the teaching of the
present invention in an advantageous way. To this end, it is to be referred to the
patent claims subordinate to patent claim 1 on the one hand, and to the following
explanation of a preferred example of an embodiment of the invention illustrated
by the drawing on the other hand. In connection with the explanation of the
preferred example of an embodiment of the invention by the aid of the drawing,
generally preferred embodiments and further developments of the teaching will be
explained. In the drawings

Fig. 1 is a diagram illustrating exemplarily a load profile of a single-person
household measured and report by a smart meter according to prior
art,

Fig. 2 schematically illustrates an embodiment of a method according to the

present invention with two different groups of smart meters, and

Fig. 3 schematically illustrates a part of a smart grid in which a scenario of
smart meter key updating is executed according to an embodiment of
the present invention.

With reference to Fig. 2, an Energy Supplier (from now on, ES) is illustrated that
receives electricity measurements e; from a plurality of smart meters sm; in period j.
In the scenario illustrated in Fig. 2 it is an objective to avoid the ES to know
individual measurements from smart meters sm, but only the aggregation of the
later. Additionally, it is an objective to avoid the figure of an intermediate
aggregator. To do so, the ES must receive all the individual values encrypted,
without being able to decrypt them. But, once the aggregation is done, it should be
indeed able to decrypt such aggregated value.

In accordance with the present invention smart meters sm; are “hidden” within
groups G, two of which are depicted in Fig. 1 — Group 1 and Group 2. That is,
every smart meter sm; takes its measured value e, encrypts it by using key k; and
applying encryption scheme E, and sends the encrypted value E,(e;) to the ES,



WO 2012/103896 PCT/EP2011/000417

through a secure channel, thereby hiding its real identity as “a member of group
G(i)’, wherein

E (e)=¢;+k;.

In accordance with the present invention a bihomomorphic encryption scheme E is
employed, which is a symmetric encryption scheme that is additive homomorphic
both on the plaintext space and on the key space. This type of encryption allows
the ES to decrypt the aggregation of encrypted reports, but not those encrypted
measurements individually. The key aggregator only knows the individual keys,
while the ES only knows both the aggregated key K and the individual encrypted
measurements. It is to be noted that any secure additive bihomomorphic
encryption mechanism with these features can be used in the context of the
present invention.

In summary, in the embodiment of Fig. 2 the following steps are executed, which
in the following are described for Group 1:

1) Each smart meter of Group 1sm/, at time j, updates its key k,; and sends it to
the key aggregator. In the scenario of Fig. 2, smart meter sm, is currently
designated as key aggregator, as indicated by the pentagonal shape of the smart
meter.

2) The key aggregator computes the aggregation of all received keys according to
the following equation:

K = f(k ky,...k,) =@k =Dk,
i=1

and sends such aggregated key K to the ES, as illustrated by the dashed line. This
step is performed only once at the beginning or every time a smart meter of the
group leaves/fails or enters/joins the group. If it's not the beginning, then the key
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aggregator checks that the aggregation of received keys k,]'. is equal to the

aggregated key K, for consistency.

3) Each smart meter sm; encrypts its 1consumption measurement at time j, €;,
using its key k,} giving as a result E('j(eij).

4) The ES receives the encrypted measurements E, (e)Vi, i.e.
(Ey, (e),)s E., (e3,)s E,., (e5), E, (es,)) -
5) The ES computes the aggregation

DL Ek,.j (e;)

that should be equal to

E (®,e,

i

through the following bihomomorphism:

L E, ()= E, ()= (e +kj)=D e; +D k; =D e, +K=E((®¢;
i=1 i=1 i=1 i=1

i=1

6) Then, the ES is able to decrypt such aggregation by means of the following
expression:

Dy (@, Ek,, (e:,)) =D (E( (D] e;)) =D, [Ze; + K)) = (Ze; + K) -K= Ze; = ®7=1e:;‘
P in1 im1

A bihomomorphic encryption is an encryption which is additive homomorphic both
on the plaintext space and on the key space:

EWV)®.OF (V,)=E, o o0,V +.-+V,).
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As mentioned before, this type of encryption allows the ES to decrypt the
aggregation of encrypted reports, but not those encrypted measurements
individually. The key aggregator only knows the individual keys, while the ES only
knows both the aggregated key K and the individual encrypted measurements.

In the unlikely case of having a collusion between the current (malicious) key
aggregator and the ES, the former could send the individual keys of the smart
meters of its group to the later, instead of sending the aggregation of such keys.
Then, the ES could try all the possible combinations between the set of keys and
the set of individual encrypted values, trying to decrypt the later. However, since
the individual keys are updated every round, and the key aggregator is designated
periodically, it would be computationally expensive (and probably not worthy) for
the ES to collude with the key aggregator and perform such attack.

Fig. 3 schematically illustrates an updating process for the keys employed by
smart meters of a specific group according to an embodiment of the present
invention. The key updating is performed per reporting period in such a way that
the aggregation of all the keys of the group, i.e. the aggregated key K, always
remains constant. To this end, smart meters within the same group form a “ring”
where each smart meter sends to the next one in the ring a random value, through
a secure channel, which is subtracted from its key and added to the next smart
meter’s key as follows:

wherein j denotes a current reporting period and j-1 the previous reporting period.

Many modifications and other embodiments of the invention set forth herein will
come to mind the one skilled in the art to which the invention pertains having the
benefit of the teachings presented in the foregoing description and the associated
drawings. Therefore, it is to be understood that the invention is not to be limited to
the specific embodiments disclosed and that modifications and other embodiments
are intended to be included within the scope of the appended claims. Although
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specific terms are employed herein, they are used in a generic and descriptive
sense only and not for purposes of limitation.
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Claims

1. Method for operating a smart grid including a plurality of smart meters, said
smart meters being configured to monitor at least one physical measured quantity
and to provide measurement results of said at least one physical measured
quantity to a central entity,
characterized in the following steps:

said smart grid is partitioned into groups G of smart meters sm, such that
each of said smart meters belongs to exactly one group,

all smart meters sm; of one of said groups G encrypt their measured value
e; by applying a bihomomorphic encryption scheme E,; and send it to said central
entity,

one smart meter per group is designated as key aggregator to which all
smart meters sm; of that group send their key k; employed for said encryption,

said key aggregator computes the aggregation of all received keys k; and
sends the aggregated key K to said central entity,

said central entity aggregates all received encrypted measured values g,
and decrypts said aggregation by employing said aggregated key K.

2. Method according to claim 1, wherein said at least one specific physical
measured quantity is the electrical energy consumption of a consuming unit, in
particular a household.

3. Method according to claim 1 or 2, wherein said central entity is an energy
supplier.
4, Method according to any of claims 1 to 3, wherein said groups G of smart

meters sm; are configured by putting into the same group smart meters sm;
belonging to a specific building, street, or village.

5. Method according to any of claims 1 to 4, wherein said smart meters sm,
report said at least one specific physical measured quantity to said central entity in
regular time intervals.
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6. Method according to any of claims 1 to 5, wherein said smart meters sm,
report said at least one specific physical measured quantity to said central entity
through a secure channel.

7. Method according to claim 6, wherein group signatures are employed for
establishing said secure channel.

8. Method according to any of claims 1 to 7, wherein the smart meter sm,
being designated as key aggregator within a group G is changed from time to time.

9. Method according to any of claims 1 to 8, wherein a change of said key
aggregator is performed in case a smart meter sm; being designated as key
aggregator fails, leaves the group G and/or acts maliciously.

10. Method according to any of claims 1 to 9, wherein said key aggregator
sends the aggregated key K to said central entity through a secure channel.

11. Method according to any of claims 1 to 10, wherein said key aggregator
sends the aggregated key K to said central entity each time a smart meter sm; of
the respective group G fails or leaves or enters said group.

12. Method according to any of claims 1 to 11, wherein reporting periods j are
defined and wherein each smart meter sm; uses a different key k;; per reporting
period for encrypting said at least one specific physical measured quantity.

13. Method according to claim 12, wherein said keys k;; for each reporting
period j are computed in such a way that the aggregated key K of all smart meters
sm;of a group G remains the same.

14. Method according to claim 12 or 13, wherein smart meters sm, of the same
group G are composed as a ring,

wherein each smart meter sends to the subsequent smart meter in said ring
a random value 6, and
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wherein each smart meter sm, for establishing a new key k; for a
subsequent reporting period j subtracts from its key k;., employed in the
preceding reporting period j-1 the random value J; sent to the next smart meter in
said ring and adds the random value J,,; received from the preceding smart meter
in said ring.

15. Method according to any of claims 1 to 14, wherein said key aggregator,
upon receiving a key from a smart meter sm, replies with an acknowledgement
token.

16. Method according to claim 15, wherein said smart meter sm; includes said
acknowledgement token into its report of said at least one specific physical
measured quantity to said central entity.

17. Method according to claim 16, wherein said central entity is configured to
refuse measurement report from smart meters sm, that do not include said token.

18. Method according to claim 16 or 17, wherein said central entity, upon
receiving a measurement report from a smart meter sm; including a token, replies
to said key aggregator with another token.

19.  Method according to claim 18, wherein said key aggregator, upon receiving
said token from said central entity, accepts said key received from the
corresponding smart meter sm,

20. Method according to any of claims 15 to 19, wherein said tokens are added
to the respective messages only in cases where said central entity is not able to
decrypt the aggregated encrypted measured values e,

21. Smart grid, including a plurality of smart meters, said smart meters being
configured to monitor at least one physical measured quantity and to provide
measurement results of said at least one physical measured quantity to a central
entity,

characterized in that
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said smart grid is partitioned into groups G of smart meters sm, such that
each of said smart meters belongs to exactly one group,

wherein all smart meters sm; of one of said groups G are configured to
encrypt their measured value e, by applying a bihomomorphic encryption scheme
E,; and to send it to said central entity,

wherein one smart meter per group G is designated as key aggregator to
which all smart meters sm, of that group send their key k; employed for said
encryption,

wherein said key aggregator includes means for computing the aggregation
of all received keys k; and for sending the aggregated key K to said central entity,
and

wherein said central entity is configured to aggregate all received encrypted
measured values e; and to decrypt said aggregation by employing said aggregated
key K.



PCT/EP2011/000417

WO 2012/103896

1/3

TO

y ‘Avp 3jo auyy

[£4 [s:4 81 91 vi it

1 n

o1 ]

o739

Burtokho ueag
Suyjveyosad uoaAQ G
——P
sI@3COY QOH

Lj-- ©

xo03ea9btayOy

11

«— sY33eN
sutyoew
sutysem

E<-8-1-1-% %

yuy 8°11 = uvorzdunsuod ABasujy
L0°'0 = aojosuw3y puwer Atvteq

MY 6V°0 = UGINW

MY 8T°L = qeeya

r% L %) U [ =




PCT/EP2011/000417

WO 2012/103896

2/3

N

(G4

¢ b4

[=? 1=
coelydy)f =y (=A@
[N % PR




PCT/EP2011/000417

WO 2012/103896

3/3

.Tm.@ + g _ ,_”l.?vvm —_ .\.Q& s

N.m%

3@ + 3._% - TE« — s.mx Sws

N.N%

.3% + .3% - T.sﬁ =ty nys

fug 4 f1g _ 1-Iy = 1y Yws

.?.6 + F9g — ?.3« — .@«

N.w%

Lwus N.W.Q + .\.h% —_ ﬁl.ﬁ.h& - N.hv\



INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2011/000417

A. CLASSIFICATION OF SUBJECT MATTER

INV. HO4L9/06 HO4L9/08
ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

HO4L

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ | Citation of document, with indication, where appropriate, of the relevant passages

pages 1-36, XP55017919,
ISSN: 1550-4859, DOI:
10.1145/1525856.1525858
pages 1-5,11

section 5.2.1;

pages 13-14

A CLAUDE CASTELLUCCIA ET AL:
provably secure aggregation of encrypted
data in wireless sensor networks",

ACM TRANSACTIONS ON SENSOR NETWORKS,
vol. 5, no. 3, 1 May 2009 (2009-05-01),

"Efficient and 1-21

Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not
considered to be of particular relevance

"E" earlier document but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or
other means

"P" document published prior to the international filing date but
later than the priority date claimed

"T" later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

"X" document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to
involve an inventive step when the document is taken alone

"Y" document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu-
merr:ts, such combination being obvious to a person skilled
inthe art.

"&" document member of the same patent family

Date of the actual completion of the international search

31 January 2012

Date of mailing of the international search report

07/02/2012

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Horbach, Christian

Form PCT/ISA/210 (second sheet) (April 2005)

page 1 of 2

Relevant to claim No.




INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2011/000417

C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category™

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

A

MELEK A NEN ET AL: "Secure Data
Aggregation with Multiple Encryption",
29 January 2007 (2007-01-29), WIRELESS
SENSOR NETWORKS; [LECTURE NOTES IN
COMPUTER SCIENCE;;LNCS], SPRINGER BERLIN
HEIDELBERG, BERLIN, HEIDELBERG, PAGE(S)
117 - 132, XP019076931,

ISBN: 978-3-540-69829-6

section 4;

pages 6-7

WO 2008/041052 Al (NEC EUROPE LTD [DE];
WESTHOFF DIRK [DE]; ARMKNECHT FREDERIK
[DE]) 10 April 2008 (2008-04-10)

pages 6-8

WO 2008/131787 Al (NEC EUROPE LTD [DE];
ARMKNECHT FREDERIK [DE]; GIRAO JOAO [DE];
WESTHOF) 6 November 2008 (2008-11-06)
page 9, last paragraph - page 10,
paragraph 2

1-21

1-21

1-21

Form PCT/ISA/210 (continuation of second sheet) (April 2005)

page 2 of 2




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/EP2011/000417
Patent document Publication Patent family Publication
cited in search report date member(s) date
WO 2008041052 Al 10-04-2008 CN 101513007 A 19-08-2009
EP 2070288 Al 17-06-2009
JP 2010506480 A 25-02-2010
US 2010098090 Al 22-04-2010
WO 2008041052 Al 10-04-2008
WO 2008131787 Al 06-11-2008 AT 493825 T 15-01-2011
EP 2137929 Al 30-12-2009
ES 2355302 T3 24-03-2011
JP 2010524413 A 15-07-2010
US 2010135494 Al 03-06-2010
WO 2008131787 Al 06-11-2008

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - claims
	Page 15 - claims
	Page 16 - claims
	Page 17 - claims
	Page 18 - drawings
	Page 19 - drawings
	Page 20 - drawings
	Page 21 - wo-search-report
	Page 22 - wo-search-report
	Page 23 - wo-search-report

