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TERMINAL DATA ENCRYPTION

CROSS-REFERENCES TO RELATED APPLICATIONS

[0001] This application is a non-provisional patent application of and claims
the benefit of the filing dates of U.S. Provisional Patent Application No. 60/815,059,
filed on June 19, 2006, U.S. Provisional Patent Application No. 60/815,430 filed on
June 20, 2006, and U.S. Provisional Patent Application No. 60/884,089 filed on
January 9, 2007. All of these applications are herein incorporated by reference in

their entirety for all purposes.
BACKGROUND

[0002] In the payment industry, magnetic stripe cards currently have track
data elements stored in data tracks (e.g., track 1 or track 2). Examples of track data
elements include the cardholder's PAN (personal account number), CVV (card

verification value), etc.

[0003] In a typical purchase transaction using a magnetic stripe card, a card is
swiped at a point of sale terminal and data on the card are read by the point of sale
terminal. The point of sale terminal then sends the data to the issuer of the card in
an authorization request message. The authorization request message requests
authorization from the issuer to proceed with the transaction. The issuer then
receives the authorization request message and then approves or declines the
request. An authorization response message including the approval or decline is
then sent from the issuer back to the point of sale terminal to inform the merchant as

to whether or not the transaction has been approved or declined.

[0004] There is a need to protect data as it is delivered from the point of sale
terminal to the issuer. If the data passing between the point of sale terminal and the
issuer is intercepted by an unauthorized person, the unauthorized person could

conduct unauthorized financial transactions using the transaction data.

[0005] One way to provide greater security is to encrypt transaction data
before it is sent from the point of sale terminal to the issuer. For example, in a

conventional PIN (personal identification number) based transaction using a
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payment card, symmetric keys can be used to encrypt and decrypt a cardholder's
PIN as it passes from the point of sale terminal to the issuer. To encrypt the PIN at
the point of sale terminal, a symmetric key can be stored in a tamper-resistant HSM
(hardware security module) coupled to a point of sale terminal. HSMs are usually in
the form of a plug-in card (PCl) or external device. A corresponding symmetric key
may be stored at the issuer and the issuer may use the corresponding symmetric

key to decrypt the encrypted PIN.

[0006] While such conventional methods of encryption are effective for
encrypting PINs, a number of improvements could be made. For example, although
HSM modules can be used to encrypt PINs, they typically are specialized and
expensive. A specialized terminal may cost on the order of $300-$600 in today's
dollars. It would be desirable to provide for a security process which could use an

HSM module, but does not require one.

[0007] In addition to cost and complexity, key management processes in
conventional encryption processes could also be improved. For example, in
conventional key management processes, key updates can be sent from the issuer
or other entity to a POS terminal every hour or once per day. This can be a
burdensome and expensive task as there can be thousands of POS terminals that

need to be updated in a regular manner.

[0008] It is more difficult for an issuer or other party to send a symmetric key
to a point of sale terminal, than it is to receive it. Point of sale terminals are
constantly being installed, updated, modified, and removed, and an issuer (or other
party who wants to receive encrypted transaction data) cannot know when all point
of sale terminals are available to communicate with the issuer. For example, after a
POS terminal is installed, it needs to notify an issuer that it exists. Once the issuer is
notified, it can then send a symmetric key to the POS terminal. This process
requires two-way communication between the issuer and the terminal in order to
install symmetric keys. This two-way communication process increases the
processing burden to any payment processing system, especially since there may be

thousands of POS terminals being installed on a regular basis.

[0009] To improve the security of financial messages passing through a

network, some have suggested generating transaction specific keys in a point of sale
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terminal and then sending the keys from the point of sale terminal to a remotely
located controller along with transaction request messages for various transactions.
While this may be an effective security process, sending a separate key for every
transaction can also burden existing payment processing systems. it would also
require POS terminals and issuers to maintain and use complex and expensive

hardware and software.

[0010] Embodiments of the invention address these problems and other

problems, individually and collectively.

BRIEF SUMMARY

[0011] Embodiments of the invention are directed to methods, systems, and
computer readable media for allowing financial transactions to be conducted in a

secure manner.

[0012] One embodiment of the invention is directed to a method comprising
generating an initial key after interacting with an access device, storing the initial key
at a key storage location, altering the initial key with a public key to form an altered
key, and sending the altered key to a server computer along with an identifier for the
access device. The altered key is changed to the initial key at the server computer
and is stored with the identifier in a database in operative communication with the
server computer. The initial keys that are stored at the key storage location and in
the database are used to alter and restore transaction data associated with multiple

financial transactions that are conducted using the access device.

[0013] Another embodiment of the invention is directed to a method
comprising receiving an altered key and an identifier associated with an access
device, wherein the altered key was generated from an initial key after an interaction
with the access device. The altered key is changed back to the initial key, and is
stored in a database. The initial key is then used to restore altered transaction data

received from the access device.
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[0014] Another embodiment of the invention is directed to a method
comprising identifying a track data element located at a first data location in a data
track to encrypt, altering the track data element, placing the altered track data
element in a second data location that is different from the first data location, and

sending the altered track data element in the second data location to an issuer.

[0015] Another embodiment of the invention is directed to a method
comprising identifying a track data element located at a first data location in a data
track, concatenating the track data element and a terminal identifier to form a data
string, altering the data string; and inserting values from the data string into the first
data location. The track data element may comprise a CVV and the first data

location may comprise a CVV data field.

[0016] Other embodiments of the invention are directed to computer readable
media comprising code for performing the above-described methods as well as
systems, apparatuses and devices that perform the methods and/or that use the

computer readable media.

[0017] These and other embodiments of the invention are described in further

detail below.
BRIEF DESCRIPTION OF THE DRAWINGS

[0018] FIG. 1 shows a block diagram of a system according to an embodiment

of the invention.
[0019] FIG. 2 shows components of a computer apparatus.

[0020] FIG. 3 shows a flowchart illustrating a method for providing a key to a
server computer.
[0021] FIGS. 4-8 show flowcharts illustrating secure methods for delivering

transaction data from an access device to an issuer.
DETAILED DESCRIPTION

[0022] One embodiment of the invention is directed to a method for providing
a key to one end of a financial transaction and another key to another end of the

financial transaction. In preferred embodiments, an access device (e.g., a POS
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terminal) or the like generates an initial key, and then stores it. In a specific
example, an initial key, such as a terminal-specific symmetric key, is generated using
a secure element (e.g., a secure chip) that is associated with a point of sale terminal.
The secure element may generate the initial key after one interacts (e.g., swipes a
card through a POS terminal) with the access device. Once generated, the terminal-
specific symmetric key is altered (e.g., encrypted) with a public key and the altered,
terminal-specific symmetric key is sent to the issuer along with a terminal identifier
(e.g., a terminal ID number). Before (or after) it arrives at the issuer, a server
computer may receive and change (e.g., decrypt) the altered, terminal-specific
symmetric key back to the originally generated initial key. The server computer may
then store the initial key in a key database along with a corresponding terminal

identifier.

[0023] Once the terminal-specific initial key and the terminal identifier are
stored in the database, the server computer may use the terminal-specific symmetric
initial key to decrypt transaction data for multiple financial transactions (e.g.,
payment transactions, money transfers, etc.) conducted using the point of sale
terminal. In some embodiments, once decrypted, the transaction data (which may
include track data elements such as a PAN, transaction amounts, etc.) can be sent
to the various issuers who can approve or disapprove of the financial transactions.
Various specific methods for securely passing financial transaction data are also

described in detail below.

[0024] As explained in further detail below, an initial key is altered at an
access device or other front end transaction location, and the altered key is sent to a
back end transaction location such as a remotely located server computer. At the
server computer, the altered key is changed back to the initial key. In preferred
embodiments, the alteration process preferably uses encryption, and any suitable
pre-existing encryption processes may be used in embodiments of the invention.
Symmetric or secret-key processes include: digital encryption standard (DES), triple
DES, and advanced encryption standard (AES). A well known public key encryption
technique is ECC (elliptical curve cryptography). Other encryption techniques can

be used as well.
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[0025] Embodiments of the invention have a number of advantages. In
embodiments of the invention, an initial, terminal-specific key can be generated at a
terminal and then sent to a remotely located server computer, and it can thereafter
be used to decrypt transaction data. The encryption of such transaction information
can allow for the secure passage of transaction data from one end of a financial
transaction to another end of the financial transaction. The encryption of such
information may also allow an entity such as a payment processing organization or
issuer to authenticate a portable consumer device that is being used at an access
device. Embodiments of the invention can also be used with PANs of different
lengths (e.g., 13, 16, and 19 digits).

[0026] In comparison to conventional encryption systems, embodiments of the
invention can transmit a terminal-specific initial key once to a server computer at a
remote location. A back and forth process of terminal identification and subsequent
key shipment to the terminal is not needed. In addition, a separate key is not
required for every transaction that is conducted. Consequently, complex hardware

and software are not required in embodiments of the invention.

[0027] I PAYMENT PROCESSING SYSTEMS

[0028] FIG. 1 shows a system 100 that can be used in an embodiment of the
invention. For simplicity of illustration, one merchant, one issuer, one acquirer, one
access device, and one consumer are shown. It is understood, however, that
embodiments of the invention may include multiple merchants, acquirers, access
devices, and/or consumers. In addition, some embodiments of the invention may

include fewer than all of the components shown in FIG. 1.

[0029] The system 100 includes a merchant 16 and an acquirer 18 associated
with the merchant 16. In a typica'l payment transaction, a consumer 10 may
purchase goods or services at the merchant 16 using a portable consumer device
12. The acquirer 18 can communicate with an issuer 22 via a payment processing

network 20.

[0030] The acquirer 18 is typically a bank that has a merchant account. The

issuer 22 may also be a bank, but could also be business entity such as a retail
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store. Some entities are both acquirers and issuers, and embodiments of the

invention include such entities.

[0031] The consumer 10 may be an individual, or an organization such as a

business that is capable of purchasing goods or services.

[0032] The portable consumer device 12 may be in any suitable form. For
example, suitable portable consumer devices can be hand-held and compact so that
they can fit into a consumer's wallet and/or pocket (e.g., pocket-sized). They may
include smart cards, ordinary credit or debit cards (with a magnetic strip and without
a microprocessor), keychain devices (such as the Speedpass™ commercially
available from Exxon-Mobil Corp.), etc. Other examples of portable consumer
devices include cellular phones, personal digital assistants (PDAs), pagers, payment
cards, security cards, access cards, smart media, transponders, and the like. The
portable consumer devices can also be debit devices (e.g., a debit card), credit

devices (e.g., a credit card), or stored value devices (e.g., a stored value card).

[0033] As shown in FIG. 1, the portable consumer device 12 may comprise a
computer readable medium 12(a) and a body 12(b). The computer readable
medium 12(a) may be on the body 12(b), which may be in the form a plastic
substrate, housing, or other structure. The computer readable medium 12(a) may be
a memory that stores data and may be in any suitable form. Exemplary computer
readable media 12(a) may be in any suitable form including a magnetic stripe, a
memory chip, etc. If the portable consumer device 12 is in the form of a card, it may

have an embossed region which is embossed with the primary PAN.

[0034] The payment processing network 20 is located between (in an
operational sense) the acquirer 18 and the issuer 22. It may include data processing
subsystems, networks, and operations used to support and deliver authorization
services, exception file services, and clearing and settlement services. An
exemplary payment processing network may include VisaNet™. Payment
processing networks such as VisaNet™ are able to process credit card transactions,
debit card transactions, and other types of commercial transactions. VisaNet™ in
particular, includes a VIP system (Visa Integrated Payments system) which

processes authorization requests and a Base Il system which performs clearing and



WO 2007/149787 PCT/US2007/071386

settiement services. The payment processing network 26 may use any suitable

wired or wireless network, including the Internet.

[0035] The payment processing network 20 may include a server computer
21. A server computer is typically a powerful computer or cluster of computers. For
example, the server computer can be a large mainframe, a minicomputer cluster, or
a group of servers functioning as a unit. In one example, the server computer may

be a database server coupled to a Web server.

[0036] The server computer 21 may comprise a computer readable medium
comprising code for receiving an altered key and an identifier associated with an
access device, wherein the altered key was generated from an initial key after an
interaction with the access device, code for changing the altered key back to the
initial key, code for storing the initial key in a database, and code for using the initial
key to restore transaction data associated with multiple financial transactions

conducted using the access device.

[0037] A key database 25, which may be operated by or within the payment
processing network 20 may be in operative communication with the server computer
21. The key database 25 may store terminal specific keys generated by the access
device 15. It may also store corresponding terminal specific identifiers (e.g., terminal
IDs, merchant IDs, etc.) so that appropriate keys can be retrieved by the server
computer 20 when transaction data from various access devices need to be
decrypted. Other information that can be stored in the database 25 may include an

acquirer BIN, and a merchant ID.

[0038] The merchant 16 may also have an access device 15 that can interact
with the portable consumer device 32. Alternatively, the access device 15 could be
a kiosk or a personal computer and need not be located at the merchant 16, but
could be associated with the merchant 16. Thus, in embodiments of the invention,

the access device 15 could be located at any other suitable location.

[0039] The access devices according to embodiments of the invention can be
in any suitable form. Examples of access devices include point of sale (POS)
devices, cellular phones, PDAs, personal computers (PCs), tablet PCs, handheld

specialized readers, set-top boxes, electronic cash registers (ECRs), automated
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teller machines (ATMs), virtual cash registers (VCRs), kiosks, security systems,

access systems, and the like.

[0040] The access device 15 may comprise a reader 15(a), a processor 15(b)
and a computer readable medium 15(c). The reader 15(a) may include any suitable
contact or contactless mode of operation. For example, exemplary card readers can
include RF (radio frequency) antennas, magnetic stripe readers, etc. to interact with
the portable consumer device 12. The processor 15(b) may comprise one or more
microprocessors. The computer readable medium 15(c) may comprise any suitable
combination of memory devices that store computer code which is executable by the
processor. The access device 15 could also comprise an output device (not shown)
such as a display screen or a printer. The output device can output data such as

transaction amounts, authorization codes, etc.

[0041] The computer readable medium 15(c) may comprise code for
generating an initial key after interacting with an access device, code for storing the
initial key at a key storage location (e.g., within the computer readable medium 15(c)
in the access device 15), code for altering the initial key with a public key to form an
altered key, and code for sending the altered key to the server computer 21 along

with an identifier for the access device.

[0042] In a typical purchase transaction, the consumer 10 purchases a good
or service at the merchant 16 using a portable consumer device 12 such as a credit
card. The consumer's portable consumer device 12 can interact with an access
device 15 such as a POS (point of sale) terminal at the merchant 16. For example,
the consumer 10 may take a credit card and may swipe it through an appropriate slot
in the POS terminal. Alternatively, the POS terminal may be a contactless reader,
and the portable consumer device 12 may be a contactless device such as a

contactiess card.

[0043] An authorization request message is then forwarded to the acquirer 18.
After receiving the authorization request message, the authorization request
message is then sent to the payment processing network 20. The payment
processing network 20 then forwards the authorization request message to the

issuer 22 of the portable consumer device 12.
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[0044] After the issuer 22 receives the authorization request message, the
issuer 22 sends an authorization response message back to the payment processing
network 20 to indicate whether or not the current transaction is authorized (or not
authorized). The transaction processing network 20 then forwards the authorization
response message back to the acquirer 18. The acquirer 18 then sends the

response message back to the merchant 16.

[0045] After the merchant 16 receives the authorization response message,
the access device 15 at the merchant 16 may then provide the authorization
response message for the consumer 10. The response message may be displayed

by the access device 15, or may be printed out on a receipt.

[0046] At the end of the day, a normal clearing and settlement process can be
conducted by the transaction processing network 20. A clearing process is a
process of exchanging financial details between and acquirer and an issuer to
facilitate posting to a consumer's account and reconciliation of the consumer's

settlement position.

[0047] In the above example, activities occurring at the access device 15, or
the merchant 16 may be part of "front end” operations in a financial transaction,
whereas activities that occur at the payment processing network 20 or the issuer 22

may be part of "back end" operations.

[0048] FIG. 2 shows typical components or subsystems of a computer
apparatus. Such components or any subset of such components may be present in
the server computer 21, access device 15, or any computer operated by the
merchant 16, acquirer 18, payment processing network 20, or issuer 22. The
subsystems shown in FIG. 2 are interconnected via a system bus 775. Additional
subsystems such as a printer 774, keyboard 778, fixed disk 779, monitor 776, which
is coupled to display adapter 782, and others are shown. Peripherals and
input/output (1/O) devices, which couple to 1/0 controller 771, can be connected to
the computer system by any number of means known in the art, such as serial port
777. For example, serial port 777 or external interface 781 can be used to connect
the computer apparatus to a wide area network such as the internet, a mouse input
device, or a scanner. The interconnection via system bus allows the central

processor 773 to communicate with each subsystem and to control the execution of

10
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instructions from system memory 772 or the fixed disk 779, as well as the exchange
of information between subsystems. The system memory 772 and/or the fixed disk

779 may embody a computer readable medium.

[0049] I KEY GENERATION AND STORAGE PROCESSES

[0050] Embodiments of the invention include key generation and storage
processes that are efficient and effective. Keys can be generated and then used at
opposite ends of a financial transaction to ensure the secure passage of information
between the two ends. Exemplary key generation and storage processes can be
described with reference to the flowchart in FIG. 3 and the system block diagram
shown in FIG. 1.

[0051] First, a public key may be stored in the reader 15(a) which is in the
access device 15 (step 102). The reader 15(a) may include a secure element (e.g.,
a secure chip comprising memory) that stores the public key. The public key may be
sent to the reader 15(a) by a party such as a payment processing organization after
the access device 15 has been installed, and may then be stored therein.
Alternatively, the reader 15(a) may have been manufactured with a memory
comprising the public key and the public key be present in the access device 15

upon installation.

[0052] At some point in time, one may interact with the access device 15 to
cause the access device 15 generate a terminal-specific symmetric key. For
example, the portable consumer device 12 can be used to interact with the access
device 15 (step 104). The interaction with the access device 15 can be the first time
that the access device 15 communicates with the server computer 21. In some
embodiments, this first interaction with the access device 15 and the first interaction
between the access device 15 and the server computer 21 can be characterized as
an "initialization transaction.” An initialization transaction can be different than a
typical payment transaction, in that the special initialization transaction initially

identifies the terminal to a remote server computer 21.

[0053] During the initialization transaction, a symmetric key can be generated
by the secure element in the reader 15(a) and can be stored in the computer

readable medium 15(c) (step 106). The place where the symmetric key is stored

11
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may be referred to as a key storage location. It is typically in the access device 15,
but could be present at some other location proximate to or affiliated with the

merchant 16 in other embodiments.

[0054] The generated symmetric key is then encrypted with the public key
(step 108). The generated symmetric key may be encrypted at the access device 15

or at any other suitable device at any other suitable front end location.

[0055] Although the public key is preferably stored in the access device 15
and the symmetric key is generated by the access device 15 in this example, in other
embodiments, the public key may be stored and the symmetric key may be
generated in any other suitable location accessible to the reader 15(a). For
example, the public key could be stored in a back end host computer (not shown),
which is coupled to the access device 15 and is operated by the merchant 16. The
back end host computer could also generate the symmetric key and encrypt the
symmetric key. In this example, the symmetric key that is generated at the front end
could be a "merchant-specific key" and could be associated with one or more
merchant terminals instead of a "terminal-specific key" which is associated with only

one terminal.

[0056] The encrypted, terminal-specific symmetric key is sent from the access
device 15 to the issuer 22, via the acquirer 18 and the payment processing network
20 (step 110). A terminal identifier such as a terminal ID number, merchant ID
number, or the like can also be sent from the access device 15 to the payment

processing network 20.

[0057] Before the symmetric key arrives at the issuer 22, however, the server
computer 21 operated by an intermediate payment processing network 20 may
receive and then decrypt the encrypted, terminal-specific symmetric key (step 112).
After the received encrypted terminal-specific key is decrypted, the server computer
21 may store the restored initial terminal-specific symmetric key in the key database
25 (step 114) along with the terminal identifier. Various terminal-specific symmetric
keys and their corresponding terminal identifiers may be stored in a lookup table of
the like in the key database 25.

[0058] After the restored, initial terminal-specific key is stored in the key

database 25, it may be subsequently retrieved by the server computer 21 and then

12
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used to restore (e.g., decrypt) previously altered transaction data for multiple
financial transactions (e.g., payment transactions) using different portable consumer
devices interacting with the access device 15 (step 116). For example, each time an
authorization request message is sent from the access device 15 to the issuer 22,
any portion of it can be encrypted with the symmetric key stored in the access device
15 and then decrypted with the corresponding symmetric key stored in the key
database 25. After decrypting, the decrypted authorization request message may
then be sent to the issuer 22 in the format that the issuer 22 normally expects to

receive the authorization request message.

[0059] Since the intermediate server computer 21 and the key database 25
are operationally between the issuer 22 and the access device 15, they can be used
to decrypt authorization request messages from numerous different access devices
at numerous different merchants. The decrypted messages may then be sent to
numerous different issuers. In addition, providing the server computer 21 between
the issuer 22 and the access device 15 is desirable, since terminal-specific keys can
be maintained in one or a small number of locations. This architecture is simple and
efficient, and ensures the secure passage of transaction data between the access

device 15 and the server computer 21.

[0060] In other embodiments, each issuer 22 could maintain a separate key
database. Requiring each issuer 22 to maintain a terminal-specific key database
would improve security between the access device 15 and each issuer 22. It would,
however, also increase the overall memory storage requirements of the payment

processing system 100.
[0061] 1. TRANSACTION DATA ALTERATION PROCESSES

[0062] Once corresponding symmetric keys have been stored in the access
device 15 and the key database 25, transaction data can be altered in various ways
to further enhance the security of transaction data transmitted in a payment
processing system. Various transaction data alteration processes according to
embodiments of the invention can be described with reference to the flowcharts in
FIGS. 4-8 and the system block diagram in FIG. 1. As noted below, some data

alteration processes use keys and some need not use keys.

13
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[0063] FIG. 4 illustrates a process for encrypting a track data element such as
a CVV and then inserting the encrypted CVV in the data location where the CVV
normally resides (e.g., the CVV or discretionary data field in track 1 or track 2).
Referring to FIG. 4 and FIG. 1, track data are read from a portable consumer device

12 (step 202). The track data may comprise data in track 1, 2, or 3.

[0064] There are up to three tracks on magnetic cards used for financial
transactions, known as tracks 1, 2, and 3. Track 3 is currently virtually unused by
the major worldwide networks such as Visa. Point-of-sale card readers almost
always read track 1, or track 2, and sometimes both, in case one track is unreadable.
The minimum cardholder account information needed to complete a transaction is
present on both tracks. Track 1 has a higher bit density (210 bits per inch vs. 75), is
the only track that may contain alphabetic text, and hence is the only track that

contains the cardholder's name.

[0065] The access device 15 then identifies at least one track data element to
encrypt (step 204). Typical data elements on track one include: primary account
number - up to 19 characters; name - two to 26 characters; service code - three
characters; discretionary data (e.g., may include Pin Verification Key Indicator (PVKI,
1 character), Pin Verification Value (PVV, 4 characters), and Card Verification Value
or Card Verification Code (CVV or CVK, 3 characters). Typical data elements in
track 2 include primary account number - up to 19 characters; expiration date - four
characters; service code - three characters; and discretionary data - as in track one.
Any of these data elements, other data elements, or combinations thereof may be

encrypted by the access device 15.

[0066] In preferred embodiments, the access device 15 encrypts a track data
element such as a CVV value using a symmetric key (step 206). The CVV is
particularly desirable to encrypt. If the CVV is altered, track data may be sent
through an existing payment processing system without changing the existing

payment processing system.

[0067] The access device 15 then overwrites the CVV in the data track with
the encrypted CVV (step 208). The encrypted CVV value can be placed in the data

track location where the unaitered CVV value would normally be present.
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[0068] The encrypted CVV and other transaction data (e.g., amount of the
purchase, PAN, etc.) are sent from the access device 15 to the issuer 22 (step 210).
As they are sent to the issuer 22, the transaction data then pass through the

merchant 16 and the acquirer 18 (step 212).

[0069] The encrypted CVV is then received and decrypted by the server
computer 21 at the payment processing network 20 (step 214). The server computer
21 determines that the received transaction data came from the access device 15 by
using a terminal identifier or the like. After the access device 15 is identified, the
appropriate symmetric key is retrieved from the key database 25, and the key is

used to change or restore the previously encrypted CVV key to its original form. The
server computer 21 then inserts the unencrypted CVV into the location that
previously stored the encrypted CVV, and then passes the transaction data including
the unencrypted CVV to the issuer 22 (step 216).

[0070] The issuer 22 then processes the transaction as described above (step
218). That is, the authorization request message is reviewed to determine if the
consumer is authorized to conduct the transaction. The issuer 22 then approves or
declines the request, and an authorization response message is sent back to the

access device 15 as described above.

[0071] FIG. 5 shows another embodiment of the invention. In this example,
an altered track data element is placed in a data location other than the data location
where the original track data element resided. In addition, in this example, a public

or private key may be used to alter data.

[0072] Referring to FIG. 5 and FIG. 1, track data are read from a portable
consumer device 12 (step 302). The access device 15 then identifies at least one
track data element to encrypt (step 304). The access device 15 then encrypts a
track data element such as a CVV value using a symmetric or public key (step 306).
Steps 302, 304, and 306 can be similar to steps 202, 204, and 206 described above.

[0073] The access device 15 then overwrites the CVV with the encrypted
CVV. It may also insert the encrypted CVV in a data location other than where the
original CVV was obtained. An example of another location is a discretionary data
field or field 55 (step 308). Field 55 can include up to 32 bytes of data.
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[0074] The transaction data including the encrypted CVV that is located in the
CVV field and the discretionary data field are sent from the access device 15 to the
issuer 22 (step 310). The transaction data then pass through the merchant 16 and

the acquirer 18 (step 312).

[0075] The transaction data including the encrypted CVV that is located in the
CVV field and the discretionary data field are then received and decrypted by the
server computer 21 at the payment processing network 20 (step 314). A public or

symmetric key, as appropriate, may be used to decrypt the encrypted CVVs.

[0076] The server computer 21 determines that the received transaction data
came from the access device 15 by using a terminal identifier or merchant
identification value. After the access device 15 is identified, the appropriate key is
retrieved from the key database 25. The server computer 21 then decrypts the
encrypted CVVs in the CVV field and the discretionary data field, and then inserts
the unencrypted CVV into the normal CVV data field, and then passes the
transaction data including the unencrypted CVV to the issuer 22 (step 316).

[0077] The issuer 22 then processes the transaction as described above (step
318). That is, the authorization request message is reviewed to determine if the
consumer is authorized to conduct the transaction. The issuer 22 then approves or
declines the request, and an authorization response message is sent back to the

access device 15 as described above.

[0078] FIG. 6 shows another embodiment of the invention where a data
element for alteration is identified. The data element is then altered and is then
moved to a location other than the location where the data element normally resides.
The location where the data element normally resides is left blank. Moving altered
track element data to another location allows for more flexibility, since other locations
may not have the same data storage limitations that are present in track 1 or track 2.
In addition, in the embodiment in FIG. 6, at least two track data elements can be
combined, relocated, and then altered (encrypted). This further improves the

security of embodiments of the invention.

[0079] A method according to an embodiment of the invention comprises
identifying a track data element located at a first data location (e.g., a first data field)

in a data track to encrypt, altering the track data element, placing the altered track
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data element in a second data location (e.g., a second data field) that is different
from the first data location, and sending the altered track data element in the second

data location to an issuer.

[0080] Referring to FIG. 6 and FIG. 1, track data are read from a porfable
consumer device 12 (step 402). The access device 15 then identifies at least one
track data element to encrypt (step 404). The access device 15 then encrypts track
data elements such as a CVV and PAN value using a symmetric or public key (step
406). The CVV and PAN may or may not be concatenated. Steps 402, 404, and
406 can be similar to steps 202, 204, and 206 described above.

[0081] The access device 15 then encrypts the CVV and PAN places them in
a data location other than where the original CVV and PAN were obtained, and the
original data location for the CVV (i.e., the CVV and PAN data fields) is left blank.
An example of another data location is a supplemental data field such as a
discretionary data field, track 3, or field 55 (step 408).

[0082] The encrypted track data elements including the encrypted CVV and
PAN in the supplemental data field are sent from the access device 15 to the issuer
22 (step 410). If desired, a fast Fourier transformation of track data elements and
magnetic signature data may also be present in the supplemental data field to
provide further security. The transaction data then pass through the merchant 16

and the acquirer 18 (step 412).

[0083] The encrypted CVV and PAN in the supplemental data field are then
received and are then decrypted by the server computer 21 at the payment
processing network 20 (step 414). A public or symmetric key, as appropriate, may
be used to decrypt the encrypted CVV. In some cases, the blank CVV field in the
received transaction data may indicate to the server computer 21 that it needs to

look to the supplemental data field for the real CVV.

[0084] The server computer 21 determines that the received transaction data
came from the access device 15 by using a terminal identifier or merchant
identification value. After the access device 15 is identified, the appropriate key is
retrieved from the key database 25. After the server computer 21 decrypts the CVV
and PAN in the supplemental data field, it inserts the unencrypted CVV into the

correct CVV data field in the data track, and then passes the transaction data
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including the unencrypted CVV to the issuer 22 (step 416). The additional piece of
information embodied by the encrypted and subsequently unencrypted PAN may be
also used by the server computer 21 to verify the authenticity of the portable

consumer device being used.

[0085] The issuer 22 then processes the transaction as described above (step
418). That is, the authorization request message is reviewed to determine if the
consumer is authorized to conduct the transaction. The issuer 22 then approves or
declines the request, and an authorization response message is sent back to the

access device 15 as described above.

[0086] FIG. 7 shows an example that does not require the use of keys.
Instead of keys, a data alteration process such as a fast Fourier transformation
process can be used to alter a transaction data element such as a CVV. Other data

transformation processes could be used in other embodiments of the invention.

[0087] Referring to FIG. 7 and FIG. 1, track data are read from a portable
consumer device 12 (step 502). The access device 15 then identifies at least one
track data element to encrypt (step 504). Steps 502 and 504 are similar to steps 202
and 204 above.

[0088] However, instead of encryption using a key, the access device 15 then
processes a track data element such as a CVV using a fast Fourier transformation
process (step 406). The access device 15 then alters the CVV track data element
and then places it in a data location other than where the original CVV was obtained,
and the original location is left blank. An example of another location is a
supplemental data field such as a discretionary data field, field 55, or a field in track
3 (step 408).

[0089] The transaction data including the altered CVV that is located in the
supplemental data field is sent from the access device 15 to the issuer 22 (step 510).
The transaction data then pass through the merchant 16 and the acquirer 18 (step
512).

[0090] The altered CVV that is located in the supplemental data field is then
received and is restored by the server computer 21 at the payment processing
network 20 (step 414).
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[0091] The server computer 21 determines that the received transaction data
came from the access device 15 by using a terminal identifier or merchant
identification value. After the access device 15 is identified, the appropriate
algorithm is retrieved from the database 25 (in this case, the "key database" may be
an "algorithm database"). The server computer 21 then restores the altered CVV
using the appropriate algorithm, and then inserts the restored CVV into the data
location that normally stores the CVV, and then passes the transaction data
including the unaltered CVV to the issuer 22 (step 516).

[0092] The issuer 22 then processes the transaction as described above (step
518). That is, the authorization request message is reviewed to determine if the
consumer is authorized to conduct the transaction. The issuer 22 then approves or
declines the request, and an authorization response message is sent back to the

access device 15 as described above.

[0093] FIG. 8 shows a flowchart of an embodiment of the invention whereby
one or more track data elements may be combined with a terminal identifier to form a

data string, which may be encrypted and then further processed.

[0094] Referring to FIG. 8 and FIG. 1, track data are read from a portable
consumer device 12 (step 602). The access device 15 then identifies at least one
track data element to encrypt (step 604). Steps 602 and 604 are similar to steps 202
and 204 above.

[0095] However, in this example, track data elements and a terminal identifier
are concatenated (step 606). For example, the consumer's PAN, CVV, and a
terminal identifier could be concatenated to form a data string, which is subsequently
altered (e.qg., encrypted) using a symmetric key or some other algorithm to form a
256 bit value. The last three digits of the string are then extracted and inserted into
the CVV data field in the location where the original CVV value was obtained (step
608).

[0096] The transaction data including the altered CVV is sent from the access
device 15 to the issuer 22 (step 610). The transaction data then pass through the
merchant 16 and the acquirer 18 (step 612).

[0097] The altered CVV is then received and is restored by the server
computer 21 at the payment processing network 20 (step 614).
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[0098] The server computer 21 determines that the received transaction data
came from the access device 15 by using a terminal identifier or merchant
identification value. After the access device 15 is identified, the appropriate
algorithm is retrieved from the database 25 (in this case, the "key database" may be
an "algorithm database"). The server computer 21 then restores the CVV using the
selected algorithm, inserts the restored CVV into the data location that previously
stored the altered CVV, and passes the transaction data including the unaltered CVV
to the issuer 22 (step 616).

[0099] The issuer 22 then processes the transaction as described above (step
618). That is, the authorization request message is reviewed to determine if the
consumer is authorized to conduct the transaction. The issuer 22 then approves or
declines the request, and an authorization response message is sent back to the

access device 15 as described above.

[0100] It should be understood that the present invention as described above
can be implemented in the form of control logic using computer software in a
modular or integrated manner. Based on the disclosure and teachings provided
herein, a person of ordinary skill in the art will know and appreciate other ways
and/or methods to implement the present invention using hardware and a

combination of hardware and software.

[0101] Any of the software components or functions described in this
application, may be implemented as software code to be executed by a processor
using any suitable computer language such as, for example, Java, C++ or Perl
using, for example, conventional or object-oriented techniques. The software code
may be stored as a series of instructions, or commands on a computer readable
medium, such as a random access memory (RAM), a read only memory (ROM), a
magnetic medium such as a hard-drive or a floppy disk, or an optical medium such
as a CD-ROM. Any such computer readable medium may reside on or within a
single computational apparatus, and may be present on or within different

computational apparatuses within a system or network.

[0102] The above description is illustrative and is not restrictive. Many
variations of the invention will become apparent to those skilled in the art upon

review of the disclosure. The scope of the invention should, therefore, be
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determined not with reference to the above description, but instead should be
determined with reference to the pending claims along with their full scope or

equivalents.

[0103] One or more features from any embodiment may be combined with
one or more features of any other embodiment without departing from the scope of

the invention.

[0104] A recitation of "a", "an” or "the" is intended to mean "one or more”

unless specifically indicated to the contrary.
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WHAT IS CLAIMED IS:

1. A method comprising:

generating an initial key after interacting with an access device;

storing the initial key at a key storage location;

altering the initial key with a public key to form an altered key; and

sending the altered key to a server computer along with an identifier for
the access device,

wherein the altered key is changed to the initial key at the server
computer and is stored with the identifier in a database in operative communication
with the server computer, and

wherein the initial keys that are stored at the key storage location and
in the database are used to alter and restore transaction data associated with

multiple financial transactions that are conducted using the access device.

2. The method of claim 1 wherein the key is a symmetric key and
wherein the key storage location is in the access device, and wherein generating,
altering, and sending are conducted the first time that the access device

communicates with the server computer.

3. The method of claim 1 further comprising:

altering the identifier to form an altered identifier; and

sending the altered identifier to the server computer,

wherein sending the altered key and the altered identifier data to a
server computer is part of a special initialization transaction that is different from a

normal purchase transaction.

4. The method of claim 1 wherein interacting with the access
device comprises using a portable consumer device to interact with the access

device, and wherein altering comprises encrypting.
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5. A computer readable medium comprising:

code for generating an initial key after interacting with an access
device;

code for storing the initial key at a key storage location;

code for altering the initial key with a public key to form an altered key;
and

code for sending the altered key to a server computer along with an
identifier for the access device,

wherein the altered key is changed to the initial key at the server
computer and is stored with the identifier in a database in operative communication
with the server computer, and

wherein the initial keys that are stored at the key storage location and
in the database are used to alter and restore transaction data associated with

multiple financial transactions that are conducted using the access device.

6. The computer readable medium of claim 5 further comprising

code for storing the altered key in the key storage location.

7. The computer readable medium of claim 5 wherein the portable
consumer device is a payment card, and wherein the access device comprises a

point of sale device.

8. An access device comprising the computer readable medium of

claim 7.

9. The access device of claim 8 wherein the access device is a

point of sale terminal.

10. A method comprising:

receiving an altered key and an identifier associated with an access
device, wherein the altered key was generated from an initial key after an interaction
with the access device;

changing the altered key back to the initial key;

storing the initial key in a database; and

23



WO 2007/149787 PCT/US2007/071386

using the initial key to restore transaction data associated with multiple

financial transactions conducted using the access device.
11.  The method of claim 10 wherein the identifier is a terminal ID.

12.  The method of claim 10 wherein the altered key is an encrypted

symmetric key that was encrypted using a public key.

13.  The method of claim 10 wherein the portable consumer device

is a payment card.

14. A computer readable medium comprising code for performing

the method of claim 10.

15. A server computer comprising the computer readable medium of

claim 10.

16. A method comprising:

identifying a track data element located at a first data location in a data
track to encrypt;

altering the track data element;

placing the altered track data element in a second data location that is
different from the first data location; and

sending the altered track data element in the second data location to

an issuer.

17.  The method of claim 16 further comprising, before the aitered
track data in the second data location arrives at the issuer:

changing altered track data element to its original form;

placing the altered track data element in the first data location; and

forwarding the altered track data element to the issuer.

18.  The method of claim 16 wherein altering the track data element

comprises using a fast Fourier transform process to alter the track data element.

19.  The method of claim 16 wherein altering the track data element

comprises using a symmetric key to alter the track data element.
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20.  The method of claim 16 wherein altering the track data element

comprises using a public key to alter the track data element.

21. The method of claim 16 wherein the second data location is field
55.

22. The method of claim 16 wherein the second data location is an

issuer discretionary data field.

23. The method of claim 16 wherein the first data location is blank

when the altered track data element in the second data location is sent to the issuer.

24.  The method of claim 16 further comprising:

placing the altered track data element in the first data location.

25. A computer readable medium comprising:

code for identifying a track data element located at a first data location
in a data track to encrypt;

code for altering the track data element using a key;

code for placing the altered track data element in a second data
location that is different from the first data location; and

code for sending the altered track data element in the second data

location to an issuer.

26.  An access device comprising the computer readable medium of

claim 25.

27.  The access device of claim 25 wherein the apparatus is a point

of sale terminal.
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28. A method comprising:

receiving a track data element in a second data location that is different
from a first data location, wherein the track data element is in altered form in the
second data location and wherein the track data element originally resided in the first
data location in an unaltered form; and

restoring the track data element in its unaltered form in the first data
location,

wherein the restored track data element is subsequently reviewed to
determine if a portable consumer device associated with the track data element is

authentic.

29. The method of claim 28 wherein the second data location

comprises a discretionary data field or field 55.

30. The method of claim 28 wherein the track data element is a card

verification value (CVV).

31.  The method of claim 28 wherein the altered form is an encrypted

form.

32. A computer readable medium comprising code for performing

the method of claim 28.

33. A server computer comprising the computer readable medium of

claim 32.

34. A method comprising:

identifying a track data element located at a first data location in a data
track;

concatenating the track data element and a terminal identifier to form a
data string;

altering the data string; and

inserting values from the data string into the first data location.

35. A computer readable medium comprising code for performing

the method of claim 34.
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