wo 2012/103381 A1 |V 00O

(43) International Publication Date

Organization
International Bureau

—~
é

=

\

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)
(19) World Intellectual Property

(10) International Publication Number

WO 2012/103381 A1l

2 August 2012 (02.08.2012) WIPO|PCT
(51) International Patent Classification: Diego, California 92121 (US). SAMPATH, Hemanth
HO4W 28/06 (2009.01) HO4W 84/12 (2009.01) [US/US]; 5775 Morehouse Drive, San Diego, California
2121 .
(21) International Application Number: $ (US)
PCT/US2012/022793 (74) Agent: VO, Dang M.; Attn: International Ip Administra-
(22) International Filing Date: tion, 5775 Morehouse Drive, San Diego, Califonia 92121
26 January 2012 (26.01.2012) (US).

- ) . (81) Designated States (unless otherwise indicated, for every
(25) Filing Language: English kind of national protection available). AE, AG, AL, AM,
(26) Publication Language: English AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,
L. CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO,
(30) Priority Data: DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
61/436,481 26 January 2011 (26.01.2011) us HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP, KR,
13/358,326 25 January 2012 (25.01.2012) Us KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
(71) Applicant (for all designated States except US): QUAL- MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
COMM INCORPORATED [US/US]; Attn: International OM, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SC, SD,
Ip Administration, 5775 Morehouse Drive, San Diego, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR,

California 92121 (US). TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(72) Inventors; and (84) Designated States (uniess otherwise indicated, for every
(75) Inventors/Applicants (for US only): TAGHAVI NASRA- kind of regional protection available): ARIPO (BW, GH,

BADI, Mohammad Hossein [IR/US]; 5775 Morehouse
Drive, San Diego, California 92121 (US). ABRAHAM,
Santosh Paul [US/US]; 5775 Morehouse Drive, San

GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU,
TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
DK, EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,

[Continued on next page]

(54) Title: SYSTEMS AND METHODS FOR COMMUNICATING IN A NETWORK

500

/

r 505

Generate data packet with compressed header

Transmit data packet

End

FIG. 5

(57) Abstract: Systems, methods, and devices to enable
compressed media access control headers and frame check
sequences for wireless local area network (WLAN) systems
are described herein. In one aspect, a wireless device gener-
ates (505) a data packet with a compressed header, wherein
the header comprises a first field indicating the header is a
compressed header, and transmits (510) the data packet to
another wireless device.



WO 2012/103381 A1 AT 00T 0 0 R 0 A

LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SL, SK, Published:
SM, TR), OAPI (BF, BJ, CF, CG, CL, CM, GA, GN, GQ,

GW, ML, MR, NE, SN, TD, TG). —  with international search report (Art. 21(3))



WO 2012/103381 PCT/US2012/022793

[0001]

[0002]

[0003]

[0004]

SYSTEMS AND METHODS FOR COMMUNICATING IN A NETWORK

CROSS REFERENCE TO RELATED APPLICATION(S)
This application claims the benefit of U.S. Provisional Application No.
61/436,481 entitled “SYSTEMS AND METHODS FOR COMMUNICATING IN A
NETWORK,” filed January 26, 2011, the entire content of which is incorporated herein

by reference.

BACKGROUND
Field
The present application relates generally to communications, and more
specifically to systems, methods, and devices to enable compressed media access
control headers and frame check sequences for wireless local area network (WLAN)

systems.

Background

In many telecommunication systems, communications networks are used to
exchange messages among several interacting spatially-separated devices. Networks
may be classified according to geographic scope, which could be, for example, a
metropolitan area, a local area, or a personal area. Such networks would be designated
respectively as a wide area network (WAN), metropolitan area network (MAN), local
area network (LAN), or personal area network (PAN). Networks also differ according
to the switching/routing technique used to interconnect the various network nodes and
devices (e.g. circuit switching vs. packet switching), the type of physical media
employed for transmission (e.g. wired vs. wireless), and the set of communication
protocols used (e.g. Internet protocol suite, SONET (Synchronous Optical Networking),
Ethernet, etc.).

Wireless networks are often preferred when the network elements are mobile
and thus have dynamic connectivity needs, or if the network architecture is formed in an
ad hoc, rather than fixed, topology. Wireless networks employ intangible physical
media in an unguided propagation mode using electromagnetic waves in the radio,

microwave, infra-red, optical, etc. frequency bands. Wireless networks advantageously
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facilitate user mobility and rapid field deployment when compared to fixed wired
networks.

The devices in a wireless network may transmit/receive data packets between
each other. These data packets include overhead data (e.g., header information, data
verification code, etc.) that helps in routing the packet through the network, identifying
the data in the packet, etc.

In some systems the data packets to be transmitted may have a small payload in
that they only carry a small amount of data. In such cases, typical overhead data may
comprise a large portion of the data packet, which may unnecessarily increase the

overhead required for transmitting the payload in a data packet.

Thus, enhanced systems and methods of decreasing the overhead in data packets
are needed.
SUMMARY
The systems, methods, and devices of the invention each have several aspects,

no single one of which is solely responsible for its desirable attributes. Without limiting
the scope of this invention as expressed by the claims which follow, some features will
now be discussed briefly. After considering this discussion, and particularly after
reading the section entitled “Detailed Description” one will understand how the features
of this invention provide advantages that include decreasing the overhead in
transmitting payloads in data packets.

One aspect of the disclosure provides an apparatus for wireless communication.
The apparatus comprises a processing system configured to generate a data packet. The
data packet comprises a header. The header comprises a first field indicating the header
is a compressed header. The apparatus further comprises a transmitter configured to
transmit the data packet to a wireless node.

Another aspect of the disclosure provides an apparatus for wircless
communication. The apparatus comprises a receiver configured to receive a data packet
from a device. The apparatus further comprises a processing system configured to
determine whether the data packet comprises a compressed header based on a first field
of the header. The processing system is further configured to, if the header is a
compressed header, process data received in the data packet according to a data packet

format associated with the compressed header.
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Another aspect of the disclosure provides a method for wireless communication.
The method comprises generating a data packet, the data packet comprising a header,
the header comprising a first field indicating the header is a compressed header. The
method further comprises transmitting the data packet to a wireless node.

Another aspect of the disclosure provides a method for wireless communication.
The method comprises receiving a data packet from a device. The method further
comprises determining whether the data packet comprises a compressed header based
on a first field of the header. The method further comprises processing, if the header is
a compressed header, data received in the data packet according to a data packet format
associated with the compressed header.

Another aspect of the disclosure provides an apparatus for wircless
communication. The apparatus comprises means for generating a data packet, the data
packet comprising a header, the header comprising a first field indicating the header is a
compressed header. The apparatus further comprises means for transmitting the data
packet to a wireless node.

Another aspect of the disclosure provides an apparatus for wircless
communication. The apparatus comprises means for receiving a data packet from a
device. The apparatus further comprises means for determining the data packet
comprises a compressed header based on a first field of the header. The apparatus
further comprises means for processing, if the header is a compressed header, data
received in the data packet according to a data packet format associated with the
compressed header.

Another aspect of the disclosure provides a computer program product for
wirelessly communicating comprising a computer readable medium comprising
instructions. The instructions when executed cause an apparatus to generate a data
packet, the data packet comprising a header, the header comprising a first field
indicating the header is a compressed header. The instructions when executed further
cause the apparatus to transmit the data packet to a wireless node.

Another aspect of the disclosure provides a computer program product for
wirelessly communicating comprising a computer readable medium comprising
instructions. The instructions when executed cause an apparatus to receive a data
packet from a device. The instructions when executed further cause the apparatus to

determine whether the data packet comprises a compressed header based on a first field
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of the header. The instructions when executed further cause the apparatus to process, if
the header is a compressed header, data received in the data packet according to a data
packet format associated with the compressed header.

Another aspect of the disclosure provides an access terminal. The access
terminal comprises an antenna. The access terminal further comprises a processing
system configured to generate a data packet. The data packet comprises a header. The
header comprises a first field indicating the header is a compressed header. The access
terminal further comprises a transmitter configured to transmit the data packet to a
wireless node via the antenna.

Another aspect of the disclosure provides an access terminal. The access
terminal comprises an antenna. The access terminal further comprises a receiver
configured to receive a data packet from a device via the antenna. The access terminal
further comprises a processing system configured to determine whether the data packet
comprises a compressed header based on a first field of the header. The processing
system is further configured to process, if the header is a compressed header, data
received in the data packet according to a data packet format associated with the

compressed header.

BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 illustrates an example of a wireless communication system in which
aspects of the present disclosure may be employed.
FIG. 2 illustrates various components that may be utilized in a wireless device
that may be employed within the wireless communication system of FIG. 1.
FIG. 3 illustrates an example of a data packet.

FIG. 4 illustrates an example of the frame control field of the data packet of FIG.

FIG. 5 illustrates an aspect of a method for generating and transmitting
compressed headers in data packets.

FIG. 6 illustrates an aspect of a method for receiving and processing data
packets with compressed headers.

FIG. 7 is a functional block diagram of another exemplary wireless device that

may be employed within the wireless communication system of FIG. 1.
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FIG. 8 is a functional block diagram of yet another exemplary wireless device

that may be employed within the wireless communication system of FIG. 1.

DETAILED DESCRIPTION

Various aspects of the novel systems, apparatuses, and methods are described
more fully hereinafter with reference to the accompanying drawings. The teachings
disclosure may, however, be embodied in many different forms and should not be
construed as limited to any specific structure or function presented throughout this
disclosure. Rather, these aspects are provided so that this disclosure will be thorough
and complete, and will fully convey the scope of the disclosure to those skilled in the
art. Based on the teachings herein one skilled in the art should appreciate that the scope
of the disclosure is intended to cover any aspect of the novel systems, apparatuses, and
methods disclosed herein, whether implemented independently of or combined with any
other aspect of the invention. For example, an apparatus may be implemented or a
method may be practiced using any number of the aspects set forth herein. In addition,
the scope of the invention is intended to cover such an apparatus or method which is
practiced using other structure, functionality, or structure and functionality in addition to
or other than the various aspects of the invention set forth herein. It should be
understood that any aspect disclosed herein may be embodied by one or more elements
of a claim.

Although particular aspects are described herein, many variations and
permutations of these aspects fall within the scope of the disclosure. Although some
benefits and advantages of the preferred aspects are mentioned, the scope of the
disclosure is not intended to be limited to particular benefits, uses, or objectives.
Rather, aspects of the disclosure are intended to be broadly applicable to different
wireless technologies, system configurations, networks, and transmission protocols,
some of which are illustrated by way of example in the figures and in the following
description of the preferred aspects. The detailed description and drawings are merely
illustrative of the disclosure rather than limiting, the scope of the disclosure being
defined by the appended claims and equivalents thereof.

Popular wireless network technologies may include various types of wircless
local area networks (WLANs). A WLAN may be used to interconnect nearby devices

together, employing widely used networking protocols. The various aspects described
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herein may apply any communication standard, such as WiFi or, more generally, any
member of the IEEE 802.11 family of wireless protocols. For example, the various
aspects described herein may be used as part of the [EEE 802.11ah protocol, which uses
sub-1GHz bands.

In some exemplary implementations, a WLAN includes various devices which
are the components that access the wireless network. For example, there may be two
types of devices: access points (“APs”) and clients (also referred to a stations, or
“STAs”). In general, an AP serves as a hub or base station for the WLAN and a STA
serves as a user of the WLAN. For example, a STA may be a laptop computer, a
personal digital assistant (PDA), a mobile phone, etc. In an example, a STA connects to
an AP via a WiFi (e.g., IEEE 802.11 protocol) compliant wireless link to obtain general
connectivity to the Internet or to other wide area networks. In some implementations a
STA may also be used as an AP.

An access point (“AP”) may also comprise, be implemented as, or known as
NodeB, Radio Network Controller (“RNC”), eNodeB, Base Station Controller (“BSC™),
Base Transceiver Station (“BTS”), Base Station (“BS”), Transceiver Function (“TF”),
Radio Router, Radio Transceiver, or some other terminology.

A station “STA” may also comprise, be implemented as, or known as an access
terminal (“AT”), a subscriber station, a subscriber unit, a mobile station, a remote
station, a remote terminal, a user terminal, a user agent, a user device, user equipment,
or some other terminology. In some implementations an access terminal may comprise
a cellular telephone, a cordless telephone, a Session Initiation Protocol (“SIP”) phone, a
wireless local loop (“WLL”) station, a personal digital assistant (“PDA”), a handheld
device having wireless connection capability, or some other suitable processing device
connected to a wireless modem. Accordingly, one or more aspects taught herein may be
incorporated into a phone (e.g., a cellular phone or smartphone), a computer (e.g., a
laptop), a portable communication device, a headset, a portable computing device (e.g.,
a personal data assistant), an entertainment device (e.g., a music or video device, or a
satellite radio), a gaming device or system, a global positioning system device, or any
other suitable device that is configured to communicate via a wireless or wired medium.

FIG. 1 illustrates an example of a wireless communication system 100 in which

aspects of the present disclosure may be employed. The wireless communication



WO 2012/103381 PCT/US2012/022793

[0034]

[0035]

[0036]

system 100 may be a WLAN system. The wireless communication system 100 may
include an AP 104, which communicates with STAs 106.

A variety of processes and methods may be used for transmissions in the
wireless communication system 100 between the AP 104 and the STAs 106. For
example, signals may be sent and received between the AP 104 and the STAs 106 in
accordance with OFDM/OFDMA techniques. If this is the case, the wireless
communication system 100 may be referred to as an OFDM/OFDMA system.
Alternatively, signals may be sent and received between the AP 104 and the STAs 106
in accordance with CDMA techniques. If this is the case, the wireless communication
system 100 may be referred to as a CDMA system.

A communication link that facilitates transmission from an AP 104 to a STA
106 may be referred to as a downlink (DL) 108, and a communication link that
facilitates transmission from a STA 106 to an AP 104 may be referred to as an uplink
(UL) 110. Alternatively, a downlink 108 may be referred to as a forward link or a
forward channel, and an uplink 110 may be referred to as a reverse link or a reverse
channel.

The AP 104 may act as a base station and provide wireless communication
coverage in a basic service area (BSA) 102. The AP 104 along with the STAs 106
associated with the AP 104 and that use the AP 104 for communication are referred to
as a basic service set (BSS). In order to form the BSS, the AP 104 and STAs 106 may
perform an association process. During the association process, the devices exchange
information in order to properly communicate with one another. For example, device
identifiers may be exchanged so that devices can direct data packets to the correct
address. Further, the devices may exchange capability information that states what
functions the device is capable of performing. For example, the capability information
may include information that indicates the type of information a given device is able to
process. The capability information may be exchanged in a capability information
clement of a data packet that is exchanged between devices. Where there are multiple
wireless communication networks setup, a given BSS is identified by a BSS identifier
(BSSID). The BSSID may be the MAC address of the AP 104. It should be noted that
the wireless communication system 100 may not have a central AP 104, but rather
functions as a peer-to-peer network between STAs 106. Accordingly, the functions of

the AP 104 described herein may alternatively be performed by one or more STAs 106.
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FIG. 2 illustrates various components that may be utilized in a wireless device
202 that may be employed within the wireless communication system 100. The
wireless device 202 is an example of a device that may be configured to implement the
various methods described herein. The wireless device 202 may be an AP 104 or a STA
106.

The wireless device 202 may include a processor 204 which controls operation
of the wireless device 202. The processor 204 may also be referred to as a central
processing unit (CPU). Memory 206, which may include both read-only memory
(ROM) and random access memory (RAM), provides instructions and data to the
processor 204. A portion of the memory 206 may also include non-volatile random
access memory (NVRAM). The processor 204 typically performs logical and
arithmetic operations based on program instructions stored within the memory 206. The
instructions in the memory 206 may be executable to implement the methods described
herein.

The processor 204 may comprise or be a component of a processing system
implemented with one or more processors. The one or more processors may be
implemented with any combination of general-purpose  microprocessors,
microcontrollers, digital signal processors (DSPs), field programmable gate array
(FPGAs), programmable logic devices (PLDs), controllers, state machines, gated logic,
discrete hardware components, dedicated hardware finite state machines, or any other
suitable entities that can perform calculations or other manipulations of information.

The processing system may also include machine-readable media for storing
software. Software shall be construed broadly to mean any type of instructions, whether
referred to as software, firmware, middleware, microcode, hardware description
language, or otherwise. Instructions may include code (e.g., in source code format,
binary code format, executable code format, or any other suitable format of code). The
instructions, when executed by the one or more processors, cause the processing system
to perform the various functions described herein.

The wireless device 202 may also include a housing 208 that may include a
transmitter 210 and a receiver 212 to allow transmission and reception of data between
the wireless device 202 and a remote location. The transmitter 210 and receiver 212
may be combined into a transceiver 214. An antenna 216 may be attached to the

housing 208 and electrically coupled to the transceiver 214. The wireless device 202
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may also include (not shown) multiple transmitters, multiple receivers, multiple
transceivers, and/or multiple antennas.

The wireless device 202 may also include a signal detector 218 that may be used
in an effort to detect and quantify the level of signals received by the transceiver 214.
The signal detector 218 may detect such signals as total energy, energy per subcarrier
per symbol, power spectral density and other signals. The wireless device 202 may also
include a digital signal processor (DSP) 220 for use in processing signals.

The various components of the wireless device 202 may be coupled together by
a bus system 222, which may include a power bus, a control signal bus, and a status
signal bus in addition to a data bus.

The AP 104 and the STA 106 may exchange data in the form of data packets
(e.g., 802.11 MAC protocol data unit (MPDU)). These data packets may include a
header (e.g., MAC header) and data verification code (e.g., cyclic redundancy check
(CRC) data, frame check sequence (FCS) data, etc.). The data packets also include a
frame body, which contains the actual payload or data to be sent from one device to
another. In some cases, the data packets to be exchanged may include a small payload
(e.g., less than 100 bytes of data). This may occur where little data is to be transferred,
such as data (e.g., temperature data) related to sensors, metering, or smartgrids. In such
cases, a reduced header and/or data verification code size is preferred such that the
overall size of the data packet is reduced. The systems, methods, and devices herein
discuss compressed headers and FCSs that may be used to decrease the overall packet
size of data packets, while still being compatible with existing systems, such as
802.11ah protocol WLAN systems. The data packets with such reduced header and/or
data verification code size may have different data packet formats. Each data packet
format may refer to the arrangement of data and types of data contained in the data
packet.

FIG. 3 illustrates an example of a data packet 300. The data packet 300 includes
an uncompressed header 305. The header 305, when uncompressed, includes the
conventional fields of an MPDU such as such as described in IEEE Std 802.11™-2007,
IEEE Standard for Information technology — Telecommunications and information
exchange between systems — Local and metropolitan area networks — Specific
requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical
Layer (PHY) Specifications (see pg. 60), the entirety of which is hereby expressly
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incorporated by reference. For example, when uncompressed, the header 305 includes a
frame control field 307 having a size of 2 octets, a duration/identifier field 309 having a
size of 2 octets, an “address 17 field 311 having a size of 6 octets, an “address 2” field
313 having a size of 6 octets, an “address 3” field 315 having a size of 6 octets, a
sequence control field 317 having a size of 2 octets, an “address 4” field 319 having a
size of 6 octets, and a quality of service (QoS) control field 321 having a size of 2
octets. The data packet 300 further includes a frame body field 323, which contains the
payload. The data packet 300 further includes an FCS field 325 having a size of 4
octets, where the FCS field 325 includes the data verification code. The following
description discusses how the header 305 and/or the FCS field 325 may be compressed
to reduce the overall size of the data packet 300.

Before transmitting a data packet with a compressed header from a first device
(e.g., AP 104a or STA 106) to a second device (e.g., AP 104a or STA 106), it may be
desirable to determine whether the second device is capable of processing data packets
with a compressed header. In order to do this, the first device may exchange capability
information that indicates whether the second device can process data packets with a
particular type of compressed header or not with the second device. The capability
information may be included in a subfield of a capability information element of a data
packet. The exchange of information may be part of a negotiation process, where the
first device requests transmission of data packets with a particular type of compressed
header to the second device. The second device may allow transmission of such data
packets if it is capable of processing such packets. Alternatively, the second device may
indicate to the first device that it cannot receive such data packets. Alternatively or
additionally, the capability information may be exchanged during an association process
between the devices. Further, alternatively or additionally, the capability information
may be exchange between the devices at some other time.

In order to properly interpret the data in a data packet using compressed headers,
it may be necessary to indicate in the data packet that a compressed header is being used
as opposed to an uncompressed header. In one aspect, the data in the frame control field
307 of the data packet 300 is used to indicate whether or not the header 305 and/or the
FCS field 325 are compressed.

FIG. 4 illustrates an example of the frame control field of the data packet of FIG.

3. The frame control field 307 includes a plurality of subfields such as the conventional
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subfields of an MPDU such as described in IEEE Std 802.11™-2007, IEEE Standard
for Information technology — Telecommunications and information exchange between
systems — Local and metropolitan area networks — Specific requirements - Part 11:
Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications (see pg. 60). These subfields include a protocol version field 400, a type
field 402, a subtype field 404, a “to distribution system (DS)” field 406, a “from DS”
field 408, a “more fragments” field 410, a retry field 412, a power management field
414, a “more data” ficld 416, a protected frame field 418, and an order field 420. One
or more of these subfields of the frame control field 307 can be used to indicate that the
data packet 300 has a compressed header 305 and/or compressed FCS field 325. For
example, a particular combination of bits in one or more of the subfields of the frame
control field 307 may indicate that the data packet 300 has a compressed header 305
and/or FCS field 325. In one aspect, if the protocol version field 400 has a certain bit
combination (e.g., a bit combination other than 00) the data packet 300 includes a
compressed header. Additionally or alternatively, the values of one or more of the more
fragmentation field 410, the more data field 416, and the order field 420 is used to
indicate whether the data packet 300 has a compressed header.

In an uncompressed header 305, one of the address fields 311, 313, 315, and 319
contains the basic service set identifier (BSSID) of the BSS within which the data
packet 300 is to be communicated by the AP 104 or the STA 106. The BSSID is used
to indicate, to the device, the BSS with which the data packet 300 is associated.
Without such information, a device receiving the data packet does not have information
that indicates whether the data packet is relevant to the BSS the device is a part of, or is
not relevant.

In one aspect, the header 305 is compressed by replacing the BSSID in the
address field 311, 313, 315, or 319 that contains the BSSID information with a hashed
version of the BSSID (e.g., hashed from 6-bytes to 2-bytes). Accordingly, the header
305 is compressed by the reduction in size of the address field. The device receiving the
data packet 300 with the compressed header can still determine whether the data packet
300 is for the BSS to which the device belongs by determining whether the hashed
BSSID corresponds to the hash of the BSSID of the BSS to which the device belongs.
It should be noted that by utilizing a hashed BSSID, there is a chance that more than one
BSSID may hash to the same hashed BSSID. Accordingly, a device may infer that the
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data packet 300 is for the BSS to which the device belongs even when it does not. Such
conflicts, however, should be rare. In one implementation, if a receiving device detects
a conflict such as through erratic performance, the receiving device and/or the
transmitting device may reassign the BSSID of the BSS affected in order to achieve
normal behavior.

In some aspects, the header 305 is compressed by removing the address field
311, 313, 315, or 319 that contains the BSSID information. Further, the FCS field 325
is scrambled (e.g., an XOR is performed between the FCS and the BSSID) using the
BSSID information as part of the data verification code. Accordingly, a device
receiving the data packet 300 with the compressed header can still determine whether
the data packet 300 is for the BSS to which the device belongs by determining the
BSSID information from the FCS field 325. Alternatively, the FCS field 325 is
scrambled with a hashed version of the BSSID (e.g., hashed from 6-bytes to 2-bytes).

Further, in an uncompressed header 305, each one of the address fields 311, 313,
315, and 319 may indicate one of the following: the source address of the STA 106
from which the data packet 300 is sent, the destination address of the STA 106 to which
the data packet 300 is sent, the forwarding address of the STA 106 to which the
destination STA 106 should send the data packet 300, etc. Each of these STAs 106
addresses may comprise a MAC address of the particular STA 106 in an uncompressed
header. The MAC address may normally have a length of 6-bytes.

In one aspect, a compressed header may replace the MAC addresses of STAs
106 in one or more of the address fields 311, 313, 315, and 319 with an association
identifier (AID) that the AP 104 assigns to each STA 106 in its BSS. The AID may be
shorter (e.g., 2-bytes) than the MAC address. The AP 104 assigns a unique AID to each
STA 106. Accordingly, within the BSS of the AP 104, cach STA 106 has a unique AID
that uniquely identifies the device. The AIDs of STAs 106 may conflict across different
BSSs. However, by utilizing the BSSID information in the data packet 300, it can first
be determined to which BSS the data packet 300 belongs. Thus, the AID information is
sufficient to identify a particular STA 106.

In some aspects, the header 305 is compressed by removing the MAC addresses
of STAs 106 in one or more of the address ficlds 311, 313, 315, and 319. Further, the
FCS field 325 is scrambled (e.g., an XOR is performed between the FCS and the MAC
address or AID) using the MAC address or AID information of the address field that is
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removed as part of the data verification code. Accordingly, a device receiving the data
packet 300 with the compressed header can still determine the address field information
of the address field removed based on the information from the FCS field 325.
Alternatively, the FCS field 325 is scrambled with a hashed version of the MAC address
or AID (e.g., hashed from 6-bytes to 2-bytes).

In some aspects, when the BSSID information or other information from one of
address fields 311, 313, 315, and 319 is removed as discussed above, additional
information may be scrambled with the FCS field 325 such that a receiving device can
determine whether the received data packet is destined for a device in the BSS of the
receiving device. The additional information may comprise a random key with a value
that is unique to the BSS of the device for which the data packet is destined. They key
may be received by devices as part of a beacon that is sent to devices in the BSS,
periodically or aperiodically. Further, the random key may change over time, thus
reducing the likelihood that neighboring BSSs are using the same key.

In yet another aspect, the header 305 can be compressed by reducing the size of
the sequence control field 317. The sequence control field 317 is used to indicate the
sequence number of the data packet 300 with respect to other packets sent to a device.
In one aspect, the sequence control field 317 is eliminated. In such aspects, data packets
cannot be associated with sequence numbers. However, this may not be needed in all
use cases, such as where the data packets are associated with sensor data. In another
aspect, the sequence control field is reduced in size (e.g., to 1-byte). Accordingly, the
number of data packets that can be made part of a given sequence is reduced.

In yet another aspect, the header 305 can be compressed by reducing (truncating)
the size of the FCS field 325 (e.g., to 2-bytes). A smaller (truncated) data verification
code size may be sufficient for detecting errors in smaller payloads. In one aspect, the
device generating the data packet 300 may use existing 4-byte FCS generators to
gencrate a 4-byte FCS and only transmit 2-bytes of the FCS in order to allow existing
hardware to be utilized.

One of ordinary skill in the art should recognize that various compression
techniques for the header 305 as discussed above may be used in combination. For
example, the FCS field may be scrambled with any combination of MAC addresses,
AIDs, BSSID, random keys, etc. Further, a device may configurably implement one or

more of the compression techniques, alone or in combination. The device may
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automatically and/or manually (e.g., through user input) determine which compression
technique to use. In order to identify in the data packet 300 which compression
technique is used, the frame control field 307 may be configured to use different
combinations of bits, each combination identifying a different compression technique.
For example, if the protocol version field 400 has a first bit combination (e.g., 01) the
data packet 300 includes a compressed header using a first compression technique. If
the protocol version field 400 has a second bit combination (e.g., 10) the data packet
300 includes a compressed header using a second compression technique. Additionally
or alternatively, the values of one or more of the more fragmentation field 410, the more
data field 416, and the order field 420 is used to indicate whether the data packet 300
has a compressed header and the type of compression technique used.

FIG. 5 illustrates an aspect of a method 500 for generating and transmitting
compressed headers in data packets. The method 500 may be used to generate data
packets 300 with compressed headers 305. The data packets 300 may be generated at a
first STA 106 and transmitted to a second STA 106. Although the method 500 below is
described with respect to elements of the wireless device 202, those of skill in the art
will appreciate that other components may be used to implement one or more of the
steps described herein.

At a step 505 the wireless device 202 generates a data packet with a compressed
header. The header may be compressed using one or more of the techniques described
herein with respect to FIG. 3. At a step 510, the wireless device 202 transmits the
generated data packet to another device.

FIG. 6 illustrates an aspect of a method for receiving and processing data
packets with compressed headers. The method 600 may be used to process data packets
300 with compressed headers 305. The data packets 300 may be generated at a first
STA 106 and received at a second STA 106. Although the method 600 below is
described with respect to elements of the wircless device 202, those of skill in the art
will appreciate that other components may be used to implement one or more of the
steps described herein.

At a step 605 the wireless device 202 receives a data packet with a compressed
header. The header may be compressed using one or more of the techniques described
herein with respect to FIG. 3. At a step 610, the wireless device 202 reads the header of
the packet. Further, at a step 615 the wireless device 202 determines the data packet is a
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compressed header such as by determining that the frame control field of the data packet
indicates the header is a compressed header. Continuing at a step 620, the wircless
device 202 determines for which device the packet is intended. For example, the
wireless device 202 may read the information in an address field. Alternatively or
additionally, the wireless device 202 descrambles the FCS field of the data packet which
includes such information.

FIG. 7 is a functional block diagram of another exemplary wireless device that
may be employed within the wireless communication system of FIG. 1. Device 700
comprises a generating module 705 for generating a data packet having a compressed
header as discussed herein. The generating module 705 may correspond to the
processor 204 of the wireless device 202. The device 700 further comprises a
transmitting module 710 for transmitting the data packet to another device. The
transmitting module 710 may correspond to the transmitter 210 of the wireless device
202.

FIG. 8 is a functional block diagram of yet another exemplary wireless device
that may be employed within the wireless communication system of FIG. 1. Device 800
comprises a receiving module 805 for receiving a data packet as discussed herein. The
receiving module 8705 may correspond to the receiver 212 of the wireless device 202.
The device 800 further comprises a determining module 810 for determining whether
the data packet comprises a compressed header as discussed herein. The determining
module 810 may correspond to the processor 204 of the wircless device 202. The
device 800 further comprises a processing module 815 for processing the data packet
based on the compressed header as discussed herein. The processing module 815 may
correspond to the processor 204 of the wireless device 202.

As used herein, the term “determining” encompasses a wide variety of actions.
For example, “determining” may include calculating, computing, processing, deriving,
investigating, looking up (e.g., looking up in a table, a database or another data
structure), ascertaining and the like. Also, “determining” may include receiving (e.g.,
receiving information), accessing (e.g., accessing data in a memory) and the like. Also,
“determining” may include resolving, selecting, choosing, establishing and the like.

As used herein, a phrase referring to “at least one of” a list of items refers to any
combination of those items, including single members. As an example, “at least one of:

a, b, or ¢” is intended to cover: a, b, ¢, a-b, a-c, b-¢, and a-b-c.
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The various operations of methods described above may be performed by any
suitable means capable of performing the operations, such as various hardware and/or
software component(s), circuits, and/or module(s). Generally, any operations illustrated
in the Figures may be performed by corresponding functional means capable of
performing the operations.

The various illustrative logical blocks, modules and circuits described in
connection with the present disclosure may be implemented or performed with a general
purpose processor, a digital signal processor (DSP), an application specific integrated
circuit (ASIC), a field programmable gate array signal (FPGA) or other programmable
logic device (PLD), discrete gate or transistor logic, discrete hardware components or
any combination thereof designed to perform the functions described herein. A general
purpose processor may be a microprocessor, but in the alternative, the processor may be
any commercially available processor, controller, microcontroller or state machine. A
processor may also be implemented as a combination of computing devices, e.g., a
combination of a DSP and a microprocessor, a plurality of microprocessors, one or
more microprocessors in conjunction with a DSP core, or any other such configuration.

In one or more aspects, the functions described may be implemented in
hardware, software, firmware, or any combination thereof. If implemented in software,
the functions may be stored on or transmitted over as one or more instructions or code
on a computer-readable medium. Computer-readable media includes both computer
storage media and communication media including any medium that facilitates transfer
of a computer program from one place to another. A storage media may be any
available media that can be accessed by a computer. By way of example, and not
limitation, such computer-readable media can comprises RAM, ROM, EEPROM, CD-
ROM or other optical disk storage, magnetic disk storage or other magnetic storage
devices, or any other medium that can be used to carry or store desired program code in
the form of instructions or data structures and that can be accessed by a computer. Also,
any connection is properly termed a computer-readable medium. For example, if the
software is transmitted from a website, server, or other remote source using a coaxial
cable, fiber optic cable, twisted pair, digital subscriber line (DSL), or wireless
technologies such as infrared, radio, and microwave, then the coaxial cable, fiber optic
cable, twisted pair, DSL, or wireless technologics such as infrared, radio, and

microwave are included in the definition of medium. Disk and disc, as used herein,
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includes compact disc (CD), laser disc, optical disc, digital versatile disc (DVD), floppy
disk and blu-ray disc where disks usually reproduce data magnetically, while discs
reproduce data optically with lasers. Thus, in some aspects computer readable medium
may comprise non-transitory computer readable medium (e.g., tangible media). In
addition, in some aspects computer readable medium may comprise transitory computer
readable medium (e.g., a signal). Combinations of the above should also be included
within the scope of computer-readable media.

The methods disclosed herein comprise one or more steps or actions for
achieving the described method. The method steps and/or actions may be interchanged
with one another without departing from the scope of the claims. In other words, unless
a specific order of steps or actions is specified, the order and/or use of specific steps
and/or actions may be modified without departing from the scope of the claims.

The functions described may be implemented in hardware, software, firmware or
any combination thereof. If implemented in software, the functions may be stored as
one or more instructions on a computer-readable medium. A storage media may be any
available media that can be accessed by a computer. By way of example, and not
limitation, such computer-readable media can comprises RAM, ROM, EEPROM, CD-
ROM or other optical disk storage, magnetic disk storage or other magnetic storage
devices, or any other medium that can be used to carry or store desired program code in
the form of instructions or data structures and that can be accessed by a computer. Disk
and disc, as used herein, include compact disc (CD), laser disc, optical disc, digital
versatile disc (DVD), floppy disk, and Blu-ray® disc where disks usually reproduce data
magnetically, while discs reproduce data optically with lasers.

Thus, certain aspects may comprise a computer program product for performing
the operations presented herein. For example, such a computer program product may
comprise a computer readable medium having instructions stored (and/or encoded)
thereon, the instructions being executable by one or more processors to perform the
operations described herein. For certain aspects, the computer program product may
include packaging material.

Software or instructions may also be transmitted over a transmission medium.
For example, if the software is transmitted from a website, server, or other remote
source using a coaxial cable, fiber optic cable, twisted pair, digital subscriber line

(DSL), or wireless technologies such as infrared, radio, and microwave, then the coaxial



WO 2012/103381 PCT/US2012/022793

[0074]

[0075]

[0076]

18

cable, fiber optic cable, twisted pair, DSL, or wireless technologies such as infrared,
radio, and microwave are included in the definition of transmission medium.

Further, it should be appreciated that modules and/or other appropriate means
for performing the methods and techniques described herein can be downloaded and/or
otherwise obtained by a user terminal and/or base station as applicable. For example,
such a device can be coupled to a server to facilitate the transfer of means for
performing the methods described herein. Alternatively, various methods described
herein can be provided via storage means (e.g., RAM, ROM, a physical storage medium
such as a compact disc (CD) or floppy disk, etc.), such that a user terminal and/or base
station can obtain the various methods upon coupling or providing the storage means to
the device. Moreover, any other suitable technique for providing the methods and
techniques described herein to a device can be utilized.

It is to be understood that the claims are not limited to the precise configuration
and components illustrated above. Various modifications, changes and variations may
be made in the arrangement, operation and details of the methods and apparatus
described above without departing from the scope of the claims.

While the foregoing is directed to aspects of the present disclosure, other and
further aspects of the disclosure may be devised without departing from the basic scope

thereof, and the scope thereof is determined by the claims that follow.
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CLAIMS

1. An apparatus for wireless communication comprising:

a processing system configured to generate a data packet, the data packet
comprising a header, the header comprising a first field indicating the header is a
compressed header; and

a transmitter configured to transmit the data packet to a wireless node.

2. The apparatus of Claim 1, wherein the processing system is configured to
negotiate transmission of the data packet comprising the compressed header with the

wireless node.

3. The apparatus of Claim 1, wherein the transmitter is further configured to
transmit information indicative of a capability to transmit, receive, or transmit and
receive data packets comprising the compressed header during an association process
with the wireless node by using a subfield in a capability information element of the

header.

4. The apparatus of Claim 1, wherein the first field comprises a frame control
ficld, and wherein at least one subfield of the frame control field indicates the header is
compressed, the at least one subfield comprising at least one of the following subfields:

protocol version, more fragments, more data, or order.

5. The apparatus of Claim 1, wherein the header comprises a second field
indicative of an association identifier of a wireless device, and wherein the wireless

device is one of the following: the apparatus, the wireless node, and another apparatus.

6. The apparatus of Claim 1, wherein the header comprises at least one address
field, said at least one address field comprising a hash of a basic service set identifier of

the wireless node.

7. The apparatus of Claim 1, wherein the data packet comprises a frame check

sequence scrambled with data indicative of at least one of the following: a basic service
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set identifier of the wireless node, an address of the wireless node, an address of the

apparatus, or a key value.

8. The apparatus of Claim 7, wherein the key value changes over time.

9. The apparatus of Claim 1, wherein the first field indicates a frame check

sequence of the data packet is truncated.

10. An apparatus for wireless communication comprising:
a receiver configured to receive a data packet from a device; and
a processing system configured to:
determine whether the data packet comprises a compressed
header based on a first field of the header; and
if the header is a compressed header, process data received in the
data packet according to a data packet format associated with the

compressed header.

11. The apparatus of Claim 10, wherein, if the header is a compressed header,
the processing system is configured to process the data packet based on the compressed
header by descrambling a frame check sequence of the header to identify at least one of
the following: a basic service set identifier of the device, an address of the device, an

address of the apparatus, or a key value.

12. The apparatus of Claim 11, wherein the key value changes over time.

13. The apparatus of Claim 10, wherein the processing system is configured to

determine a destination address of the data packet based on the compressed header.

14. A method for wireless communication comprising:
generating a data packet, the data packet comprising a header, the header
comprising a first field indicating the header is a compressed header; and

transmitting the data packet to a wireless node.
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15. The method of Claim 14, further comprising negotiating transmission of the

data packet comprising the compressed header with the wireless node.

16. The method of Claim 14, further comprising transmitting information
indicative of a capability to transmit, receive, or transmit and receive data packets
comprising the compressed header during an association process with the wireless node

by using a subfield in a capability information element of the header.

17. The method of Claim 14, wherein the first field comprises a frame control
ficld, and wherein at least one subfield of the frame control field indicates the header is
compressed, the at least one subficld comprising at least one of the following subfields:

protocol version, more fragments, more data, or order.

18. The method of Claim 14, wherein the header comprises a second field
indicative of an association identifier of a wireless device, and wherein the wireless

device is one of the following: an apparatus and the wireless node.

19. The method of Claim 14, wherein the header comprises at least one address
field, said at least one address field comprising a hash of a basic service set identifier of

the wireless node.

20. The method of Claim 14, wherein the data packet comprises a frame check
sequence scrambled with data indicative of at least one of the following: a basic service
set identifier of the wireless node, an address of the wireless node, an address of an

apparatus, or a key value.

21. The method of Claim 20, wherein the key value changes over time.

22. The method of Claim 14, wherein the first ficld indicates a frame check

sequence of the data packet is truncated.

23. A method for wireless communication comprising:

receiving a data packet from a device;
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determining whether the data packet comprises a compressed header
based on a first field of the header; and
if the header is a compressed header, processing data received in the data

packet according to a data packet format associated with the compressed header.

24, The method of Claim 23, further comprising, if the header is a compressed
header, processing the data packet based on the compressed header by descrambling a
frame check sequence of the header to identify at least one of the following: a basic
service set identifier of the device, an address of the device, an address of an apparatus,

or a key value.

25. The method of Claim 24, wherein the key value changes over time.

26. The method of Claim 23, further comprising determining a destination

address of the data packet based on the compressed header.

27. An apparatus for wireless communication comprising:

means for generating a data packet, the data packet comprising a header,
the header comprising a first field indicating the header is a compressed header;
and

means for transmitting the data packet to a wireless node.

28. The apparatus of Claim 27, further comprising means for negotiating
transmission of the data packet comprising the compressed header with the wireless

node.

29. The apparatus of Claim 27, further comprising means for transmitting
information indicative of a capability to transmit, receive, or transmit and receive data
packets comprising the compressed header during an association process with the

wireless node by using a subfield in a capability information element of the header.

30. The apparatus of Claim 27, wherein the first field comprises a frame control

ficld, and wherein at least one subfield of the frame control field indicates the header is
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a compressed header, the at least one subfield comprising at least one of the following

subfields: protocol version, more fragments, more data, or order.

31. The apparatus of Claim 27, wherein the header comprises a second field
indicative of an association identifier of a wireless device, and wherein the wireless

device is one of the following: the apparatus, the wireless node, and another apparatus.

32. The apparatus of Claim 27, wherein the header comprises at least one
address field, said at least one address field comprising a hash of a basic service set

identifier of the wireless node.

33. The apparatus of Claim 27, wherein the data packet comprises a frame check
sequence scrambled with data indicative of at least one of the following: a basic service
set identifier of the wireless node, an address of the wireless node, an address of the

apparatus, or a key value.

34. The apparatus of Claim 33, wherein the key value changes over time.

35. The apparatus of Claim 27, wherein the first field indicates a frame check

sequence of the data packet is truncated.

36. An apparatus for wireless communication comprising:

means for receiving a data packet from a device;

means for determining whether the data packet comprises a compressed
header based on a first field of the header; and

means for, if the header is a compressed header, processing data received
in the data packet according to a data packet format associated with the

compressed header.

37. The apparatus of Claim 36, wherein means for processing is configured to, if
the header is a compressed header, process the data packet based on the compressed

header by descrambling a frame check sequence of the header to identify at least one of
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the following: a basic service set identifier of the device, an address of the device, an

address of the apparatus, or a key value.

38. The apparatus of Claim 37, wherein the key value changes over time.

39. The apparatus of Claim 36, further comprising means for determining a

destination address of the data packet based on the compressed header.

40. A computer program product for wircless communication comprising a
computer readable medium comprising instructions that when executed cause an
apparatus to:

generate a data packet, the data packet comprising a header, the header
comprising a first field indicating the header is a compressed header; and

transmit the data packet to a wireless node.

41. A computer program product for wircless communication comprising a
computer readable medium comprising instructions that when executed cause an
apparatus to:

receive a data packet from a device;

determine whether the data packet comprises a compressed header based
on a first field of the header; and

if the header is a compressed header, process data received in the data

packet according to a data packet format associated with the compressed header.

42. An access terminal comprising:

an antenna,

a processing system configured to generate a data packet, the data packet
comprising a header, the header comprising a first field indicating the header is a
compressed header; and

a transmitter configured to transmit the data packet to a wireless node via

the antenna.
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43. An access terminal comprising:
an antenna,
a receiver configured to receive a data packet from a device via the
antenna; and
a processing system configured to:
determine whether the data packet comprises a compressed
header based on a first field of the header; and
if the header is a compressed header, process data received in the
data packet according to a data packet format associated with the

compressed header.
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This International Searching Authority found multiple (groups of)
inventions in this international application, as follows:

1. claims: 1-3, 14-16, 27-29, 40, 42

Apparatus, method, further apparatus, computer program
product, and access terminal for negotiating transmission of
a data packet with the receiving node.

2. claims: 4, 17, 30

Apparatus, method and further apparatus for structuring the
first field of a compressed header.

3. claims: 5, 18, 31

Apparatus, method and further apparatus for indicating an
association identifier of a wireless device.

4. claims: 6, 19, 32

Apparatus, method and further apparatus for communicating
the basic service set identifier of the receiving wireless
node.

5. claims: 7, 8, 20, 21, 33, 34

Apparatus, method and further apparatus for generating the
frame check sequence of a data packet.

6. claims: 9, 22, 35

Apparatus, method and further apparatus for indicating
truncation of a frame check sequence.

7. claims: 10-13, 23-26, 36-39, 41, 43

Apparatus, method, further apparatus, computer program
product, and access terminal for processing the data
received in a data packet.
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