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METHOD AND COMPUTER DEVICE WITH DIFFERENT CRITICALITY

FILED OF THE INVENTION AND PRIOR ART

The present invention is related to a computer device according
to the preamble of claim 1 and a method for executing softwares
of different criticality.

Different kinds of computer devices and softwares are used to
an increasing extent within many different fields for performing
more and more tasks. This use increases also within fields with
very high security requirements, such as for instance nuclear
power and avionics. As the performance of such computer de-
vices has increased also the number of softwares installed in
and executed by the same computer device has increased as
well as the complexity for each individual software. However, all
softwares in a computer device are not equally critical as re-
gards security. In such situations the criticality of the software is
usually classified according to some standard. The term
“criticality” in this description and the following claims is related
to how critical to the security it is that a certain software works,
that is how serious the consequences are when the software
does not work. Software of high criticality is very important and
essentially always has to work, whereas the function of a soft-
ware with lower criticality not is as critical to the security. De-
velopment of software of high criticality is, however, very costly
compared to development of software of lower criticality. When
there are softwares of different criticality in a computer device,
there is a risk of software of lower criticality affecting software
of higher criticality. This implies that software of lower criticality,
which in a computer device is intended to co-operate with soft-
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ware of higher criticality, also has to be developed to comply
with the requirements for the higher criticality, which results in
large development costs for software.

SUMMARY OF THE INVENTION

The object of the present invention is to provide a computer de-
vice of the initially mentioned kind, which enables execution of
softwares of different criticality in the same computer device
with high security level, without software of lower criticality
having to comply with the security requirements for the higher
criticality.

According to the invention, this object is achieved in that the
execution means is a Central Processing Unit (CPU), that the
device is adapted to fetch input data stored in a first memory
included in the computer device and store output data in the first
memory when executing the first software, and fetch input data
stored in a second memory included in the computer device and
store output data in the second memory when executing the
second software, the second software being prevented from af-
fecting data stored in the first memory, and that the first soft-
ware is adapted to control which output data that are transferred
from the first and second memory to said arrangement to
thereby prevent the second software from independently
changing any state outside the device. Thus, such a device en-
ables introduction of software of high criticality in computer de-
vices comprising software of lower criticality in an economically
favourable manner, since costly qualification of software of low
criticality into the higher criticality not is necessary. Accordingly,
the computer device according to the present invention makes it
possible to handle a plurality of softwares of different criticality
in one and the same computer device using one single Central
Processing Unit (CPU), without software of lower criticality hav-
ing to comply with the security requirements for the higher criti-
cality. This is cost efficient as well as space—saving.
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According to a preferred embodiment of the present invention,
the device has means for controlling access to data in the first
memory, the control means being adapted to be in a first posi-
tion when executing the first software, in which access to data in
the first memory is enabled for the first software, and be in a
second position when executing the second software, in which
access to data in the first memory is disabled for the second
software. In its second position, the control means prevents the
second software from accessing data in the first memory and,
accordingly, it is ensured that the second software cannot affect
data stored in the first memory, and especially not input data to
or output data from the first software.

According to another preferred embodiment of the invention, the
control means is adapted to control access also to other com-
ponents included in the computer device than the first memory
in such a manner that access to said components is enabled
when the control means is in the first position but disabled when
the control means is in the second position. This results in the
second software being prevented from independently changing
any state inside the device.

The invention is also related to a method for executing software
of different criticality according to claim 14.

Further advantages and advantageous features of the invention
are apparent from the following description and the other de-
pendent claims.

BRIEF DESCRIPTION OF THE DRAWINGS
Below follows a description of preferred embodiments of the in-

vention cited as examples with reference to the appended
drawings, on which:
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Fig 1 is a block diagram illustrating a computer device according
to a preferred embodiment of the present invention.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS
OF THE INVENTION

In fig 1 is shown a block diagram of the main components in a
computer device according to a preferred embodiment of the
present invention. The device comprises a means 1 for execut-
ing software, preferably a Central Processing Unit (CPU), which
via a data bus 2 communicates with a memory 3, preferably of
the type Random Access Memory (RAM). Included in the device
is also a storage means 4, for instance in the form of a memory
of the type Programmable Read Only Memory (PROM), with
which the execution means 1 communicates via the data bus 2.
All software in the computer device is stored in the storage
means 4, comprising at least a first software of a first criticality
and a second software of a second criticality, the first criticality
being higher than the second criticality. The first software thus
has a classification implying that errors in the function of the
first software have a larger influence on the security compared
to the influence on the security that errors in the function of the
second software have. Thus, it is more critical to the security
that the first software functions correctly than that the second
software functions correctly. As an explaining example may be
mentioned that in a conceivable use of the present invention in
an aircraft, software of higher criticality may for instance be
software being necessary for the control system of the aircraft,
whereas software of lower criticality for instance may be soft-
ware for providing different kinds of information, for example
concerning weather conditions. It is pointed out that this is not
at all limiting the invention in any way, it is only to consider as
an example cited for the purpose of explanation.

Furthermore, the device comprises a group 5 of hardware com-
ponents, comprising a memory 6, preferably of the type Random
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Access Memory (RAM), an arrangement 7 for data input to and
data output from the device, an interrupt handler 8 and a clock
9. A monitoring circuit 10 may also be included in the device as
shown in fig 1, but it is pointed out that this circuit 10 may be
omitted as well. The arrangement 7 may for instance comprise
conventional units for data input/output such as for instance
keyboard, monitor, different types of sensors and switch mem-
bers etc. However, the invention is not in any way limited to the
number or type of units for data input/output being comprised in
the arrangement 7.

Different kinds of interrupts generated in the computer device
are supplied to the execution means 1 via the interrupt handler
8. These interrupts may for instance be caused by the arrange-
ment 7, the clock 9 and the monitoring circuit 10. Although only
one clock 9 is illustrated in fig 1, it is to be understood that the
number of clocks included in the device may be varied. It is also
to be understood that the number of monitoring circuits is op-
tional. The different interrupts are preferably divided into Mas-
kable Interrupts and Non Maskable Interrupts (NMI). Each time
an interrupt is generated in the computer device and supplied to
the execution means 1 via the interrupt handler 8, the execution
means 1 take a predetermined measure, which also includes ig-
noring the interrupt in question. In this description and in the
following claims “Maskable Interrupts” relates to a type of inter-
rupts which temporarily may be ignored by the execution means
1, for instance in order to finish the task in progress, and “Non
Maskable Interrupts” or “interrupts of the type NMI” relates to
interrupts which cannot be ignored by the execution means 1
and thus have to be attended to immediately.

The computer device is adapted to fetch input data stored in the
memory 6 and store output data in the memory 6 when execut-
ing the first software, and fetch input data stored in the memory
3 and store output data in the memory 3 when executing the
second software. In this manner, output data from the second
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software is prevented from affecting input data to or output data
from the first software.

The first software is adapted to control which output data that
are transferred from the memory 6 and the memory 3 to the ar-
rangement 7 to thereby prevent the second software from inde-
pendently changing any state outside the device. For example,
this is achieved in that the first software checks the output data
generated by the second software which are to be transferred
from the memory 3 to the arrangement 7.

Furthermore, the computer device comprises means 11, for in-
stance in the form of at least one logic circuit, for controlling ac-
cess to data in the memory 6. The control means 11 is adapted
to be in a first position when executing the first software, in
which access to data in the first memory 6 is enabled for the
first software, and be in a second position when executing the
second software, in which access to data in the first memory 6 is
disabled for the second software. This implies that the execution
means 1 is allowed the read, write and delete data in the mem-
ory 6 when executing the first software, but is not allowed to
read, write or delete data in the memory 6 when executing the
second software. Hereby, it is ensured that output data from the
second software actually cannot affect data stored in the mem-
ory 6 and thus cannot affect input data to or output data from
the first software.

In the embodiment according to the invention illustrated in fig 1,
the control means 11 is adapted to control access also to other
components included in the computer device than the memory 6,
for instance the components included in the group 5: the ar-
rangement 7, the clock 9 and the monitoring circuit 10, in such a
manner that access to said components is enabled when the
control means 11 is in the first position but disabled when the
control means 11 is in the second position. Thus, the execution
means 1 does not have access to said components when exe-
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cuting the second software, whereby the execution means 1 is
prevented -from changing any state inside the computer device
while executing the second software. It is to be understood that
said components, to which the control means 11 controls ac-
cess, comprise every component included in the computer de-
vice being able to affect the security critical operation of the de-
vice in any way. Consequently, the control means 11 may con-
trol access to more or fewer components than illustrated in fig 1.

Preferably, the control means 11 is adapted to be manoeuvrable
into its first position by means of an interrupt generated in the
computer device, preferably of the type NMI, and manoeuvrable
into its second position by means of the first software. The con-
trol means is, accordingly, manoeuvrable into the first position
by the execution means 1 at supply of an interrupt, which pref-
erably is of the type NMI, via the interrupt handler 8 to the exe-
cution means 1 and manoeuvrable into the second position by
the execution means 1 when executing the first software. Fur-
thermore, the first software is preferably adapted to be acti-
vatable by an interrupt, preferably of the type NM!, generated in
the computer device.

As mentioned hereinabove, the interrupts in the preferred em-
bodiment of the present invention, by means of which the control
means 11 is manoeuvrable into its first position and by means of
which the first software is adapted to be activatable, are pref-
erably of the type NMI. This is, however, by no means any limi-
tation of the invention, it is only one possible preferred embodi-
ment. It is emphasised that also other interrupts may be utilised
for achieving manoeuvring of the control means and activation
of the first software. If other interrupts than interrupts of the type
NMI are used, it has to be made sure that the first and second
software does not use instructions which disable the interrupts,
which could obstruct activation of the first software and ma-
noeuvring of the control means. Furthermore, in this case it has
to be ensured that upon interrupts, which manoeuvre the control
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means into its first position, execution of the first software is
started immediately in order to in that way eliminate the possi-
bilities for the second software to get access to the components
to which the control means controls access, since then the first
software can manoeuvre the control means into its second posi-
tion before execution of the second software is started.

The preferred use of interrupts of the type NMI is further ad-
vantageous from a security point of view, as thereby it is en-
sured that activation of the first software always will take place
irrespective of what the execution means 1 is doing or has done
when such an interrupt occurs, since the execution means 1
cannot ignore such an interrupt. Thus, the execution means 1
will always execute the first software when an interrupt of the
type NMI generated in the computer device is supplied to the
execution means 1 from the interrupt handler 8. Accordingly, it
is possible to prevent the computer device from being put in a
state, which it is incapable of changing, i.e. that the computer
device “gets stuck” in an infinite loop or corresponding state. For
example, this may be prevented in that the first software causes
the clock 9 to generate an interrupt of the type NMI if a certain
number of time steps elapses without any events occurring.

Furthermore, the second software is adapted to be activatable
by means of the first software, which implies that the first soft-
ware is able to instruct the execution means 1 to start execution
of the second software.

Below follows a description of the function of a computer device
according to the present invention.

The computer device is started, usual start-up and built-in tests
being performed. During these built-in tests also the function of
the control means is tested. At this start, the control means 11 is
in the first-position, but after the built-in tests it is brought to the
second position and the first software waits in an infinite loop.
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When an interrupt, preferably of the type NMI, is generated in
the computer device, the control means 11 is manoeuvred into
the first position and execution of the first software is started,
input data to the first software being read into the memory 6
from the arrangement 7 at first, and then input data is fetched
from the memory 6 and output data is stored in the memory 6
during the execution. Input data required for execution of the
second software is read into the memory 3 from the arrange-
ment 7, after which the control means 11 is manoeuvred by the
first software into the second position and the second software
is activated by the first software, that is the first software makes
sure that execution of the second software is started. At this
execution of the second software, input data is fetched from the
memory 3 and output data is stored in the memory 3. At next
generation of an interrupt, preferably of the type NMI, at which
the control means 11 is manoeuvred into the first position, out-
put data are transferred from the memory 6 and the memory 3 to
the arrangement 7, the first software controlling which output
data that are transferred and thereby preventing the second
software from independently changing any state outside the de-
vice. This control may for instance comprise that the first soft-
ware checks output data generated by the second software
which shall be transferred from the memory 3 to the arrange-
ment 7. Subsequently thereto, the control means 11 is manoeu-
vred into the second position by the first software and a new in-
terrupt, preferably of the type NMI is waited for, at which the
execution method described above is repeated.

In this way it is efficiently and with high reliability ensured that,
at execution of the second software, output data therefrom can-
not affect either input data to or output data from the first soft-
ware and it is also ensured that the second software independ-
ently cannot change any state outside the device.

The invention is not in any way limited to the embodiments de-
scribed above, but many possibilities to modifications thereof
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will be apparent for a person with ordinary skill in the art without
departing from the basic idea of the invention.

It is emphasised that although only one first software of a first
criticality and one second software of a second criticality, which
is lower than the first criticality, have been described in the
preferred embodiments above, it is to be understood that of
course an optional number of softwares may exist. For example,
a usual use of the present invention will probably include one
software of a first criticality and a plurality of second softwares
of another criticality, which for each of the plurality of second
softwares is lower than the first criticality.
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Claims:

1.

A computer device comprising storage means (4) containing
at least a first software of a first criticality and a second
software of a second criticality, the first criticality being
higher than the second criticality, means (1) for executing the
first and second software and an arrangement (7) for data
input to and data output from the device, characterized in
that said execution means (1) is a Central Processing Unit
(CPU), that the device is adapted to fetch input data stored
in a first memory (6) included in the computer device and
store output data in the first memory (6) when executing the
first software, and fetch input data stored in a second mem-
ory (3) included in the computer device and store output data
in the second memory (3) when executing the second soft-
ware, the second software being prevented from affecting
data stored in the first memory, and that the first software is
adapted to control which output data that are transferred
from the first and second memory to said arrangement (7) to
thereby prevent the second software from independently
changing any state outside the device.

. A computer device according to claim 1, characterized in-

that it comprises means (11) for controlling access to data in
the first memory (6), the control means (11) being adapted to
be in a first position when executing the first software, in
which access to data in the first memory (6) is enabled for
the first software, and be in a second position when execut-
ing the second software, in which access to data in the first
memory (6) is disabled for the second software.

.- A computer device according to claim 2, characterized in

that the control means (11) is adapted to control access also
to other components (7, 9, 10) included in the computer de-
vice than the first memory (6) in such a manner that access
to said components (7, 9, 10) is enabled when the control
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12

means (11) is in the first position but disabled when the con-
trol means (11) is in the second position.

A computer device according to claim 2 or 3, characterized
in that the control means (11) is adapted to be manoeuvrable
into its first position by means of an interrupt generated in
the computer device.

A computer device according to claim 4, characterized in
that said interrupt is of the type Non Maskable Interrupt
(NMI).

A computer device according to any of the claims 2-5, char-
acterized in that the control means (11) is adapted to be
manoeuvrable into its second position by means of the first
software.

. A computer device according to any of the claims 2-6, char-

acterized in that the control means (11) comprises at least
one logic circuit.

A computer device according to any of the preceding claims,
characterized in that the first software is adapted to be acti-
vatable by means of an interrupt generated in the computer
device.

A computer device according to claim 8, characterized in
that said interrupt is of the type Non Maskable Interrupt
(NMD).

A computer device according to any of the proceeding
claims, characterized in that the second software is adapted
to be activatable by means of the first software.
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A computer device according to any of the preceding claims,
characterized in that the first memory (6) is of the type Ran-
dom Access Memory (RAM).

A computer device according to any of the preceding claims,
characterized in that the second memory (3) is of the type
Random Access Memory (RAM).

A computer device according to any of the preceding claims,
characterized in that the storage means (4) is a memory of
the type Programmable Read Only Memory (PROM).

A method for executing softwares of different criticality, char-
acterized in that execution of said softwares is performed by
a Central Processing Unit (CPU), that input data stored in a
first memory (6) is fetched and output data is stored in the
first memory (6) when executing a first software of a first
criticality and input data stored in a second memory (3) is
fetched and output data is stored in the second memory (3)
when executing a second software of a second criticality,
which is lower than the first criticality, the second software
being prevented from affecting data stored in the first mem-
ory, and that output data are transferred from the first and
second memory to an arrangement (7) for data input and
output, the first software controlling which output data that
are transferred and thereby preventing output via the ar-
rangement (7) of output data from the second software which
have not been checked by the first software.
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