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SECURITY INSPECTION APPARATUS,
SECURITY INSPECTION METHOD, AND
PROGRAM

This application is a National Stage Entry of PCT/JP2020/
017709 filed on Apr. 24, 2020, the contents of all of which
are incorporated herein by reference, in their entirety.

TECHNICAL FIELD

The present invention relates to a security inspection
apparatus, a security inspection method, and a program that
perform security inspection of a system related to at least
one of software and hardware.

BACKGROUND ART

A service of performing security inspection of a system
including software, hardware, and the like has been pro-
vided. For example, by using such a service, a company can
recognize flaws and vulnerability in security of a system (for
example, a web system that executes data processing in
response to access from a terminal) owned by the company.
The company can take countermeasures in security, based on
recognized information and the like.

In the security inspection described above, for example,
there is a service, referred to as vulnerability assessment, of
inspecting whether or not there is vulnerability related to an
operating system (OS) and applications used in a system as
described above.

For example, PTL 1 discloses that a function or the like
described in a source code and known vulnerability infor-
mation are compared, and when the comparison succeeds, it
is determined that the function or the like described in the
source code has vulnerability. PTL 2 describes that vulner-
ability inspection items based on invariably the latest vul-
nerability information are prepared by comparing a plurality
of pieces of vulnerability information used in a vulnerability
inspection tool with each other, and vulnerability inspection
is carried out accurately and simply.

Further, PTL 3 discloses that a new participant in a
network or a system performs self-check related to security
for a system to be connected or the like and provides check
results to an administrator of the network or the system, and
the administrator evaluates the results of the self-check to
determine whether or not connection is accepted or not.

Further, PTL 4 describes that reduction of inspection time
and comprehensiveness of inspection are secured by per-
forming model inspection using a model specialized in
security inspection of a web application.

CITATION LIST
Patent Literature

[PTL 1] JP 2019-003309 A
[PTL 2] JP 2004-102479 A
[PTL 3] JP 2014-233078 A
[PTL 4] JP 2008-262311 A

SUMMARY
Technical Problem
Regarding the vulnerability assessment described above,

in many cases, inspection is performed mainly using an
inspection tool and software, and thus automation can be
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2

achieved substantially. In such inspection using a vulner-
ability assessment tool and software, known vulnerability
can be promptly and comprehensively inspected and
detected.

However, there is a problem in difficulty of detecting
flaws in a structure related to security other than vulnerabil-
ity, i.e., flaws in a structure such as security architecture or
security design of a system, such as whether or not there is
two-factor authentication and an email transmission func-
tion at the time of registration of personal information.

An example object of the present invention is to provide
a security inspection apparatus, a security inspection
method, and a program that enable appropriate detection of
flaws in a structure related to security of a system related to
at least one of software and hardware.

Solution to Problem

According to one aspect of the present invention, a
security inspection apparatus includes: an obtaining unit
configured to obtain one or more pieces of configuration
information related to configuration of a system to be
inspected in security inspection, the system being related to
at least one of software and hardware; a determining unit
configured to determine whether or not each of the one or
more pieces of configuration information is associated with
any of one or more types of security functions set as
inspection items for the security inspection; and a generating
unit configured to generate information related to the deter-
mination.

According to one aspect of the present invention, a
security inspection method includes: obtaining one or more
pieces of configuration information related to configuration
of'a system to be inspected in security inspection, the system
being related to at least one of software and hardware;
determining whether or not each of the one or more pieces
of configuration information is associated with any of one or
more types of security functions set as inspection items for
the security inspection; and generating information related
to the determination.

According to one aspect of the present invention, a
program for causing a computer to execute: obtaining one or
more pieces of configuration information related to configu-
ration of a system to be inspected in security inspection, the
system being related to at least one of software and hard-
ware; determining whether or not each of the one or more
pieces of configuration information is associated with any of
one or more types of security functions set as inspection
items for the security inspection; and generating information
related to the determination.

Advantageous Effects of Invention

According to one aspect of the present invention, flaws in
a structure related to security of a system related to at least
one of software and hardware can be appropriately detected.
Note that, according to the present invention, instead of or
together with the above effects, other effects may be exerted.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram illustrating an example of a
schematic configuration of a security inspection apparatus
100a according to a first example embodiment;

FIG. 2 is a diagram illustrating a specific example of
processing for extracting each of a function name 221 and a
comment sentence 223 from a source code 210;
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FIG. 3 is a diagram illustrating a specific example of a
BOM configuring pieces of software for implementing a
web system:

FIG. 4 is a diagram illustrating a specific example of a
table column 400 generated from information related to the
BOM:

FIG. 5 is a diagram illustrating a specific example of a
checklist 500 stored in the security inspection apparatus
100a (storage unit 120);

FIG. 6 is an explanatory diagram for describing determi-
nation processing performed by the security inspection
apparatus 100a (determining unit 133) by using the checklist
500 described above:

FIG. 7 is a diagram illustrating table columns 710 and 720
according to a specific example of the information indicating
the number of appearances:

FIG. 8 is an explanatory diagram for describing process-
ing related to emphatic display of configuration information:

FIG. 9 is an explanatory diagram for describing a flow of
overall processing of the security inspection apparatus 100a-

FIG. 10 is a block diagram illustrating an example of a
schematic configuration of a security inspection apparatus
1004 according to an example alteration; and

FIG. 11 is a block diagram illustrating an example of a
schematic configuration of a security inspection apparatus
100¢ according to a second example embodiment.

DESCRIPTION OF THE EXAMPLE
EMBODIMENTS

Hereinafter, example embodiments of the present inven-
tion will be described in detail with reference to the accom-
panying drawings. Note that, in the Specification and draw-
ings, elements to which similar descriptions are applicable
are denoted by the same reference signs, and overlapping
descriptions may hence be omitted.

Descriptions will be given in the following order.

1. Overview of Example Embodiments of Present Inven-

tion

2. First Example Embodiment

2.1. Configuration of Security Inspection Apparatus
100a

2.2. Operation Example

2.3. Example Alteration

3. Second Example Embodiment

3.1. Configuration of Security Inspection Apparatus
100¢

3.2. Operation Example

4. Other Example Embodiments
<<1. Overview of Example Embodiments of Present Inven-
tion>>

First, an overview of example embodiments of the present
invention will be described.

(1) Technical Issue

A service of performing security inspection of a system
including software, hardware, and the like has been pro-
vided. For example, by using such a service, a company can
recognize flaws and vulnerability in security of a system (for
example, a web system that executes data processing in
response to access from a terminal) owned by the company.
The company can take countermeasures in security, based on
recognized information and the like.

In the security inspection described above, for example,
there is a service, referred to as vulnerability assessment, of
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inspecting whether or not there is vulnerability related to an
operating system (OS) and applications used in a system as
described above.

Regarding the vulnerability assessment described above,
in many cases, inspection is performed mainly using an
inspection tool and software, and thus automation can be
achieved substantially. In such inspection using a vulner-
ability assessment tool and software, known vulnerability
can be promptly and comprehensively inspected and
detected.

However, there is a problem in difficulty of detecting
flaws in a structure related to security other than vulnerabil-
ity, i.e., flaws in a structure such as security architecture or
security design of a system, such as whether or not there is
two-factor authentication and an email transmission func-
tion at the time of registration of personal information.

In view of this, the present example embodiment has an
example object to appropriately detect flaws in a structure
related to security of a system related to at least one of
software and hardware. More specifically, the example
object is to automatically detect flaws in the structure of the
system, such as security architecture or design that is diffi-
cult to be detected with a known vulnerability assessment
tool or software.

(2) Technical Features

In the example embodiment of the present invention, one
or more pieces of configuration information related to con-
figuration of a system to be inspected in security inspection
are obtained, the system being related to at least one of
software and hardware, whether or not each of the one or
more pieces of configuration information is associated with
any of one or more types of security functions set as
inspection items for the security inspection is determined,
and information related to the determination is generated.

With this, for example, flaws in a structure related to
security of a system related to at least one of software and
hardware can be appropriately detected. Note that the tech-
nical features described above are merely a specific example
of'the example embodiments of the present invention, and as
a matter of course, the example embodiments of the present
invention are not limited to the technical features described
above.

2. First Example Embodiment

Subsequently, with reference to FIG. 1 to FIG. 10, a first
example embodiment will be described.
<2.1. Configuration of Security Inspection Apparatus 100a>

With reference to FIG. 1, an example of a configuration of
a security inspection apparatus 100a according to the first
example embodiment will be described. FIG. 1 is a block
diagram illustrating an example of a schematic configuration
of a security inspection apparatus 100a according to the first
example embodiment. With reference to FIG. 1, the security
inspection apparatus 100a includes a network communica-
tion unit 110, a storage unit 120, and a processing unit 130.
(1) Network Communication Unit 110

The network communication unit 110 receives a signal
from a network, and transmits a signal to the network.
(2) Storage Unit 120

The storage unit 120 temporarily or permanently stores a
program (instructions) and parameters for operations of the
security inspection apparatus 100a as well as various data.
The program includes one or more instructions for the
operations of the security inspection apparatus 100q.
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(3) Processing Unit 130

The processing unit 130 provides various functions of the
security inspection apparatus 100a. The processing unit 130
includes an obtaining unit 131, a determining unit 133, a
generating unit 135, and an output unit 137. Note that the
processing unit 130 may further include other constituent
elements in addition to these constituent elements. In other
words, the processing unit 130 may also perform operations
other than the operations of these constituent elements.
Specific operations of the obtaining unit 131, the determin-
ing unit 133, the generating unit 135, and the output unit 137
will be described later in detail.

(4) Implementation Example

The network communication unit 110 may be imple-
mented with a network adapter and/or a network interface
card, and the like. The storage unit 120 may be implemented
with a memory (for example, a nonvolatile memory and/or
a volatile memory) and/or a hard disk, and the like. The
processing unit 130 may be implemented with one or more
processors. The obtaining unit 131, the determining unit
133, the generating unit 135, and the output unit 137 may be
implemented with the same processor, or may be separately
implemented with different processors. The memory (stor-
age unit 120) may be included in the one or more processors,
or may be provided outside the one or more processors.

The security inspection apparatus 100¢ may include a
memory that stores a program (instructions), and one or
more processors that can execute the program (instructions).
The one or more processors may execute the program to
thereby perform operations of the processing unit 130 (op-
erations of the obtaining unit 131, the determining unit 133,
the generating unit 135, and/or the output unit 137). The
program may be a program for causing the processor(s) to
execute the operations of the processing unit 130 (operations
of the obtaining unit 131, the determining unit 133, the
generating unit 135, and/or the output unit 137).
<2.2. Operation Example>

Next, an operation example according to the first example
embodiment will be described.

According to the first example embodiment, the security
inspection apparatus 100a (obtaining unit 131) obtains one
or more pieces of configuration information related to con-
figuration of a system to be inspected in security inspection,
the system being related to at least one of software and
hardware. The security inspection apparatus 100a (deter-
mining unit 133) determines whether or not each of the one
or more pieces of configuration information is associated
with any of one or more types of security functions set as
inspection items for the security inspection. The security
inspection apparatus 100a (generating unit 135) generates
information related to the determination.

The system is a system to be inspected, which includes at
least one of software and hardware. More specifically, the
system is a web system including software resources and/or
hardware resources for executing storing, processing, and
the like of data in response to access from a terminal, for
example. In order to ensure security, the web system has
various security functions such as authentication and
encryption.

In the present operation example, description will be
given with reference to a web system as a specific example
of the system. The present operation example may be
applied not only to such a web system as above but to any
system as long as the system is related to at least one of
software and hardware.

For example, from the perspective of reuse of materials
and the like, it is predicted that information related to the
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configuration of the web system includes names represent-
ing the functions of the web system, comments, and the like.
According to the first example embodiment, flaws in the
structure related to the security of the web system can be
appropriately detected based on such prediction.

In other words, according to the first example embodi-
ment, by determining whether or not the pieces of configu-
ration information related to the configuration of the web
system are associated with the security functions set as the
inspection items, flaws in the structure related to the security
of the web system can be appropriately detected.

(1) Configuration Information

Specifically, each of the one or more pieces of configu-
ration information indicates text data related to the configu-
ration of the web system (for example, character string data
of' keywords related to the configuration of the web system).

In this case, the determination regarding the association is
performed through comparison between text data indicated
by each of the one or more pieces of configuration infor-
mation and text data related to each of the one or more types
of security functions set as the inspection items for the
security inspection. The comparison is, for example, deter-
mination as to whether or not keywords to be compared
satisfy a predetermined conformity condition (matching,
similarity, or the like). For example, for the similarity
determination between the keywords, for example, any
method such as edit distance is used.

In other words, when the comparison between the text

data indicated by the configuration information and any one
piece of text data out of the text data (for example, key-
words) representing any one security function indicates
positive results, the security inspection apparatus 100a (de-
termining unit 133) determines that the configuration infor-
mation related to the configuration of the web system is
associated with the security function for which the compari-
son indicates positive results. In contrast, when the com-
parison indicates negative results, the security inspection
apparatus 100a (determining unit 133) determines that the
configuration information related to the configuration of the
web system is not associated with any of the security
functions.
(1-1) Information Related to Configuration of Source Code
The one or more pieces of configuration information include
information related to configuration of a source code for
operating the web system. For example, the source code may
be a text file in which a program for operating the web
system is described, a data file exported from a program
created using an integrated development environment (also
referred to as an IDE), or any form of data file.

The information related to the configuration of the source
code is, for example, text data, such as a function name and
a comment sentence, that can be extracted from the source
code. For example, when the source code is received by the
network communication unit 110, the security inspection
apparatus 100a (obtaining unit 131) extracts (obtains), from
the source code, text data such as a function name and a
comment sentence included in the source code.

FIG. 2 is a diagram illustrating a specific example of
processing for extracting each of a function name 221 and a
comment sentence 223 from a source code 210. With
reference to FIG. 2, the security inspection apparatus 100a
(obtaining unit 131) extracts, from the source code 210
described in the php language, a character string (function
name 221) corresponding to a function in the source code
210 and a character string (comment sentence 223) corre-
sponding to a comment.
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More specifically, processing of extracting the function
name 221 is performed as follows. Specifically, the security
inspection apparatus 100a (obtaining unit 131) can search
for and extract the function name 221 from the source code
210 by using the official function reference (manual) of the
php language as a search keyword, for example. In the
extraction processing, not only the function name 221 but a
variable and the like used for the function may be extracted
as well.

The processing for extracting the comment sentence 223
described above is performed as follows. Specifically, the
security inspection apparatus 100a (obtaining unit 131) can
extract, as the comment sentence 223, a character string that
follows a character string (“//”” described in the source code
210) expressing a comment sentence in the php language.
(1-2) Information Related to Bills of Materials

The one or more pieces of configuration information may
further include information related to a bill of materials
(hereinafter also referred to as a BOM) configuring the web
system. For example, the BOM is information in which
listability of a plurality of materials configuring software
and hardware for implementing the web system is ensured.
In other words, the BOM is information that lists pieces of
material information necessary for implementation and
assembly in product development of the software and hard-
ware described above.

FIG. 3 is a diagram illustrating a specific example of a
BOM configuring pieces of software for implementing the
web system. With reference to FIG. 3, the BOM includes a
table 310 for Parts Number (PN) and a table 320 for Part
Structure (PS). The PN 310 is a number (identifier) allowing
identification of each of the materials. The PS 320 is
information indicating how the material associated with the
identifier is configured.

Specifically, the example of the table 310 for the PN
illustrated in FIG. 3 indicates that the function of the
material corresponding to PNOOO1 has a function name
“log-in processing”, the function of the material correspond-
ing to PNOOO2 has a function name “authentication process-
ing”, and the function of the material corresponding to
PN0OO0O3 has a function name “escape processing”. The
example of the table 320 for PS illustrated in FIG. 3
indicates that software A is configured with three materials
respectively associated with PN0OOO1 to PN0003, and soft-
ware B is configured with one material associated with
PN0002.

For example, when the network communication unit 110
receives information related to the BOM, the security
inspection apparatus 100a (obtaining unit 131) obtains the
information related to the BOM. Subsequently, the security
inspection apparatus 100a (obtaining unit 131) generates a
table column in which the pieces of software indicated by
the PS, the PN indicated by the PS, and the function name
related to the PN are associated with each other. FIG. 4 is a
diagram illustrating a specific example of a table column
400 generated from the information related to the BOM.
Data of the table column 400 is provided to the storage unit
120 and the determining unit 133, for example. Note that the
information related to the BOM need not be limited to the
form as illustrated in FIG. 4, and may be stored (retained) in
the security inspection apparatus 100a (storage unit 120) or
the like in any form.

(2) Inspection Items

Specifically, the inspection items are used to confirm
whether or not each of the one or more types of security
functions is included. A plurality of inspection items related
to each of the one or more types of security functions may
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be, for example, listed in a checklist stored in the security
inspection apparatus 100a (storage unit 120).

Specifically, the checklist is a list of inspection items
associated with the security functions to be confirmed as to
whether or not there is a flaw in security. For example, the
inspection items are keywords associated with the security
functions.

(2-1) Item Sets

Each of the one or more types of security functions may
belong to one or more item sets out of a plurality of item
sets. In other words, the one or more types of security
functions may be categorized into respective item sets,
based on attributes of the functions or the like, such as
“authentication”, “encryption”, and “personal information
deletion”.

In addition, the plurality of item sets may include a
plurality of first item sets, and a plurality of second item sets
subdivided from each of the plurality of first item sets. In this
case, each of the one or more types of security functions
belongs to one first item set out of the plurality of first item
sets, and one second item set out of the plurality of second
item sets subdivided from the one first item set.

As a specific example, each of the first item sets may be
referred to as a “large item”, and each of the second item sets
may be referred to as a “small item”. For example, when a
large item “authentication” is set, the large item “authenti-
cation” is subdivided into a total of four small items,

specifically “multi-factor  authentication”, “password
authentication”, “token authentication”, and “face authenti-
cation”.

Specific Example of Checklist

FIG. 5 is a diagram illustrating a specific example of a
checklist 500 stored in the security inspection apparatus
100a (storage unit 120). With reference to FIG. 5, the
checklist 500 may be, for example, a table column in which
a plurality of (for example, four types of) large items 510, a
plurality of small items 520 subdivided from each of the
large items, and representations 530 (a function name, a
comment sentence, a function name associated with the PN
in the BOM, and the like) associated with the security
functions belonging to each of the small items are associated
with each other. For example, “password authentication” set
in the small item 520 is associated with “password, pw, pwa”
set in the representation 530. The checklist need not be
limited to the form as illustrated in FIG. 5, and may be
retained in the security inspection apparatus 100a (storage
unit 120) or the like in any form.

(2-2) Example of Determination Processing Using Checklist

FIG. 6 is an explanatory diagram for describing determi-
nation processing performed by the security inspection
apparatus 100a (determining unit 133) by using the checklist
500 described above.

The security inspection apparatus 1004 (determining unit
133) sets each of the representations 530 in the checklist 500
stored in the storage unit 120 to a search keyword, and
determines whether or not each piece of configuration
information (a function name, a comment sentence, a func-
tion name associated with the PN in the BOM, and the like)
obtained by the obtaining unit 131 comes up (appears).
Next, the security inspection apparatus 100a (determining
unit 133) obtains information 600 indicating whether or not
associated configuration information comes up (appears) for
each of the search keywords and for each of the items to
which the search keywords belong as illustrated in FIG. 6,
and provides the information to the generating unit 135.
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(3) Information Related to Determination

The information related to the determination generated by
the security inspection apparatus 100a (generating unit 135)
may include information indicating whether or not each of
the one or more pieces of configuration information is
associated with any of the one or more types of security
functions.

As an example, the security inspection apparatus 100a
(generating unit 135) may generate the information (infor-
mation 600 illustrated in FIG. 6) provided from the deter-
mining unit 133 as described above as the information
related to the determination.

Information Indicating Number of Appearances

The information related to the determination generated by
the security inspection apparatus 100a (generating unit 135)
may include information indicating the number of appear-
ances of the configuration information associated with the
security functions belonging to a corresponding item set in
each of the plurality of item sets.

As an example, the security inspection apparatus 100a
(generating unit 135) refers to the information (information
600 illustrated in FIG. 6) provided from the determining unit
133 as described above, and generates, for each of the
plurality of large items, information indicating the number
of appearances of the configuration information (for
example, password, 2fa, one time, and the like) associated
with the security functions belonging to a corresponding
large item (for example, “authentication”™).

FIG. 7 is a diagram illustrating table columns 710 and 720
according to a specific example of the information indicating
the number of appearances.

The table column 710 indicates that the number of appear-
ances of the security function belonging to the large item
“authentication” is “0”, the number of appearances of the
security function belonging to the large item “encryption” is
“17”, the number of appearances of the security function
belonging to the large item “personal information deletion”
is “0”, and the number of appearances of the security
function belonging to the large item “escape processing” is
“27.

Such a table column 710 illustrated in FIG. 7 is visibly
displayed to a user (inspector) or the like by the security
inspection apparatus 100a (output unit 137). With this, the
user of the security inspection apparatus 100a can recognize
the number of security functions included the web system to
be inspected for each large item. For example, when this is
applied to the example illustrated in FIG. 7, the user can
recognize that, in the web system, authentication may not
have been implemented, character string escape processing
may have been implemented, and the like.

The information indicating the number of appearances
need not be limited to the table column 710 described above,
and for example, data shaping processing for enabling the
user to more easily refer to inspection results may be
performed. For example, the table column 720 illustrated in
FIG. 7 is a table column to which the data shaping process-
ing is performed, which is rearranged from the table column
710 such that the large items are listed in descending order
from the one having the highest number of appearances.

Generation of Information in Consideration of Appear-
ance of Configuration Information Belonging to Each of
Subdivided Sets The information related to the determina-
tion generated by the security inspection apparatus 100a
(generating unit 135) may include information indicating
whether or not there is configuration information associated
with the security function belonging to each of a predeter-
mined number or more of second item sets (small items) out
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of a plurality of second item sets (small items) subdivided
from the first item set (large item).

For example, the large item “authentication” illustrated in
FIG. 5 is focused. The security inspection apparatus 100a
(generating unit 135) determines whether or not the follow-
ing condition is satisfied based on the information provided
from the determining unit 133. The condition is that con-
figuration information (a function name, a comment sen-
tence, information related to the BOM) belonging to each of
four types (predetermined number) or more of small sets out
of a total of six types of small items “password authentica-
tion, multi-factor authentication, token authentication, and
face authentication” subdivided from the large item “authen-
tication” has come up. Then, when the condition is satisfied,
information allocating “satisfactory” or the like to the large
item “authentication” may be generated as the information
related to the determination.

The large item “encryption” illustrated in FIG. 5 is
focused. The security inspection apparatus 100a (generating
unit 135) determines whether or not the following condition
is satisfied based on the information provided from the
determining unit 133. The condition is that configuration
information (a function name, a comment sentence, infor-
mation related to the BOM) belonging to each of one type
(predetermined number), being half the number, or more of
small sets out of a total of two types of small items “AES and
3DES” subdivided from the large item “encryption” has
come up. Then, when the condition is not satisfied, infor-
mation allocating “defective (or flaw)” or the like to the
large item “encryption” may be generated as the information
related to the determination.

Note that the predetermined number need not be limited
to the above example, and may be a total number of small
items subdivided from one large item. For example, when
the large item “authentication” is focused, the predetermined
number may be “6”.

When such information is output to be displayed on a web
screen by the output unit 137, for example, a degree of
appearance of the configuration information belonging to
each of the small items can be presented to the user in an
easy-to-understand form. For example, when there are a
large number of small items in the checklist, search results
obtained by the determining unit 133 can be presented in
easier-to-understand form as compared to when information
indicating the number of appearances of the configuration
information is presented to the user for each small item.
Emphatic Display of Configuration Information

For example, the information related to the determination
generated by the security inspection apparatus 100a (gen-
erating unit 135) may include position information of
appearance of the configuration information (a function
name, a comment sentence, or the like) associated with each
of the search keywords in the source code.

FIG. 8 is an explanatory diagram for describing process-
ing related to emphatic display of the configuration infor-
mation. With reference to FIG. 8, the security inspection
apparatus 100a (output unit 137) can visibly present the user
with position information of appearance of the configuration
information (a function name, a comment sentence, or the
like) associated with each of the search keywords in the
source code by using the position information included in
the information related to the determination.

For example, in the example illustrated in FIG. 8, when
click operation is performed on the inspection item “escape
processing” on a web screen displayed by the security
inspection apparatus 100a (output unit 137), a screen with
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emphatic display of a keyword to be searched in the source
code is displayed on the web screen.

Additional Notes

The information related to the determination generated by
the security inspection apparatus 100a (generating unit 135)
is not limited to the example described above. For example,
the information related to the determination may include
information indicating whether or not the configuration
information (for example, a function name and a comment
sentence in the source code) associated with the search
keyword appears in predetermined order.

Specifically, the security inspection apparatus 100a (gen-
erating unit 135) may determine whether or not the follow-
ing condition is satisfied. The condition is that a function
name associated with the search keyword appears in prede-
termined order in the source code. When the condition is
satisfied, information indicating “security function of web
system is satisfactory” may be generated as the information
related to the determination. When the condition is not
satisfied, information indicating “security function of web
system is defective” may be generated as the information
related to the determination.

(4) Flow of Processing

Next, with reference to FIG. 9, a flow of overall process-
ing of the security inspection apparatus 100a will be
described. FIG. 9 is an explanatory diagram for describing
a flow of overall processing of the security inspection
apparatus 100a.

With reference to FIG. 9, in Step ST901, for example, the
security inspection apparatus 100a (obtaining unit 131)
extracts, from a source code received by the network com-
munication unit 110, a character string (function name)
corresponding to a function in the source code and a
character string (comment sentence) corresponding to a
comment. The security inspection apparatus 100qa (obtaining
unit 131) provides information (for example, text data)
indicating each of the extracted function name and comment
sentence to the determining unit 133.

Next, in Step ST903, for example, the security inspection
apparatus 100a¢ (obtaining unit 131) obtains information
related to a BOM received by the network communication
unit 110. The security inspection apparatus 100a (obtaining
unit 131) provides the obtained information related to the
BOM to the determining unit 133.

Next, in Step ST905, for example, the security inspection
apparatus 100a (storage unit 120) stores a checklist received
by the network communication unit 110. For example, the
security inspection apparatus 100a (storage unit 120) pro-
vides the checklist to the determining unit 133 in response
to access from the determining unit 133.

Next, in Step ST907, the security inspection apparatus
100a (determining unit 133) sets each of the items and the
representations indicated in the checklist stored in the stor-
age unit 120 to a search keyword, and determines whether
or not the information (a function name, a comment sen-
tence, a function name associated with the PN in the BOM,
and the like) provided by the obtaining unit 131 comes up.
The security inspection apparatus 100a (determining unit
133) provides information indicating the determination
results to the generating unit 135.

Next, in Step S909, the security inspection apparatus 100a
(generating unit 135) generates report information (for
example, information illustrated in FIG. 6 to FIG. 8
described above) that can be recognized by the user, based
on the information indicating the determination results pro-
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vided by the determining unit 133. For example, such report
information is displayed on a web screen visible to the user
by the output unit 137.

According to the processing illustrated in FIG. 9 above,
the search processing is executed using a checklist listing
keywords indicating security functions prepared in advance
for the source code and the BOM related to the web system
to be inspected in security inspection. Search results
obtained through the search processing are output as the
report information. The user (inspector) can refer to the
report information, and easily confirm whether or not there
is defectiveness (for example, a flaw) in architecture and
design of security related to the web system to be inspected
in security inspection.
<2.3. Example Alteration>

Next, a first example embodiment according to an
example alteration will be described. FIG. 10 is a block
diagram illustrating an example of a schematic configuration
of a security inspection apparatus 1005 according to the
example alteration. With reference to FIG. 10, the security
inspection apparatus 1005 is different from the security
inspection apparatus 100a described above in that the pro-
cessing unit 130 includes an update processing unit 139 that
updates security functions to be set as inspection items for
the security inspection. In the following, processing related
to the update processing unit 139 will be described.

Specifically, the update processing unit 139 obtains docu-
ment data related to a guideline of security disclosed by a
government agency, a security related vendor, or the like by
using the network communication unit 110, for example.
Note that the document data to be obtained by the update
processing unit 139 may be document data indicating a
document of detailed specifications or the like of software
for executing the web system to be inspected in security
inspection.

Next, the update processing unit 139 extracts keywords to
be newly set as the inspection items from the document data
obtained as described above. Then, the update processing
unit 139 newly registers the extracted keywords in a check-
list, and thereby updates the checklist. More specifically, for
example, when the checklist is categorized into “large item”,
“small item”, and “representation” as illustrated in FIG. 5
described above, the update processing unit 139 extracts
keywords related to each of the categories from the docu-
ment data, and registers the extracted keywords in each of
the categories. Note that the update processing unit 139 may
determine whether or not the extracted keywords are similar
to the keywords already registered in the checklist. For the
similarity determination between the keywords, for
example, any method such as edit distance is used. Only the
keywords that are determined as “not similar’” may be newly
registered in the checklist.

Frequency of update of the checklist performed by the
processing unit 139 may be, for example, set in advance
according to user operation of the security inspection appa-
ratus 1005, such as “once a month”. The update processing
unit 139 may constantly monitor new disclosure of various
guidelines indicated by pieces of document data on a web-
site or update of an existing guideline, and perform update
processing of the checklist as described above at timing
when the update processing unit 139 obtains these pieces of
document data to be monitored.

The update processing unit 139 may extract representa-
tion (a function name and a comment sentence in a source
code, information related to the BOM) that may be a search
keyword out of data that can be obtained via the Internet, for
example, by using a technique such as machine learning, and
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perform update processing of the checklist so that the
extracted search keyword is included in the checklist.

As described above, according to the security inspection
apparatus 1006 according to the example alteration, by
periodically or aperiodically referring to the document data
indicating a guideline or the like of security disclosed by a
government agency, a security related vendor, or the like, the
checklist retained (stored) in the storage unit 120 is succes-
sively updated. With this, the security inspection apparatus
1004 can perform inspection related to the security function,
based on invariably the latest checklist.

3. Second Example Embodiment

Next, with reference to FIG. 11, a second example
embodiment of the present invention will be described.
While the first example embodiment described above is a
specific example embodiment, the second example embodi-
ment is a more generalized example embodiment.
<3.1. Configuration of Security Inspection Apparatus 100¢>

FIG. 11 is a block diagram illustrating an example of a
schematic configuration of a security inspection apparatus
100¢ according to the second example embodiment. With
reference to FIG. 11, the security inspection apparatus 100c
includes an obtaining unit 151, a determining unit 153, and
a generating unit 155.

The obtaining unit 151, the determining unit 153, and the
generating unit 155 may be implemented with one or more
processors, and a memory (for example, a nonvolatile
memory and/or a volatile memory) and/or a hard disk. The
obtaining unit 151, the determining unit 153, and the gen-
erating unit 155 may be implemented with the same pro-
cessor, or may be separately implemented with different
processors. The memory may be included in the one or more
processors, or may be provided outside the one or more
processors.
<3.2. Operation Example>

An operation example according to the second example
embodiment will be described.

According to the second example embodiment, the secu-
rity inspection apparatus 100¢ (obtaining unit 151) obtains
one or more pieces of configuration information related to
configuration of a system to be inspected in security inspec-
tion, the system being related to at least one of software and
hardware. The security inspection apparatus 100c¢ (deter-
mining unit 153) determines whether or not each of the one
or more pieces of configuration information is associated
with any of one or more types of security functions set as
inspection items for the security inspection. The security
inspection apparatus 100c (generating unit 155) generates
information related to the determination.

Relationship with First Example Embodiment

As an example, the obtaining unit 151, the determining
unit 153, and the generating unit 155 included in the security
inspection apparatus 100¢ according to the second example
embodiment may perform operations of the obtaining unit
151, the determining unit 153, and the generating unit 155
included in the security inspection apparatuses 100a and
1005 according to the first example embodiment, respec-
tively. In this case, description regarding the first example
embodiment may also be applied to the second example
embodiment. Note that the second example embodiment is
not limited to this example.

The second example embodiment has been described
above. According to the second example embodiment, by
determining whether or not the pieces of configuration
information related to the configuration of the system related
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to at least one of software and hardware are associated with
the security functions set as the inspection items, flaws in the
structure related to the security of the system can be appro-
priately detected.

4. Other Example Embodiments

Descriptions have been given above of the example
embodiments of the present invention. However, the present
invention is not limited to these example embodiments. It
should be understood by those of ordinary skill in the art that
these example embodiments are merely examples and that
various alterations are possible without departing from the
scope and the spirit of the present invention.

For example, the steps in the processing described in the
Specification may not necessarily be executed in time series
in the order described in the corresponding sequence dia-
gram. For example, the steps in the processing may be
executed in an order different from that described in the
corresponding sequence diagram or may be executed in
parallel. Some of the steps in the processing may be deleted,
or more steps may be added to the processing.

An apparatus including constituent elements (e.g., the
obtaining unit, the determining unit, and/or the generating
unit) of the security inspection apparatus described in the
Specification (e.g., one or more apparatuses (or units)
among a plurality of apparatuses (or units) constituting the
security inspection apparatus or a module for one of the
plurality of apparatuses (or units)) may be provided. More-
over, methods including processing of the constituent ele-
ments may be provided, and programs for causing a pro-
cessor to execute processing of the constituent elements may
be provided. Moreover, non-transitory computer readable
recording media (non-transitory computer readable media)
having recorded thereon the programs may be provided. It is
apparent that such apparatuses, modules, methods, pro-
grams, and non-transitory computer readable recording
media are also included in the present invention.

The whole or part of the example embodiments disclosed
above can be described as, but not limited to, the following
supplementary notes.

Supplementary Note 1

A security inspection apparatus comprising:

an obtaining unit configured to obtain one or more pieces
of configuration information related to configuration of
a system to be inspected in security inspection, the
system being related to at least one of software and
hardware;

a determining unit configured to determine whether or not
each of the one or more pieces of configuration infor-
mation is associated with any of one or more types of
security functions set as inspection items for the secu-
rity inspection; and a generating unit configured to
generate information related to the determination.

Supplementary Note 2

The security inspection apparatus according to supple-
mentary note 1, wherein each of the one or more pieces of
configuration information indicates text data related to the
configuration of the system, and the determination regarding
the association is performed through comparison between
text data indicated by each of the one or more pieces of
configuration information and text data related to each of the
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one or more types of security functions set as the inspection
items for the security inspection.

Supplementary Note 3

The security inspection apparatus according to supple-
mentary note 1 or 2, wherein the one or more pieces of
configuration information include information related to
configuration of a source code for operating the system.

Supplementary Note 4

The security inspection apparatus according to any one of
supplementary notes 1 to 3, wherein the one or more pieces
of configuration information include information related to
a bill of materials configuring the system.

Supplementary Note 5

The security inspection apparatus according to any one of
supplementary notes 1 to 4, wherein the information related
to the determination includes information indicating
whether or not each of the one or more pieces of configu-
ration information is associated with any of the one or more
types of security functions.

Supplementary Note 6

The security inspection apparatus according to any one of
supplementary notes 1 to 5, wherein each of the one or more
types of security functions belongs to one or more item sets
out of a plurality of item sets.

Supplementary Note 7

The security inspection apparatus according to supple-
mentary note 6, wherein the information related to the
determination includes information indicating number of
appearances of the configuration information in each of the
plurality of item sets, the one or more pieces of configuration
information being associated with the one or more types of
security functions belonging to a corresponding item set.

Supplementary Note 8

The security inspection apparatus according to supple-
mentary note 6 or 7, wherein the plurality of item sets
include a plurality of first item sets and a plurality of second
item sets subdivided from each of the plurality of first item
sets, and each of the one or more types of security functions
belongs to one first item set out of the plurality of first item
sets and one second item set out of the plurality of second
item sets subdivided from the one first item set.

Supplementary Note 9

The security inspection apparatus according to supple-
mentary note 8, wherein the information related to the
determination includes information indicating whether or
not there is a piece of configuration information associated
with the one or more types of security functions belonging
to each of a predetermined number or more of second item
sets out of the plurality of second item sets subdivided from
the one first item set.

Supplementary Note 10

The security inspection apparatus according to any one of
supplementary notes 1 to 9, further comprising an update
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processing unit configured to update the one or more types
of security functions to be set as the inspection items for the
security inspection.

Supplementary Note 11

A security inspection method comprising:

obtaining one or more pieces of configuration information
related to configuration of a system to be inspected in
security inspection, the system being related to at least
one of software and hardware;

determining whether or not each of the one or more pieces
of configuration information is associated with any of
one or more types of security functions set as inspec-
tion items for the security inspection; and generating
information related to the determination.

Supplementary Note 12

A program for causing a computer to execute:

obtaining one or more pieces of configuration information
related to configuration of a system to be inspected in
security inspection, the system being related to at least
one of software and hardware;

determining whether or not each of the one or more pieces
of configuration information is associated with any of
one or more types of security functions set as inspec-
tion items for the security inspection; and

generating information related to the determination.

INDUSTRIAL APPLICABILITY

Flaws in a structure related to security of a system related
to at least one of software and hardware can be appropriately
detected.

REFERENCE SIGNS LIST

100a, 10056, 100¢ Security Inspection Apparatus
131, 151 Obtaining Unit

133, 153 Determining Unit

135, 155 Generating Unit

137 Output Unit

What is claimed is:
1. A security inspection apparatus comprising:
a memory storing instructions; and
one or more processors configured to execute the instruc-
tions to:
obtain one or more pieces of configuration information
related to configuration of a system to be inspected
in security inspection, the system being related to at
least one of software and hardware;
determine whether or not each of the one or more
pieces of configuration information is associated
with any of one or more types of security functions
set as inspection items for the security inspection;
and
generate information related to the determination,
wherein each of the one or more types of security func-
tions belongs to one or more item sets out of a plurality
of item sets,
the plurality of item sets include a plurality of first item
sets and a plurality of second item sets subdivided from
each of the plurality of first item sets, and
each of the one or more types of security functions
belongs to one first item set out of the plurality of first
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item sets and one second item set out of the plurality of
second item sets subdivided from the one first item set.

2. The security inspection apparatus according to claim 1,
wherein each of the one or more pieces of configuration
information indicates text data related to the configuration of
the system, and

the determination regarding the association is performed

through comparison between text data indicated by
each of the one or more pieces of configuration infor-
mation and text data related to each of the one or more
types of security functions set as the inspection items
for the security inspection.

3. The security inspection apparatus according to claim 1,
wherein the one or more pieces of configuration information
include information related to configuration of a source code
for operating the system.

4. The security inspection apparatus according to claim 1,
wherein the one or more pieces of configuration information
include information related to a bill of materials configuring
the system.

5. The security inspection apparatus according to claim 1,
wherein the information related to the determination
includes information indicating whether or not each of the
one or more pieces of configuration information is associ-
ated with any of the one or more types of security functions.

6. The security inspection apparatus according to claim 1,
wherein the information related to the determination
includes information indicating number of appearances of
the configuration information in each of the plurality of item
sets, the one or more pieces of configuration information
being associated with the one or more types of security
functions belonging to a corresponding item set.

7. The security inspection apparatus according to claim 1,
wherein the information related to the determination
includes information indicating whether or not there is a
piece of configuration information associated with the one or
more types of security functions belonging to each of a
predetermined number or more of second item sets out of the
plurality of second item sets subdivided from the one first
item set.

8. The security inspection apparatus according to claim 1,
the one or more processors are configured to execute the
instructions to update the one or more types of security
functions to be set as the inspection items for the security
inspection.
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9. A security inspection method performed by a computer
and comprising:

obtaining, by the computer, one or more pieces of con-
figuration information related to configuration of a
system to be inspected in security inspection, the sys-
tem being related to at least one of software and
hardware;

determining, by the computer, whether or not each of the
one or more pieces of configuration information is
associated with any of one or more types of security
functions set as inspection items for the security inspec-
tion; and

generating, by the computer, information related to the
determination,

wherein each of the one or more types of security func-
tions belongs to one or more item sets out of a plurality
of item sets,

the plurality of item sets include a plurality of first item
sets and a plurality of second item sets subdivided from
each of the plurality of first item sets, and

each of the one or more types of security functions
belongs to one first item set out of the plurality of first
item sets and one second item set out of the plurality of
second item sets subdivided from the one first item set.

10. A non-transitory computer readable recording medium

storing a program for causing a computer to execute:

obtaining one or more pieces of configuration information
related to configuration of a system to be inspected in
security inspection, the system being related to at least
one of software and hardware;

determining whether or not each of the one or more pieces
of configuration information is associated with any of
one or more types of security functions set as inspec-
tion items for the security inspection; and

generating information related to the determination,

wherein each of the one or more types of security func-
tions belongs to one or more item sets out of a plurality
of item sets,

the plurality of item sets include a plurality of first item
sets and a plurality of second item sets subdivided from
each of the plurality of first item sets, and

each of the one or more types of security functions
belongs to one first item set out of the plurality of first
item sets and one second item set out of the plurality of
second item sets subdivided from the one first item set.
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