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DESCRIPTION

Title

DETERMINATION OF CORRECT LOCATION INFORMATION SERVER

BACKGROUND OF THE INVENTION

Field of the invention

The present invention relates to determining the correct location information server and
location based routing e.g. for emergency services.

Related background Art

Prior art which is related to this technical field can e.g. be found in:

[1] RFC5985, "HTTP-Enabled Location Delivery (HELD)",
http://datatracker.ietf.org/doc/rfc5985

[2] RFC6155,"Use of Device Identity in HTTP-Enabled Location Delivery (HELD)",
http://www.rfc-editor.org/rfc/rfc6155.txt

[3] RFC5222, "LoST: A Location-to-Service Translation Protocol",
http://tools.ietf.org/html/rfc5222

[4] RFC5986, "Discovering the Local Location Information Server",
http://datatracker.ietf.org/doc/rfc5986

[5] "Location Information Server (LIS) Discovery using IP address and Reverse DNS",

http://datatracker.ietf.org/doc/draft-ietf-geopriv-res-gw-lis-discovery
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2

[6] "Analysis of Solution Candidates to Reveal a Host Identifier (HOST_ID) in Shared Ad-

dress Deployments”, http://datatracker.ietf.org/doc/draft-ietf-intarea-nat-reveal-analysis

The following meanings for the abbreviations used in this specification apply:

ASP

DHCP

DNS

ESRP

HELD

HTTP

ISP

LIS

LoST

NAT

PSAP

VSP

application service provider
dynamic host configuration protocol
domain name service

emergency service routing proxy
HTTP-enabled location delivery
hypertext transfer protocol

Internet service provider

location information server
location-to-service translation protocol
network address translation

public safety answering point

voice service provider

Various emergency services deployments consider an architecture that is called soft-

switch-centric model, which is illustrated in Fig. 1. In step S1, a device (caller) initiates an

emergency call and a serving soft-switch detects that the call is an emergency and initi-

ates retrieving the caller's location from an LIS (steps S2 and S3), for example using

HELD as described in reference [1] with identity extensions as described in reference [2],

and then determining a route to a local PSAP, for example using LoST as described in

reference [3]. That is, in step S4 the soft-switch uses a request "find service" towards a

LoST server to retrieve the service (step S5). Finally, the soft-switch routes the call to the
local PSAP (ESRP/PSAP) (step S6).
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In the soft-switch-centric model, when a VSP receives an emergency call it will encounter

difficulties because of the following reasons.

One of the big hurdles for the VSP is to determine the correct LIS to ask for location in-
formation. The standard approach for addressing this problem is to identify the responsi-

ble Internet access provider with a reverse DNS look-up.

There are various reasons why the IP address seen by the VSP, ESRP, or the PSAP is

not the IP address in use by the end device. Examples include:

1) IP tunneling:

Various tunneling mechanisms provide a source IP address to the VSP that is different
from the IP address provided to the end device's interface by an ISP. These tunneling

mechanisms are common on the Internet.

2) Network address translation:

Many network operators deploy network address translation (NAT) devices to deal with
IPv4 shortage. With NATs an original source IP address is replaced by an IP address of
the NAT.

Some IPv6 transition techniques also make use of NAT techniques. As such, for a longer

timeframe the number of NATs will increase even with the shift to IPv6.

Devices can connect to the Internet via different access network providers and, in case of
nomadic or mobile use, they may even change the access network provider on a regular
basis. The consequence is that a lookup by the VSP using the reverse DNS mechanism

(which uses the IP address of the received packet as input) leads to the wrong access
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network provider. Note that a user may choose an arbitrary VSP on the Internet and there
is also typically no relationship between the VSP and the access network provider. As
such, any subsequent location lookup will fail. The term "access network provider" en-

compasses both an Internet Access Provider (IAP) and an Internet Service Provider (ISP).

To address the problem of incorrect location lookups, additional intelligence may be added
to an end host (end device). The end host's software knows when it establishes a tunnel
and can use the correct IP address. It can even determine the access network provider's
domain name using DHCP. Standardized solutions for this approach exist, see references
[4] and [5].

Unfortunately, not all devices deploy such a solution nor will legacy devices support it.
Furthermore, communications service providers may not want to trust the information they

obtain from the end device and may want to rely on a solution that is more robust.

SUMMARY OF THE INVENTION

The present invention aims at overcoming the above drawbacks and providing a robust
solution that enables an application service provider to determine the correct location in-

formation server.

This is, at least in part, achieved by the methods and apparatuses as defined in the ap-

pended claims. The invention may also be implemented by a computer program product.

The present invention provides a practical solution that enables to determine the correct
location information server and emergency call routing without need to make any changes
to the end device utilizing e.g. Local IP Object. Moreover, a process for a location based

routing is determined based on the available IP address(es).
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According to an embodiment of the invention, robust emergency call routing by VSPs and
ASPs is enabled.

In the following the invention will be described by way of embodiments thereof with refer-

ence to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Figs. 1 shows a schematic block diagram illustrating a soft-switch-centric calling model.

Fig. 2A shows a schematic diagram illustrating forwarding of IP information without NAT

reveal option.

Fig. 2B shows a schematic diagram illustrating forwarding of IP information with NAT re-

veal option.

Fig. 3 shows a flow chart illustrating location based call routing according to an embodi-

ment of the invention.

Fig. 4 shows a schematic block diagram illustrating a calling model according to an em-

bodiment of the invention.

Figs. 5A, 5B and 5C show flow charts illustrating processes according to an embodiment

of the invention, executed by various electronic devices.
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Fig. 6 shows a schematic block illustrating a configuration of control units in which exam-

ples of embodiments of the invention are implementable.

DESCRIPTION OF THE EMBODIMENTS

Several solution approaches have been proposed to add information, such as IP address

and port number, to an outgoing IP packet by an access provider, see reference [6].

Figs. 2A and 2B aim to show the difference between an e2e communication with and

without a NAT reveal option graphically.

According to Fig. 2A, a device 11 transmits IP packets with its inner IP address (step C1),
a NAT 21a translates the inner IP address to an outer IP address and transmits the IP
packets with the outer IP address to a server 31 (step C2a), and the server 31 transmits
the IP packets with the outer IP address. In this example the NAT reveal option is not

used.

Fig. 2B shows that the IP address as used by the device 11 (called inner IP address) is
added to the outgoing packet. NAT 21b forwards the packet with the inner and the outer
IP address to the server 31 (step C2b). This example illustrates the usage of the NAT re-

veal option.

While the NAT reveal option focuses on NATs as their use case, the ability of an access
network operator to attach information about the local IP address used by the device has

broader applicability.

According to an embodiment of the invention, this extended concept is applied to emer-

gency calling and a "Local IP Object" is defined to provide an ASP (e.g. a VSP) with addi-
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tional information to determine the correct LIS and to fetch the correct location information

of the device without any changes to the device itself.

The Local IP Object may contain the following information:

e [P address

e Transport protocol identifier (e.g., UDP, TCP)

e Port number

o (optionally) access network domain identifier. This identifier may short-cut a lookup
process by omitting a reverse DNS lookup. However, the additional content in the IP

packet may lead to fragmentation, which may not be desirable in all cases.

According to an embodiment of the invention, in addition to the Local IP Object a packet
contains, a process of location based call routing is implemented by the ASP. The follow-
ing process of location based call routing illustrated in Fig. 3 shows interactions that are
performed by the ASP to determine a correct location server, to (optionally) retrieve a lo-
cation by reference (or even a location by value, if possible), and to obtain information to

route the emergency call.

In certain deployment scenarios the access network provider may not want to convey lo-
cation information of the end device to the ASP. For example, in order to protect the priva-
cy of the end user the access provider may not want to transmit location information to an
ASP without the user’s consent or an indication that the information will only be used for
emergency services. Since the access network provider is not actively involved in the
emergency call signaling it cannot judge whether the request from the ASP is for an
emergency situation or not. In such a case the access provider may not want to provide
the location directly to the ASP but will instead want to provide two elements instead,

namely

e Alocation reference that can only be resolved to location information by trusted
parties. Entities in the emergency services network, such as a PSAP, are such trusted
entities.

¢ Information about where to route the emergency call. In the generic description be-

low this information is obtained in a two-step process, namely the first step is to request
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and obtain location information and then, as a second step, this location information is
used to request information where to route the PSAP (for example, via LoST). Instead of
executing these steps separately, which would require the ASP to know the location in-
formation to perform the second step, the two interactions can also be collapsed into one:
the request for location information immediately leads to a location reference as well as

information where to route the call (such as a PSAP or an ESRP URI).

It is to be noted that there are two types of IP addresses in the process, namely an IP ad-
dress from an IP header of data packets and an IP address included in a Local IP Object
added to the data packets. This Local IP Object may also include a port number and a

transport protocol identifier as well and not just the pure IP address. If the Local IP object
is able to convey an access network identifier then the initial reverse DNS lookup can be

omitted.

For the process illustrated in Fig. 3, the following assumptions are made:
1) An access network operator adds the Local IP Object to outgoing IP packets.
2) An ASP is able to process the Local IP Object.

3) If there is a provider offering tunneling services then it also needs to forward the Local
IP Object and may even need to maintain state information about the IP address of the IP

header from an outer tunnel as seen by its gateway.

4) An end host (calling end point) does not intentionally route the call through a provider

that removes the Local IP Object.

Referring to Fig. 3, in step S11 it is checked whether or not an incoming call requires loca-
tion information. For example, in case the incoming call is an emergency call, location
information of the calling end point is required. In case no location information is required,

normal call processing is carried out.

In case location information of the calling end point is required, the process advances to

step S12 in which it is checked whether or not a Local IP Object is present in the data
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packets of the incoming call. In case no Local IP Object is present, the process may ad-
vance to step S24 in which an IP address of an IP header of the data packets is used for a
reverse DNS lookup to determine a location server for the calling end point. For example,
the IP address in the header is used as input to the process described in reference [5].
Then, in step S25 information on the location of the calling end point is retrieved from the
location server determined in step $S24, based on the IP address in the header. For exam-
ple, a HELD lookup with identity extension described in reference [2] is performed. After
that, the process is completed. It is to be noted that the process flow S11 ~ $12 ~ S24™

S25 is the fall back case and may lead to a wrong result.

In case the Local IP Object is present in step S12, the process advances to step S13 in
which the Local IP Object is retrieved from the data packets. In step S14 it is checked
whether it is likely that a network address translation has been performed on the IP ad-
dress of the IP header. For example, in case an IP address derived from the Local IP Ob-
ject is a private address, network address translation has likely been performed. In that
case, the process advances to step S15 in which the IP address of the IP header of the
data packets is used for the reverse DNS lookup to determine the location server for the
calling end point. For example, the IP address in the header is used as input to the proc-
ess described in reference [5]. Then, in step S16 information on the location of the calling
end point is retrieved from the location server determined in step S15, based on the IP
address of the Local IP Object. For example, a HELD lookup with identity extension de-
scribed in reference [2] is performed. In step S17 it is checked whether or not the informa-
tion retrieval in step S16 caused an error. In case no error was caused, the process is

completed.

In case an error was caused, a combination of NAT and tunneling is present. That is, the
lookup performed in step S15 resulted in the provider of an endpoint of the tunnel. In step
S18, an inner tunnel address is used for a reverse DNS lookup to determine a location
server for the calling end point. For example, the inner tunnel address is used as input to
the process described in reference [5]. Then, in step S19 information on the location of the
calling end point is retrieved from the location server determined in step S18, based on
the IP address of the Local IP Object. For example, a HELD lookup with identity extension

described in reference [2] is performed. After that, the process is completed.
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The ASP may retrieve the inner tunnel address from the provider of the tunnel endpoint
and perform steps S$S18 and S19. Alternatively, the provider of the tunnel may perform step
S18 and return the location server determined to the ASP. The provider of the tunnel may

further perform step S19 and report the retrieved location information to the ASP.

In step S14, in case network address translation is not likely, the process advances to
step S20 in which the IP address of the IP header is compared with the IP address of the
Local IP Object. In case it is determined in step S21 that the addresses are not the same
which means that the data packets were subjected to tunneling, step S22 follows in which
the IP address of the Local IP Object is used for the reverse DNS lookup to determine the
location server for the calling end point. For example, the IP address of the Local IP Ob-
ject is used as input to the process described in reference [5]. Then, in step S23 informa-
tion on the location of the calling end point is retrieved from the location server determined
in step S22, based on the IP address of the Local IP Object. For example, a HELD lookup
with identity extension described in reference [2] is performed. Then, the process is com-

pleted.

In case the address are the same in step S21, the process advances to step S24 in which
the IP address of the IP header of the data packets is used for the reverse DNS lookup to
determine the location server for the calling end point. For example, the IP address in the
header is used as input to the process described in reference [5]. Then, in step S25 infor-
mation on the location of the calling end point is retrieved from the location server deter-
mined in step S24, based on the IP address in the header. For example, a HELD lookup
with identity extension described in reference [2] is performed. After that, the process is

completed.

Fig. 4 shows a schematic block diagram illustrating a calling model according to an em-

bodiment of the invention.
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An end point 10 initiates a call towards an ASP 50 via a network access provider 30 (data
flows T1 and T'1). The call may be subjected to network address translation by a NAT 20
(data flows T1a and T1b) and/or to tunneling by a tunnel provider 40 (data flows T'1a and
T'1b). The ASP 50 performs the process shown in Fig. 3. In other words, the ASP deter-
mines whether the data packets of the incoming call include the Local IP Object, whether
a network address translation has been performed, and whether tunneling has been per-
formed. Depending on the determination results, the ASP 50 determines a location server
60 for the calling end point 10 based on the Local IP Object or the IP address of the IP

header of the data packets of the incoming call.

Further, in case network address translation and tunneling have been performed, the ASP
50 may retrieve an inner tunnel address from the tunnel provider 40 (data flows T2a and

T2b), and determine the location server 60 based on this inner tunnel address.

The ASP 50 may retrieve information on the location of the calling end point 10 from the
location server 60 determined, based on the IP address of the calling end point or the IP
address of the IP header (data flows T3 and T4). Then, the route to a local PSAP
(ESRP/PSAP 80) is determined e.g. using a LoST server 70 (data flows T5 and T6), and
finally the call is routed to the determined local PSAP (data flow T7).

Figs. 5A, 5B and 5C show flow charts illustrating processes according to an embodiment

of the invention, executed by various electronic devices.

Fig. 5A illustrates a method for use by an application service providing apparatus of a
communication network, e.g. the ASP 50 shown in Fig. 4.

In step S51 it is determined whether or not identification of a location of a calling end point
of an incoming call is required. In case the identification is required, in step S52 an object
(e.g. the Local IP Object) is retrieved from data packets of the incoming call, the object

including an IP address of the calling end point. Then, in step S53 a location server for the
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calling end point is determined based on at least one of the object retrieved and an IP
address of an IP header of the data packets of the incoming call, the location server
providing information on the location of the calling end point. In case no identification is
required in step S51, normal call processing is carried out. Step S51 is associated with
step S11, step S52 is associated with step S13, and step S53 is associated with steps
S15, S18, S22 and S24.

Fig. 5B illustrates a method for use by an apparatus of an access network providing ac-

cess to a communication network, e.g. the network access provider 30 shown in Fig. 4.

In step S31 data packets for a call towards the communication network are generated. In
step S32 an object (e.g. the Local IP Object) is added to the data packets, the object in-

cluding an IP address of a calling end point of the call.

Fig. 5C illustrates a method for use by an apparatus tunneling data packets between an
access network, which provides access to a communication network, and the communica-

tion network, e.g. the tunnel provider 40 shown in Fig. 4.

In step S41 an object included in data packets of a call towards the communication net-
work is forwarded, when the data packets are tunneled from the access network to the
communication network, the object including an IP address of a calling end point of the
call, and in step S42 information about an IP address of an IP header of the data packets
is maintained as an inner tunnel address. This inner tunnel address corresponds to the

inner tunnel address of step $S18 in Fig. 3.

Now reference is made to Fig. 6 for illustrating a simplified block diagram of various elec-
tronic devices that are suitable for use in practicing the exemplary embodiments of this

invention.
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For example, control unit 300 may be part of or used by a network access provider (e.g.
the network access provider 30 shown in Fig. 4). The control unit 300 comprises pro-
cessing resources 311, memory resources 312 and interfaces 313 which are connected
by a link 314. The control unit 300 may execute process 2 shown in Fig. 5B, using its pro-

cessing resources 311, memory resources 312 and interfaces 313.

The control unit 300 is connected to another control unit 500, which may be part of or
used by an ASP 50, via a link 135 through its interfaces 313. The control unit 500 com-
prises processing resources 511, memory resources 512 and interfaces 513 which are
connected by a link 514. The control unit 500 may execute process 1 shown in Fig. 5A,
using its processing resources 511, memory resources 512 and interfaces 513. The con-

trol unit 500 is connected to the control unit 300 via the link 135 through its interfaces 513.

Moreover, the control unit 500 may be connected to a control unit 400, which may be part
of or used by a tunnel provider 40, via a link 245 through its interfaces 513. The control
unit 400 comprises processing resources 411, memory resources 412 and interfaces 413
which are connected by a link 414. The control unit 400 may execute process 3 shown in
Fig. 5C, using its processing resources 411, memory resources 412 and interfaces 413.
The control unit 400 may be connected to the control unit 500 via the link 245 through its

interfaces 413.

The terms "connected,” "coupled,” or any variant thereof, mean any connection or cou-
pling, either direct or indirect, between two or more elements, and may encompass the
presence of one or more intermediate elements between two elements that are "connect-
ed" or "coupled" together. The coupling or connection between the elements can be phys-
ical, logical, or a combination thereof. As employed herein two elements may be consid-
ered to be "connected" or "coupled” together by the use of one or more wires, cables and
printed electrical connections, as well as by the use of electromagnetic energy, such as
electromagnetic energy having wavelengths in the radio frequency region, the microwave

region and the optical (both visible and invisible) region, as non-limiting examples.
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The memory resources 312, 412, 512 may store programs assumed to include program
instructions that, when executed by the associated processing resources 311, 411, 511,
enable the electronic device to operate in accordance with the exemplary embodiments of

this invention, as detailed above.

The exemplary embodiments of this invention may be implemented by computer software
stored in the memory resources 312, 412, 512 and executable by the associated pro-
cessing resources 311, 411, 511, or by hardware, or by a combination of software and/or

firmware and hardware in any or all of the devices shown.

The memory resources 312, 412, 512 may be of any type suitable to the local technical
environment and may be implemented using any suitable data storage technology, such
as semiconductor-based memory devices, magnetic memory devices and systems, optical
memory devices and systems, fixed memory and removable memory. The processing
resources 311, 411, 511 may be of any type suitable to the local technical environment,
and may include one or more of general purpose computers, special purpose computers,
microprocessors, digital signal processors (DSPs) and processors based on a multi-core

processor architecture, as non-limiting examples.

According to an aspect of the invention, an application service providing apparatus of a
communication network, which may comprise or use the control unit 500, comprises
means for determining whether or not identification of a location of a calling end point of
an incoming call is required, means for, in case the identification is required, retrieving an
object from data packets of the incoming call, the object including an IP address of the

calling end point, and

means for determining a location server for the calling end point based on at least one of
the object retrieved and an IP address of an IP header of the data packets of the incoming

call, the location server providing information on the location of the calling end point.

The means for retrieving may retrieve the information on the location of the calling end

point from the location server determined, based on the IP address of the calling end point
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or the IP address of the IP header. The information on the location may comprises at least
one of a location, a location reference, and information about where to route the incoming

call.

The application service providing apparatus may comprise means for deciding whether or
not network address translation has likely been performed on the IP address of the calling
end point, wherein in case it is decided that network address translation has likely been
performed, the means for determining may determine the location server based on the IP
address of the IP header, and the means for retrieving may retrieve the information on the
location of the calling end point from the location server determined, based on the IP ad-

dress of the calling end point.

The application service providing apparatus may comprise means for, in case the retriev-

ing fails, determining another location server based on an inner tunnel address.

The application service providing apparatus may comprise means for, in case it is decided
that network address translation has not likely been performed, comparing the IP address
of the IP header with the IP address of the calling end point, wherein in case the IP ad-
dresses are different, the means for determining may determine the location server based
on the IP address of the calling end point, and the means for retrieving may retrieve the
information on the location of the calling end point from the location server determined,

based on the IP address of the calling end point.

In case the IP addresses are the same, the means for determining may determine the
location server based on the |IP address of the IP header, and the means for retrieving
may retrieve information on the location of the calling end point from the location server

determined, based on the IP address of the IP header.
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The deciding whether or not network address translation has likely been performed on the
IP address of the calling end point may be based on the kind of IP address of the calling

end point.

A call requiring the identification of the location of the calling end point may comprise an

emergency call.

The above means comprising the determining, retrieving, comparing and deciding means
may be implemented by the processing resources 511, memory resources 512 and inter-
faces 513.

According to an aspect of the invention, an apparatus of an access network providing ac-
cess to a communication network, which may comprise or use the control unit 300, com-
prises means for generating data packets for a call towards the communication network,
and means for adding an object to the data packets, the object including an IP address of

a calling end point of the call.

The object may further include at least one of following: a transport protocol identifier, a

port number and an access network domain identifier.

The above means comprising the generation and adding means may be implemented by

the processing resources 311, memory resources 312 and interfaces 313.

According to an aspect of the invention, an apparatus tunneling data packets between an
access network, which provides access to a communication network, and the communica-
tion network, which may comprise or use the control unit 400, comprises means for for-
warding an object included in data packets of a call towards the communication network,
when the data packets are tunneled from the access network to the communication net-

work, the object including an IP address of a calling end point of the call, and means for
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maintaining information about an IP address of an IP header of the data packets as an

inner tunnel address.

The above means comprising the forwarding and maintaining means may be implemented

by the processing resources 411, memory resources 412 and interfaces 413.

It is to be understood that the above description is illustrative of the invention and is not to
be construed as limiting the invention. Various modifications and applications may occur
to those skilled in the art without departing from the true spirit and scope of the invention

as defined by the appended claims.
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CLAIMS:

1. A method for use by an application service providing apparatus of a communication

network, the method comprising:

determining whether or not identification of a location of a calling end point of an

incoming call is required;

in case the identification is required, retrieving an object from data packets of the

incoming call, the object including an IP address of the calling end point; and

determining a location server for the calling end point based on at least one of the
object retrieved and an IP address of an IP header of the data packets of the incoming

call, the location server providing information on the location of the calling end point.

2. The method of claim 1, comprising:

retrieving information on the location of the calling end point from the location
server determined, based on the IP address of the calling end point or the IP address of
the IP header.

3. The method of claim 1 or 2, comprising:

deciding whether or not network address translation has likely been performed on

the IP address of the calling end point; and

in case it is decided that network address translation has likely been performed,

determining the location server based on the IP address of the IP header.

4. The method of claim 3, comprising:

retrieving information on the location of the calling end point from the location

server determined, based on the |P address of the calling end point.
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5. The method of claim 4, comprising:

in case the retrieving fails, determining another location server based on an inner

tunnel address.

6. The method of claim 1 or 2, comprising:

deciding whether or not network address translation has likely been performed on

the IP address of the calling end point; and

in case it is decided that network address translation has not likely been per-
formed, comparing the IP address of the IP header with the IP address of the calling end

point; and

in case the IP addresses are different, determining the location server based on

the IP address of the calling end point.

7. The method of any one of claims 3 to 6, comprising:

retrieving information on the location of the calling end point from the location

server determined, based on the |P address of the calling end point.

8. The method of claim 1 or 2, comprising:

deciding whether or not network address translation has likely been performed on

the IP address of the calling end point; and

in case it is decided that network address translation has not likely been per-
formed, comparing the IP address of the IP header with the IP address of the calling end

point;

in case the IP addresses are the same, determining the location server based on
the IP address of the IP header; and

retrieving information on the location of the calling end point from the location

server determined, based on the IP address of the IP header.
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9. The method of any one of claims 3 to 8, wherein the deciding whether or not network
address translation has likely been performed on the IP address of the calling end point is

based on the kind of IP address of the calling end point.

10. The method of any one of claims 1 to 9, wherein a call requiring the identification of

the location of the calling end point comprises an emergency call.

11. A method for use by an apparatus of an access network providing access to a com-

munication network, the method comprising:
generating data packets for a call towards the communication network; and

adding an object to the data packets, the object including an IP address of a calling

end point of the call.

12. The method of any one of claims 1 to 11, wherein the object further includes at least
one of following: a transport protocol identifier, a port number and an access network do-

main identifier.

13. A method for use by an apparatus tunneling data packets between an access network,
which provides access to a communication network, and the communication network, the

method comprising:

forwarding an object included in data packets of a call towards the communication
network, when the data packets are tunneled from the access network to the communica-

tion network, the object including an IP address of a calling end point of the call; and

maintaining information about an IP address of an IP header of the data packets

as an inner tunnel address.
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14. A computer program product including a program for a processing device, comprising
software code portions for performing the steps of any one of claims 1 to 13 when the

program is run on the processing device.

15. The computer program product according to claim 14, wherein the computer program
product comprises a computer-readable medium on which the software code portions are

stored.

16. The computer program product according to claim 14, wherein the program is directly

loadable into an internal memory of the processing device.

17. An application service providing apparatus of a communication network, the apparatus

configured to:

determine whether or not identification of a location of a calling end point of an

incoming call is required;

in case the identification is required, retrieve an object from data packets of the

incoming call, the object including an IP address of the calling end point; and

determine a location server for the calling end point based on at least one of the
object retrieved and an IP address of an IP header of the data packets of the incoming

call, the location server providing information on the location of the calling end point.

18. The apparatus of claim 17, configured to:

retrieve information on the location of the calling end point from the location server
determined, based on the IP address of the calling end point or the IP address of the IP

header.

19. The apparatus of claim 17 or 18, configured to:
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decide whether or not network address translation has likely been performed on

the IP address of the calling end point; and

in case it is decided that network address translation has likely been performed,

determine the location server based on the IP address of the IP header.

20. The apparatus of claim 19, configured to:

retrieve information on the location of the calling end point from the location server

determined, based on the IP address of the calling end point.

21. The apparatus of claim 20, configured to:

in case the retrieval fails, determine another location server based on an inner tun-

nel address.

22. The apparatus of claim 17 or 18, configured to:

decide whether or not network address translation has likely been performed on

the IP address of the calling end point; and

in case it is decided that network address translation has not likely been per-
formed, compare the IP address of the IP header with the IP address of the calling end

point; and

in case the IP addresses are different, determine the location server based on the

IP address of the calling end point.

23. The apparatus of any one of claims 19 to 22, configured to:

retrieve information on the location of the calling end point from the location server

determined, based on the IP address of the calling end point.

24. The apparatus of claim 17 or 18, configured to:
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decide whether or not network address translation has likely been performed on

the IP address of the calling end point; and

in case it is decided that network address translation has not likely been per-
formed, compare the IP address of the IP header with the IP address of the calling end

point;

in case the IP addresses are the same, determine the location server based on the
IP address of the IP header; and

retrieve information on the location of the calling end point from the location server

determined, based on the IP address of the IP header.

25. The apparatus of any one of claims 19 to 24, wherein the decision whether or not net-
work address translation has likely been performed on the |P address of the calling end

point is based on the kind of IP address of the calling end point.

26. The apparatus of any one of claims 18 to 25, wherein the information on the location
comprises at least one of a location, a location reference, and information about where to

route the incoming call.

27. An apparatus of an access network providing access to a communication network, the

apparatus configured to:
generate data packets for a call towards the communication network; and

add an object to the data packets, the object including an IP address of a calling

end point of the call.

28. An apparatus for tunneling data packets between an access network, which provides
access to a communication network, and the communication network, the apparatus con-

figured to:



WO 2014/032734 54 PCT/EP2012/067066

forward an object included in data packets of a call towards the communication
network, when the data packets are tunneled from the access network to the communica-

tion network, the object including an IP address of a calling end point of the call; and

maintain information about an IP address of an IP header of the data packets as

an inner tunnel address.
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