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Control system comprising means for setting up a short distance
second data transmitting connection to a wireless communication
device in order to send an identification message.

The present invention relates to a control system according to the pre-
amble of claim 1. The invention also relates to a wireless communica-
tion device according to the preamble of claim 14. The invention also
relates to a control system according to the preamble of claim 16.
Furthermore, the invention relates to a wireless communication device
according to the preamble of claim 31.

From various control and security systems, computer-controlied
devices are known which comprise a lock device and a key device for
opening said lock device. The key device comprises an identification
code which is read by the system by using a reading device and which
is used by the system to identify the key device and to control the lock
device to open. By means of the control, it is possible in a programmed
manner to prevent or allow the use of a certain key device and to enter
new key devices in the system. For example, card-like key devices are
known which contain a printed, readable bar code for the identification
code.

In control systems, also transceivers are used, such as transponders,
which contain an individual identification code stored in a read-only
memory (ROM). Thus, the identification code is only readable, but
transceivers may also contain a random access memory (RAM) for
storing variable data. The reading device transmits a signal to the
transceiver, e.g. a passive transponder, by means of an inductive
coupling. This signal is transmitted, by means of the inductive coupling
and after being modulated according to the identification code in the
key device, back to the reading device. The typical reading distance of
the reading device extends to about 0.1 metres. To some transponders,
the reading device transmits a microwave frequency radio signal which
is transmitted, after being modulated with the identification code, from
the antenna of the transponder back to the reading device. The typical
reading distance of the reading device extends to about 4.0 metres,
and the reading device can identify several identifications at a time, but
the identification also contains a power supply, such as a battery.
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Known conventional lock and key devices also include a mechanical
lock and key for buildings as well as an infrared transmitter for vehicles,
such as automobiles, which is fitted in a mechanical key and which
transmits a standardized encoded infrared signal, when needed. The
code contained in said signal is received, identified, and the electrical
locking system of the automobile releases the locking of the doors and
often also releases the immobiliser system. For buildings is also known
an electrical locking system which comprises a keypad and an
electrically controlled lock device fitted next to a door. By means of the
keypad, a code number is entered in the computer-controlied system
and is identified, and if the code number is correct, the locking of the
door is released and entry via the door is allowed.

However, the use of separate portable keys involves the problem of
arranging the delivery of the keys in an efficient way, particularly
supplying and dispatching of keys quickly to users or user groups as
well as the returning of keys from the users. In particular, it is difficult to
quickly serve persons who are occasionally or temporarily in need of
keys. The return of borrowed keys to prevent their later use is uncertain
and causes delays. Moreover, keys can be copied and used later with-
out an authorization. In addition to this, the manufacture of the keys
involves costs and time delays.

Separate keys can be abandoned by giving the users code numbers
which are entered via a keypad to a control system. Problems are also
involved in arranging the delivery of code numbers, particularly the safe
and correct delivery of the code numbers to the users. Similarly, it may
be difficult to keep the code numbers safely with the users, and
memory-based safekeeping is uncertain. Moreover, as a result of the
abundance of information related to the code number, such as encryp-
tion and confirmation, as well as the abundance of required code com-
binations, the length of the code numbers is increased, wherein also
the risk of errors in their manual entry and use is increased.
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It is an aim of the present invention to eliminate the above-presented
problems and to achieve a system which makes it possible to efficiently
dispatch keys to different users and to maintain them in a centralized
manner. In particular, the purpose is to achieve a system whereby the
use of the keys is simple and particularly reliable. The control system
according to the invention is characterized in what will be presented in
the characterizing part of the appended claim 1. The wireless commu-
nication device according to the invention is characterized in what will
be presented in the characterizing part of the appended claim 14. The
control system according to the invention is characterized in what will
be presented in the characterizing part of the appended claim 16. The
wireless communication device according to the invention is character-
ized in what will be presented in the characterizing part of the
appended claim 31.

It is a central principle of the invention to utilize a wireless communica-
tion device and a communication network, such as a mobile telephone
network, in the distribution of keys, particularly key codes, as well as in
the transmission of messages intended to change the status of the
control system. A central principle is also to utilize the mobile telephone
network in the identification of the user. With the identification, the
considerable advantage is achieved that the key codes are distributed
to the correct wireless communication devices and that messages can
only be transmitted by wireless communication devices with the
respective right. Moreover, the identification gives the advantage that
the use of key codes can be even totally abandoned. Furthermore, it is
a central principle to set up a connection between users by means of
the mobile telephone network to transfer keys and to set up a connec-
tion to the control system for the control. Another central principle is to
facilitate the use of key codes and to reduce errors as the system takes
care of the storage, selection and transmission of the codes. At the
same time, also the selection of the codes and their duration in time, as
well as the exclusion of certain users from the system can be effected
in a particularly efficient way by using the system of the invention. The
invention applies short-range data transmission, whereby it is easy to
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secure that the controlling communication device, such as a mobile
phone, is in the vicinity of a gate or a door.

In the following, the present invention will be described in more detail
with reference to the appended drawings, in which

Fig. 1 shows a control system according to a first advantageous
embodiment of the invention in a schematic view,

Fig. 2 shows a control system according to a second advanta-
geous embodiment of the invention in a schematic view,

Fig. 3 illustrates messages used in the invention,

Fig. 4 is a schematic view showing the transmission of messages
of different examples according to a first embodiment of the
invention, and

Fig. 5 is a schematic view showing the transmission of messages
of different examples according to a second embodiment of
the invention.

Figures 1 and 2 show some advantageous embodiments of the control
system according to the invention. It should be noted that more pre-
cisely, only some of the elements of the figures are necessary in the
different embodiments, which will be presented as follows.

With reference to Fig. 1, in the first embodiment of the invention, the
control system SS is arranged to be controlled with a wireless commu-
nication device MS which comprises at least means RF1 to set up a
wireless first data transmission connection CH1 to a public land mobile
network PLMN. The connection CH1 is for example a radio channel
according to the GSM system, which is arranged for the transmission
and reception of messages, such as those of the short message serv-
ice SMS. The mobile communication network PLMN is arranged for the
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transmission of messages via one or several possible communication
channels CC1 and CC2 further.

In some embodiments of the invention, the public land mobile network
PLMN also comprises authentication means AC, such as an authenti-
cation center according to the GSM system, for identifying said com-
munication device MS and for allowing the transmission of messages.
Authentication is necessary to exclude communication devices with no
right to use the network for the transmission of data or messages, from
the network. It is thus an advantage that it is possible to check the
control rights not only in the control system SS itself but also in the
network by using the functions and properties of the PLMN network. In
a preferred embodiment of the invention, authentication is utilized also
in such a way that the means AC are used to identify the communica-
tion device MS that transmitted the message and to supplement the
messages to be transmitted, such as a control message MSG2, with
identification data ID2 to identify the communication device MS.

Identification takes place e.g. in connection with logging of the commu-
nication device MS in the network, or at the beginning of each data
transmission in a way typical for the respective network. For example in
the GSM network (Global System for Mobile Communications), there is
an individual key which is stored in the means AC and also on the SIM
card of the mobile station MS. By using a random number transmitted
by the network, an identification algorithm stored on the card is used to
calculate with the key the result which is transmitted back to the
network which compares the result with its own arithmetic operation. To
allow data transmission, the results must be identical, and the key is
also stored in the home location register (HLR) and in the visitor loca-
tion register (VLR) of the network. Mobile stations can also be identified
by using the individual IMSI code (International Mobile Subscriber
Number) stored in the registers, or by using a temporary TMSI code
(Temporary Mobile Subscriber Identity). For authentication of the
device, also the IMEI code (International Mobile Equipment ldentity) is
used, by means of which it is possible to identify e.g. stolen devices.
The network can usually also contain registers, such as an equipment
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identity register EIR containing stored information on the rights of the
communication device, which information is verified and, if necessary,
the use of the network for data transmission is permitted. It is obvious
that the details of the authentication may vary from that presented in
networks complying with different systems. However, in the authenti-
cation, it is possible to utilize means already existing in the systems,
even as such.

Using said data ID2 it is possible to identify the communication device
MS e.g. in the system SS and thereby to verify that e.g. key codes KC1
and KC2 are transmitted to the correct receiver, or that the communica-
tion device is authorized to control the system SS by means of control
messages MSG2. The key code to be used is e.g. a key word, a
sequence of numbers and letters, or a telephone number or another
key agreed upon. In one embodiment, the control message MSG2
contains at least the telephone number of the transmitting communica-
tion device MS, the means AC adding the telephone number to the
message. It is obvious that the authentication can be implemented in
cooperation between several different parts of the PLMN network, such
as a mobile switching center MSC and a short message switching
center SMSC, known per se, by utilizing registers and databases. In a
known manner, the SMSC center functions in such a way that the
transmitting communication device MS is identified and the message to
be transmitted is supplemented with the telephone number of the
sender. According to a preferred embodiment of the invention, at least
some of the messages MSG2, MSG3 and MSG4 to be used are short
messages transmitted in a mobile communication network PLMN. In a
public switched telephone network PSTN, short messages can also be
transmitted as e-mail, and similarly, e-mail messages can be converted
to short messages to be transmitted in a PLMN network. A server SRV
can thus use e-mail messages for the transmission of key messages.
Normally, these messages contain data on both the sender (ID2) and
the receiver (ID1), e.g. to transmit the message to a correct location in
the network and to select the communication channel.
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Said communication device MS also comprises means IR1 to set up a
short distance second wireless data transmission connection CH2
which is arranged at least for receiving messages, and control means
CTRL1 for generating the messages to be transmitted and for interpret-
ing the received messages. The messages are stored in memory
means SIM, such as a subscriber identity module (SIM) or in a random
access memory (RAM). The SIM unit can be a separate smart card
which is connected to a terminal and which contains a stored PIN
(Personal Identification Number) code that is to be entered via the key-
pad of the communication device e.g. to take a mobile phone into use.
The code is a kind of a password which can be used to prevent the use
of a stolen device. This means that to control the security system SS,
also the PIN code must be known, which feature reduces the risk of
misusing the control. Said connection CH2 is e.g. a short distance radio
frequency (SDRF), low power radio frequency (LPRF) or infrared (IR)
connection whose range extends to some tens of metres. In case the
control system comprises a door locking device whose opening and
closing is controlled, the range is advantageously only a few metres in
the vicinity of said door. The connection can comply to e.g. the WAP
(Wireless Application Protocol) system, and messages are transmitted
by means of radio signals or infrared signals. Thus, also the devices
are programmed and arranged for the WAP system. In this case, there
are already the necessary equipment for the system SS in the vicinity of
said door, such as a transceiver to set up said connection. Other uses
for applying the system include for example various gates for persons
and vehicles, e.g. for entry into parking areas, storage areas, or a
building. By means of the system, it is possible to control the entry into
a space or area via a specific passage indoors and outdoors. It is also
feasible that the system can be used to supply goods e.g. into a stor-
age system or a mailing system, wherein databases are used to store
information on the goods in question and identification data of the
mobile phone for later use.

In the presented embodiment, the control messages are primarily
transmitted via a first connection CH1. Furthermore, the dispatch of key
codes to the communication device MS is executed via the first con-
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nection CH1, wherein the dispatch is effected from a server SRV or
another communication device. The server SRV can maintain the key
codes and data related to the system SS. In this embodiment, particu-
larly authentication means are utilized to improve security. In a corre-
sponding manner, the control system SS according to the invention
also comprises means, such as a modem IR2, to set up said short dis-
tance wireless second data transmission connection CH2 to said com-
munication device, the connection being arranged at least for the
transmission of an identification message MSG1. The identification
message MSG1 comprises data ID1 for identifying a control system SS.
The system SS also comprises means, such as a radio modem RF2
and/or a modem TE2, at least for receiving a control message MSG2
via a communication channel CC1 and/or CC2. The data ID1 is
necessary for the transmission of a message, such as the control
message MSG2, via the network PLMN and the communication
channel to the correct system SS. There can be several systems SS
connected to the network PLMN, wherein they must each be identified
in order to send the messages to the correct location. The same
applies also to communication devices MS which must be identified in
some way for the transmission of messages. This is typically performed
by means of a telephone number.

The connection CH2 can be set up, when the communication
device MS enters within said distance for example in such a way that
the user approaching a door carries the communication device MS and
that the system SS continually transmits identification messages to the
environment. The communication device MS can also request for this
identification message for example by means of a control mes-
sage MSG2 transmitted via the connection CH2. The system SS also
comprises processing means CTRL2 for interpreting the control mes-
sage transmitted from the communication device MS and received via a
communication channel CC1, CC2. Said control message MSG2 con-
tains data CMD for controlling the control system SS in a desired way.
The data CMD can be for example an opening command (RELEASE),
a closing command (CLOSE), a command to keep open for some time
(OPEN), a request to give key codes (ENTER KEY CODE), or a
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request to give an identification (ENTER IDENTIFICATION). Also, the
control message transmitted via the connection CH1 preferably com-
prises data ID1 to identify the control system SS in order to transmit the
message to the correct system and to the correct communication
channel. The system also preferably comprises control means LS to
control the operation of the control system SS on the basis of the con-
trol message MSG2, e.g. a locking device whose opening and closing
is controlled by means of the control message MSG2. The system SS
can also be arranged in such a way that for example the processing
means CTRL2 are arranged to give the required control signals via an
input/output (I/O) channel to external devices, the signals being
transmitted to e.g. separate control means LS, such as a ready-
installed lock device with the necessary |/O channels for external con-
trol. In this case, the system SS to be delivered does not always com-
prise said means LS. It is obvious that the signal in question can also
be transmitted in a wireless manner.

The control system SS can acknowledge the control message MSG2
as received by means of an ACK/NACK message, wherein it can at the
same time also report possible errors or, for example, the fact that the
operation is prevented. This acknowledgement can be transmitted via
the PLMN network to the communication device MS or to the PLMN
network which reports the acknowledgement further to the communica-
tion device MS. Alternatively, the acknowledgement is made via the
connection CH2.

According to a preferred embodiment, the control system SS further
comprises memory means DB2 for storing at least one acceptable key
code KC1, KC2. Furthermore, the processing means CTRL2 of the
system SS are arranged to compare one or more key codes KCO
received with the control message MSG2 to one or more acceptable
key codes KC1, KC2 to allow or prevent the control. The aim is that un-
authorized wireless communication devices MS and also servers SRV
cannot control the system SS without knowing an acceptable key code.
The dispatch of the key codes and simultaneously the permission to
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control the system SS can be arranged by means of said server SRV in
a way that will be described hereinbelow.

The memory means DB2 and the processing means CTRL2 of the
control system SS can be implemented e.g. by means of a data proc-
essor which comprises processing means to control the operation of
the device, a random access memory and a bulk memory for storage,
and normally also a keypad and a display, and which is controlled by
means of a control program stored in the memory. Said control program
is arranged in such a way that said functions can be performed. It is
also possible to connect necessary modem devices to the device by
means of a channel according to the data transmission connections.
The device can also be implemented in such a way that several control
means, such as a locking system LS, of one building are controlled by
means of a central device, such as a PC device (personal computer),
which is connected via cabling to different means LS which can be e.g.
devices in connection with each door, comprising IR2 means, such as
an infrared transceiver, and preferably also a keypad, a display, and
indicator lights to give instructions to the user of the communication
device MS. The means LS can also comprise a memory for storing data
and corresponding processing means to be controlled by means of a
stored program. Moreover, the means LS comprise switching means
required e.g. to open and close electrically controllable locks, and pref-
erably also to keep them open during a programmed delay. It is obvious
that the means LS and the data processor can also communicate in a
wireless manner with each other. It is also obvious that one data
processor can be used to take care of means LS located in other
buildings and even further away. However, the required arrangement is
formed according to the use, the data transmission connections avail-
able, and the need for use.

The key code KCO received in the control message MSG2 can contain
data ID2 which identifies the communication device MS that transmitted
the message MSG2 in question and which is added to the message by
the means AC. This data ID2 contains for example the telephone num-
ber of the communication device MS in question which is compared
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with the key codes allowed in the system SS, and on the basis of it, a
decision is made on allowing the control. It is obvious that if the
means AC do not identify the communication device MS in question or
if they find that the communication device has no right to transmit mes-
sages, the network PLMN will totally prevent the transmission of control
messages MSG2, wherein also the control of the system SS is not
possible by using the communication device in question. According to
an advantageous embodiment of the invention, also the transmission of
key messages MSG3 to the communication device is prevented for the
same reasons, wherein the control of the system both via the connec-
tion CH1 and via the connection CH2 is effectively prevented, improv-
ing data security.

Furthermore, the key codes KC1, KC2 can be arranged to have a lim-
ited duration, wherein e.g. a door can be opened by using them only at
certain moments which can be a unique event or e.g. a daily repeated
event. Occasional events may include entries of visitors or maintenance
men in the building. Repeated events include for example postal
transport and the passage of security guards. For this purpose, the key
code may contain a time recordal, a time code or a corresponding en-
coding, normally encrypted, for checking, wherein the encoding
describes the allowed time of use. The operation can also be controlled
from the processing means CTRL3 of the server SRV or from the proc-
essing means CTRLZ2 of the system SS. The allowed times of use can
also be stored in memory means DB1 or DB2. It is obvious that for
occasional events, it is possible to create key codes which, after a cer-
tain time, are deleted from the lists of the memory means which refer to
acceptable key codes. It is safest that the key codes and the key mes-
sages are arranged to be transmitted in an encrypted manner.

According to an advantageous embodiment of the invention, as a
response to the control message MSG2 addressed to the system SS,
transmitted from the communication device MS or alternatively also
from the server SRV, the processing means CTRL2 are arranged to
transmit an acknowledgement message MSG4 via a communication
channel to the communication device MS. Said acknowledgement
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message MSG4 comprises data KC1, KC2 on acceptable key codes,
and the key codes are intended, if necessary, to be added into the con-
trol message MSG2 which is transmitted from said communication
device MS via a second data transmission connection CH2 which is
thus arranged also for receiving messages. By means of the arrange-
ment it can be secured that exactly the communication device MS in
question, with the identification ID2, is located within the service range.
For controlling the system SS, yet another feature is achieved to
improve security, when the key code KC1, KC2 to be accepted at the
time is arranged to be only generated or used for each control message
MSG2 separately. In this way, misuse of the same key codes by out-
siders later is avoided. The same effect is also obtained by checking
the integrity of the message MSG2, wherein the message is supple-
mented with a serial number and/or a time, wherein the checking of the
conditions can be performed by the CTRL1 part of the communication
device MS, the SIM pant, or different parts of the PLMN network (BSC,
MSC, AC).

With reference to Fig. 2 and in yet another advantageous embodiment
of the invention, the control system SS also comprises a server SRV
which comprises at least means for transmitting key messages MSG3
via a communication channel CC1, CC2 and/or CC3 to the control
system SS, and processing means CTRL3 for maintaining acceptable
key codes KC1, KC2. It should be noted that for transmitting messages,
the server SRV can also use the PLMN network to which it can com-
municate by means of a fixed connection CH7 or via the radio channel
by means of a connection CH4. The connection CH7 can also be
formed partly by means of a PSTN network. Said key message MSG3
contains data KC1, KC2 on acceptable key codes, and the message
can be used to dispatch information on the key codes for storing them
in the control system SS for comparison and for allowing or preventing
the control. In an advantageous embodiment, the server SRV com-
prises means, such as a modem TE3 or a radio modem RF3, for
transmitting key messages MSG3 via the network PLMN to the com-
munication device MS which adds the key code, if necessary, to the
control message MSG2 which is transmitted further via connections
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CH1 or CH2. Said key message MSGS3 contains data KC1, KC2 about
acceptable key codes for storing them in the memory means SIM of
said communication device.

Said means, such as a modem TE1, a modem TE3 or a radio
modem RF3, can all be included in the server SRV to make data
transmission possible alternatively via several different communication
channels, but the server may also contain only one of these. By means
of the modem TE1, a data transmission connection CH5 is set up and
at the same time partly also a communication channel CC3 e.g. via a
public switched telephone network PSTN to the modem TE2 of the
system SS. By means of the modem TE2, a fixed data transmission
connection CH6 can be set up to the mobile communication network
PLMN, normally to a mobile switching center MSC, wherein the trans-
mitting network can be a PSTN network. By means of the radio
modem RF3, a data transmission connection CH4 is set up via the
radio channel to the PLMN network by means of a base station BS2.
The public land mobile network PLMN consists e.g. of a base station
BS1 for the first connection CH1, a base station BS2 for the third con-
nection CH3 and the fourth connection CH4, and a mobile switching
center MSC serving the base stations BS1 and BS2 to transmit mes-
sages via one or several communication channels CC1, CC2, CC3 to
the control system SS. The mobile switching center MSC aiso commu-
nicates with a short message switching center SMSC to transmit mes-
sages. The functions of the base station BS2 can also be assumed by
the base station BS1, if the server SRV or the control system SS is in
the area of the cell served by the same, when the PLMN network is
based on digital data transmission and a cellular system. Said cells are
distributed over a wide geographical area to take care of the data
transmission of communication devices MS moving within said area.

The memory means DB1 and processing means CTRL3 of the server
SRV can be implemented e.g. by means of a data processor which
comprises processing means for controlling the operation of the device,
a random access memory and a bulk memory for storage, and normally
also a keypad and a display, and which is controlled by means of a
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control program stored in the memory. Said control program is
arranged in such a manner that said functions can be performed. It is
also possible to connect the necessary modem devices to the device by
means of a bus according to the data transmission connections. In an
advantageous embodiment, the server SRV is located physically in the
same device as the control system SS. At the same time, it can also
function as the server for another control system. In the case of the
same device, it is possible to combine for example the operation of the
means CTRL2 and CTRL3, the operation of the means RF3 and RF2,
the operation of the means DB1 and DB2, and the operation of the
means TE1, TE2 and TES.

The server used can also be a portable computer which is connected
with a cable to a wireless communication device functioning as a
modem, such as a mobile phone, which takes care of the data trans-
mission by means of its antenna and radio parts. The communication
device in question can also be a card-like wireless communication
device connected to the expansion card connection of the computer,
such as a card modem. The communication device can aiso be a PDA
device (Personal Digital Assistant) intended for wireless communica-
tion, mobile phone functions being connected therewith. It is also obvi-
ous that said communication device MS can be said combination,
wherein it is easy to generate the necessary control commands, which
can be very diverse, by means of the computer to the system SS.
Moreover, the control commands can be used for programming the
operation of the system SS, wherein a communication device MS or
server SRV with the required authorization can enter new key codes in
the system.

For setting up the connection CH3 and thereby also the communication
channel CC1 at least partly, the control system SS comprises means,
such as a radio modem RF2 to set up a wireless third data transmission
connection CH3 to the mobile communication network PLMN, which
connection is arranged at least for receiving messages. By means of
the modem TE2, a fixed data transmission connection CH6 is set up,
and at the same time also partly a communication channel CC2 via the
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PSTN network to the PLMN network, normally to a mobile switching
center MSC.

The transmission of messages between the different parts SS, PLMN
and MS according to the invention is also illustrated in the chart of
Fig. 4 which also shows the connection used. Furthermore, different
example expansions are separated from each other with broken lines.

With reference to Fig. 1 and in the second embodiment of the invention,
the control system SS is arranged to be controlled with a wireless
communication device MS which comprises at least means RF1 for
setting up a wireless first communication connection CH1 to the mobile
communication network PLMN, the connection CH1 being arranged for
transmitting and receiving messages. The communication device MS
also comprises means IR1 for setting up a short distance second data
transmission connection CH2, which is arranged at least for transmit-
ting messages, and control means CTRL1 for setting up messages to
be transmitted and for interpreting received messages, as well as
memory means SIM for storing messages. What is described above on
the more specific operation or assembly of e.g the communication
device MS or the network PLMN, can also be applied in this embodi-
ment of the invention.

In the presented embodiment, the control messages are primarily
transmitted via the second connection CH2. The reception of the con-
trol message MSG2 may be preceded by the transmission of an identifi-
cation message MSG1. Furthermore, the dispatch of key codes is
arranged from the server SRV, or from another communication device,
e.g. to the communication device MS via the first connection CH1. The
server SRV can maintain key codes and information related to the sys-
tem SS. Said control system SS comprises means IR2 for setting up a
short distance wireless second data transmission connection CH2 to
said communication device when it is within said service area, the con-
nection being arranged at least for receiving the control message
MSG2. Said connection MSG2 is for example a short distance radio
frequency (SDRF), low power radio frequency (LPRF) or infrared (IR)
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connection. The system also comprises processing means CTRL2 for
interpreting the control message transmitted from the communication
device and received via the second data transmission connection CH2,
the message comprising data CMD for controlling the control system in
a desired manner, and preferably also control means LS for controlling
the operation of the control system on the basis of the control message.
The means LS can be arranged to be separate, as described above.
What has been described above on the more specific operation and
assembly of the control system SS, can also be applied in this embodi-
ment of the invention.

In an advantageous embodiment of the invention, the mobile communi-
cation network PLMN is arranged for transmitting messages via one or
several communication channels CC1 and/or CC2. Said processing
means CTRL2 are also arranged to interpret the control message
MSG2 received via a communication channel, the message comprising
data CMD for controlling the control system in a desired manner.
According to yet another embodiment, the mobile communication net-
work PLMN also comprises authentication means AC for identifying the
communication device MS and for allowing the transmission of mes-
sages. The authentication means AC are also arranged to add data ID2
identifying said communication device MS in the control message
MSG2 to be transmitted. The operation and function of the means AC
is based on the facts presented above in connection with the first
embodiment of the invention. In the control message MSG2 is also
included, with the AC means, e.g. the telephone number of the
communication device MS that transmitted the control message, to
identify said communication device. Authentication can now be utilized
particularly to secure the dispatch of key codes.

In one embodiment, the control system SS also comprises memory
means DB2 for storing one or more acceptable key codes KC1 and
KC2. In case the received control message MSG2 also contains the
key code KCO, the processing means CTRL2 are also arranged to
compare the key code of the control message with the acceptable key
codes, to allow or to prevent the control. It can aiso be arranged that as
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a response to the control message MSG2, the processing
means CTRL2 are arranged to transmit an acknowledgement message
MSG4 via a communication channel to the communication device MS.
Said message contains data, such as a key code KC1 or KC2 of the
acceptable key codes, the data being supplemented with a new control
message MSG2 which is transmitted from said communication device
MS via a second communication channel CH2. In this way it is secured
that the correct communication device MS is e.g. in the vicinity of a
door to be opened.

With reference to Fig. 2 and according to an advantageous embodi-
ment of the invention, the control system SS is provided with a server
SRV which comprises means, such as a modem TE1, a modem TE3 or
a radio modem RF3, to transmit key messages MSG3 via a communi-
cation channel CC1, CC2 or CC3 to the control system SS. The server
SRV also comprises processing means CTRL3 for maintaining one or
several acceptable key codes KC1, KC2. In this case, said key mes-
sage MSG3 contains data, such as the codes KC1, KC2 of the accept-
able key codes, for storing them in the control system SS for compari-
son. The means TE3 and RF3 of the server SRV can be arranged for
the transmission of messages also via a mobile communication network
PLMN to the communication device MS, which message contains data
on acceptable key codes for storing them in the memory means SIM of
the communication device.

The server SRV is used for maintaining and managing data, for exam-
ple by means of databases, listings and registers. Thus, the server SRV
also comprises memory means DB1 e.g. for storing acceptable key
codes KC1, KC2, for storing data ID1 of each security system to be
controlled with an acceptable key code, and for storing data ID2 on the
communication device MS entitled to an acceptable key code. These
data are changed and supplemented, if necessary, e.g. by the service
provider. By means of the data, it is possible to keep up with given
rights of use and to use the data to dispatch information to security
systems or communication devices in an efficient and centralized man-
ner. For example, it is possible to delete key codes from the system to
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prevent use and to give the necessary control messages or key mes-
sages to the system SS. The server SRV can contain a data record
which connects a certain key code to a group of communication
devices, wherein all the communication devices belonging to the group
can transmit a control message MSG2 to the system SS. What has
been described above e.g. on the more specific operation and assem-
bly of the server SRV and the communication channels, can also be
applied in this embodiment of the invention.

To improve security further, the control of the control system can be
arranged in such a way that as a response to the control message
MSG2 transmitted by the communication device MS, the processing
means CTR2 are arranged to transmit to said communication device a
message in which it requests the communication device MS to transmit
a new control message MSG2 via the second communication channel
CH2. The new control message comprises for example an acceptable
password which is entered e.g. via the keypad of a mobile phone and
added to said control message MSG2. By means of the arrangement it
can be secured that the communication device MS which has transmit-
ted the control message MSG2 is located e.g. in the vicinity of a door
and that said communication device MS is used by a person who
knows the required password. It is obvious that control messages
MSG2 of the communication device transmitted via the connection CH1
can be directed either to the system SS or to the server SRV which can
transmit the above-mentioned request.

In one embodiment, as a response to the control message MSG2, the
processing means CTRL2 of the system SS or alternatively the proc-
essing means CTRLS3 of the server SRV are arranged to transmit an
acknowledgement message MSG4 via the mobile communication net-
work PLMN to the communication device MS. The key code of the
message is then added to the control message MSG2 which is
transmitted by the communication device MS via the second data
transmission connection CH2. The control system SS can also
acknowledge the different control messages MSG2 as received.
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The dispatch of key codes can also be arranged in such a way that
another wireless communication device communicates with the PLMN
network in the above described manner. The communication device,
such as a mobile phone complying with the GSM system, generates the
required key message MSG3 to transmit it via the mobile communica-
tion network PLMN to the communication device MS, the message
containing data on acceptable key codes KC1, KC2. The message can
be for example a short message as presented above, and the PLMN
network thereby utilizes the operation of the AC means. The communi-
cation device MS can also transmit a control message to the server
SRV or to the system SS, which has the result that the key message is
transmitted to another wireless communication device via the PLMN
network, preferably in an encrypted manner, to dispatch the key codes.
At the same time, data is maintained on to whom key codes have been
delivered. The control message MSG3 thus contains for example data
to identify the system SS and the wireless communication device.

The processing means CTRL1 of the wireless communication device,
such as a mobile station or a mobile phone, comprise e.g. means for
reading the data of the SIM card and for storing data on the SIM card, a
control unit (CU) which comprises preferably a micro controller unit
(MCU) and a control logic circuit, such as an application specific inte-
grated circuit (ASIC). The control unit is preferably also connected with
a memory, such as a read only memory (ROM) and a random access
memory (RAM). The communication device is also provided with dis-
play means, keypad means and audio means. The control unit is also
connected to the control blocks controlling the other operations of the
communication device, for controlling the receiving and transmitting
functions, input/output (1/O) functions and the radio parts of the device.
In the transmission and reception of radio signals, an antenna is used
which, together with the radio parts, constitutes the means RF1. The
communication device MS operates under the control of a control pro-
gram, in which changes can be made to create the necessary proce-
dures to generate messages and e.g. to process key codes. Thus, the
operation of the user interface of the communication device can be
arranged to have such menu functions that it is also possible to select
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from the different functions the use for the control of the control system,
by means of the connections CH1 and/or CH2. [f desired, the control
program can also automatically take care of part of the traffic, such as
reception of an acknowledgement message and reporting to the user
e.g. by means of the display means.

In view of the foregoing, one versatile communication device MS com-
prises, according to an advantageous embodiment, at least said
means RF1 for setting up a data transmission connection CH1 to the
mobile communication network PLMN for receiving key messages
MSG3 and for transmitting control messages MSG2. Said PLMN net-
work is arranged to transmit messages via a communication channel
CC1, CC2 or CC3 to the control system SS, and it also comprises
authentication means AC. It is obvious that the PLMN network normally
independently selects the channel, wherein the user of the communica-
tion device MS does not need to take care of its selection. Further, the
communication device MS comprises means IR1 for setting up a data
transmission connection CH2 which is arranged for receiving an identi-
fication message MSG1 and for transmitting control messages MSG2.
Moreover, the communication device MS has control means CTRL1 for
generating messages to be transmitted and for interpreting received
messages, as well as for adding data ID1 and an acceptable key code
KC1, KC2 to the control message MSG2. Also, memory means SIM are
required for storage.

In modern public land mobile networks (PLMN) based on a cellular net-
work, the system consists in a known manner of several mobile stations
(MS), such as mobile phones, using the system and of a fixed base
station subsystem (BSS). This base station subsystem normally com-
prises several base transceiver stations (BTS) which are distributed
over a geographical area, each base station serving a cell which com-
prises at least part of this geographical area.

The wireless communication system makes a wireless data transmis-
sion connection possible between the mobile station (MS) and the fixed
parts of the system when the user of the mobile station moves within
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the operating range of the system. A typical system is a modern public
land mobile network (PLMN) based on a cellular system, which is e.g. a
widely known circuit switched Global System for Mobile Communica-
tions (GSM). The present invention is particularly suited for mobile
communication systems under development. As an example of such a
mobile communication system, the General Packet Radio Service
(GPRS) system is used in this specification. It is obvious that the inven-
tion can also be applied in other mobile communication systems
(UMTS, 3G). The basic idea of the GPRS system is to use packet-
switched resource allocation for GSM compatible mobile stations within
the GSM infrastructure, wherein a so-called virtual data transmission
connection is set up between e.g. a base transceiver station BTS and a
mobile station MS. The above-mentioned WAP application protocol is
used as an example of communication protocols, wherein WAP clients,
such as said communication device MS and system SS, and WAP
servers, such as the server SRV, are preferably clients and servers of a
communication network applying the WAP application protocol. The
different devices, servers and information can thus be named in the
network with a Uniform Resource Locator (URL) address which is irre-
spective of the location and is known e.g. from the World Wide Web
(WWW) network and which can be used as said identification ID1 and
ID2.

The transmission of messages between the different parts SS, PLMN
and MS according to the invention is also illustrated in the chart of
Fig. 5, which also shows the connection used. The different example
expansions are also separated from each other with broken lines. Fig-
ure 3 shows some advantageous embodiments of messages. The
identification message MSG1 contains data ID1 identifying the security
system SS, such as a sequence of numbers and letters, a name, or a
serial number. The identifying data ID1 can also be the Mobile Sub-
scriber International ISDN number MSISDN. In a corresponding man-
ner, it is possible to use strings of numbers or letters which are only
significant for the person who knows the MSISDN number of the secu-
rity system SS, wherein e.g. in the memory means SIM of the commu-
nication device MS, data can be used to search for the correct MSISDN
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number (mapping). By means of the functions of the mobile station MS,
the ID1 can be stored in the memory and, if necessary, given an easy
name which can be searched with the help of menus. By means of the
menus, it is also possible to select the function needed, e.g. the trans-
mission of a control message. The control message MSG2 comprises
e.g. a command CMD relating to an operation which the system SS is
expected to perform (OPEN), the identification ID1 or the MSISDN
number selected on the basis of the same, which can also be arranged
to be searched by means of the databases of the network in order to
direct the message to the correct system. The network also supple-
ments the message with the identification ID2 of the sender of the mes-
sage for identification. For control, the control message may also con-
tain a key code KCO which must be an acceptable key code in order to
make control possible. By means of a key message MSG3, the accept-
able key codes, such as codes KC1 and KC2, are transmitted to the
receiver ID1. The key message may also contain information about
which communication device, i.e. identification 1D2, is authorized to use
the key codes in question. It is obvious that often the key message
MSG3 must also be equipped with the key code KCO which the recipi-
ent checks to verify the authentication of the key message. By means
of an acknowledgement message MSG4, it is possible to transmit the
acceptable key codes KC1 and KC2 to the receiver, such as identifica-
tion ID2. The acknowledgement message is often also equipped with
the identification ID1 of the system SS, so that e.g. the communication
device MS would be able to select the key code belonging to the sys-
tem in question.

The present invention is not limited solely to the examples presented
above, but it can be modified within the scope of the appended claims.
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1. A control system, characterized in that it comprises at least

means (IR2) for setting up a short distance second data
transmission connection (CH2) to a wireless communication
device (MS) when it is within said distance, the connection
being arranged for transmitting at least an identification
message (MSG1) to said communication device, the mes-
sage containing data (ID1) for identifying said control sys-
tem (SS),

means (RF2, TE2) for receiving messages via a communi-
cation channel (CC1, CC2, CC3) from a mobile communica-
tion network (PLMN) which is arranged to set up a wireless
first data transmission connection (CH1) to said com-
munication device for the transmission of messages and
which communication network also comprises authentica-
tion means (AC) for identifying said communication device
and allowing the transmission of messages, and

processing means (CTRL2) at ieast for interpreting a control
messages (MSG2) transmitted from said communication
device and received via a communication channel, the mes-
sage comprising at least data (CMD) for controlling the con-
trol system in a desired manner.

2. The control system according to claim 1, characterized in that the
authentication means (AC) are also arranged for adding data (ID2)
identifying the communication device (MS) in the control message

(MSG2).

3. The control system according to claim 1 or 2, characterized in
that the control message (MSG2) contains at least the telephone num-
ber of the communication device (MS) that sent said control message,
to identify said communication device.



10

15

20

25

30

35

WO 01/22760 PCT/F100/00767

24

4. The control system according to any of the claims 1 to 3, charac-
terized in that the control message (MSG2) contains at least data
(ID1) for identifying the control system for the transmission of the
message.

5. The control system according to any of the claims 1 to 4, charac-
terized in that it also comprises memory means (DB2) for storing at
least one acceptable key code (KC1, KC2), and that in case the
received control message (MSG2) also contains a key code (KCO0), the
processing means (CTRL2) are arranged to compare the key code of
the control message with acceptable key codes, to allow or prevent the
control.

6. The control system according to any of the claims 1 to 5, charac-
terized in that

— it also comprises memory means (DB2) for storing at least
one acceptable key code (KC1, KC2),

— as a result to the control message (MSG2), the processing
means (CTRL2) are arranged to transmit an acknowledge-
ment message (MSG4) via a communication channel (CC1,
CC2, CC3) to the communication device (MS), the message
comprising data (KC1, KC2) on acceptable key codes to be
supplemented with a new control message (MSG2) to be
transmitted from said communication device, and

— said new control message is arranged to be received via a
second data transmission connection (CH2).

7. The control system according to any of the claims 1 to 6, charac-
terized in that said means are also arranged to receive key messages
(MSG3) transmitted from a server (SRV) via a communication channel
(CC1, CC2, CC3), the message containing data (KC1, KC2) on



10

15

20

25

30

35

WO 01/22760 PCT/F100/00767

25

acceptable key codes for their storage in the control system (SS) for
comparison.

8. The control system according to any of the claims 1 to 7, charac-
terized in that the key message (MSG3) is arranged to be transmitted
from a server (SRV) via a mobile communication network (PLMN) to a
communication device (MS), the message containing data (KC1, KC2)
on acceptable key codes for storing them in said communication device
and adding them in the control message (MSG2) transmitted by said
communication device.

9. The control system according to any of the claims 5 to 8, charac-
terized in that the key code (KCO) contains at least data (ID2) identi-
fying the communication device (MS) that transmitted the control mes-
sage (MSG2).

10. The control system according to any of the claims 5 to 9, charac-
terized in that the key code (KCO) contains at least the telephone
number of the communication device (MS) that transmitted the control
message (MSG2).

11. The control system according to any of the claims 1 to 10, charac-
terized in that it also comprises control means (LS) for controlling the
operation of the control system on the basis of the control message.

12. The control system according to any of the claims 1 to 11, charac-
terized in that for setting up a communication channel (CC1, CC2,
CC3), the control system (SS) also comprises means (RF2) for setting
up a wireless third data transmission connection (CH3) to the mobile
communication network (PLMN).

13. The control system according to any of the claims 1 to 12, charac-
terized in that at least part of the messages (MSG2, MSG3, MSG4)
are short messages to be transmitted in the mobile communication
network (PLMN).
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14. A wireless communication device for controlling a control system,
characterized in that said communication device (MS) comprises at

least

means (RF1) for setting up a wireless first data transmission
connection (CH1) to a mobile communication network
(PLMN), the connection being arranged for transmitting and
receiving messages,

means (IR1) for setting up a short distance wireless second
data transmission connection (CH2), the connection being
arranged at least for receiving messages, and

control means (CTRL1) for generating messages to be
transmitted and for interpreting received messages, and
memory means (SIM) for storing the messages,

characterized in that

said means are arranged for receiving an identification
message (MSG1) via the second connection from the con-
trol system (SS) when it is within said distance, the mes-
sage containing data (ID1) for identifying said control sys-
tem (SS), and

said means are arranged for transmitting a control message
(MSG2) via the first connection to said control system, the
message containing data (CMD) for controlling said control
system in a desired manner, wherein said mobile communi-
cation network also comprises authentication means (AC)
for identifying said communication device and allowing the
transmission of messages.

15. The wireless communication device according to claim 14, charac-

terized

in that said means are also arranged for receiving a key mes-

sage (MSG3) via the mobile communication network (PLMN), the mes-
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sage containing data (KC1, KC2) on acceptable key codes for adding
them in the control message (MSG2) transmitted by the communication
device, and that said memory means (SIM) are arranged for storing
said key codes.

16. A control system, characterized in that it comprises at least

— means (IR2) for setting up a short distance wireless second
data transmission connection (CH2) to a wireless communi-
cation device (MS) when it is within said distance, the con-
nection being arranged at least for receiving a control mes-
sage (MSG2), the message containing at least data (CMD)
for controlling the control system in a desired manner, and

— processing means (CTRL2) for interpreting the control mes-
sage transmitted from said communication device and re-
ceived via the second data transmission connection.

17. The control system according to claim 16, characterized in that it
also comprises means (RF2, TE2) for receiving messages via a com-
munication channel (CC1, CC2, CC3) from a mobile communication
network (PLMN) which is arranged for setting up a wireless first data
transmission connection (CH1) to said communication device for the
transmission of messages, and that the processing means (CTRL2) are
also arranged for interpreting the control message (MSG2) received via
the communication channel.

18. The control system according to claim 17, characterized in that
said mobile communication network also comprises authentication
means (AC) for identifying said communication device (MS) and for al-
lowing the transmission of messages, and that the authentication
means (AC) are also arranged for adding data (ID2) identifying said
communication device (MS) into the control message (MSG2) to be
transmitted.
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19. The control system according to any of the claims 16 to 18, char-
acterized in that the control message (MSG2) contains at least the
telephone number of the mobile communication device (MS) that
transmitted the control message, to identify said communication device.

20. The control system according to any of the claims 16 to 19, char-
acterized in that it also comprises memory means (DB2) for storing at
least one acceptable key code (KC1, KC2), and that in case the
received control message (MSG2) also contains a key code (KCO0), the
processing means (CTRL2) are arranged to compare the key code of
the key message with the acceptable key codes, to allow or prevent the
control.

21. The control system according to any of the claims 17 to 20, char-
acterized in that

— it also comprises memory means (DB2) for storing at least

one acceptable key code (KC1, KC2),

— as a result to the control message (MSG2), the processing

means (CTRL2) are arranged to transmit an acknowledge-
ment message (MSG4) via a communication channel (CC1,
CC2, CC3) to the communication device (MS), the message
containing data (KC1, KC2) on acceptable key codes to be
added to a new control message (MSG2) to be transmitted
from said communication device, and

— said new control message is arranged to be received via the

second data transmission connection (CH2).

22. The control system according to any of the claims 17 to 21, char-
acterized in that said means are arranged also for receiving key mes-
sages (MSG2) transmitted from a server (SRV) via a communication
channel (CC1, CC2, CC3), the message containing data (KC1, KC2) on
acceptable key codes for storing them in the control system (SS) for
comparison.
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23. The control system according to any of the claims 17 to 22, char-
acterized in that the key message (MSG3) is arranged to be transmit-
ted from a server (SRV) via a mobile communication network (PLMN)
to the communication device (MS), the message containing data (KC1,
KC2) on acceptable key codes for storing them in said communication
device, and the mobile communication network being arranged for set-
ting up a first data transmission connection (CH1) to said communica-
tion device for the transmission of messages.

24. The control system according to claim 22 or 23, characterized in
that the server (SRV) also comprises memory means (DB1) for storing
acceptable key codes (KC1, KC2), for storing data (ID1) identifying the
security system to be controlled by each acceptable key code, and for
storing data (ID2) identifying the communication device (MS) entitled to
the acceptable key code.

25. The control system according to any of the claims 17 to 24, char-
acterized in that as a response to the control message (MSG2)
transmitted by the communication device (MS), the processing means
(CTRL2) are arranged to transmit a message to said communication
device regarding the transmission of a new control message (MSG2)
via the second data transmission connection (CH2), the new control
message containing at least an acceptabie password.

26. The control system according to any of the claims 17 to 25, char-
acterized in that

— as a response to the control message (MSG2), the process-

ing means (CTRL2) are arranged to transmit a key message
(MSG3) via the mobile communication network (PLMN) to
the communication device (MS), the message containing
data (KC1, KC2) on acceptable key codes to be added to a
new control message (MSG2) to be transmitted from said
communication device, and
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— said conrol message is arranged to be received via the sec-

ond data transmission connection (CH2).

27. The control system according to any of the cliams 17 to 26, char-
acterized in that as a response to the control message (MSG2)
transmitted by the communication device (MS), the control system (SS)
is arranged to transmit a key message (MSGS3) via the mobile commu-
nication network (PLMN) to another wireless communication device
(MS), the message containing data (KC1, KC2) on acceptable key
codes.

28. The control system according to any of the claims 20 to 27, char-
acterized in that the key code (KCO) contains at least data (ID2)
identifying the communication device (MS) that transmitted the control
message (MSG2).

29. The control system according to any of the claims 20 to 28, char-
acterized in that the key code (KCO) contains at least the telephone
number of the communication device (MS) that transmitted the control
message (MSG2).

30. The control system according to any of the claims 16 to 29, char-
acterized in that it also comprises control means (LS) for controlling
the operation of the control system on the basis of the control message.

31. A wireless communication device for controlling a control system,
characterized in that said communication device (MS) comprises at
least

— means (RF1) for setting up a wireless first data transmission

connection (CH1) to a mobile communication network
(PLMN), the connection being arranged for the transmission
and reception of messages,
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— means (IR1) for setting up a short distance wireless second

data transmission connection (CH2) which is arranged at
least for receiving messages, and

— control means (CTRL1) for generating messages to be

transmitted and for interpreting received messages, and
memory means (SIM) for storing messages,

characterized in that

— said means are arranged for transmitting a control message

(MSG1) via the second connection to the control system
(SS) when it is within said distance, the message containing
data (CMD) for controlling said control system in a desired
manner.

32. The wireless communication device according to claim 31, charac-
terized in that said means are also arranged for receiving a key mes-
sage (MSG3) via the mobile communication network (PLMN), the mes-
sage containing data (KC1, KC2) on acceptable key codes for adding
them to a control message (MSG2) transmitted by the communication
device, and that said memory means (SIM) are arranged for storing
said key codes.

33. The wireless communication device according to claim 31 or 32,
characterized in that said means are also arranged for transmitting
key messages (MSG3) via the mobile communication network (PLMN)
to another wireless communication device (MS), the message contain-
ing data (KC1, KC2) on acceptable key codes.
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