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SOFTWARE LICENSE MANAGEMENT SYSTEM THAT FUNCTIONS
IN A DISCONNECTED OR INTERMITTENTLY CONNECTED MODE

RELATED APPLICATION

[0001] This patent application is related to another
patent application by the same inventors entitled
“Peer to Peer Software License Management System For
Temporarily Relocating Available Software Licenses” filed
on even date herewith as United States Patent Application
Serial No. [Docket No. HO0017067]. The related patent
application is assigned to the assignee of the present
patent application. The disclosure of the related patent
application is hereby incorporated by reference into the

present application as if fully set forth herein.

TECHNICAL FIELD

[0002] This disclosure relates generally to software
license management systems and more specifically to a
software license management system that functions in a

disconnected or intermittently connected mode.
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BACKGROUND

[0003] Software license management is an essential
service for any commercial software product to ensure the
legitimate usage of the software product and to ensure
the proper distribution of the software product. Software
license providers (“license providers”) are typically
located within software that is located on a computer
server. Software license consumers (“license consumers”)
are typically software applications that are located on a
computer workstation or computer server. Existing software
license management systems are based upon the ability of
the software provider to communicate securely with the
software license consumers.

[0004] A license provider has a finite number of
software licenses (“licenses”) stored within the computer
server on which the license ©provider is located.
The license provider typically has an encrypted license
file that contains the names of the licenses and the
names of the customers (i.e., license consumers) that are
authorized to receive the licenses.

[0005] When a license consumer desires to obtain
particular software licenses, the license consumer may
attempt to acquire the licenses from one or more license
providers. The license consumer sends a license request to
one or more license providers. A license provider that can
satisfy the license consumer’s request (1) licenses the
requested license (or licenses) to the license consumer,
(2) marks the requested license (or licenses) as being
in use by the license consumer, and (3) establishes and
maintains a secure communication link with the license
consumer.

[0006] The license provider maintains the secure
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communication link with the license consumer until the
license consumer releases the license (or licenses) or the
link with the license consumer fails due to a hardware or
software fault, thereby implicitly releasing the license
(or licenses). A license that is marked as being in use is
not available to other license consumers until the license
has been released. Licenses that are released re-enter the
available license pool of the license provider.

[0007] The encrypted 1license file 1in the software
license management system may be stored on a disk drive or
other memory device such as a Univeral Serial Bus (USB) key
or smartcard. As previously mentioned, the encrypted
license file contains the names of the authorized license
consumers and the names of the licenses that they are
authorized to receive. The software license management
system is capable of reading the authorization information
in the encrypted license file and serving the requested
licenses to the license consumers that have the proper
authorization.

[0008] The software license management system typically
resides at a location that is remote from the location of
the software applications that it licenses. This provides
a more convenient <centralized administration of the
license process. In existing software license management
systems, the license provider (located on a license server)
is located at a remote location with respect to the license
consumer (located on a client server).

[0009] Dedicated license servers are not efficient in
mobile computing scenarios. For example, dedicated license
servers are not efficient at supporting software product
demonstrations or training operations at remote non-fixed
locations. Prior art approaches to providing software

licenses in mobile computing scenarios include providing
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(for an additional fee) (1) short-term or dedicated
entitlement to support mobile use, (2) portable entitlement
in the form of hardware keys, (3) temporary offline
stand-alone licenses, and (4) node-locked licenses that are
not network-based.

[0010] The success of Internet protocols and techniques
and their application to new classes of software products
poses a problem for existing software licensing management
systems. This is because systems that are based on Internet
protocols and techniques require frequent and ongoing
communication between a license provider and a license
consumer. Without a continuous assertion of need from a
license consumer (1) it is impossible to ensure than the
license consumer’s entitlement to a software license 1is
genuine and (2) it 1is impossible to warrant that the
license provider’s software license pool accurately
reflects license availability.

[0011] Software products that are based on Internet
protocols and techniques do not and cannot maintain a
continuous connection between a license provider and a
license consumer. Web service architecture 1is a good
example of this feature. Web services act as autonomous
agents from which a software application is composed and
connected through individual messages. Individual web
services may need to be licensed. However, it is neither
practical nor efficient to request a license from a license
provider every time a web service is required. On the other
hand, it is not fair or appropriate for a web service to
hold a license any longer than is necessary. To allow a web
service to hold a license longer than is necessary would
very likely restrict another legitimate use that license.

[0012] It would be desirable to have a more efficient

method for providing software license entitlement in a
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software license management system that functions in a
disconnected or intermittently connected mode. It would be
desirable to have a software license management system that
has the ability to solve the problems that arise due to the
intermittent communication between a license provider and a
license consumer in software systems that are based on

Internet protocols and techniques.
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SUMMARY

[0013] The present invention comprises a software
license management system that comprises (1) a license
borrowing mechanism that is capable of temporarily
licensing the operation of software for a license consumer
that subsequently goes offline with respect to the license
provider, and (2) a mechanism for testing a communication
link between the 1license consumer (the client server)
and the license provider (the license server), and
(3) an executive logic layer software module that 1is
located on the license consumer (the client server).

[0014] The executive logic layer software module
comprises a set of fault tolerance rules, and a set
of service licensing rules, a history of network
interruptions that have recently occurred, and a user
interface module. When a network interrupt occurs, the
executive logic layer consults the fault tolerance rules
to determine whether to automatically initiate short
term license borrowing using a fault tolerance mode of
operation. If the fault tolerance mode of operation is
used, the short term license borrowing continues as long as
needed. Then the normal online mode of license borrowing
is resumed.

[0015] If the fault tolerance mode of operation is not
appropriate based on the application of the fault tolerance
rules, the executive logic layer then consults the service
licensing rules to determine whether to automatically
initiate short term license borrowing using a service
licensing mode of operation. If the service licensing mode
of operation is used, the short term license borrowing
continues as long as needed. Then the normal online mode of

license borrowing is resumed.
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[0016] Other technical features may be readily
apparent to one skilled in the art from the following

figures, descriptions, and claims.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0017] For a more complete understanding of this
disclosure, reference 1is now made to the following
description, taken in conjunction with the accompanying
drawings, in which:

[0018] FIGURE 1 illustrates a schematic representation
of an exemplary first computer node of a peer to peer
software license management system of the invention;

[0019] FIGURE 2 illustrates a schematic representation
of a first computer node of the invention accessing a
software license from a second computer node of the
invention;

[0020] FIGURE 3 illustrates a schematic representation
of a first computer node of the invention temporarily
borrowing a software license from a second computer node of
the invention;

[0021] FIGURE 4 illustrates a schematic representation
of a third computer node of the invention accessing a
temporarily borrowed software license from the first
computer node of the invention;

[0022] FIGURE 5 illustrates a flow chart showing the
steps of an advantageous embodiment of a method of the
present invention;

[0023] FIGURE 6 illustrates a flow chart showing the
steps of another advantageous embodiment of a method of the
present invention;

[0024] FIGURE 7 illustrates a schematic representation
of exemplary software modules in accordance with the
principles of the present invention; and

[0025] FIGURE 8 illustrates a flow chart showing the
steps of another advantageous embodiment of a method of the

present invention.
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DETAILED DESCRIPTION

[0026] FIGURES 1 through 8 and the various embodiments
used to describe the principles of the present invention in
this patent document are by way of illustration only and
should not be construed in any way to limit the scope of
the invention. Those skilled in the art will understand
that the principles of the invention may be implemented in
any type of suitably arranged device or system.

[0027] Every computer that participates in the peer to
peer software license management system of the invention is
referred to as a node. In a peer to peer system, each node
can accept incoming connections from other nodes and each
node can initiate outgoing connections to other nodes.
This feature distinguishes a peer to peer system from
a client-server system. In a client-server system, only
client nodes can initiate outgoing connections and only
server nodes can accept incoming connections.

[0028] FIGURE 1 illustrates a schematic representation
of an exemplary first computer node 100 (also designated as
node 1) of the peer to peer software license management
system of the invention. First computer node 100 1is
representative of each of the other nodes in the system
(not shown in FIGURE 1). As shown in FIGURE 1, first
computer node 100 comprises an application process 110.
Application process 110 comprises at least one program 120
and a licensing library 130. The 1licensing library 130
contains one or more software licenses. The program 120 is
capable of accessing the licensing library 130 through a
licensing application programming interface (designated
as “Licensing API” in FIGURE 1).

[0029] First computer node 100 also comprises a

continuously running program that is referred to as a
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license service 140 or a license daemon 140. The license
daemon 140 is connected to and in communication with the
licensing library 130. The licensing library 130 is capable
of accessing the license daemon 140 to pass on to the
license daemon 140 any license requests that are made by
the program 120.

[0030] First computer node 100 also comprises an
encrypted license file 150. The encrypted license file 150
contains the names of authorized license consumers and the
names of the licenses that they are authorized to receive.
The license daemon 140 is connected to and in communication
with the encrypted license file 150. The license daemon 140
is capable of reading the authorization information in the
encrypted license file 150 and serving the requested
licenses to the license consumers that have the proper
authorization.

[0031] First computer node 100 also comprises an
address file 160 that contains computer addresses of
remotely located licensing nodes in the peer to peer
system. The license daemon 140 is connected to and in
communication with the address file 160. The license daemon
140 is capable of communicating with the remotely located
nodes in the peer to peer system.

[0032] The standard computer hardware of computer
node 100 (central processing unit, memory units, etc.) and
the standard computer software of computer node 100
(operating system, etc.) together with the software of the
peer to peer software license management system of the
invention (license daemon, license file, licensing library,
etc.) comprises a software license management controller
that performs the functions of the present invention.

[0033] FIGURE 2 illustrates a schematic representation

of the first computer node 100 accessing a software license



WO 2009/108485 PCT/US2009/033622

11

from a second computer node 200 of the peer to peer system
of the invention. Second computer node 200 comprises an
application process 210 that comprises at least one
program 220 and a licensing library 230. Second computer
node 200 also comprises its own license daemon 240 and
encrypted license file 250. Although not shown in FIGURE 2,
the second computer node 200 also comprises an address
file that contains computer addresses of remotely located
licensing nodes in the peer to peer system.

[0034] FIGURE 2 illustrates how the first computer
node 100 may access a software license from the second
computer node 200 in the peer to peer system. When the at
least one program 120 makes a license request, the
licensing library 130 sends the request to the license
daemon 140. The license daemon 140 first attempts to access
(or to “check out”) the requested license from its own
encrypted license file 150 (not shown in FIGURE 2). If the
requested license is in the encrypted license file 150,
then the license daemon 140 provides the requested license
to the program 120 from the licensing library 130.

[0035] If the requested 1license 1is not 1in the
encrypted license file 150 (i.e., the requested license is
not locally available), then the license daemon 140 passes
the license request to the known remote nodes (which are
also referred to as remote hosts). FIGURE 2 illustrates the
connection and communication between license daemon 140 of
the first computer node 100 and the license daemon 240 of
the second computer node 200.

[0036] The license daemon 240 accesses 1its own
encrypted license file 250 to determine whether the
requested license is located within the second computer
node 200. If the requested license is located within the

encrypted license file 250, then the license daemon 240
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marks the requested license as being in use and grants the
license request. The 1license daemon 240 provides the
requested license to the license daemon 140 from the
licensing library 230. The license daemon 140 provides the
requested license to the licensing library 130 and to the
requesting program 120.

[0037] If the requested 1license 1s not located
within the encrypted 1license file 250 1in the second
computer node 200, then the license daemon 240 reports that
finding back to the 1license daemon 140 1in the first
computer node 100.

[0038] When the license daemon 140 sends out a license
request to the other nodes in the peer to peer network, the
other nodes will cascade the request to other nodes in
their local address 1list (if any) until the requested
license is found or the license search fails due the lack
of availability of the requested license on any node that
is connected in the peer to peer network.

[0039] In the search for a requested 1license, a
success or a failure will be reported back to the
requesting program 120 wvia the API link. A successfully
accessed license will eventually be returned to the remote
computer node from which the license came (1) when the
requesting program 120 releases the license via the API
link or (2) when the requesting program 120 terminates.
Returning the license to the remote computer node from
which the license came requires the local license daemon
140 to track where the license originated and to
communicate with the license daemon on the remote computer
node (e.g., license daemon 240 in our present example) to
inform the license daemon on the remote computer node of
the eventual release of the requested license. After the

requested license has been released, the license daemon on
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the remote computer node that provided the requested
license from its local encrypted license file releases the
license back into the 1local pool of licenses that are
eligible for a subsequent license.

[0040] In order prevent abuse of license entitlement,
the license daemon of the computer node that provides the
requested license generates and sends an occasional
“all is well” signal (referred to as a “heartbeat”) to all
of the other computer nodes that are participating in a
license access (also referred to as a license “checkout”).
If for some reason the heartbeat signal is not acknowledged
as expected, then the heartbeat signal is said to have
failed. If the heartbeat signal fails, then all license
daemons that are involved in the license checkout process
immediately consider that the license checkout process has
failed.

[0041] The failure of the heartbeat signal results in
the requesting program (e.g., program 120) being informed
via the API link that a license that it had successfully
requested 1is now unavailable and that the previously
successful license request has been terminated. The license
daemon that provided the requested license from its local
encrypted license file then releases the license back
into the local pool of licenses that are eligible for a
subsequent license. No heartbeat signal is required when a
license request is satisfied from a local license file.

[0042] In addition to being checked out, licenses can
also be borrowed. Borrowing a license entails relocating a
license from one license file to another license file for
a predetermined (but finite) period of time.

[0043] A license daemon in a computer node can request
to borrow one or more licenses from another computer node.

The license borrowing process is conceptually similar to a
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normal license check out process from one node to another.
But there is no heartbeat signal maintained between the two
nodes that are involved in the borrowing transaction. This
is so that the borrowing node can be disconnected from the
network of the donor node and continue to use the borrowed
license while the borrowing node is offline (i.e., not
connected to the peer to peer network). The donor node
considers that the borrowed license has been checked out.
But the borrowing node considers the borrowed license to be
available for check out by programs that are running
locally on the borrowing node.

[0044] FIGURE 3 illustrates how the first computer
node 100 may temporarily borrow a software license from the
second computer node 200 in the peer to peer system. When
the at least one program 120 makes a license request, the
licensing library 130 sends the request to the license
daemon 140. The license daemon 140 first attempts to access
(or to “check out”) the requested license from its own
encrypted license file 150 (not shown in FIGURE 3). If the
requested license is in the encrypted license file 150,
then the license daemon 140 provides the requested license
to the program 120 from the licensing library 130.

[0045] If the requested 1license 1is not 1in the
encrypted license file 150 (i.e., the requested license is
not locally available), then the license daemon 140 may
issue a request to borrow the license from one of the known
remote nodes (which are also referred to as remote hosts).
FIGURE 3 illustrates the connection and communication
between license daemon 140 of the first computer node 100
and the license daemon 240 of the second computer node 200.
Although not shown in FIGURE 3, the second computer node
200 comprises a previously mentioned address file that

contains computer addresses of remotely located licensing
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nodes in the peer to peer system.

[0046] The license daemon 240 accesses a donor license
file 270 to determine whether the requested license is a
license that 1is authorized to Dbe ™“loaned” out as a
borrowed license. If the requested license is located
within the donor license file 270, then the license daemon
240 marks the requested license as being in use for the
requested time period and grants the license request.
The license daemon 240 provides the requested borrowed
license to the 1license daemon 140 from the licensing
library 230. The license daemon 140 stores the requested
borrowed 1license 1in a borrowed licenses file 170 and
allows the requesting program 120 to access the requested
borrowed license.

[0047] If the requested borrowed license 1s not
located within the donor license file 270, then the license
daemon 240 reports that finding back to the license daemon
140 in the first computer node 100.

[0048] When the license daemon 140 sends out a request
to borrow a license to the other nodes in the peer to peer
network, the other nodes will cascade the request to other
nodes in their 1local address 1list (if any) until the
requested license is found or the license search fails due
the lack of availability of the requested license on any
node that is connected in the peer to peer network.

[0049] As previously mentioned, when the license
daemon 240 sends the Dborrowed 1license to the license
daemon 140, the license daemon 140 stores the borrowed
license in the borrowed licenses file 170. The borrowed
licenses that are stored in the borrowed licenses file 170
in the first computer node 100 appear as normal local
licenses during the requested time period (i.e., the

“lifetime” of the borrowed license).
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[0050] After the Dborrowed 1license 1is successfully
stored in the borrowed licenses file 170 in the first
computer node 100, the network connection between the
license daemon 140 of first computer node 100 and the
license daemon 240 of the second computer node 200 is
severed. The severance 1is schematically represented in
FIGURE 3 with the scissors symbol 290. The borrowing node
(first computer node 100 in our present example) may
continue to use the borrowed license while offline
(i.e., not connected to the peer to peer network).

[0051] The borrowing node (first computer node 100 in
our present example) may check the borrowed license back
into the donor node (second computer node 200 in our
present example) at any time the borrowing node and the
donor node are connected on a common network. Checking the
borrowed license back into the donor node ends the period
of borrowing.

[0052] To secure the borrowing transaction and enforce
the time limit for the borrowed license, it is necessary to
specify a maximum borrowing time limit at the time when the
borrowed license is borrowed. The maximum borrowing time
limit (also referred to as the “timeout” wvalue) is tracked
independently by both the donor node and the borrowing
node. If the timeout value expires before the borrowed
license is returned to the donor node from the borrowing
node, then the borrowed 1license will automatically be
disabled on the borrower node and will automatically be
enabled on the donor node (i.e., checked back into the
donor node) .

[0053] During the time that the borrowed license is
still within the timeout value, the Dborrowed license
remains valid. Furthermore, a valid borrowed license is

considered to be available for checkout from the borrowing
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node. Due to the peer to peer capabilities of the network,
the borrowed license is not restricted to checkout only by
programs that are running on the borrowing node. That is,
the borrowed license may be served to other connecting
nodes that request it. This means that a license can be
temporarily relocated from a donor node (that acts as a
license server) to a borrowing node (that subsequently
goes offline with respect to the donor node) and the
borrowing node can subsequently act as a license server for
the borrowed license.

[0054] FIGURE 4 illustrates how the first computer
node 100 may act as a license server for a borrowed license
and serve the borrowed license to a third computer node 300
in the peer to peer system. Third computer node 300
comprises an application process 310 that further comprises
at least one program 320 and a licensing library 330.
Third computer node 300 also comprises its own license
daemon 340 and address file 360. Although not shown in
FIGURE 4, the third computer node 300 also comprises an
encrypted license file.

[0055] When the at least one program 320 makes a
license request, the licensing 1library 330 sends the
request to the license daemon 340. The license daemon 340
first attempts to access (or to “check out”) the requested
license from its own encrypted license file (not shown in
FIGURE 4). If the requested license is in the encrypted
license file, then the license daemon 340 provides the
requested license to the program 320 from the licensing
library 330.

[0056] If the requested 1license 1is not 1in the
encrypted license file (i.e., the requested license is not
locally available), then the license daemon 340 may issue a

request to access {(or “check out”) the license from one of
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the known remote nodes (which are also referred to as
remote hosts). FIGURE 4 i1llustrates the connection and
communication between license daemon 340 of the third
computer node 300 and the license daemon 140 of the first
computer node 100. Although not shown in FIGURE 4, the
first computer node 100 comprises an encrypted license file
150 and an address file 160 that contains computer
addresses of remotely located licensing nodes in the peer
to peer system.

[0057] The license daemon 140 accesses the borrowed
licenses file 170 to determine whether the requested
license is available. If the requested license is located
within the borrowed licenses file 170, then the license
daemon 140 marks the requested license as being in use and
grants the license request. The license daemon 140 provides
the requested license to the licensing daemon 340 from the
borrowed licenses file 170. The license daemon 340 provides
the borrowed license to the licensing library 330 and to
the requesting program 320.

[0058] If the requested license is not located within
the borrowed licenses file 170, then the license daemon 140
reports that finding back to the license daemon 340 in the
third computer node 300.

[0059] When the license daemon 340 sends out a request
to access a license to the other nodes in the peer to peer
network, the other nodes will cascade the request to other
nodes in their 1local address 1list (if any) until the
requested license is found or the license search fails due
the lack of availability of the requested license on any
node that is connected in the peer to peer network.

[0060] As previously mentioned, when the license
daemon 140 sends the borrowed license to the license daemon

340, the license daemon 340 provides the borrowed license
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to the program 320. The first computer node 100 1is a
borrowing node that has gone offline with respect to the
original donor node (second computer node 200). In this
manner, the first computer node 100 acts in turn as a
license server that serves the previously borrowed license
to the third computer node 300.

[0061] FIGURE 5 illustrates a flow chart 500 that
shows the steps of an advantageous embodiment of a method
of the present invention. In the first step, a peer to peer
network of computer licensing nodes is provided (step 510).
Then a requesting program 120 in a first computer node 100
issues a license request to its license daemon 140
(step 520). The 1license daemon 140 searches for the
requested license in a local license file 150 and in a
local 1licensing library 130 and, 1if found, sends the
requested license to the requesting program 120 (step 530).

[0062] If the license daemon 140 does not find the
requested license in the first computer node 100 then the
license daemon 140 sends the license request to each
computer node in the peer to peer network for which the
license daemon 140 has an address and the license request
cascades through the network nodes (step 540). Then a
license daemon 240 in a second computer node 200 determines
that the requested license is in its local license file 250
and is in its local licensing library 230 (step 550).

[0063] Then the license daemon 240 (1) marks the
requested license as being in use and (2) grants the
license request to license daemon 140 and (3) sends out a
heartbeat signal to license daemon 140 for the duration of
the license grant (step 560). The license terminates
when (1) requesting program 120 releases the license or
(2) when requesting program 120 terminates or (3) when the

heartbeat signal fails (step 570). When the 1license
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terminates then license daemon 240 releases the license
back into the local pool of 1licenses that are eligible
for a subsequent license (step 580).

[0064] FIGURE 6 illustrates a flow chart 600 that shows
the steps of another advantageous embodiment of a method of
the present invention. In the first step, a peer to peer
network of computer licensing nodes is provided (step 610).
Then a requesting program 120 in a first computer node 100
issues a license request to its license daemon 140
(step 620). The license daemon 140 searches for the
requested license in a local license file 150 and in a
local 1licensing library 130 and, 1if found, sends the
requested license to the requesting program 120 (step 630).

[0065] If the license daemon 140 does not find the
requested license in the first computer node 100 then the
license daemon 140 sends a borrow request to each computer
node in the peer to peer network for which the license
daemon 140 has an address and the borrow request cascades
through the network nodes (step 640). Then a license daemon
240 in a second computer node 200 determines that the
requested license is in its local donor file 270 and is in
its local licensing library 230 (step 650).

[0066] Then the license daemon 240 (1) marks the
requested license as being in use for a requested time
limit and (2) sends the requested borrowed license to
license daemon 140 and to the borrowed licenses file 270 in
the first computer node 100 (step 660). The network
connection between the first computer node 100 and the
second computer node 200 is then severed and the first
computer node 100 operates offline with the borrowed
license (step 670).

[0067] While operating offline the first computer node

100 then licenses the borrowed license to a third computer
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node 300 (step 680). The borrowed license automatically
terminates when the original requested time limit expires
(step 690). When the borrowed license terminates then
license daemon 240 releases the borrowed license back
into the local pool of 1licenses that are eligible for
a subsequent license or a subsequent borrowing (step 695).

[0068] The relative cost of borrowed licenses is high
given that a Dborrowed 1license 1is considered in use
throughout the duration of the license. This is so even
though the licensed software on the client server of the
license consumer may not be in continuous use while the
client server is disconnected from the network. For this
reason, license borrowing is not normally automated because
license borrowing reduces customer entitlement without
accurately and fairly reflecting actual license usage.

[0069] The present invention employs a mechanism that
monitors network performance and, 1in response to the
monitored level of network performance, automatically
borrows and returns short-term licenses without wuser
interaction or knowledge. The mechanism of the invention
has two purposes. The first purpose is to ensure continuous
licensing of executing software during periods of network
instability. The second purpose 1is to enable efficient
licensing of highly periodic software execution in systems
that function in a disconnected or intermittently connected
mode (such as web services).

[0070] The duration of each Dborrowed license 1is
adaptive and brief in order to fit actual usage as nearly
as possible. This ensures fairness and avoids the
disadvantage of the high cost of the normal mode of license
borrowing.

[0071] The present invention monitors the recent

history of licenses that are lost due to network
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interruptions. In response to the performance of the
network, the present invention changes the operational mode
of the license borrowing process. In the “fault tolerance”
mode of operation of the 1license borrowing process,
the present invention switches to short term license
borrowing in place of the normal online mode of license
borrowing. In the “service licensing” mode of operation of
the license borrowing process, the present invention
switches to borrowing licenses as if for offline use for
short time periods. In the service 1licensing mode of
operation, the length of the short time periods is selected
to cover the likely periods of intermittent usage typical
of web services.

[0072] The fault tolerance mode of operation and the
service licensing mode of operation are mutually exclusive
modes of operation. The present invention functions in
either of the two modes of operation of license borrowing
(in addition to being able to function in the normal mode
of operation of online license borrowing). That is, there
are three mutually exclusive modes of operation. The first
is “fault tolerance” mode of operation of license
borrowing. The second 1is “service licensing” mode of
operation of license borrowing. The third is the normal
mode of online license borrowing.

[0073] The software license management system of
the present invention comprises (1) a license borrowing
mechanism that is capable of temporarily 1licensing the
operation of software for a license consumer that
subsequently goes offline with respect to the license
provider, and (2) a mechanism for testing a communication
link between the license consumer (the client server)
and the license provider (the license server), and

(3) an executive logic layer software module that 1is
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located on the 1license consumer (the client server).
The operation of the executive logic layer software module
will be described more fully below.

[0074] FIGURE 7 illustrates a schematic representation
of exemplary software modules in accordance with the
principles of the present invention. The exemplary software
modules that are represented in FIGURE 7 are located within
a computer node 100. The computer node 100 comprises a
memory 710 that contains the exemplary software modules.

[0075] The license borrowing software that has been
previously described in this document is designated with
the reference numeral 720. The mechanism for testing a
communication link between the license consumer {(the client
server) and the 1license provider (the 1license server)
comprises a communications 1link test module that 1is
designated with the reference numeral 730. The executive
logic layer software module 1is designated with the
reference numeral 740. The operating system software
of computer node 100 1is designated with the reference
numeral 750.

[0076] The executive logic layer software module 740
comprises a set of fault tolerance rules 760, and a set of
service licensing rules 770, a history of network
interruptions 780, and a user interface module 790. The
individual modules will also be described more fully below.

[0077] The standard computer hardware of computer
node 100 (central processing unit, memory units, etc.) and
the standard computer software of computer node 100
(operating system software 750, etc.) together with the
software modules of the software license management system
of the invention (licensing borrowing software 720,
communications link test module 730, executive logic layer

software 740, etc.) comprises a software license management
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controller that performs the functions of the present
invention.

[0078] The executive logic layer software module 740
employs the communication link test module 730 to monitor
the level of network performance of the link between
the license consumer (here, computer node 100) and the
license provider (not shown in FIGURE 7). For convenience
of expression, the executive logic layer software
module 740 will sometimes be referred to using the
letters ELL. The letters ELL stand for and represent the

14

“executive logic layer.” The ELL can be implemented as an
adjunct to an existing software licensing manager.
Alternatively, the ELL can be implemented as an integrated
component of a software licensing manager.

[0079] When network interruptions occur, the ELL
records the network interruptions in the history of network
interruptions 780. When a network interruption occurs, the
software licensing manager causes the ELL to apply the
fault tolerance rules 760 (described below) and to apply
the service licensing rules 770 (described below) to
determine which license borrowing mode of operation to
initiate in response to the network interruption.

[0080] If the provisions of the fault tolerance
rules 760 are met, then the ELL enables the fault tolerance
mode of operation. Then the ELL will automatically execute
the short term borrowing of software licenses in place of
the normal online license borrowing mode of operation. This
will ensure the continuous licensing of the executing
software during periods of network instability and provide
the necessary fault tolerance.

[0081] The ELL continues to monitor the level of
network performance while the fault tolerance mode of

operation is active. When the ELL determines that the fault
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tolerance mode of operation is no longer needed, the ELL
enables the normal mode of operation. The software license
manager then resumes the normal online mode of license
borrowing.

[0082] If the provisions of the fault tolerance
rules 760 are not met but the provisions of the service
licensing rules 770 are met, then the ELL enables the
service licensing mode of operation. Then the ELL will
automatically borrow licenses as 1if for offline use for
short periods. In the service licensing mode of operation,
the length of the short time periods is selected to cover
the likely periods of intermittent usage typical of web
services. The service licensing mode of operation is used
in place of the normal online license borrowing mode
of operation. This will ensure the efficient licensing
of highly periodic software execution 1in systems that
function in a disconnected or intermittently connected mode
(such as web services).

[0083] The ELL continues to monitor the level of
network performance while the service licensing mode of
operation 1is active. When the ELL determines that the
service licensing mode of operation is no longer needed,
the ELL enables the normal mode of operation. The software
license manager then resumes the normal online mode of
license borrowing.

[0084] When short term licenses are borrowed under the
control of the ELL, the ELL independently monitors the
network and tracks the remaining license timeout value in
order to renew the short term licenses or return them and
resume the normal online mode of license borrowing. The ELL
makes its decisions independently of the software license
manager. That is, the software license manager is unaware

of the decisions that are being made and carried out by
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the ELL with regard to the short term license borrowing
operations. The software license manager simply responds to
application programming interface (API) calls to borrow or
return licenses as if a user were instructing it through a
software license manager graphical user interface (GUI).

[0085] The fault tolerance rules 760 determine when
the ELL will start and stop the automated short term
license borrowing operations in place of the normal online
network license borrowing operation. The fault tolerance
rules 760 comprise the following: (1) a specified value of
an average duration of recent network outages in order to
qualify for fault tolerance operation (small outages on the
order of fractions of a second will be ignored),
(2) a specified wvalue of a time window for past outage
events to be considered for fault tolerance operation,
(3) a specified value of a time duration of automatically
borrowed (short term) licenses, (4) a specified value of a
time between probes of the network during automatic
borrowing to test if connectivity has stabilized and
automatic borrowing can be terminated, and (5) whether to
inform to user of the commencement and termination
of automatic borrowing or operate quietly without
informing the wuser of the status of the automatic
borrowing operation.

[0086] The service licensing rules 770 determine when
the ELL will start and stop the automated service licensing
borrowing operations in place of the normal online network
license borrowing operation. The service licensing rules
770 comprise the following: (1) a specified value of an
average time between recent network connections to a
licensed web service (service invocations), (2) a specified
value of a time window for past connections to qualify for

inclusion in calculating an average time between web
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service invocations, (3) a specified initial value for time
duration of automatically borrowed (short term) licenses
when insufficient data exists in the specified time window
to calculate a duration, and (4) whether to enable or
suppress the operation of the executive logic layer (ELL).

[0087] The executive logic layer (ELL) is visible to
the end user as a rule set. The executive logic layer (ELL)
is therefore customizable by the end user through the user
interface module 790.

[0088] FIGURE 8 illustrates a flow chart 800 showing
the steps of an advantageous embodiment of a method of the
present invention. In the first step of the method the
software license manager operates in a normal online mode
of license borrowing (step 810). The executive logic layer
(ELL) monitors the network performance (step 815). The ELL
determines if a network interrupt occurs (step 820). If no
network interrupt occurs, then control passes back to
step 810 and the software license manager continues to
operate in the normal mode of operation (step 810).

[0089] If a network interrupt occurs, then the
software license manager causes the ELL to begin alternate
license borrowing operations. The ELL uses the fault
tolerance rules 760 to determine if the fault tolerance
mode 1is required (decision step 825). If the fault
tolerance mode is required, then the ELL enables the fault
tolerance mode (step 830). Then the ELL executes short term
license borrowing in place of the normal online licensing
(step 840).

[0090] The ELL monitors the network performance to
determine whether the short term license borrowing is still
needed (decision step 840). If the short term license
borrowing is still needed, control passes back to step 835.

If the short term license borrowing is no longer needed,
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then control passes to step 865 where the ELL enables the
normal mode of operation (step 865). Control then passes
back to step 810.

[0091] If the fault tolerance mode is not required at
step 825, then the ELL uses the service licensing rules 770
to determine if the service licensing mode 1is required
(decision step 845). If the service licensing mode 1is
required, then the ELL enables the service licensing mode
(step 850). Then the ELL executes short term license
borrowing as 1if for offline use for short time periods
(step 855). In the service licensing mode of operation,
the length of the short time periods is selected to cover
the likely periods of intermittent usage typical of web
services.

[0092] The ELL monitors the network performance to
determine whether the short term license borrowing using
the service mode of operation is still needed (decision
step 860). If the short term license borrowing is still
needed, control passes back to step 855. If the short term
license borrowing is no longer needed, then control passes
to step 865 where the ELL enables the normal mode of
operation (step 865). Control then passes back to step 810.

[0093] It may Dbe advantageous to set forth
definitions of certain words and phrases used throughout

(4

this patent document. The terms “application,” “program,”
and “routine” refer to one or more computer programs, sets
of instructions, procedures, functions, objects, classes,
instances, or related data adapted for implementation in a
suitable computer language. The term “couple” and its
derivatives refer to any direct or indirect communication

between two or more elements, whether or not those elements

are in physical contact with one another.
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[0094] The terms “transmit,” “receive,” and

(4

“communicate,” as well as derivatives thereof, encompass

both direct and indirect communication. The terms

(4

“include” and “comprise,” as well as derivatives thereof,

ANY 14

mean inclusion without limitation. The term or is
inclusive, meaning and/or. The phrases “associated with”
and “associated therewith,” as well as derivatives thereof,
may mean to include, be included within, interconnect with,
contain, be contained within, connect to or with, couple to
or with, be communicable with, cooperate with, interleave,
Jjuxtapose, be proximate to, be bound to or with, have, have
a property of, or the like. The term “controller” means
any device, system, or part thereof that controls at least
one operation. A controller may be implemented in hardware,
firmware, software, or some combination of at least two of
the same. The functionality associated with any particular
controller may be centralized or distributed, whether
locally or remotely.

[0095] While this disclosure has described certain
embodiments and generally associated methods, alterations
and permutations of these embodiments and methods will be
apparent to those skilled in the art. Accordingly, the
above description of example embodiments does not define or
constrain this disclosure. Other changes, substitutions,
and alterations are also possible without departing from
the spirit and scope of the invention, as defined by the

following claims.
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WHAT IS CLAIMED IS:

1. An apparatus for managing software licenses
comprising:

a plurality of computers (100, 200, 300) connected
together in a peer to peer computer network wherein each
computer is a computer node of the network;

wherein each computer node comprises a software
license management controller that operates (800) in one
of:

a fault tolerance mode of operation of license
borrowing, a service licensing mode of operation of license
borrowing, and a normal online mode of operation of license

borrowing.

2. The apparatus as set forth in Claim 1 wherein
the software license management controller comprises:

a license borrowing mechanism (720);

a communications test link mechanism (730) that tests
a communication link between a license consumer and a
license provider; and

an executive logic layer software module (740).

3. The apparatus as set forth in Claim 2 wherein
the license borrowing mechanism temporarily licenses an
operation of a software application (120) to a license
consumer that subsequently goes offline with respect to a

license provider.

4. The apparatus as set forth in Claim 2 wherein the
executive logic layer software module comprises:
a set of fault tolerance rules;

a set of service licensing rules; and
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a history of network interruptions.

5. The apparatus as set forth in Claim 4 wherein
the executive logic layer software module in each computer
node employs the communications test link mechanism to
monitor a performance of the network;

in response to a determination that a network
interrupt has occurred, the executive logic layer software
module changes from a normal online mode of operation of
license borrowing to one of: a fault tolerance mode of
operation of license borrowing and a service licensing mode

of operation of license borrowing.

6. A  method for managing software licenses
comprising the steps of:

connecting (510, 610) a plurality of computers (100,
200, 300) in a peer to peer computer network wherein each
computer is a computer node of the network:

providing a software license management controller
within each computer node; and

operating (800) the software license management
controller in one of: a fault tolerance mode of operation
of license borrowing, a service licensing mode of operation
of license borrowing, and a normal online mode of operation

of license borrowing.

7. The method as set forth in Claim 6 wherein the
step of providing a software license management controller
comprises the steps of:

providing a license borrowing mechanism (720);

providing a communications test link mechanism (730)
that tests a communication link between a license consumer

and a license provider; and



WO 2009/108485 PCT/US2009/033622

32

providing an executive logic layer software module

(740) .

8. The method as set forth in Claim 7 further
comprising the step of:

using (520-580, 620-695) the license borrowing
mechanism to temporarily license an operation of a software
application (120) to a license consumer that subsequently

goes offline with respect to a license provider.

9. The method as set forth in Claim 7 wherein the
step of providing an executive logic layer software module
comprises the steps of:

providing a set of fault tolerance rules;

providing a set of service licensing rules; and

providing a history of network interruptions.

10. The method as set forth in Claim 7 further
comprising the steps of:

the executive logic layer software module receiving
data from the set of service licensing rules and data from
the history of network interruptions; and

the executive logic layer software module selecting
the service licensing mode of operation of license
borrowing in response to the data received from the set of
fault tolerance rules and the Thistory of network

interruptions.



WO 2009/108485 PCT/US2009/033622

1/8
100
J
r
COMPUTER (NODE 1)
110
/" APPLICATION PROCESS 130 \\
LICENSING
PROGRAM AP LICENSING
REQUESTING  |s N UBRARY
LICENSE
120

N J

LICENSE LICENSE
LICENSING
t/) NODES
140 150 160~ .




WO 2009/108485

218

PCT/US2009/033622

100
() 4
(1) PROGRAM
COMPUTER (NODE 1) MAKES
LICENSE
~110 / REQUEST
/” APPLICATION R
PROCESS 130
PROGRAM UC%§§NGEJCEN§NG
REQUESTENG i e LiBRARY
LICENSE
120
. e S/
140 e "
(| LICENSE | ADDRESSES
DAEMON “~-.,| OF REMOTE
/- LICENSING
(2)NO LOCAL | NODES
LICENSES SO | 160~7 P
PASS REQUEST| ™~ (3) LICENSE
TOKNOWN | ~==oiill 200 | peciiere
0 KNow o y REQUESTED
_ HOSHS}‘) % (j, UCENSE
COMPUTER 1 }?A\
(NODE 2) ¥
LICENSE
%, LICENSE
L EMON T e
(4) DAEMON MARKS
LICENSE ‘IN USE’ AND
GRANTS THE REQUEST] 250
‘ ~210
( APPLICATION PROCESS %?9\\
PROGRAM UC%§$NGEJCENﬁNG
REQUESTENG e o e o e e 5 LEBRARY
LICENSE | 0g
\_ /




WO 2009/108485 PCT/US2009/033622

3/8
100
J
{
COMPUTER (NODE 1)
[N’E‘EQ
7~ APPLICATION )
PROCESS 130
LICENSING
PROGRAM AP LICENSING
REQUESTING  |e-=ttia- ! BRARY
LICENSE 190
. el <
’;4”&”,4‘ I“"‘"’E?G f'\n’iﬁﬂ
LICENSE | ¢+ !
| ADDRESSES
DAEMON {BORROWED: | OF REMOTE
¥ + LICENSES ! LICENSING
“ : mmmmmm L4 NODES
(1) REQUEST % \%%§Q§2§:Z§;NWV y
TO BORROW b -

{3) BORROWED LICENSE(S)
APPEAR AS NONMAIL
LOCAL LICENSES FOR THE
TIME FOR THE TIME PERIOD

. OR THE BORROWING ...

LICENSE FROM e
KNOWN P
REMOTE HOST ]

(4) NODE 118 THENY/

COMPUTER \
DISCONNECTED
FROM THE (NODE2) % a
DONOR NODE LICENSE | | DONOR
7 DAEMON "4 [ICENSE
(2) DAEMON MARKS / FILE
LICENSE ‘IN USE’ FOR

REQUESTED TIME
PERIOD AND GRANTS
THE REQUEST

270

~210 A
KAPPUCATKwsPROGESS 230 N\
3 /
PROGRAM | -ICENSING
APl | LICENSING
200 - REQUESTING ¢ o ERARY
LICENSE
220

. vy




WO 2009/108485

4/8

PCT/US2009/033622

300
2 -
(1) PROGRAM
COMPUTER (NODE 3) MAKES
LICENSE
~310 /  REQUEST
/” APPLICATION <N
PROCESS [~ 330
PROGRAM |15 51 LICENSING
REQUESTING fe--55-- CBRARY
LICENSE
320
N y,
340 e "
| LICENSE | ADDRESSES
DAEMON | ">~~___| OF REMOTE
e LICENSING
(2) NO LOCAL { NODES
LICENSES SO | 360~ %
PASS REQUEST| ™~ (3) BORROWED
TOKNOWN | ===l R 100 LICENSE
REMOTE . J AVAILABLE
N HOST(S) Y AN oo
COMPUTER ' !/\
(NODE 1) I S
; H
Svor 1% BORROWED,
. J 1 LICENSE !
AN !
(4) DAEMON MARKS N e T
LICENSE ‘IN USE’ AND N
GRANTS THE REQUEST] 170
(APPLICATION PROCESS 1()30\
LICENSING
PROGRAM API {LICENSING
LICENSE |00
o /




WO 2009/108485 PCT/US2009/033622

5/8

500
\ { START )
51 0«"\

PROVIDE APEER TO PEER NETWORK OF COMPUTER LICENSING NODES

x

590~ REQUESTING PROGRAM 120 INAFIRST COMPUTER NODE 100
ISSUES A LICENSE REQUEST TO TS LICENSE DAEMON 140

53()%\\ !

LICENSE DAEMON 140 SEARCHES FOR THE REQUESTED LICENSE INALOCAL
LICENSE FILE 105 AND IN A LOCAL LICENSING LIBRARY 130 AND, IF FOUND,
SENDS THE REQUESTED LICENSE TO THE REQUESTING PROGRAM 120

540~ &

i THE LICENSE DAEMON 140 DOES NOT FIND THE REQUESTED LICENSE IN

THE FIRST COMPUTER NODE 100 THEN THE LICENSE DAEMON 140 SENDS

THE LICENSE REQUEST TC EACH COMPUTER NODE IN THE PEER TO PEER
NETWORK FOR WHICH THE LICENSE DAEMON HAS AN ADDRESS AND
THE LICENSE REQUEST CASCADES THROUGH THE NETWORK NODES

550~ ¥
LICENSE DAEMON 240 IN A SECOND COMPUTER NODE 200 DETERMINES
THAT THE REQUESTED LICENSE IS INITS LOCAL LICENSE FILE 250 AND IS IN
ITS LOCAL LICENSING LIBRARY 230

560 -

LICENSE DAEMON 240 (1) MARKS THE REQUESTED LICENSE AS BEING IN
USE AND (2} GRANTS THE LICENSE REQUEST TO LICENSE DAEMON 140
AND (3) SENDS OUT A HEARTBEAT SIGNAL TO LICENSE DAEMON 140
FOR THE DURATION OF THE LICENSE GRANT

570 +

THE LICENSE TERMINATES (1) WHEN REQUESTING PROGRAM 120

RELEASES THE LICENSE OR (2) WHEN REQUESTING PROGRAM 120
TERMINATES OR (3) WHEN THE HEARTBEAT SIGNAL FAILS

580~ v
WHEN THE LICENSE TERMINATES THEN LICENSE DAEMON 240
RELEASES THE LICENSE BACK INTO THE LOCAL POOL OF
LICENSES THAT ARE ELIGIBLE FOR A SUBSEQUENT LICENSE

A

{ CONTINUE }




WO 2009/108485 PCT/US2009/033622

6/8

600
\ { START }

610 ‘
PROVIDE APEER TO PEER NETWORK OF COMPUTER LICENSING NODES

620 - REQUESTING PROGRAM 120 IN AFIRST COMPUTER NODE 100
IS5UES A LICENSE REQUEST TO TS LICENSE DAEMON 140

630 I

LICENSE DAEMON 140 SEARCHES FOR THE REQUESTED LICENSE INALOCAL
LICENSE FILE 105 AND IN A LOCAL LICENSING LIBRARY 130 AND, IF FOUND,
SENDS THE REQUESTED LICENSE TO THE REQUESTING PROGRAM 120

640——

iF THE LICENSE BAEMON 140 DOES NOT FIND THE REQUESTED LICENSE IN
THE FIRST COMPUTER NODE 100 THEN THE LICENSE DAEMON 140 SENDS
A BORROW REQUEST TO EACH COMPUTER NODE IN THE PEER TO PEER
NETWORK FOR WHICH THE LICENSE DAEMON HAS AN ADDRESE AND
THE BORROW REQUEST CASCADES THROUGH THE NETWORK NODES

650 4

LICENSE DAEMON 240 IN ASECOND COMPUTER NOBDE 200 DETERMINES
THAT THE REQUESTED LICENSE IS IN TS LOCAL DONOR LICENSE FILE 270
AND IS IN TS LOCAL LICENSING LIBRARY 230

860— !
LICENSE DAEMON 240 (1) MARKS THE REQUESTED LICENSE AS BEING N
USE FOR AREQUESTED TIME LIMIT AND (2) SENDS THE REQUESTED
BORROWED LICENSE TO LICENSE DAEMON 140 AND 7O THE BORROWED
LICENSES FILE 170 IN THE FIRST COMPUTER NODE 100

G700~

THE NETWORK CONNECTION BETWEEN THE FIRST COMPUTER NODE 100
AND THE SECOND COMPUTER NODE 200 15 SEVERED AND THE FIRST
COMPUTER NODE 100 OPERATES OFFLINE WITH THE BORROWED LICENSE

580—

WHILE OPERATING OFFLINE THE FERST COMPUTER NODE 100 THEN
LICENSES THE BORROWED LICENSE TO ATHIRD COMPUTER NODBE 300

e THE BORROWED LICENSE AUTOMATICALLY TERMINATES
WHEN THE ORIGINAL REQUESTED TIME LIMIT EXPIRES
GY5 -~

WHEN THE LICENSE TERMINATES THEN LICENSE DAEMON 240 RELEASES
THE LICENSE BACK INTO THE LOCAL POOL OF LICENSES THAT ARE
ELIGIBLE FOR A SUBSEQUENT LICENSE OR A SUBSEQUENT BORROWING

{ CONTINUE }




WO 2009/108485 PCT/US2009/033622

718
700
\ 100
COMPUTER (NODE 1) 710
MEMORY

LICENSE BORROWING SOFTWARE o720

COMMUNICATIONS LINK TEST MODULE - 730

EXECUTIVE LOGIC LAYER SOFTWARE o740

FAULT TOLERANCE RULES ~_l 740
SERVICE LICENSING RULES F~__770
HISTORY OF NETWORK
INTERRUPTIONS T 780
USER INTERFACE MODULE F~_|_79g

OPERATING SYSTEM SOFTWARE 750




WO 2009/108485 PCT/US2009/033622

8/8

800
\ { START }

X

SOFTWARE LICENSE MANAGER OPERATES IN NORMAL MODE ~ 810

k2

»

EXECUTIVE LOGIC LAYER MONITORS NETWORK PERFORMANCE ~~ 815

¥

NO/  DIDANETWORK
INTERRUPT OCCUR 7 /820

YES
IS THE FAULTY
YES ELL ENABLES FAULT
825 TOLERANCE MODE , . 830
J< REQUIRED ? TOLERANCE MODE
NO

ELL EXECUTES SHORT TERM
BORROWING IN PLACE OF k. 835
NORMAL ONLINE LICENSING

YES/ BORROWING
STILL NEEDED 2 / 840
NO

{ GOTC 865 )

IS THE SERVICE
ELL ENABLES SERVICE
845 /‘<LEC§§§;§§E§[§%DE>”“‘“ LICENSING MODE | 850

Kk

NO ELL BORROWS LICENSES
o ASIF FOR OFFLINE USE 1855
FOR SHORT TIME PERIODS
YES/ BORROWING
865 STILL NEEDED ?>°\" 860
DI NO
ELL ENABLES

NORMAL MODE




INTERNATIONAL SEARCH REPORT International application No.
PCT/US2009/033622

A. CLASSIFICATION OF SUBJECT MATTER

GOGF 21/00(2006.01)i, GOGF 15/16(2006.01)i, HO41L 9/32(2006.01)i, GO6F 17/00(2006.01)i, GO6F 11/00(2006.01)i

According to International Patent Classification (IPC) or to both national classification and IPC
B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
IPCS8 : GOGF

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Korean Utility models and applications for Utility models since 1975
Japanese Utility models and applications for Utility models since 1975

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
eKIPASS(KIPO internal) "fault or error or fail or disconnect or interrupt”, "borrow or lend or manage or control”, "program or firmware

or software or application", "authentication or DRM or digital right or certification or license"

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
Y US 2005-0289072 A1 (VINAY SABHARWAL) 29 December 2005 1-3,6-8
A see abstract, pages 8-11, claim 1, and figures 1-4. 4-5,9-10
Y JP 2007-249804 A (KIMURA AKIRA et al.) 27 September 2007 1-3,6-8
A see abstract, pages 2-11, and figures 1-7. 4-5,9-10
A US 2004-0010469 A1 (ROHAN LENARD et al.) 15 January 2004 1-10

see abstract, pages 2-3, and figures 1,3.4.

A US 2007-0157308 A1 (JEFFREY SCOTT BARDSLEY et al.) 5 July 2007 1-10
see abstract, pages 2-3, and figures 1-3.

|:| Further documents are listed in the continuation of Box C. IE See patent family annex.

* Special categories of cited documents: "T" later document published after the international filing date or priority

"A" document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention

"E" earlier application or patent but published on or after the international "X" document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive

"L"  document which may throw doubts on priority claim(s) or which is step when the document is taken alone
cited to establish the publication date of citation or other "Y" document of particular relevance; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is

"O" document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents,such combination
means being obvious to a person skilled in the art

"P"  document published prior to the international filing date but later "&" document member of the same patent family

than the priority date claimed

Date of the actual completion of the international search Date of mailing of the international search report
30 JULY 2009 (30.07.2009) 31 JULY 2009 (31.07.2009)
Name and mailing address of the ISA/KR Authorized officer
' Korean Intellectual Property Office
Government Complex-Daejeon, 139 Seonsa-ro, Seo- LEE, OK WOO
. gu, Daejeon 302-701, Republic of Korea
Facsimile No. 82-42-472-7140 Telephone No.  82-42-481-5761

Form PCT/ISA/210 (second sheet) (July 2008)



INTERNATIONAL SEARCH REPORT

International application No.

Information on patent family members PCT/US2009/033622
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2005-0289072 A1 29.12.2005. NONE
JP 2007-249804 A 27.09.2007 NONE
US 2004-0010469 A1 15.01.2004 NONE
US 2007-0157308 A1 05.07.2007 NONE

Form PCT/ISA/210 (patent family annex) (July 2008)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - claims
	Page 33 - claims
	Page 34 - claims
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - wo-search-report
	Page 44 - wo-search-report

