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(57) ABSTRACT 

A Smart network host device automatically registers a device 
or service with a wireless network using identification infor 
mation and an authorization credential associated with the 
device or service. The Smart network host device obtains the 
requisite identification information and authorization creden 
tial from a network association apparatus associated with the 
specific device or service to be registered with the wireless 
network. The Smart network host device performs the regis 
tration automatically once the Smart network host device 
confirms that the device or service has been associated with 
the wireless network and a secure password authentication 
protocol is successfully performed by the Smart network host 
device and the device or service. The network association 
apparatus may comprise an RFID tag. 
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METHOD OF ADDING ACLIENT DEVICE OR 
SERVICE TO AWIRELESS NETWORK 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims benefit of U.S. provisional 
patent application Ser. No. 61/327,072 (Attorney Docket No. 
CPOL970592), filed Apr. 22, 2010, which is herein incorpo 
rated by reference in its entirety. 

BACKGROUND 

0002 1. Technical Field 
0003. The present disclosure relates generally to wireless 
networks and, more specifically, to a method of adding a 
client device or service to a wireless network. 
0004 2. Description of the Related Art 
0005 Home networks, in which multiple computing and/ 
or peripheral devices are communicatively linked together in 
a consumer's home, are becoming increasingly ubiquitous. A 
home environment may include one or more computers, a 
wireless router, a DSL modem, and one or more other client 
devices capable of connecting to the home network. Conven 
tionally, each device in the home network must be individu 
ally configured to connect to the network and, once config 
ured, may then communicate with each of the other devices 
attached to the home network. 
0006. In practice, procedures for associating client devices 
and provisioning services on a home network are typically too 
involved for the majority of home network users to implement 
reliably. For example, a network user may need to manually 
reconfigure the home network router, determine a network IP 
address and/or hostname for each client device, establish 
network credentials, register the various services for each 
device, and manually track which network IP address is asso 
ciated with which client device or service in order to config 
ure client devices to communicate on the home network. 
0007. The involved configuration procedures described 
above make it a challenge for unsophisticated users to reliably 
setup a home network and associate client devices or services 
on the home network. Accordingly, there is a need in the art 
for systems and methods that enable the user of a home 
network to conveniently and securely connect one or more 
devices or services to the home network. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0008 So that the manner in which the above recited fea 
tures of the present invention can be understood in detail, a 
more particular description of the invention may be had by 
reference to example embodiments, some of which are illus 
trated in the appended drawings. It is to be noted, however, 
that the appended drawings illustrate only example embodi 
ments of this invention and are therefore not to be considered 
limiting of its scope, for the invention may admit to other 
equally effective embodiments. 
0009 FIG. 1A is an exemplary illustration of an overarch 
ing network system configured to implement one or more 
aspects of the present invention. 
0010 FIG. 1B illustrates the smart home network of FIG. 
1A, according to one example embodiment of the present 
invention. 
0011 FIG. 1C illustrates the smart home network of FIG. 
1A, according to another example embodiment of the present 
invention. 
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0012 FIG. 1D illustrates the smart home network of FIG. 
1A, according to yet another example embodiment of the 
present invention. 
0013 FIG. 1E is a more detailed illustration of the smart 
network host device of FIG. 1A, according to one example 
embodiment of the present invention. 
0014 FIG. 1F illustrates a system software architecture 
for the Smart network host device of FIG.1E, according to one 
example embodiment of the present invention. 
0015 FIG. 2 illustrates a configuration of the ID device of 
FIG. 1B, according to an example embodiment of the present 
invention. 
0016 FIG. 3 is a flowchart of method steps for automati 
cally associating a client device or service with a Smart net 
work, according to one example embodiment of the present 
invention. 
0017 FIG. 4 is a flowchart of method steps for automati 
cally registering a client device or service with a wireless 
network, according to an example embodiment of the present 
invention. 
0018 For clarity, identical reference numbers have been 
used, where applicable, to designate identical elements that 
are common between figures. It is contemplated that features 
of one example embodiment may be incorporated in other 
example embodiments without further recitation. 

DESCRIPTION OF EXAMPLE EMBODIMENTS 

0019. In the following description, numerous specific 
details are set forth to provide a more thorough understanding 
of various example embodiments of the invention. However, 
it will be apparent to one of skill in the art that certain embodi 
ments of the invention may be practiced without one or more 
of these specific details. In other instances, well-known fea 
tures have not been described in order to avoid obscuring the 
invention. 

Overview 

0020. One example embodiment of the present invention 
sets forth a method that comprises obtaining identification 
information and an authorization credential associated with a 
client device or service, receiving a registration request from 
the client device or service that includes the identification 
information, wherein the registration request is for registering 
the client device or service with a wireless home network, in 
response, determining that the client device or service is 
currently associated with the wireless home network, initiat 
ing a secure password authentication protocol with the client 
device or service, and, after completing the secure password 
authentication protocol, registering the client device or ser 
vice with the wireless home network. 
0021. Another example embodiment of the present inven 
tion sets forth a computer-readable medium including 
instructions that, when executed by a processing unit, cause 
the processing unit to perform the steps of obtaining identi 
fication information and an authorization credential associ 
ated with a client device or service, receiving a registration 
request from the client device or service that includes the 
identification information, wherein the registration request is 
for registering the client device or service with a wireless 
home network, in response, determining that the client device 
or service is currently associated with the wireless home 
network, initiating a secure password authentication protocol 
with the client device or service, and, after completing the 
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secure password authentication protocol, registering the cli 
ent device or service with the wireless home network. 
0022. Yet another example embodiment of the present 
invention sets forth a system comprising a Smart network host 
device located within a wireless home network that is config 
ured to obtain identification information and an authorization 
credential associated with a client device or service, receive a 
registration request from the client device or service that 
includes the identification information, wherein the registra 
tion request is for registering the client device or service with 
the wireless home network, in response, determine that the 
client device or service is currently associated with the wire 
less home network, initiate a secure password authentication 
protocol with the client device or service, and, after complet 
ing the secure password authentication protocol, register the 
client device or service with the wireless home network. 

DETAILED DESCRIPTION OF THE FIGURES 

0023 FIG. 1A is an exemplary illustration of an overarch 
ing network system 100 configured to implement one or more 
aspects of the present invention. The network system 100 
comprises a smart network 102, an external network 110, and 
an applet store 116. The external network 110 may comprise 
the well-known Internet or any other data network system. 
The smart network 102 includes a smart network host device 
120 configured to transmit network data packets between the 
external network 110 and connected devices within the smart 
network 102, such as computer 170 and client devices 130. 
Any technically feasible wireless or wired physical transport 
technology may be implemented to transmit the network data 
packets. The smart network host device 120 maintains a net 
work state model 178 that represents the different entities and 
related services operating within the smart network 102. For 
example, if client device 130(0) implements a printer with an 
integrated Scanner and flash memory reader, then the network 
state model 178 would include an entry for client device 
130(0), and related attributes for a printer service, scanner 
service, and file (or block device) service. New devices reg 
ister with the smart network host device 120, which then 
updates the network state model 178 to include the new 
device. 
0024. A portal application 172, residing within the com 
puter 170, is configured to access the network state model 178 
to determine which client devices 130 are available within the 
Smart network 102, which services the client devices 130 
provide, and to access and use the services. The portal appli 
cation 172 may include one or more applets 174, configured 
to extend functionality of the portal application 172. A given 
applet 174 may be associated with a specific client device 130 
and may facilitate specific usage models for the client device 
130 via the extended functionality. When a new client device 
130 registers with the Smart network 102, a most recent ver 
sion of a corresponding applet 174 may not be available 
within the portal application 172. However, the portal appli 
cation 172 may retrieve the corresponding applet 174 or ver 
sion of the corresponding applet 174 from the applet store 
116. 
0025. The applet store 116 is configured to facilitate 
access to applets 174 by the portal application 172. The applet 
store 116 provides storage for applets 174 corresponding to 
client devices 130 and makes the applets 174 available for 
download to the portal application 172 via the external net 
work 110. In one embodiment, the applet store 116 occupies 
a well-known location, Such as a universal resource locator 
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(URL) associated with the external network 110. Any tech 
nically feasible technique may be used to identify a particular 
applet 174 as corresponding to a particular client device 130. 
Furthermore, any technically feasible technique may be used 
to download the particular applet 174 an incorporate the 
functionality of the applet 174 to the portal 172. 
0026 FIG. 1B illustrates the smart home network 102 of 
FIG. 1A, according to one example embodiment of the 
present invention. As shown, the Smart network 102 com 
prises a smart network host device 120, one or more client 
devices 130, and a wide area network (WAN) interface device 
112, coupled to the external network 110 of FIG. 1A. The 
WAN interface device 112 may implement a cable modem, 
digital subscriber line (DSL) modem, fiber to the home inter 
face, or any other technically feasible device that provides 
digital network connectivity to the external network 110. The 
WAN interface device 112 is coupled to the Smart network 
host device 120 via a network interface 118. In one embodi 
ment, the network interface 118 implements the well-known 
Ethernet standard. 

0027. The smart network host device 120 implements a 
wireless network interface coupled to antenna 122, which is 
configured to convert electrical signals to electromagnetic 
signals for transmitting data packets, and electromagnetic 
signals to electrical signals for receiving data packets. The 
antenna 122 may comprise plural independent radiator struc 
tures, each having a separate radiation pattern for implement 
ing spatial multiplexing. In one embodiment, the wireless 
network interface implements one or more well-known stan 
dards, such as the Institute of Electrical and Electronics Engi 
neers (IEEE) standard 802.11, which defines a system for 
wireless local area networking. The antenna 122 is configured 
establish wireless client links 134 to antennas 132 coupled to 
corresponding client devices 130. The smart network host 
device 120 implements layer 2 forwarding (bridging) for 
wireless data packets forwarded among client devices 130 as 
well as Internet protocol (IP) layer 3 routing between an IP 
domain associated with the Smart network 102 and the exter 
nal network 110. In this configuration, the Smart network host 
device 120 provides related services and protocols, such as 
dynamic host configuration protocol (DHCP), network 
address translation (NAT), and the like. 
0028. The smart network host device 120 acts as a central 
authentication authority for the Smart network 102 and imple 
ments authentication services for devices registering with the 
Smart network 102. In one embodiment, authentication is 
implemented via Identification (ID) devices 136 that are 
uniquely paired with corresponding client devices 130. For 
example, client device 130(0) may be uniquely paired with ID 
device 136(0) by a manufacturer of the client device 130(0). 
An ID device 136(0) is physically presented to the smart 
network host device 120 as an authentication credential to 
allow a client device 130(0) paired to the ID device 136(0) to 
join the smart network 102. Furthermore, the client device 
130(0) is able to authenticate the smart network 102 as a 
trusted network by accessing credentials for the correspond 
ing ID device 136(0) specifically via the smart network 102. 
In one embodiment, the ID devices 136 are implemented as 
near field radio frequency identification (RFID) tags. Each 
one of the RFID tags is configured to retain authentication 
credentials necessary to uniquely associate the one RFID tag 
with one instance of the client device 130. In this way, an 
RFID tag may be paired with a given client device 130. 
Persons skilled in the art will recognize that any technique 
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may be implemented to generate and representauthentication 
credentials without departing the scope and spirit of the 
present invention. For example, in another embodiment, the 
ID devices 136 could be implemented as a physical token that 
includes a printed bar code on a face of the token. The bar 
code may encode authentication credentials for a correspond 
ing client device 130. In such an embodiment, the smart 
network host device 120 may include an optical scanner 
capable of reading the printed bar code from the physical 
token. In alternative embodiments, other forms of ID devices 
136 may implement storage of the authentication credentials. 
For example, a universal serial bus (USB) storage device may 
be used to present authentication credentials to the Smart 
network host device 120 for authenticating a related device, 
such as the computer 170. In other alternative embodiments, 
a user may manually authenticate a client device 130 with the 
smart network host device 120. For example, the user may log 
onto a management web page generated by the Smart network 
host device 120 and manually enter authentication creden 
tials, such as a printed code associated with the client device 
130. 

0029. In one usage scenario involving ID device 136, the 
user wishes to add a new device. Such as a Smart network 
enabled printer to the smart network 102. The printer includes 
an ID device 136 implemented as an RFID tag that is paired to 
the printer. The user places the ID device 136 in close physical 
proximity to the Smart network host device 120, which is the 
able to read the ID device 136 and authenticate the printer. 
The printer registers with the Smart network host device 120 
and is then available for use by devices connected within the 
smart network 102. Upon successfully reading the ID device 
136, the smart network host device 120 may indicate success 
to the user by flashing a light-emitting diode (LED), or by 
generating any technically feasible indication. 
0030 FIG. 1C illustrates the smart home network 102 of 
FIG. 1A, according to another example embodiment of the 
present invention. Here, the Smart network 102 comprises a 
Smart network host device 120, a smart network extender 
device 140, one or more client devices 130, and a wide area 
network (WAN) interface device 112, coupled to the external 
network 110 of FIG. 1A. The WAN interface device 112, 
Smart network host device 120, and one or more client devices 
130 are configured to operate as previously described in FIG. 
1B. 

0031. In addition to previously described functionality, the 
smart network host device 120 is also configured to detect one 
or more Smart network extender devices 140 and to establish 
a bridge link 128 to each of the one or more smart network 
extender devices 140. Each smart network extender device 
140 is configured to act as a network bridge between a client 
device 130 and the Smart network host device 120. For 
example, client devices 130(1) through 130(N) may be physi 
cally located such that they are able to connect to the smart 
network extender device 140, but not to the Smart network 
host device 120. Furthermore, the Smart network extender 
device 140 is able to connect to the Smart network host device 
120 via bridge link 128. Data packets transmitted by client 
devices 130(1) through 130(N) and destined to the external 
network 110 are received by the Smart network extender 
device 140 and retransmitted by the smart network extender 
device 140 via bridge link 128 to the smart network host 
device 120, which then forwards the data packets to the exter 
nal network 110. Similarly, data packets from the external 
network 110 that are destined to any of the client devices 
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130(1) through 130(N) are transmitted via bridge link 128 to 
the smart network extender device 140, which retransmits the 
data packets via wireless client links 134(1)-134 (N). Persons 
skilled in the art will understand that wireless client links 
134(1)-134(N) may each be configured to operate on a sepa 
rate channel or band, or a common channel or band. Further 
more, bridge link 128 may operate on a separate channel or 
band with respect to the wireless client links 134. 
0032. In one embodiment, each smart network extender 
device 140 is paired to an ID device 136, which is presented 
as an authentication credential to the Smart network host 
device 120 to enable the Smart network extender device 140 to 
participate within the smart network 102. 
0033 FIG. 1D illustrates the smart home network 102 of 
FIG. 1A, according to yet another example embodiment of 
the present invention. Here, the smart network 102 comprises 
a smart network host device 120, a smart network extender 
device 140, one or more client devices 130, a smart network 
connector device 150, and a wide area network (WAN) inter 
face device 112, coupled to the external network 110 of FIG. 
1A. The WAN interface device 112, Smart network extender 
device 140, and one or more client devices 130 are configured 
to operate as previously described in FIGS. 1B and 1C. 
0034. In this embodiment, the smart network host device 
120 is configured to operate similarly with respect to FIGS. 
1B and 1C.. However, upon detecting the Smart network con 
nector device 150, the Smart network host device 120 is 
configured to operate as a bridge rather than a router, and the 
Smart network connector device 150 is configured to operate 
as a router. A backhaul link 158 is established between the 
Smart network host device 120 and the Smart network con 
nector device 150. 

0035) Network data traffic between client device 130(N) 
and the external network 110 traverses wireless client link 
134(N), bridge link 128, and backhaul link 158. This network 
data traffic is also forwarded by smart network extender 
device 140, Smart network host device 120, and Smart net 
work connector device 150. A client device 130 may connect 
directly to any one of the network extender device 140, Smart 
network host device 120, or smart network connector device 
150. As shown, client device 130(0) is connected to smart 
network connector device 150 via wireless client link 134(0), 
client device 130(1) is connected to smart network host 
device 120 via wireless client link 134(1), and client device 
130(N) is connected to smart network extender device 140 via 
wireless client link 134(N). 
0036. In one embodiment, the smart network connector 
device 150 is paired to an ID device 136, which is presented 
as an authentication credential to the Smart network host 
device 120 to enable the Smart network connector device 150 
to participate within the smart network 102. In an alternative 
embodiment, the Smart network connector device 150 and the 
Smart network host device 120 are paired during a manufac 
turing step, eliminating the need for a separate ID device 136. 
0037 FIG. 1E is a more detailed illustration of the smart 
network host device 120 of FIG. 1A, according to one 
example embodiment of the present invention. As shown, the 
Smart network host device 120 comprises a processor com 
plex, 160, a wireless network interface 162, an ID device 
reader 164, and a wired network interface 166. An intercon 
nect 165 is configured to transmit data among the processor 
complex 160, wireless network interface 162, ID device 
reader 164, and wired network interface 166. The wired net 
work interface 166 is configured transmit data packets via 
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network interface 118, based on data received via the inter 
connect 165. The wired network interface 166 is also config 
ured to receive data packets from the network interface 118 
and transmit contents of the received data packets to the 
processor complex 160 via the interconnect 165. The wireless 
network interface 162 is configured to transmit data packets, 
based on data received via the interconnect 165, to one or 
more network devices within range. The wireless network 
interface 162 is also configured to receive data packets from 
the one or more network devices and then transmit contents of 
the received packets to the processor complex 160. The wire 
less network interface 162 is coupled to an antenna 122. 
0038. The processor complex 160 comprises a central pro 
cessing unit (CPU), non-volatile memory for storing persis 
tent programs, program State, and configuration information, 
random access memory (RAM) for storing temporary or 
volatile data, and an interface to the interconnect 165. In one 
embodiment, the processor complex 160 is configured to 
execute an operating system and applications that provide 
routing services. The routing services may include, for 
example, data packet forwarding between the network inter 
face 118 and the wireless network interface 162. The packet 
forwarding services may include, without limitation, bridg 
ing among the one or more network devices via the wireless 
network interface 162. 
0039. The ID device reader 164 is configured to read data 
from an associated ID device 136. In one embodiment, the ID 
device reader 164 is configured to read data from RFID tags 
comprising the ID device 136. The ID device reader 164 may 
also include a USB reader. In another embodiment, the ID 
device reader 164 may be implemented as an optical scanner 
for reading ID devices 136 that encode data via a printed bar 
code. In yet other embodiments, the ID device reader 164 may 
be configured to read data from other types of interfaces. Such 
as other types of flash memories like an SD flash card. 
0040. In certain embodiments, the smart network host 
device 120 comprises one or more integrated circuits that 
implement respective functions of the Smart network host 
device 120. For example, the processor complex 160, wired 
network interface 166, and wireless network interface 162 
may be integrated into a single integrated circuit. 
0041 Persons skilled in the art will recognize that the 
smart network extender device 140 may be implemented 
using the basic architecture of the smart network host device 
120, with the exception that the ID device reader 164 and 
wired network interface 166 are not required for the smart 
network extender device 140. Similarly, the smart network 
connector device 150 may be implemented using the basic 
architecture of the Smart network host device 120, with the 
exception that the ID device reader 164 is not required for the 
Smart network connector device 150. 

0042 FIG. 1F illustrates a system software architecture 
for the smart network host device 120 of FIG. 1E, according 
to one example embodiment of the present invention. As 
shown, the software architecture 104 includes several soft 
ware modules within the smart network host device 120. 
Programming instructions stored within the processor com 
plex 160 implement a portion of the system software archi 
tecture 104 that includes a runtime server 180, a product 
solution space 190, and a network solution space 196. The 
product solution space 190 comprises an object model 192 
and one or more solution applications 194. The object model 
192 provides a standard, consistent abstraction of different 
network elements and related services within the Smart net 
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work 102. Exemplary network elements include devices 
coupled to the Smart network 102. Such as printers, cameras, 
and display devices. Exemplary services include device and 
service discovery, event tracking and generation, and state 
presentation for the different elements. In one embodiment, 
the object model 192 includes a network interface based on 
the well-known extensible markup language (XML). One or 
more solution applications 194 providespecific functionality, 
Such as a specific view of a storage system, or a specific 
technique for presenting certain data. The network Solution 
space 196 includes software modules configured to provide 
management of network elements and network services, 
including device services, local area network services within 
the smart network 102, and wide area network services 
related to connectivity management of the external network 
110. 

0043. The runtime server 180 comprises a network provi 
Sioning module 182, a service and discovery provisioning 
(SDP) module 184, an event module 186, and a network 
configuration module 188. The event module 186 tracks dif 
ferent network events, such as a network device advertising 
presence or updating status within the Smart network 102. 
The SDP module 184 maintains a persistent view of different 
network devices and related services, based on data from the 
event module 186 and on data from the network devices. The 
network provisioning module 182 provides authentication 
and authorization for network devices within the smart net 
work 102. Authentication credentials may be presented via a 
given ID device 136. The network provisioning module 182 
may also facilitate certain network services, such as DHCP 
leases. The network configuration module 188 includes hard 
ware platform-specific implementation methods for network 
configuration and management. The persistent view com 
prises the network state model 178 of FIG. 1A. 
0044 Persons skilled in the art will recognize that the 
Smart network connector device 150 and Smart network 
extender device 140 may be implemented using an appropri 
ate subset of the system software architecture 104 described 
above in conjunction with FIG. 1F. 
0045 Embodiments of the invention provide systems and 
methods for automatically registering a device or service with 
a wireless network, such as the smart network 102. Specifi 
cally, a host device obtains identification information and an 
authorization credential associated with a specific device or 
service that can be registered with a wireless network. When 
the host device receives a registration request from the device 
or service, registration is performed automatically once the 
host device confirms the device or service has been associated 
with the wireless network and the secure password authenti 
cation protocol is successfully performed by the host device 
and the device or service. The secure password authentication 
protocol is based on the authorization credential obtained by 
the host device prior to the registration request. 
0046. The host device obtains the identification informa 
tion and authorization credential from a network association 
apparatus that is associated with the specific device or service 
to be registered with the wireless network. The network asso 
ciation apparatus is configured to automatically provide the 
identification information and the authorization credential in 
a secure fashion to the host device of the wireless network 
when brought into close proximity to or physically connected 
with the host device. In some example embodiments, the 
network association apparatus comprises one or more of ID 
devices 136(1)-136(N) described above in conjunction with 
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FIG. 1B, and the host device comprises the smart network 
host device 120, described above in conjunction with FIGS. 
1A-1F. 

0047 FIG. 2 illustrates the ID device 136(N) of FIG. 1B 
configured to provide identification information and an 
authorization credential in a secure fashion to the Smart net 
work host device 120, according to an example embodiment 
of the present invention. The ID device 136(N) is a portable 
apparatus that enables the smart network host device 120 to 
automatically associate a client device 130(N) or service with 
the Smart network 102. When configured to provision the 
Smart network 102 with identification information and 
authentication credentials for a client device 130(N) or ser 
vice, the ID device 136(N) may have any of the configurations 
for the ID devices 130(0)-130(N) described above in conjunc 
tion with FIG. 1B. More generally, the ID device 136(N) may 
be any portable information-provisioning device that 
includes a data storage medium configured with a protected 
data storage region that retains the requisite identification 
information and authentication credentials for a specific cli 
ent device 130(0)-130(N) or service. Suitable information 
provisioning devices include USB drives that are manufac 
tured with write-protected encrypted bits, writable RFID 
tags, optical disks with manufactured keys, secure digital 
(SD) memory cards with digital rights management (DRM) 
features, and the like. In some embodiments, ID device 136 
(N) may be configured without a storage medium, and 
includes a bar code. Such as a two-dimensional quick 
response (QR) code. In such an embodiment, identification 
information and authentication credentials for a client device 
130(N) or service are encoded in the bar code. 
0048. In the example embodiment illustrated in FIG.2, the 
ID device 136(N) includes a controller 210, an I/O interface 
220, a universally unique identifier (UUID) 230, and an 
authorization credential 240. The controller 210 is configured 
to execute the requisite functions for the operation of the ID 
device 136(N), and the I/O interface 220 is configured to 
enable communication between the ID device 136(N) and the 
smart network host device 120. In example embodiments in 
which the ID device 136(N) comprises a near-field RFID tag, 
the controller 210 includes an integrated circuit for storing 
and processing information, modulating and demodulating a 
radio-frequency (RF) signal, and performing other special 
ized functions associated with the operation of the RFID tag. 
In such embodiments, the I/O interface 220 includes an 
antenna for receiving and transmitting the RF signal, and the 
UUID 230 and the authorization credential 240 may reside in 
the integrated circuit included in the controller 210. Alterna 
tively, the UUID 230 and the authorization credential 240 
may be stored in a memory that is part of the ID device 
136(N). In other example embodiments, in which the ID 
device 136(N) does not comprise an RFID tag, the I/O inter 
face 220 may include a USB port or other technically feasible 
interface for physically connecting the ID device 136(N) to 
the smart network host device 120. 

0049. The UUID 230 includes a unique reference number 
used as an identifier for the client device 130(N) that enables 
the smart network host device 120 to differentiate the client 
device 130(N) from other devices and services found in the 
network system 100. In some example embodiments, the 
UUID 230 is similar in format to globally unique identifiers 
(GUIDs), however, other formats known in the art suitable for 
the UUID 230 may be utilized without departing from the 
scope of the invention. For example, the UUID 230 may 
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include the media access control address (MAC address) of 
the client device 130(N), in order to uniquely identify the 
client device 130(N). The MAC address of the client device 
130(N) is a unique identifier that has no risk of name conflicts 
with any other devices in the smart network 102 or the net 
work system 100. Thus, the ID device 136(N) can be perma 
nently associated with the client device 130(N) via the UUID 
230. In alternative embodiments, the ID device 136(N) may 
be configured such that UUID 230 may be written to the ID 
device 136(N) by the Smart network host device 120 or other 
device, and therefore can be associated with a different client 
device 130(N) at a later time as desired by the user. For 
example, a UUID associated with the smart network 102 may 
be written to the ID device 136(N), and the ID device 136(N) 
may then be used to associate the Smart network 102 with 
other smart networks on the network system 100. 
0050. The authorization credential 240, when obtained 
from the ID device 136(N) by the smart network host device 
120, provides a layer of security to the smart network 102 
when the Smart network host device 120 sets up a secure 
connection between the smart network 102 and the client 
device 130(N). The authorization credential 240 may be an 
encrypted key for device-to-device authentication, in this 
case between the Smart network host device 120 and the client 
device 130(N), and may be stored in or permanently written to 
the ID device 136(N) when the ID device 136(N) is manufac 
tured. Thus, in Some embodiments, the authorization creden 
tial 240 is stored in a write-protected storage medium, Such as 
the write-protected encrypted bits of a USB drive or RFID 
tag, the manufactured key of an optical disk or SD memory 
card, or the like. The data included in the authorization cre 
dential 240 may be stored in any format known in the art 
suitable for authorization credentials without departing from 
the scope of the invention. In one example embodiment, the 
authorization credential 240 includes at least a portion of the 
MAC address of the client device 130(N). In some embodi 
ments, the authorization credential 240 is a high-entropy key, 
such as a 128-bit key. 
0051. How the ID device 136(N) provides the UUID 230 
and the authorization credential 240 to the smart network host 
device 120 depends on the configuration of the ID device 
136(N). For example, when the ID device 136(N) comprises 
a USB drive with write-protected encrypted bits, the ID 
device 136(N) is detected by the Smart network host device 
120 when the ID device 136(N) is inserted into an appropriate 
USB port of the smart network host device 120, and the smart 
network host device 120 can obtain the UUID 230 and the 
authorization credential 240 using any technically feasible 
protocol. When the ID device 136(N) includes a barcode, the 
ID device 136(N) is scanned across a suitable bar code reader 
coupled to the Smart network host device 120. When the ID 
device 136(N) comprises an RFID tag, connection to the 
smart network host device 120 can be as straight-forward as 
physically presenting the ID device 136(N) to the Smart net 
work host device 120. Thus, as soon as the ID device 136(N) 
is within a working radius of ID device reader 164 disposed in 
the smart network host device 120, e.g., within about 10 cm, 
the Smart network host device 120 detects the ID device 
136(N) and reads the UUID 230 and the authorization cre 
dential 240 from the ID device 136(N). Alternatively, the 
RFID reader in the smart network host device 120 may be 
configured to read information only from an RFID tag that is 
within the working radius of the RFID reader and also has a 
prescribed orientation with respect to the smart network host 
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device 120, or is physically mounted in a specific location on 
the Smart network host device 120. In such an example 
embodiment, faking of an RFID tag output signal is difficult 
to simulate, thereby preventing unwanted devices and/or ser 
vices from being registered on the smart network 102 by the 
smart network host deice 120. Whether the ID device 136(N) 
comprises an RFID tag, a device that is physically connected 
to the smart network host device 120, or a bar code that is 
scanned in to the smart network host device 120, once the 
connection is made between the ID device 136(N) and the 
smart network host device 120, user involvement is no longer 
required for the client device 130(N) to be associated with the 
smart network 102 by the Smart network host device 120. 
0052. In some example embodiments of the invention, the 
ID device 136(N) includes a visual identifier 250 that is 
disposed on an outer surface of the ID device 136(N). The 
visual identifier 250 provide symbolic and/or numeric mark 
ings which indicate to the user the specific client device 130 
or service that is associated with the ID device 136(N). The 
visual identifier 250 may include a logo of a company asso 
ciated with the client device 130(N) or service associated with 
the ID device 136(N), an icon that represents the client device 
130(N) or service, a serial number associated with the client 
device 130(N) or service, and/or a bar code that uniquely 
identifies the client device 130(N) or service. Thus, a user can 
quickly determine from multiple ID devices 136, which ID 
device 136(N) is associated with a specific client device 130. 
In order to conveniently differentiate between the ID devices 
136 associated with similar client devices (e.g., multiple digi 
tal cameras), the visual identifier 250 may include both an 
iconic and a numeric component. 
0053. In operation, ID device 136(N) enables the smart 
network host device 120 to associate a specific client device 
130(N) with the smart network 102. The ID device 136(N) is 
a physical representation of the client device 130(N) that 
greatly simplifies the role of a user of the smart network 102 
when adding the client device 130(N) or a service to the smart 
network 102, since the UUID 230 and the authorization cre 
dential 240 are automatically obtained by the Smart network 
host device 120. Further, an additional layer of security is 
provided to the smart network 102 since the UUID 230 and 
the authorization credential 240 can only be obtained by the 
Smart network host device 120 when a suitable ID device 
136(N) is positioned in close proximity to or physically con 
nected to the Smart network host device 120. In this way, the 
Smart network host device 120 obtains the UUID 230 and the 
authorization credential 240 in a convenient and secure fash 
ion, and can automatically associate the client device 130(N) 
that is paired to the ID device 136(N) with the smart network 
102 with little risk of the authorization credential 240 being 
spoofed, or an unauthorized UUID being accepted by the 
smart network host device 120. In some example embodi 
ments, as an added layer of security, the Smart network host 
device 120 is configured to automatically disassociate the 
client device 130(N) or service associated with the ID device 
136(N) and the smart network 102 when the ID device 136(N) 
is detected to be no longer in close proximity to or physically 
connected to the Smart network host device 120. 

0054 FIG. 3 is a flowchart of method steps for automati 
cally associating a client device or service with a Smart net 
work, according to one example embodiment of the present 
invention. Although the method steps are described in con 
junction with the Smart network 102 of FIG. 1 and the con 
figuration of the ID device 136(N) illustrated in FIG. 2, per 
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sons skilled in the art will understand that any wireless 
network and ID device configured to perform the method 
steps, in any order, is within the scope of the invention. 
0055 As shown, the method 300 begins at step 301, where 
the smart network host device 120 detects the presence of the 
ID device 136(N), which is associated with the client device 
130(N) or a service that can be connected to smart network 
102. In one embodiment, the ID device 136(N) may be 
detected when mounted in a prescribed fashion on a surface of 
the Smart network host device 120 and ID device reader 164 
in the smart network host device 120 detects the presence of 
an RFID tag included in the ID device 136(N) once the ID 
device 136(N) is within the near field of the reader. In another 
example embodiment, the ID device 136(N) may be swiped 
near the ID device reader 164. In yet another example 
embodiment, a bar code included in the ID device 136(N) is 
read by an optical scanner coupled to the Smart network host 
device 120. 
0056. In step 302, the Smart network host device 120 auto 
matically obtains from the ID device 136(N) the UUID 230 
and the authorization credential 240 for the client device 
130(N) or service associated with the ID device 136(N). The 
UUID 230 and the authorization credential 240 may be 
obtained placing the ID device 136(N) near the Smart network 
host device 120, or by physically connecting the ID device 
136(N) to the smart network host device 120 via a USB port 
or other technically feasible connection mechanism. In an 
alternative embodiment, the UUID 230 and the authorization 
credential 240 may be encoded in a printable medium, such as 
a bar code, and read by Swiping the bar code under an optical 
scanner included in the smart network host device 120. 

0057. In step 303, the smart network host device 120 
updates the network state model 178 to include the new 
device or service for which the smart network host device 120 
has obtained the UUID 230 and the authorization credential 
240, thereby associating the client device 130(N) or service 
with the Smart network 102. 

0.058 FIG. 4 is a flowchart of method steps for automati 
cally registering a client device or service with a wireless 
network, according to an example embodiment of the present 
invention. Although the method steps are described in con 
junction with the smart network 102 of FIG. 1 and the con 
figuration of the ID device 136(N) illustrated in FIG. 2, per 
sons skilled in the art will understand that any wireless 
network and ID device configured to perform the method 
steps, in any order, is within the scope of the invention. Prior 
to the first step of method 400, the smart network host device 
120 obtains the UUID 230 and the authorization credential 
240 from the ID device 136(N) via method 300. 
0059. As shown, the method 400 begins at step 401, where 
the smart network host device 120 receives a registration 
request from the client device 130(N) or a service associated 
with the ID device 136(N). Such a registration request may 
take place when the client device 130(N) is first powered up, 
rebooted, etc. within the operational radius of the antenna 122 
of the smart network host device 120. The registration request 
includes the UUID 230 associated with the client device 
130(N). In an alternative embodiment, the registration 
request from the client device 130(N) may be received by any 
access point of the Smart network 102, including the Smart 
network extender device 140 and the Smart network connec 
tor device 150. In such an embodiment, the smart network 
extender device 140 communicates the registration request to 
the Smart network host device 120 via the bridge link 128, and 
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the Smart network connector device 150 communicates the 
registration request to the smart network host device 120 via 
the backhaul link 158. 

0060. In step 402, the Smart network host device 120 deter 
mines whether the client device 130(N) or service requesting 
registration with the smart network 102 has been previously 
associated with the smart network 102. The Smart network 
host device 120 performs the determination of step 402 by 
confirming that the UUID 230 received from the client device 
136(N) in step 401 matches an entry in the network state 
model 178. The presence of the UUID 230 in the network 
state model 178 confirms that a user has previously presented 
the ID device 136(N) to the Smart network host device 120, 
and the smart network host device 120 proceeds to step 403 of 
method 400. If the UUID 230 is not present in the network 
state model 178, the smart network host device 120 knows 
that the client device 130(N) has not been previously associ 
ated with the Smart network 102 via a suitable ID device 
136(N) and therefore cannot be an authorized client device on 
the Smart network 102. Consequently, the Smart network host 
device 120 will not respond to the client device 130(N) or 
service making the registration request, and the client device 
130(N) or service will neither be aware of nor have the ability 
to connect to the smart network 102. In an alternative example 
embodiment, the Smart network host device 120 also checks 
for the presence of the ID device 136(N) connected to or in the 
proximity of the smart network host device 120 before pro 
ceeding to step 403 of method 400. The presence of the ID 
device 136(N) disposed on or near the Smart network host 
device 120 provides an additional layer of security for the 
smart network 102 that prevents unauthorized devices from 
even attempting to access or register with the Smart network 
102. 

0061. In step 403, based on the determination that the 
client device 130(N) or service making the registration 
request has been previously associated with the Smart net 
work 102 via the ID device 136(N), the smart network host 
device 120 initiates a secure password authentication proto 
col with the client device 130(N) or service. The secure pass 
word authentication protocol is a protocol handshake 
between the client device 130(N) and the smart network host 
device 120, and is used to set up a secure connection between 
the smart network host device 120 and the client device 136 
(N). Such a protocol includes a dual challenge mechanism, in 
which the authorization credential 240 is never broadcast 
between the client device 130(N) and the smart network host 
device 120. Instead, using encryption algorithms known in 
the art, the client device 130(N) proves to the smart network 
host device 120 that the client device 130(N) has the autho 
rization credential 240 and the smart network host device 120 
proves to the client device 130(N) that the smart network host 
device 120 also has the authorization credential 240. If either 
device fails to provide the correct information during Such a 
protocol handshake, the other device terminates the session 
and no network connection will be established therebetween. 
Upon Successful completion of the secure password authen 
tication protocol, method 400 proceeds to step 404. 
0062. In step 404, the Smart network host device 120 reg 
isters the client device 130(N) or service with the Smart net 
work 102. Upon registration of the client device 130(N), the 
smart network host device 120 and the client device 130(N) 
each create a session key based on the authorization creden 
tial 240, which is known to both. Since an identical authori 
zation credential 240 is used by both the smart network host 
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device 120 and the client device 130(N), the session key 
created by each is identical to the other. Thus, all subsequent 
messages between the smart network host device 120 and the 
client device 130(N) can be encrypted based on this session 
key, so that a secure connection is maintained between the 
smart network host device 120 and the client device 130(N). 
Specifically, for the duration of the session, both the smart 
network host device 120 and the client device 130(N) only 
accept messages correctly encrypted with this session key. It 
is noted that the session key created in step 404 is not broad 
cast or otherwise transmitted between the smart network host 
device 120 and the registered client device 130(N) or service, 
and is only used as an encryption key for encrypting and 
decrypting messages between the Smart network host device 
120 and the registered client device 130(N) or service. 
0063. In some example embodiments, an additional step 
405 is performed when a user has removed the ID device 
136(N) from close proximity to the Smart network host device 
120 and/or physically disconnected the ID device 136(N) 
from the smart network host device 120. In step 405, the smart 
network host device 120 detects that the ID device 136(N) is 
no longer present, and, in response, automatically terminates 
the association of the client device 130(N) with the smart 
network 102. Thus, in such example embodiments, a user 
may disconnect a client device or service by simply removing 
the associated ID device 136(N) from the smart network host 
device 120. In other example embodiments, the Smart net 
work host device 120 does not terminate the association of the 
client device 130(N) with the Smart network 102 upon detect 
ing the removal or disconnection of the ID device 136(N) 
from the smart network host device 120. 

0064. In sum, example embodiments of the invention pro 
vide systems and methods for automatically registering a 
client device or service with a smart network. A network 
association apparatus automatically provides identification 
information and an authorization credential that are associ 
ated with the client device or service to be connected to a 
wireless network. The network association apparatus advan 
tageously enables the host device of the wireless network to 
automatically associate the client device or service to the 
wireless network with little or no user involvement required, 
while providing an additional layer of security to the process 
of accessing the wireless network. The added security layer 
stems from the required possession of the network associa 
tion apparatus and its proximity to the Smart network host 
device in order to associate a client device or service to the 
Smart network. 

0065 One embodiment of the invention may be imple 
mented as a program product for use with a computer system. 
The program(s) of the program product define functions of 
the embodiments (including the methods described herein) 
and can be contained on a variety of computer-readable stor 
age media. Illustrative computer-readable storage media 
include, but are not limited to: (i) non-Writable storage media 
(e.g., read-only memory devices within a computer Such as 
CD-ROM disks readable by a CD-ROM drive, flash memory, 
ROM chips or any type of solid-state non-volatile semicon 
ductor memory) on which information is permanently stored; 
and (ii) writable storage media (e.g., floppy disks within a 
diskette drive or hard-disk drive or any type of solid-state 
random-access semiconductor memory) on which alterable 
information is stored. 

0.066 While the foregoing is directed to certain example 
embodiments of the present invention, other and further 
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embodiments of the invention may be devised without depart 
ing from the basic scope thereof. Therefore, the scope of the 
present invention is determined by the claims that follow. 
We claim: 
1. A method, comprising: 
obtaining identification information and an authorization 

credential associated with a client device or service; 
receiving a registration request from the client device or 

service that includes the identification information, 
wherein the registration request is for registering the 
client device or service with a wireless home network; 

in response, determining that the client device or service is 
currently associated with the wireless home network; 

initiating a secure password authentication protocol with 
the client device or service; and 

after completing the secure password authentication pro 
tocol, registering the client device or service with the 
wireless home network. 

2. The method of claim 1, wherein obtaining the identifi 
cation information and the authorization credential com 
prises: 

detecting the presence of an apparatus associated with the 
client device or service; and 

obtaining the identification information and the authoriza 
tion credential from the apparatus. 

3. The method of claim 2, further comprising: 
detecting that the apparatus associated with the client 

device or service is no longer present; and 
in response, terminating the registration of the client device 

or service with the wireless home network. 
4. The method of claim 2, wherein the apparatus comprises 

a near field radio frequency identification (RFID) tag, a uni 
versal serial bus (USB) drive manufactured with write-pro 
tected encrypted bits, an optical disk with manufactured keys, 
or a secure digital (SD) memory card with digital rights 
management (DRM) features. 

5. The method of claim 1, wherein the identification infor 
mation comprises a media access control (MAC) address 
associated with the client device. 

6. The method of claim 1, wherein determining that the 
client device or service is currently associated with the wire 
less home network comprises confirming the identification 
information received in the registration request matches the 
obtained identification information. 

7. The method of claim 1, wherein the authorization cre 
dential acts as an encryption key when initiating the secure 
password authentication protocol. 

8. The method of claim 1, wherein registering the client 
device or service with the wireless home network comprises 
creating a session key based on the authorization credential. 

9. The method of claim 1, wherein receiving the registra 
tion request from the client device or service comprises 
receiving the registration request via a network extender 
device or a network connector device. 

10. A computer-readable medium including instructions 
that, when executed by a processing unit, cause the process 
ing unit to perform the steps of: 

obtaining identification information and an authorization 
credential associated with a client device or service; 

receiving a registration request from the client device or 
service that includes the identification information, 
wherein the registration request is for registering the 
client device or service with a wireless home network; 

in response, determining that the client device or service is 
currently associated with the wireless home network; 
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initiating a secure password authentication protocol with 
the client device or service; and 

after completing the secure password authentication pro 
tocol, registering the client device or service with the 
wireless home network. 

11. The computer-readable medium of claim 10, wherein 
obtaining the identification information and the authorization 
credential comprises: 

detecting the presence of an apparatus associated with the 
client device or service; and 

obtaining the identification information and the authoriza 
tion credential from the apparatus. 

12. The computer-readable medium of claim 11, the steps 
further comprising: 

detecting that the apparatus associated with the client 
device or service is no longer present; and 

in response, terminating the registration of the client device 
or service with the wireless home network. 

13. The computer-readable medium of claim 11, wherein 
the apparatus comprises a near field radio frequency identi 
fication (RFID) tag, a universal serial bus (USB) drive manu 
factured with write-protected encrypted bits, an optical disk 
with manufactured keys, or a secure digital (SD) memory 
card with digital rights management (DRM) features. 

14. The computer-readable medium of claim 10, wherein 
the identification information comprises a media access con 
trol (MAC) address associated with the client device. 

15. The computer-readable medium of claim 10, wherein 
determining that the client device or service is currently asso 
ciated with the wireless home network comprises confirming 
the identification information received in the registration 
request matches the obtained identification information. 

16. The computer-readable medium of claim 10, wherein 
the authorization credential acts as an encryption key when 
initiating the secure password authentication protocol. 

17. The computer-readable medium of claim 10, wherein 
registering the client device or service with the wireless home 
network comprises creating a session key based on the autho 
rization credential. 

18. The computer-readable medium of claim 10, wherein 
receiving the registration request from the client device or 
service comprises receiving the registration request via a 
network extender device or a network connector device. 

19. A system, comprising a Smart network host device 
located within a wireless home network that is configured to: 

obtain identification information and an authorization cre 
dential associated with a client device or service; 

receive a registration request from the client device or 
service that includes the identification information, 
wherein the registration request is for registering the 
client device or service with the wireless home network; 

in response, determine that the client device or service is 
currently associated with the wireless home network; 

initiate a secure password authentication protocol with the 
client device or service; and 

after completing the secure password authentication pro 
tocol, register the client device or service with the wire 
less home network. 

20. The system of claim 10, wherein the Smart network host 
device includes an RFID reader configured to read informa 
tion from an apparatus associated with the client device or 
service. 


