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Attribute-based encryption

FIELD OF THE INVENTION

The invention relates to attribute-based encryption.

BACKGROUND OF THE INVENTION

An increasing need for data exchange among different parties involved in a
care cycle ranging from traditional healthcare to home healthcare and wellness services has
made secure management of health data a real issue. Other application fields have also seen
an increasing interest in secure data transmission and management. Current approaches to
health data management are based on traditional security mechanisms complemented with
physical and administrative procedures. This combination results in a limited availability of
health information and cumbersome exchange of health records. Digital policy management
and enforcement technologies outperform the traditional mechanisms and procedures by
offering (1) end-to-end privacy and security in heterogencous networks, protecting data
independently of the infrastructure over which the data travel and of institutional boundaries;
(2) usage control on top of attribute-based access control mechanisms, which is important in
healthcare applications; and (3) simple interoperable security architecture that allows systems
to be developed in a network agnostic way, obviating the need for network specific security
provisions and hence reducing implementation and maintenance costs. However, the
cryptographic algorithms that are needed in secure data exchange may be computationally
intensive.

J. Bethencourt, A. Sahai, and B. Waters, “Ciphertext-Policy Attribute-Based
Encryption”, Proceedings of the 2007 IEEE Symposium on Security and Privacy, pages 321-
334, 2007, discloses a digital data security and management system based on an attribute-
based encryption scheme (ABE), such as a ciphertext-policy ABE scheme (CP-ABE). In this
scheme data are encrypted according to an access structure, also referred to as access control
policy, so that only the users with the correct attributes can decrypt the data. To be able to
decrypt the data, a user gets from the trusted authority a specific private key that corresponds

to the set of certified attributes he/she possesses.
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Joseph A. Akinyele et al., “Self-Protecting Electronic Medical Records Using
Attribute-Based Encryption”, http://eprint.iacr.org/2010/565.pdf, discloses an implementation
of a CP-ABE scheme on a portable device for protection of electronic medical records.

M. Green, S. Hohenberger, B. Waters, "Outsourcing the Decryption of ABE
Ciphertexts", Proceedings of USENIX Security, 2011, discloses a method comprising a user
providing the cloud with a single transformation key that allows the cloud to translate any
ABE ciphertext satisfied by that user’s attributes into an El Gamal-style ciphertext, without
the server being able to read the user’s messages. The resulting El Gamal-style ciphertext is

then transmitted to the user, and the user can decrypt it.

SUMMARY OF THE INVENTION

It would be advantageous to have an improved attribute-based encryption
system. To better address this concern, a first aspect of the invention provides a system
comprising a first encrypter and a second encrypter,

the first encrypter comprising:

an input unit for determining a message and a policy over a set of attributes,
wherein the policy comprises a plurality of components;

a first cryptographic unit for generating an encrypted representation of the
message and an encrypted representation of the plurality of components; and

the second encrypter comprising;:

a receiving unit for receiving the encrypted representation of the message and
the encrypted representation of the plurality of components;

a second cryptographic unit for transforming the encrypted representation of
the message and the encrypted representation of the plurality of components into an attribute-
based encrypted message associated with the policy.

This scheme allows the first encrypter to use an encryption method that is
computationally less demanding than the encryption step of the attribute-based encryption
scheme. Typically, the encryption part of an attribute-based encryption system is
computationally expensive. For example, the computational complexity increases linearly
with the size of the access control policy, measured with the number of attributes in the
access control policy. The encryption performed by the first encrypter makes it possible to
transmit the message and the policy securely to the second encrypter. The second encrypter

transforms the message and policy into an attribute-based encrypted message associated with
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the policy, thereby reducing the amount of computations that need to be performed by the
first encrypter.

Although Green et al. (cited above) discloses outsourcing of a decryption step
of an attribute-based encryption scheme, the method disclosed therein does not enable
outsourcing an encryption step of an attribute-based encryption scheme.

The first encrypter may be implemented as part of a mobile terminal and the
second encrypter is implemented as part of a different device than the mobile terminal. This
allows an effective implementation of an attribute-based encryption scheme on a mobile
terminal, because the computational load of an encryption step of an attribute-based
encryption method is reduced.

In another aspect, the invention provides a system for attribute-based
encryption, the system comprising:

a first encrypter comprising an input unit for determining a message and a
policy over a set of attributes, wherein the policy comprises a plurality of components; and a
first cryptographic unit comprising:

a secret generator for generating a secret;

a message encrypting unit for encrypting the message in dependence on the
secret to obtain the encrypted representation of the message;

a policy transforming unit for transforming respective ones of the components
of the policy in dependence on the secret to obtain respective policy ciphertext components;
and

a secret encrypting unit for encrypting the secret to obtain an encrypted secret;
and

a second encrypter comprising a receiving unit for receiving the encrypted
representation of the message and the encrypted representation of the plurality of
components; and a second cryptographic unit comprising:

a share generating unit for generating a plurality of encrypted shares of the
encrypted secret based on a key that does not allow decryption of the encrypted secret; and

a combining unit for combining respective ones of the policy ciphertext
components with respective ones of the encrypted shares of the encrypted secret, to obtain a
cryptographic representation of the policy.

This system reduces the computational burden on the first cryptographic unit,
when the latter desires to perform an encryption operation of an attribute-based encryption

scheme. The computational burden is reduced because a portion of the computations is taken
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over by the second cryptographic unit. Moreover, a transmission of data between the first and
second cryptographic unit is secure, because the secret protects both the message and the
components of the policy. Since the message encrypting unit encrypts the message, the
message 1s protected from being decrypted by unauthorized persons. Moreover, the policy
transforming unit may transform the components of the policy in such a way that
unauthorized entities, including the second cryptographic unit, cannot modify the
components, such as attributes, of the policy. Although the share generating unit is capable of
generating encrypted shares of the encrypted secret, the second cryptographic unit is not
capable of recovering the secret, because the secret is encrypted. The combining unit
performs a step which may be relatively computationally expensive: the combining of the
policy ciphertext components with the encrypted shares. Such a combination could well
include exponentiation and multiplication steps, which are computationally expensive, to
make the scheme cryptographically secure. These computationally expensive operations do
not need to be performed by the first cryptographic unit.

The respective ones of the components of the policy may correspond to
respective attributes. For example, a policy may comprise a logic expression involving a
plurality of attributes. The components may correspond to those attributes. The relationship
between the attributes in the logic expression may be represented within the components or
as a separate data element. Because the components are combined with the shares of the
secret, the party who wants to decrypt the message needs to have a key comprising the
appropriate attributes to match with the attributes in the policy. Consequently, it may be
relatively efficient to package the attributes as separate components in the communication
between the first encrypter and the second encrypter.

The combining unit may be arranged for enforcing a relationship between
attributes in the policy by means of the encrypted shares of the encrypted secret. The choice
of the attributes in the policy may be enforced by the first cryptographic unit. Moreover, the
semi-trusted second cryptographic unit may perform the cryptographic operations to enforce
the relationship between the attributes in the policy. This can be done by applying the shares
of the secret in such a way that a predetermined minimum number of a particular set of
attributes is needed to decrypt the message, for example.

The second cryptographic unit may be arranged for generating the encrypted
shares directly from the encrypted secret without decrypting the secret and wherein the

encrypted shares cannot be combined to obtain the secret without decrypting the encrypted
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shares. This enhances the security of the system, because the second cryptographic unit is not
able to decrypt the message without a user secret key.

The first cryptographic unit may comprise a secret encrypting unit for
encrypting the secret by raising a predetermined number by a value representing the secret.
This may provide a secure encryption method. Moreover, it may allow the second
cryptographic unit to generate encrypted shares of the secret without needing to access the
secret in the clear.

The systems set forth may be included in a communication system. For
example, a communication system may comprise the first cryptographic unit and the second
cryptographic unit for encryption, and provide at least an additional cryptographic unit to
perform a corresponding decryption task.

The communication system may be used to communicate a message
comprising medical information generated by a patient data entry application running on a
mobile terminal. The hand-held device could comprise the first cryptographic unit and a
transmission unit to transmit the generated encrypted information to the second cryptographic
unit.

In another aspect, the invention provides a key generator for use in a system
set forth hereinabove. The key generator may be arranged for generating a key for the second
encrypter, wherein the key allows the second cryptographic unit to generate encrypted shares
of the secret, but wherein the key does not allow the second cryptographic unit to decrypt the
secret. This kind of key allows the second cryptographic unit to perform its task as a semi-
trusted entity.

In another aspect, the invention provides a method of attribute-based
encryption, comprising

in a first device:

determining a message and a policy over a set of attributes, wherein the policy
comprises a plurality of components;

generating an encrypted representation of the message and an encrypted
representation of the plurality of components; and

in a second device:

receiving the encrypted representation of the message and the encrypted

representation of the plurality of components;
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transforming the encrypted representation of the message and the encrypted
representation of the plurality of components into an attribute-based encrypted message
associated with the policy.

In another aspect, the invention provides a method of attribute-based
encryption, comprising

in a first device:

determining a message and a policy over a set of attributes, wherein the policy
comprises a plurality of components;

generating a secret;

encrypting the message in dependence on the secret to obtain the encrypted
representation of the message;

transforming respective ones of the components of the policy in dependence
on the secret to obtain respective policy ciphertext components;

encrypting the secret to obtain an encrypted secret; and

in a second device:

receiving the encrypted representation of the message and the encrypted
representation of the plurality of components;

generating a plurality of encrypted shares of the encrypted secret, in
dependence on a second encrypter secret key;

combining respective ones of the policy ciphertext components with respective
ones of the encrypted shares of the encrypted secret, to obtain a cryptographic representation
of the policy.

It will be appreciated by those skilled in the art that two or more of the above-
mentioned embodiments, implementations, and/or aspects of the invention may be combined
in any way deemed useful.

Modifications and variations of the communication system, the system, the
method, and/or the computer program product, which correspond to the described
modifications and variations of the system, can be carried out by a person skilled in the art on

the basis of the present description.

BRIEF DESCRIPTION OF THE DRAWINGS
These and other aspects of the invention are apparent from this description and
will be elucidated hereinafter with reference to the drawings. Throughout the drawings,

similar items are denoted by the same reference numerals.
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Fig. 1 is a block diagram of a system for attribute-based encryption wherein
part of an encryption step is outsourced to a proxy.

Fig. 2 is a block diagram of an attribute-based cryptographic system.

Fig. 3 is a block diagram of an attribute-based cryptographic system wherein
cryptographic processing steps are outsourced to a proxy.

Fig. 4 is a flowchart of an attribute-based encryption process wherein part of
an encryption step is outsourced to a proxy.

Fig. 5 is a flowchart of another embodiment of an attribute-based encryption

process wherein part of an encryption step is outsourced to a proxy.

DETAILED DESCRIPTION OF EMBODIMENTS

In the schemes disclosed herein, a host, also referred to as a data owner, 1S
enabled to outsource policy creation to a semi-trusted entity, called proxy, and to encrypt
messages for the users according to the given policy in such a way that the proxy (a) cannot
access the cyphertext and (b) is enforced to encrypt the messages based on the attributes
specified by the policy. By such outsourcing it is possible to reduce computational load on
the host, which could be a mobile device with reduced processing power. Such reduction of
computational load may be useful for wider adoption of the ABE encryption schemes.

Hereinafter, a number of schemes is disclosed in more detail. However, it will
be understood that the details of the schemes disclosed herein should be regarded as
examples only. Modifications and additions are within reach of the person skilled in the art
on the basis of this description.

In a scheme for ABE disclosed herein, a central key authority is arranged for
issuing secret keys to its users (who may be, for example, medical staff of a hospital). The
key of a user is related to the attributes possessed by that user. The central authority may also
issue a secret key for a semi-trusted entity, which may act as a proxy, for example, in the
‘cloud’.

The term ABE ciphertext may generally relate to a message encrypted
according to an access policy. According to the techniques disclosed herein, an ABE
ciphertext may be created in two steps, one step performed by the host (data owner or
encrypter, e.g. patient) of the message and one step performed by the semi-trusted proxy.

The host (data owner or encrypter) may create an intermediate ciphertext
wherein a plurality of attributes are bound to a secret key that is to be shared among the

attributes specified by the access policy. The intermediate ciphertext together with a
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description of the access policy is transmitted to a computationally powerful semi-trusted
proxy. The proxy may decrypt a part of this intermediate ciphertext to obtain an encrypted
secret key. This encrypted secret key is used by the proxy to create a ciphertext according to
the access policy, by distributing shares of this secret key among the attributes appearing in
the policy. This may be done using a secret sharing scheme, known in the art per se.

Fig. 2 illustrates an attribute-based encryption system. The encrypter 201
receives a message M and an access policy P, for example via user input (not shown) or from
a database (not shown). After generating ciphertext (ABE) associated with the access policy,
the ciphertext (ABE) is transmitted, in this case to a storage server 202. A decrypter 203 may
retrieve the ciphertext (ABE) from the server 202 (or, alternatively, directly from the
encrypter 201), and, based on a secret key associated with a set of attributes satisfying the
policy P, decrypts the ciphertext ABE to retrieve a copy of the original message M.

Fig. 3 illustrates an attribute-based encryption system in which the encryption
and decryption are performed by a semi-trusted proxy system. Fig. 4 illustrates a method of
operating the attribute-based encryption system shown in Fig. 3. A first encrypter 301 may
determine in step 401 a message M and a policy P over a set of attributes, wherein the policy
comprises a plurality of components. The components together form the policy. The message
M and policy P may be determined, for example, by means of user input, by receiving them
from an external source, or by generating them automatically.

The first encrypter 301 may generate in step 402 an encrypted representation
C of the message and an encrypted representation D of the plurality of components. This may
be done using a cryptographic technique known in the art per se.

The ciphertext C with the encrypted representation D of the plurality of
components of the access policy may be transmitted to a second encrypter 302. This second
encrypter 302 may also be referred to as a semi-trusted proxy. This transmission can take
place in any way, by wireless or wired communication technology, or by means of a
removable storage medium, for example.

The second encrypter receives in step 410 the encrypted representation of the
message C and the encrypted representation of the plurality of components D. The second
encrypter transforms in step 411 the encrypted representation of the message C and the
encrypted representation of the plurality of components D into an attribute-based encrypted
message ABE associated with the policy. This attribute-based encrypted message ABE may
be treated further in the same way as in Fig. 2: it may be stored in a server 202 and/or

transmitted to a decrypter 203 that has a secret key associated with a set of attributes that
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satisfies the policy P. The decrypter 203 may decrypt the attribute-based encrypted ciphertext
ABE to obtain a copy of the message M.

Alternatively, as shown in Fig. 3, the attribute-based ciphertext ABE as
generated by the second encrypter 302 may be stored in a server 303 and/or communicated to
a proxy decrypter 304 which is provided with a key that is associated with a set of attributes
that satisfies the policy P and that allows the proxy decrypter 304 to convert the attribute-
based ciphertext ABE into a regular ciphertext C that is not attribute-based. For example, the
proxy decrypter generates El Gamal ciphertext. This ciphertext C generated by the proxy
decrypter is forwarded to the final decrypter 305, which may be implemented on a low-cost
device, and performs the computationally cheap regular decryption, such as El Gamal
decryption, to convert the regular ciphertext C into a copy of the message M.

Fig. 5 shows another embodiment of the encryption method by means of a
proxy encrypter. In step 401, the message and the policy are determined as in the
embodiment of Fig. 4. The first encrypter 301 generates a secret in step 501. Such a secret
may be a random number in a predetermined range, for example. For example, a secret is
generated that can be easily used in a secret sharing scheme. In step 502 the first encrypter
301 may encrypt the message M in dependence on the secret to obtain the encrypted
representation of the message (C). Moreover, the first encrypter may transform in step 503
respective ones of the components of the policy P in dependence on the secret to obtain
respective policy ciphertext components D. For example, the first encrypter may raise a
number that depends on an attribute of the policy to a power that depends on the secret.
Moreover, the first encrypter may encrypt in step 504 the secret to obtain an encrypted secret
S. For example, the first encrypter may raise a predetermined number to the power s. The

result may be raised to the power d, wherein y/d is given to the second encrypter 302 as a
secret key. Herein, y may be a randomly selected, secret number.

After the information has been transmitted to the second encrypter and
received in step 410 by the second encrypter, the second encrypter may generate in step 510 a
plurality of encrypted shares of the encrypted secret S, in dependence on a second encrypter
secret key. For example, this may be done by a secret sharing scheme known in the art per se.
For example, a threshold secret sharing scheme or an additive secret sharing scheme may be
employed.

The second encrypter may combine in step 511 respective ones of the policy

ciphertext components D with respective ones of the encrypted shares of the encrypted secret
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S, to obtain a cryptographic representation of the policy. Such combining operation of a
policy ciphertext component with an encrypted share may comprise, for example,
multiplication of the encrypted share with the policy ciphertext component. Other combining
operations are also possible; for example, intermediate numbers may be derived from the
policy ciphertext component and/or the encrypted share before the multiplication.

Fig. 1 illustrates a system for attribute-based encryption. The system may
comprise a first encrypter 11 and a second encrypter 12. The second encrypter 12 may also
be referred to as a semi-trusted proxy. The first encrypter may comprise an input unit 1 for
determining a message and a policy over a set of attributes, wherein the policy comprises a
plurality of components. For example, the input unit 1 may be operatively coupled to a user
interface for enabling a user to input data into a device. Such user interface may also be
arranged for enabling the user to set the access policy of that data. Alternatively, the access
policy may be determined automatically, for example based on the kind of data that is input.
Alternatively, the input unit 1 may be arranged for receiving the message and the policy from
another device or from another unit of the same device. The message and/or the access policy
may also be determined automatically.

The first encrypter 11 may comprise a first cryptographic unit 2 operatively
coupled to the input unit 1. The first cryptographic unit 2 may be arranged for generating an
encrypted representation of the message and an encrypted representation of the plurality of
components.

The second encrypter 12 may be implemented on a different device than the
first encrypter 11, although this is not a limitation. The second encrypter 12 may have more
processing power available than the first encrypter 11, so that the second encrypter 12 can
perform the computational tasks associated with encrypting data using attribute-based
encryption with more ease than the first encrypter 11. Moreover, the first encrypter 11 and
the second encrypter 12 may be arranged for communicating with one another by means of
any kind of data communication technology, including network communication and/or
removable media exchange. For example, a secure data connection between the first
encrypter 11 and the second encrypter 12 may be set up. For example, the first encrypter
comprises a first transmit unit 9 for transmitting the encrypted message and the encrypted
representation of the plurality of components to the second encrypter 12.

The second encrypter 12 may comprise a receiving unit 3 for receiving the
encrypted representation of the message and the encrypted representation of the plurality of

components. These items were generated by the first encrypter.
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The second encrypter may further comprise a second cryptographic unit 4 for
transforming the encrypted representation of the message and the encrypted representation of
the plurality of components into an attribute-based encrypted message (ABE-ciphertext)
associated with the policy.

The first encrypter 11 may be implemented as part of a mobile terminal and
the second encrypter 12 may be implemented as part of a different device than the mobile
terminal, such as a desktop computer or a server system.

The first cryptographic unit 2 may comprise a secret generator 5 arranged for
generating a secret, such as a (pseudo-)randomly generated number. The first cryptographic
unit 2 may further comprise a message encrypting unit 6 arranged for encrypting the message
in dependence on the secret to obtain the encrypted representation of the message. The first
cryptographic unit 2 may further comprise a policy transforming unit 7 arranged for
transforming respective ones of the components of the policy in dependence on the secret to
obtain respective policy ciphertext components. The first cryptographic unit may further
comprise a secret encrypting unit 8 arranged for encrypting the secret to obtain an encrypted
sccret.

The second cryptographic unit 4 may comprise a share generating unit 13
arranged for generating a plurality of encrypted shares of the encrypted secret based on a key
that does not allow decryption of the encrypted secret. The second cryptographic unit may
further comprise a combining unit 14 arranged for combining respective ones of the policy
ciphertext components with respective ones of the encrypted shares of the encrypted secret,
to obtain a cryptographic representation of the policy. The ABE-ciphertext may comprise the
cryptographic representation of the policy as well as the encrypted representation of the
message.

The system may be configured in such a way that the components correspond
to attributes. For example, each component may correspond to a different attribute that is
relevant for the access policy. Information relating to the relationship between the attributes
in the policy may also be conveyed from the first cryptographic unit to the second
cryptographic unit. The second cryptographic unit consolidates these relationships in the
ABE ciphertext by means of the secret sharing scheme.

The combining unit 14 may be arranged for enforcing a relationship between
attributes in the policy by means of the encrypted shares of the encrypted secret. For

example, the encrypted shares may be used to combine attributes in such a way that a key
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associated with at least a particular combination of the attributes is needed in order to decrypt
the message.

The second cryptographic unit 4 may be arranged for generating the encrypted
shares directly from the encrypted secret without decrypting the secret and wherein the
encrypted shares cannot be combined to obtain the secret without decrypting the encrypted
shares. For example, this may be realized by having the secret and its shares represented as a
predetermined number raised to the power of the secret or as a power of the share of the
secret, respectively. For example, the first cryptographic unit 2 may comprise a secret
encrypting unit 8 for encrypting the secret by raising a predetermined number by a value
representing the secret.

For example, the first and second encrypters may be part of a communication
system for exchanging messages that comprise medical information generated by a data entry
application running on a mobile terminal.

The second encrypter 12 may comprise a second transmit unit 15 for
transmitting the ABE-ciphertext to another entity, such as a storage server for storing the
ABE-ciphertext, or directly to another user device for decrypting the ABE-ciphertext.

The system may further comprise a key generator 16 arranged for generating a
key for the second encrypter 12, wherein the key allows the second cryptographic unit 4 to
generate encrypted shares of the secret, but wherein the key does not allow the second
cryptographic unit 4 to decrypt the secret. Such a key generator 16 may be part of a central
key authority that is capable of issuing user secret keys and/or public keys, including the
secret keys associated with the attributes of individual users. However, the latter keys may
also be generated by a separate key authority.

The proxy may not be able to use different attributes than the attributes
specified by the access control policy that was specified by the host. Consequently, the proxy
may not able to create a ciphertext that can be decrypted by users that do not possess the
relevant attributes. Moreover, by using the proxy, the computational workload on the host
(which may be mobile device with limited computational power) may be reduced. It is
possible to implement the scheme in such a way that it does not cover enforcement of the
relation between the attributes in the policy.

In the following description, an embodiment of the scheme is worked out in
more detail. This embodiment represents only an example of the scheme. Modifications or

alternative embodiments are within reach of the person skilled in the art on the basis of the
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present disclosure. Table 1 summarizes some of the symbols that are used in the remainder of

this description.

Table 1: Notations

A a security parameter

&y cyclic group &,

Go target group &

2{>,93 an admissible bilinear map e: 5, X &, = &,

& generator for the cyclic group &,

a; an attribute possessed by a user

i a set of attributes possessed by a user

T an access structure

ool a probabilistically unique random value for each user, ¥, € Z,
5 arandom secret key associated with a ciphertext, s € £,
M a message to be encrypted

5K the secret key associated with an attribute set &

SHromy the secret key for a proxy (cloud provider)

The embodiment includes a number of algorithms that may be executed under
control of the parties involved. There may be one or more authorities that control the
distribution of keys and allocation of user rights. This includes allocating attributes to
different users and generating and distributing user keys that are associated with the proper
attributes of a user. The setup algorithm, the key generation for data originator algorithm, and
the key generation for proxy algorithm may be carried out by one or more of such authorities.
The data originator (or data owner), in this description, is the party who wishes to have a
message encrypted using attribute-based encryption. The data originator may receive the data

originator secret key 5X_ from the appropriate authority, choose or define a policy over the

universe of available attributes, and provide the data to be encrypted. Such data is referred to
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herein as the message. The message may contain, for example, database entries for a patient
database or a memo to be delivered to one or more persons having a set of credentials as
prescribed in the policy. The message may be sent to the proxy. The proxy may convert the
information received from the data originator into a ciphertext that is associated with the
policy in a way known from the attribute-based encryption scheme. The data consumer is the
party who receives and decrypts the ciphertext, based on a key associated with an appropriate
set of attributes.

The embodiment may include implementations of the following algorithms.
Setup

Input: #.
select a random generator g £ &, select «, &,y & € Z, at random and keep them secret;
select cryptographic hash functions #,: {813 — &, and H.: 6. — {B,1}%

o

set 4 = elp g%

«,

PR
e dEy

set A = efg, g}
The public parameters may consist of 88 = { &,, &, 2, H, H., g*f‘;}
The master secret key may consist of A{ & = {g%, g¥.d}.

As will be clear from the following, .4 is used when the encrypter needs a

proxy (e.g. a cloud provider) to create the ABE ciphertext for him/her.

Key Generation for the first encrypter or data originator

Inputs: 8K, MK, o

—_

Select v, € I, at random and set the secret key S&_, to be:

{43 e

- 1y o .
SH, = (DY =g%g g™,

T

Key Generation for the second encrypter or proxy

Inputs: PK, &K,
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The key for the proxy LY is generated in the following manner:

FYTAY

=& = 2 fef
D erony T FIE

It is noted that ¢ is used as the public key of the proxy.

Encryption (to be performed by first encrypter or data originator):

Inputs: FX, & 1.
Select a ‘secret’” s £ £ at random;

set the intermediate ciphertext for a message & to be

3

o -
' = {7 = ogf%F ¢ = &
- Tﬁﬁt&vﬂmsdi iote L C & M

= H. {*‘j"\—%‘? E S .;s‘
2 3

Pl
i
-

S
[l
;"-1

Py

e,
o]

Sapia

Policy Enforcement (to be performed by second encrypter or proxy)

Inputs: OT e .5 K

sEErmsgdints T Y roxy”
decrypt £ as
O s o EWE _ _§ pe ;.
{ = 7 8%prasy = g YE = Q’S..: for 5 = S"'Si‘_;':b-g,

create the policy

Ya,enl, = g“*tiHi{:a}-}_i,
wherein 3, is a share of & computed using for example additive secret sharing or threshold
secret sharing method. Note that in order to share # the proxy only need access to £ and need

not use & directly. The skilled person is aware of the additive secret sharing and threshold

secret sharing methods. A threshold secret sharing scheme is disclosed in Shamir, Adi

(1979), "How to share a secret", Communications of the ACM 22 (11): 612—613.

create the final ciphertext as

CT =(€.6.% a, € w ¢, = g%t (a,} ).
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Decryption

Inputs: 5%, . CT.
Assumption: Let s satisfy the access structure z. Otherwise, the decryption
fails.

{13 - g Sy O =
compute Z* = 1, o, e{C,, D'} e(C, D

= {3} PN
compute £ = o{C, O

compute £+ = =

decrypt & = £ & H {ZI'*}

It will be appreciated that the invention also applies to computer programs,
particularly computer programs on or in a carrier, adapted to put the invention into practice.
The program may be in the form of a source code, an object code, a code intermediate source
and an object code such as in a partially compiled form, or in any other form suitable for use
in the implementation of the method according to the invention. It will also be appreciated
that such a program may have many different architectural designs. For example, a program
code implementing the functionality of the method or system according to the invention may
be sub-divided into one or more sub-routines. Many different ways of distributing the
functionality among these sub-routines will be apparent to the skilled person. The sub-
routines may be stored together in one executable file to form a self-contained program. Such
an executable file may comprise computer-executable instructions, for example, processor
instructions and/or interpreter instructions (e.g. Java interpreter instructions). Alternatively,
one or more or all of the sub-routines may be stored in at least one external library file and
linked with a main program either statically or dynamically, e.g. at run-time. The main
program contains at least one call to at least one of the sub-routines. The sub-routines may
also comprise calls to each other. An embodiment relating to a computer program product
comprises computer-executable instructions corresponding to each processing step of at least
one of the methods set forth herein. These instructions may be sub-divided into sub-routines
and/or stored in one or more files that may be linked statically or dynamically. Another
embodiment relating to a computer program product comprises computer-executable

instructions corresponding to each means of at least one of the systems and/or products set
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forth herein. These instructions may be sub-divided into sub-routines and/or stored in one or
more files that may be linked statically or dynamically.

The carrier of a computer program may be any entity or device capable of
carrying the program. For example, the carrier may include a storage medium, such as a
ROM, for example, a CD ROM or a semiconductor ROM, or a magnetic recording medium,
for example, a flash drive or a hard disk. Furthermore, the carrier may be a transmissible
carrier such as an electric or optical signal, which may be conveyed via electric or optical
cable or by radio or other means. When the program is embodied in such a signal, the carrier
may be constituted by such a cable or other device or means. Alternatively, the carrier may
be an integrated circuit in which the program is embedded, the integrated circuit being
adapted to perform, or used in the performance of, the relevant method.

It should be noted that the above-mentioned embodiments illustrate rather than
limit the invention, and that those skilled in the art will be able to design many alternative
embodiments without departing from the scope of the appended claims. In the claims, any
reference signs placed between parentheses shall not be construed as limiting the claim. Use
of the verb "comprise" and its conjugations does not exclude the presence of elements or
steps other than those stated in a claim. The article "a" or "an" preceding an element does not
exclude the presence of a plurality of such elements. The invention may be implemented by
means of hardware comprising several distinct elements, and by means of a suitably
programmed computer. In the device claim enumerating several means, several of these
means may be embodied by one and the same item of hardware. The mere fact that certain
measures are recited in mutually different dependent claims does not indicate that a

combination of these measures cannot be used to advantage.
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CLAIMS:

1. A system for attribute-based encryption, comprising

a first encrypter (11), comprising:

an input unit (1) for determining a message and a policy over a set of
attributes, wherein the policy comprises a plurality of components; and

a first cryptographic unit (2) for generating an encrypted representation of the
message and an encrypted representation of the plurality of components; and

a second encrypter (12), comprising:

a receiving unit (3) for receiving the encrypted representation of the message
and the encrypted representation of the plurality of components; and

a second cryptographic unit (4) for transforming the encrypted representation
of the message and the encrypted representation of the plurality of components into an

attribute-based encrypted message associated with the policy.

2. The system according to claim 1, wherein the first encrypter (11) is
implemented as part of a mobile terminal and the second encrypter (12) is implemented as

part of a different device than the mobile terminal.

3. The system according to claim 1,

wherein the first cryptographic unit (2) comprises:

a secret generator (5) for generating a secret;

a message encrypting unit (6) for encrypting the message in dependence on the
secret to obtain the encrypted representation of the message;

a policy transforming unit (7) for transforming respective ones of the
components of the policy in dependence on the secret to obtain respective policy ciphertext
components;

a secret encrypting unit (8) for encrypting the secret to obtain an encrypted
secret; and

wherein the second cryptographic unit (4) comprises:

a share generating unit (13) for generating a plurality of encrypted shares of
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the encrypted secret based on a key that does not allow decryption of the encrypted secret;
a combining unit (14) for combining respective ones of the policy ciphertext
components with respective ones of the encrypted shares of the encrypted secret, to obtain a

cryptographic representation of the policy.

4. The system according to claim 1 or 3, wherein respective ones of the

components correspond to respective attributes.

5. The system according to claim 4 in dependence on claim 3, wherein the
combining unit (14) is arranged for enforcing a relationship between attributes in the policy

by means of the encrypted shares of the encrypted secret.

6. The system according to claim 3, wherein the second cryptographic unit (4) is
arranged for generating the encrypted shares directly from the encrypted secret without
decrypting the secret and wherein the encrypted shares cannot be combined to obtain the

secret without decrypting the encrypted shares.

7. The system according to claim 6, wherein the first cryptographic unit (2)
comprises a secret encrypting unit (8) for encrypting the secret by raising a predetermined

number by a value representing the secret.

8. A communication system comprising the system according to claim 1.

9. The communication system according to claim 8, wherein the message
comprises medical information generated by a data entry application running on a mobile

terminal.

10. A key generator (16) for use in the system according to claim 1, arranged for
generating a key for the second encrypter (12), wherein the key allows the second

cryptographic unit (4) to generate encrypted shares of the secret, but wherein the key does not
allow the second cryptographic unit (4) to decrypt the secret.

11. A method of attribute-based encryption, comprising

in a first device:
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determining (401) a message (M) and a policy (P) over a set of attributes,
wherein the policy comprises a plurality of components;

generating (402) an encrypted representation (C) of the message and an
encrypted representation (D) of the plurality of components; and

in a second device:

receiving (410) the encrypted representation of the message (C) and the
encrypted representation of the plurality of components (D);

transforming (411) the encrypted representation of the message (C) and the
encrypted representation of the plurality of components (D) into an attribute-based encrypted

message (ABE) associated with the policy.

12. The method according to claim 11, comprising

in the first device:

generating (501) a secret;

encrypting (502) the message (M) in dependence on the secret to obtain the
encrypted representation of the message (C);

transforming (503) respective ones of the components of the policy (P) in
dependence on the secret to obtain respective policy ciphertext components (D);

encrypting (504) the secret to obtain an encrypted secret (S); and

in the second device:

generating (510) a plurality of encrypted shares of the encrypted secret (S), in
dependence on a second encrypter secret key;

combining (511) respective ones of the policy ciphertext components (D) with
respective ones of the encrypted shares of the encrypted secret (S), to obtain a cryptographic

representation of the policy.
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