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SYSTEMS, METHODS, AND MEDIA PROTECTING

A DIGITAL DATA PROCESSING DEVICE FROM ATTACK

Cross-Reference to Related Application

[0001] This application claims the benefit of United States Provisional Patent Application

No. 60/709,170 filed August 18, 2005, which is hereby incorporated by reference herein in its

entirety.

Field of the Invention

[0002] The disclosed subject matter relates to the field of computer security. More

particularly, the disclosed subject matter relates to systems and methods for detecting and

inhibiting attacks launched by electronic mail (e-mail).

Background

[0003] E-mail based worms and viruses, sometimes referred to as malware, may infect large

numbers of hosts rapidly. E-mail malware can propagate as executable attachments that users are

tricked into opening, thus potentially causing the malignant code to run and propagate. One way

the propagation can occur, for example, is by the attacking code sending copies of itself to

entries in the users' e-mail address books. While e-mail attachments are not the only vector by

which malware propagates, they pose a substantial threat that merits special treatment, especially

since attachments can be caught before they hit a user's machine. There are various approaches

to defending against malicious software, for example, employing virus scanners to detect viruses.

[0004] Virus scanners are largely signature-based and typically identify security threats by

scanning files for certain byte sequences that match already-known patterns of malicious code.

Therefore, the scanners require an up-to-date signature database to be maintained. Maintaining

such a database can be a difficult and resource-intensive problem. This problem can be

exacerbated by the lag in the cycle of detecting a new attack and the deployment of a

corresponding signature, especially when humans are involved in the process. Further



complicating the situation is that many e-mail born viruses do not rely on software bugs.

Instead, they rely on humans to click on the attachments, thus activating them. Thus, the need

for frequent updates and the inherent delay between the creation of malicious software, and the

detection and deployment of signatures or patches relegate signature-based techniques to a

secondary role in the active security of systems.

[0005] Another approach, the use of behavior-based mechanisms, characterizes software

based on the perceived effects that the software has on an examined system instead of relying on

distinct signatures of that software. A benefit of this approach is that it can detect previously

unseen attacks, that is, attacks for which the system has no prior knowledge or signatures. These

attacks can be detected as long as there is some differentiation between the behavior of the

attacking software and that of normal software. Many of these behavior-based systems rely on

anomaly detection algorithms for their classification, and thus detection, of malignant code.

[0006] Anomaly-detection algorithms work by constructing models of normal behavior and

subsequently checking observed behavior against these models for statistically significant

variations that may hint at malicious behavior. The success of an anomaly detection algorithm

can depend on the choice of an accurate behavior model. Host-based intrusion detection systems

typically employ anomaly detection algorithms that are based on network activity, system call,

and file system monitoring.

[0007] One negative aspect of host-based intrusion detection systems (IDS) is that the

computational overhead associated with extracting behavior models from irregular and high-

volume events may tax the processing power of the host. For example, analyzing all system calls

in a system may impose considerable overhead due to the volume of events. Correlating this

with the generally irregular nature of system calls imposes a considerable computational

overhead. False positive rates may pose a further disadvantage.

[0008] Accordingly, it is desirable to provide systems and methods that overcome these and

other deficiencies of prior systems.

Summary

[0009] In accordance with some embodiments of the disclosed subject matter, systems,

methods, and media for protecting a digital data processing device from attack are provided.



[0010] For example, in some embodiments, a method for protecting a digital data processing

device from attack is provided, that includes, within a virtual environment: receiving at least one

attachment to an electronic mail; and executing the at least one attachment; and based on the

execution of the at least one attachment, determining whether anomalous behavior occurs.

[0011] As another example, in some embodiments, a system for protecting a digital data

processing device from attack is provided, that includes at least one processor that: provides a

virtual environment that: receives at least one attachment to an electronic mail; and executes the

at least one attachment; and based on the execution of the at least one attachment, determines

whether anomalous behavior occurs.

[0012] In yet another example, in some embodiments, a computer-readable medium

containing computer-executable instructions that, when executed by a computer, cause the

computer to perform a method for protecting a digital data processing device from attack is

provided, that includes within a virtual environment: receiving at least one attachment to an

electronic mail; and executing the at least one attachment; and based on the execution of the at

least one attachment, determining whether anomalous behavior occurs.

Brief Description of the Drawings

[0013] The above and other advantages of the disclosed subject matter will be apparent upon

consideration of the following detailed description, taken in conjunction with accompanying

drawings, in which:

[0014] FIG. 1 is a schematic diagram of an illustrative system suitable for implementation of

an application that monitors traffic and protects applications from attacks in accordance with

some embodiments of the disclosed subject matter;

[0015] FIG. 2 is a detailed example of the server and one of the clients of FIG. 1 that can be

used in accordance with some embodiments of the disclosed subject matter;

[0016] FIG. 3 is a simplified illustration of an embodiment of a method for protecting an

application from attacks in accordance with the disclosed subject matter;

[0017] FIG. 4 is a simplified illustration of a system for monitoring electronic mail and

protecting applications from attacks in accordance with some embodiments of the disclosed

subject matter;



[0018] FIG. 5 is a simplified illustration of a process for monitoring electronic mail and

protecting applications from attacks in accordance with some embodiments of the disclosed

subject matter;

[0019] FIG. 6 is a simplified illustration of another embodiment of a method for protecting

an application from attacks in accordance with the disclosed subject matter; and

[0020] FIG. 7 is block diagram of a system for use in monitoring electronic messages and

protecting applications from attacks in accordance with some embodiments of the disclosed

subject matter.

Detailed Description

[0021] Systems, methods, and media for protecting a digital data processing device from

attack are provided in some embodiments of the disclosed subject matter. The ability of a host-

based IDS to detect previously unseen malware and the ability of a mail-server based filtering

solution can also be provided in various embodiments. For example, as further described herein,

in some of such embodiments, incoming e-mail messages can be scanned at a mail server for

potentially dangerous attachments such as, for example, worms or viruses. Such attachments can

be sent to one of a set of protected environments running various mail user agents (MUA) and a

host-based IDS. A mail reader, which can be part of an MUA, can open and execute e-mail

attachments and the IDS can observe the resulting behavior. If the IDS detects suspicious

behavior, it can notify the mail server. The mail server can then decide to discard the

corresponding e-mail message. The system can be run in a virtual environment, such as a virtual

machine (VM), so that clean-up does not need to be performed. Instead, the virtual environment

can be discarded and a new one spawned for each new check.

[0022] It should be noted that adding computer power (e.g., faster or more machines) to the

checking components of some embodiments of the disclosed subject matter can allow

customization of the resources needed for defense. Various environments running various

MUAs can be set up and selected, for example, based on the local user population. Traditional

techniques such as pattern-matching or signature-based techniques to catch known viruses can

also be incorporated with various embodiments of the disclosed subject matter. It should also be

noted that a large number of malware-checking VMs can be operated in parallel to cope with

high loads.



[0023] FIG. 1 is a schematic diagram of an illustrative system 100 for protecting an

application from attack launched through e-mail in accordance with some embodiments of the

disclosed subject matter. As illustrated, system 100 can include one or more clients 102. Clients

102 can be local to each other or remote from each other, and can be connected by one or more

communications links 104 to a communications network 106. Communications network 106 can

also be linked via a communications link 108 to a server 110. Various embodiments of the

present application can be implemented on at least one of the server and the clients. It is also

possible that a client and a server can be connected via communication links 108 or 104 directly

and not through a communication network 106.

[0024] In system 100, server 110 can be any suitable digital processing device for executing

an application, such as, for example, a server, a processor, a computer, a data processing device,

or a combination of such devices. Communications network 106 can be any suitable computer

network including the Internet, an intranet, a wide-area network (WAN), a local-area network

(LAN), a wireless network, a digital subscriber line (DSL) network, a frame relay network, an

asynchronous transfer mode (ATM) network, a virtual private network (VPN), or any

combination of any of the same. Communications links 104 and 108 can be any communications

links suitable for communicating data between clients 102 and server 110, such as network links,

dial-up links, wireless links, hard-wired links, etc. Clients 102 can be any suitable digital

processing devices, such as, for example, personal computers, laptop computers, mainframe

computers, dumb terminals, data displays, Internet browsers, personal digital assistants (PDAs),

two-way pagers, wireless terminals, portable telephones, etc., or any combination of the same.

Clients 102 and server 110 can be located at any suitable location hi one embodiment, clients

102 and server 110 can be located within an organization. Alternatively, clients 102 and server

110 can be distributed between multiple organizations.

[0025] The server and one of the clients, which are depicted in FIG. 1, are illustrated in more

detail in FIG. 2. Referring to FIG. 2, client 102 and server 100 can include respectively, for

example, among other things, processors 202 and 220, displays 204 and 222, input devices 206

and 224, and memory 208 and 226, which can be interconnected, hi some embodiments,

memory 208 and 226 can contain a storage device for storing a program for controlling

processors 202 and 220. Memory 208 and 226 can also contain applications for protecting at

least one other application from attacks hi some embodiments, various applications can be



resident in the memory of client 102 or server 110. It should be noted that variations and

combinations of system 100 might be suitable for different embodiments of the disclosed subject

matter.

[0026] Although the disclosed subject matter can be described as being implemented on a

client and/or a server, this is only illustrative. Various components of embodiments of the

disclosed subject matter can be implemented on any suitable platform (e.g., a personal computer

(PC), a mainframe computer, a two-way pager, a wireless terminal, a portable telephone, a

portable computer, a palmtop computer, a Handheld PC, an automobile PC, a laptop computer, a

personal digital assistant (PDA), a combined cellular phone and PDA, etc.) to provide such

features. Such platform can include, for example, among other things, a processor, a display, an

input device, and memory as described above for the client and the server illustrated in FIG. 2.

[0027] FIG. 3 illustrates an embodiment of a method for protecting a computer from attacks

according to the disclosed subject matter. An e-mail is received, at 310, from a network, such as,

for example, the Internet. The e-mail can be scanned, at 320, for potentially dangerous

attachments such as, for example, worms, viruses, and/or Trojan Horses. If none are detected, at

325, the e-mail can proceed normally, at 330, by, for example, being sent on to its intended

recipient. However, if a possibly dangerous attachment is detected, at 325, the attachment and/or

the e-mail can be forwarded to a protected environment that can perform further analysis, at 340,

to determine possible danger. This analysis, which is described in further detail below, can

include, for example, opening each attachment, clicking on any hyperlinks, etc., and watching

for suspicious behavior. It should be noted that the opening of the attachment can include

executing the attachment and can include the use of software associated with the attachment,

called by the attachment, or needed to open the attachment. If no danger is detected at 350, the

e-mail can be handled normally, at 330, by, for example, being sent to its intended recipient. If

danger is detected at 350, such as the detection of a virus, the e-mail can be treated specially, for

example, it can be dropped or quarantined, at 360, and therefore not forwarded to its intended

recipient. The use of additional methods, such as pattern-matching or signature based techniques

can also be incorporated.

[0028] FIG. 4 illustrates a system 400 for implementing the disclosed subject matter. As

shown, system 400 includes, among other things, a virtual machine cluster 410, a mail server

420, a user system 430, and the Internet 440. The virtual machine cluster 410 houses protected



environments that can ran instances of different MUAs and operating systems. A host-based

IDS that detects anomalous behavior can also be located in the virtual machine cluster 410.

However, the IDS can be run either inside a virtual environment on the cluster 410 or outside a

virtual environment. A Mail Transport Agent (MTA) that classifies and manages potentially

malicious e-mail messages can be run on Mail Server 420. System 400 can be implemented, for

example, in system 100. A server 110 can be used as mail server 420. A client 102 can be used

as a user system 430. Additional clients 102 can be used to embody virtual machine cluster 410.

Of course, this is just one of various possible configurations for embodiments of the disclosed

subject matter. For example, it is also possible that a number of servers 110 can be used to

embody virtual machine cluster 410.

[0029] System 400 can be used to protect a computer from attack. For example, an e-mail

can arrive, at 401, at server 420. The server can decide, based on, for example, if the e-mail

contains any attachments, to transmit, at 402, the e-mail and any attachments to virtual machine

cluster 410. The virtual machine cluster 410 can provide an indication, at 403, of whether an

attack or malicious code is detected. The server 420 can decide, based in part on the indication

403, to transmit the message, at 404, to a client 430.

[0030] A host-based Intrusion Detection System (IDS) can run a potentially malicious

application on a host machine. In order to be able to detect zero-day e-mail worms, a non

signature-based approach can be used. For this purpose, a behavior-based mechanism, such as

an IDS, can be used as the anomaly detection component of system 400.

[0031] Allowing an attack to run locally can render that particular machine useless for

further use. For this reason, it is of benefit to test the potentially malicious software in an

isolated and controlled environment that provides the required level of protection. A good

candidate for this is a virtual machine enviromnent that can be effectively flushed after each use

without further impact to the underlying system. The virtual machine cluster 410 can be such an

enviromnent. As described above, virtual machine cluster 410 can house protected environments

that run instances of different Mail User Agents (MUAs) and operating systems. Virtual

machine images that contain a base system used across the virtual cluster can be used. These

virtual machine images have the advantage of providing a test case that is identical (or similar) to

the system of the intended recipient of the e-mail. An additional benefit of using a centralized



virtual machine based architecture is that the need to deploy IDS and mail filtering software on

large numbers of desktops can be avoided.

[0032] The Mail Transfer Agent (MTA)3on server 420, in accordance with certain

embodiments of the disclosed subject matter, can classify and filter potentially malicious e-mail,

communicate with the host-based intrusion detection systems in virtual machine cluster 410, and

maintain a queue of e-mails. The MTA 420 can act as a first line of defense and impose message

classification and filtering. A learning component that can be included in system 400 and

coupled to MTA 420 can facilitate the decision process by receiving feedback from the

host-based IDS. The filtering component of the MTA can conceptually reside in front of the

classification component. Filtering can be used, for example, to avoid denial-of-service attacks

on the underlying system. In the case of a mass e-mail worm outbreak, for example, once the

IDS determines that an e-mail contains a malicious payload and informs the MTA of this,

subsequent e-mail containing identical payloads can be sent directly to the quarantine

component, dropped, or otherwise prevented from reaching their target. This becomes more

difficult to solve for polymorphic and metamorphic e-mail worms. In the presence of, for

example, a high-volume polymorphic outbreak, some embodiments of the disclosed subject

matter can alter all incoming e-mail that fits high-level characteristics, such as, for example, e-

mail having an attachment or originating from a particular source. The e-mail can be pushed

directly to a quarantine or replied to with a message, such as a "45 1 transient error, try again

later" message.

[0033] Additionally, classification of messages can be performed on the basis of a set of

heuristics such as the presence of attachments or embedded URLs. Once a message has been

classified as suspicious, it can be sent to a host-based IDS in VM cluster 410. Messages arriving

at a cluster 410 can be placed in temporary queues to wait for a decision from the IDS.

[0034] The mail user agents (MUA), located on virtual machine cluster 410, can retrieve and

execute potentially malicious e-mail. An MUA can simulate the behavior of a naϊve user by

opening e-mail attachments and, for example, "clicking" on URLs. Using an MUA in this way,

instead of simply downloading an e-mail or attachment directly, allows vulnerabilities to be

exposed that are related to the use of that particular MUA.

[0035] An illustrative embodiment of a virtual environment and an MTA is illustrated in

FIG. 5. In this embodiment, virtual environment 510 is implemented using VMware, available



from VMware, Inc. of Palo Alto California. Virtual environments 510 can be used to form a

virtual machine cluster 410. Inside each virtual environment 510, an intrusion detection system

and a mail user agent (MUA) 530 can be implemented. Registry Anomaly Detection (RAD)

system 520 can be used as the intrusion detection system, and Microsoft Outlook 530, available

from Microsoft Corporation of Redmond, Washington, can be used as the mail user agent

(MUA) in certain embodiments. A mail transfer agent (MTA) 540 can be implemented using

Postfix, available from postfix.org, and can be run, for example, on server 420 of FIG. 4. The

MUA, as discussed above, is software that an e-mail user usually interacts with when dealing

with e-mail. In the embodiment illustrated in FIG. 5, the MUA 530 is responsible for simulating

the behavior of a naϊve user by, for example, opening every attachment and "clicking" on every

link. Any appropriate MUA can be used, such as, for example, Microsoft Outlook. The

EZdetach plug-in, available from TechHit of San Francisco, California can be used along with

MUA 530. EZdetach can extract and save Outlook attachments from messages, as well as run

custom scripts on these attachments. Script, 560, which, for example, can be implemented using

the Python programming language, can wait for an indication from RAD 520 on whether an

anomaly or possible attack was detected. Based on this indication, it can provide an indication to

MTA 540 as to whether or not an e-mail should be allowed to reach a user.

[0036] This and similar configurtions can be used to protect a computer from attack. For

example, an e-mail 580 can arrive, at 501, at MTA 540. The MTA can transmit, at 502, the e-

mail to MUA 530 inside VMWare Image 510. The MUA 530, can open 503 any attachments.

As discussed, this opening can include executing, at 504, any attached or referenced software

and "clicking" on any hyperlinks. Interactions, at 505, can take place with the Windows

Registry 550. RAD 520 can monitor these interactions 505, at 506. An indication, at 508, of

whether an attack or malicious code is detected can be provided to MTA 540.

[0037] As discussed above, an IDS can detect anomalous behavior, such the behavior of e-

mail worms. In order to acquire the information needed to detect anomalous behavior, the

embodiment illustrated in FIG. 5 can use RAD (Registry Anomaly Detection) 520, which

monitors, in real-time, accesses to the Windows Registry 550 and detects malicious behavior.

The Windows Registry is a database that stores settings and options and is an integral component

of the Windows operating system. Furthermore, a majority of programs interact with Windows

Registry frequently. These characteristics elevate the Windows Registry to strong candidate



position as source of audit data. RAD 520 can attach a sensor to the registry and apply the

acquired information to an anomaly detector that can correlate activity that corresponds to

malicious software. An advantage of using RAD 520 is its ability to accurately detect anomalous

behavior with a low computational overhead. The low overhead makes it a viable solution for

real-time detection of malicious software. RAD 520 can construct a data model from features

extracted directly from the registry sensor. These features include the name of the process

accessing the registry, the type of query sent to the registry, the key that is being accessed, the

response from the registry, and the value of the key that is being accessed. Using the features

monitored from the registry accesses, RAD 520 can build a model from normal (non-attack)

data. This model can be used to classify registry accesses as either normal or malicious.

[0038] In conjunction with FIG. 5, FIG. 6 illustrates a process for protecting a computer

from attack according to some embodiments of the disclosed subject matter. As shown, an e-

mail is received from a network and scanned, at 610, by MTA 540. If the MTA 540 determines,

at 620, that the e-mail is not a potential danger, it can handle the e-mail according to standard

procedures 695. If the MTA 540 determines, at 620, that the e-mail is a potential danger, it can

forward the e-mail, at 630, to a virtual machine 510. Upon receipt in the virtual machine 510,

the e-mail can be downloaded, at 640, by MUA 530. Any attachments can be extracted and run

by the MUA 530, at 650. This can result in interactions with the Windows Registry 550.

Registry Anomaly Detection (RAD) 520 can observe this behavior and decide, at 660, if the

behavior is outside of normal parameters. The virtual machine 510 or RAD 520 can inform the

MTA 540, at 670, if it was decided that the e-mail contained dangerous attachments. Based at

least in part on this information, MTA 540, can decide, at 680, to drop the e-mail, at 690, or

follow normal procedures, at 695, by for example, delivering the e-mail.

[0039] MTA 540 can be implemented using any appropriate mailer, for example, Postfix.

One illustrative embodiment of MTA 540 can have a front end that uses the smtp.proxy open-

source package. FIG. 7 is a diagram illustrating an example front end for MTA 540 and

components of MTA 540. In this diagram, Smtp.proxy 720, Post Office Protocol version 3

(POP3) repository 740, and Post Office Protocol version 3 daemon (POP3D) 750 represent this

portion of MTA 540 of FIG. 5. Smtp.proxy 720 can be software that listens on the SMTP port

(i.e., port 25) and waits for incoming SMPT connections. Upon arrival of an SMTP connection,

the proxy 720 can contact the MTA 710 and go through the initial phase of HELO/MAIL/RCPT



commands. A benefit of this embodiment is that the proxy does not need to know any special

site-specific restrictions on, for example, acceptable domains or anti-spam measures, that can

have been put in place by a Postfix administrator. When a remote MTA (for example, the MTA

of a user who is sending an e-mail to a user on system 700) sends the DATA command, followed

by the body of the e-mail message, the proxy 720 can save the DATA command in a uniquely

named temporary file and invoke a script 730 after it has received the entire message, but before

it responds to the DATA command of the remote MTA.

[0040] An instance of script 730 can be forked for every message received. It therefore can

keep a tally of the number of scripts 730 that are currently running and waiting for a VM to

become available. The script can also wait for an indication as to whether or not a possible

attack has been detected. A limit of the number of instances can be chosen so that the queue of

unprocessed messages does not grow steadily. If this limit is exceeded, a script 730 can cause an

error condition, such as, returning a "451 transient error, try again later" message. Smtp .proxy

can pass that message on to the remote MTA so that the mail message can be processed at a later

time. The local copy of the message can then be removed. Script 730 can run the file with the

contents of the e-mail message through a Multipurpose Internet Mail Extensions (MIME)

normalizer. Script 730 can pass a copy of the message on to one of the virtual machines and wait

for the VM to finish processing. The copy passed to the VM can include an extra header with

the IP address and port to contact (e.g., 128.59.16.20:12588). The VM can respond with an

indication as to whether the message is acceptable or not. If the message is deemed safe, script

730 can return with a "0" exit code, at which point smtp.proxy can pass the file on to the MTA

710 for eventual delivery. Otherwise, a "554 permanent error" response can be given to the

proxy, which can pass it on to the remote MTA. The copy of the message can be discarded, a

script 730 can exit, and another queued message can be processed.

[0041] Messages can be passed on to the VM cluster 760, from a script 730, using a pull

model or a push model. Selecting the pull model, for example, can make the implementation

easier. Using the pull model, script 730 can deposit every message in a POP3 repository 740, for

example, using the Unix mail file format. As each VM becomes available, the topmost (oldest)

message can be pulled from the POP3 server and processed, and then the VM can connect to the

TCP port specified in the header. To ward against VM cluster failures or excessive load, each

blocked script 730 process can time out after a given amount of time. This time can be



permanent or user configurable. If this timeout occurs, the corresponding message can be

removed from the P0P3 server and a "451" error code can be sent to the remote MTA to indicate

a transient error. In this case, the remote MTA can attempt to re-send the message at a later time.

It should be noted that software, such as the POP3D 750, can be used for communications

utilizing an internet protocol, such as POP3.

[0042] The systems illustrated in FIG. 5 and FIG. 7 can have multiple virtual machines

making up a virtual machine cluster 410 or 760. Each virtual machine can run its own operating

system and can co-exist on a single real machine, or alternately be spread among a plurality of

real machines. Potentially dangerous applications can thus be isolated from each other by

running them in separate virtual machines. A single VMware image 510 that contains an

already-trained model for a host-based IDS, for example RAD 520, and the applications that are

being tested, for example, standard Microsoft products (Office, Outlook, Outlook Express,

Messenger, etc.) and various other popular applications. VMWare image 510 can have a settable

disk mode that can control the external behavior of the VMWare image 510. The VMware

image 510 can be used for a single detection session that tests a single e-mail attachment at a

time. For this puipose, the VMware disk mode can be set to non-persistent, so that any changes

made to disk are lost when the virtual machine is terminated. Having the disk in non-persistent

mode can allow for the use of a repeatable-resume feature. Repeatable-resume features allows

for a virtual machine to quickly start from a resumed state, thereby bypassing the need to reboot

the operating system any time a new virtual machine environment is needed.

[0043] In some embodiments of the disclosed subject matter, scalability and reliability can

be considered. Increasing scalability can increase the performance of an of e-mail worm

detection architecture in a large-scale enterprise environment. Reduction of the rate of false

positives can be achieved by combining the RAD 520 system with additional detectors, such as

the Windows Event Log data. This combination can allow for the use of data correlation

algorithms that can be used to improve behavior models. Reducing the time needed to detect

malicious activity can be achieved by retrofitting MUAs to reduce the delay of checking and

downloading messages. Reliability can help in dealing with complex issues such as targeted

attacks against the system and encrypted e-mail.

[0044] One of the assumptions that can be made in various embodiments of the disclosed

subject matter is that the virtual machine can mimic the behavior of an operating system. If a



worm can detect the presence of a virtual machine, it could potentially vary its behavior avoiding

detection. Therefore, in some embodiments, a virtual machine that can conceal its presence to

the guest operating system is selected. In the absence of obvious clues from the VM, there are

techniques that an attacker can use to detect the presence of a virtual machine such as, for

example, timing attacks. Logic can be inseited into system 400 that identifies such techniques

and inhibits the attackers from success.

[0045] Although the present invention has been described and illustrated in the foregoing

illustrative embodiments, it is understood that the present disclosure has been made only by way

of example, and that numerous changes in the details of implementation of the invention can be

made without departing from the spirit and scope of the invention, which is limited only by the

claims which follow.



What is claimed is:

1. A method for protecting a digital data processing device from attack, the method

comprising:

within a virtual environment:

receiving at least one attachment to an electronic mail; and

executing the at least one attachment; and

based on the execution of the at least one attachment, determining whether

anomalous behavior occurs.

2 . The method of claim 1, further comprising:

executing at least one hyperlink to the electronic mail; and

based on the execution of the at least one hyperlink, determining whether

anomalous behavior occurs.

3. The method of claim 1, further comprising dropping the electronic mail upon

determining that anomalous behavior has occurred.

4. The method of claim 1, wherein executing the at least one attachment is

performed using a mail user agent.

5. The method of claim 4, further comprising selecting the mail user agent from a

plurality of mail user agents.

6. The method of claim 1, wherein determining whether anomalous behavior occurs

comprises detecting anomalous behavior with a registry.

7. The method of claim 6, further comprising observing information associated with

interactions with the registry when anomalous behavior is detected, wherein the information is at

least one of the name of a process, a query, a key, and a response.



8. The method of claim 1, further comprising restarting the virtual environment at

least in part in response to detecting anomalous behavior.

9. The method of claim 1, further comprising creating signatures at least in part in

response to detecting anomalous behavior.

10. A system for protecting a digital data processing device from attack, the system

comprising:

at least one processor that:

provides a virtual environment that:

receives at least one attachment to an electronic mail; and

executes the at least one attachment; and

based on the execution of the at least one attachment, determines whether

anomalous behavior occurs.

11. The system of claim 10, wherein the at least one processor also:

executes at least one hyperlink to the electronic mail; and

based on the execution of the at least one hyperlink, determines whether

anomalous behavior occurs.

12. The system of claim 10, wherein the at least one processor drops the electronic

mail upon determining that anomalous behavior has occurred.

13. The system of claim 12, wherein the at least one processor executes the at least

one attachment using a mail user agent.

14. The system of claim 10, wherein the at least one processor selects the mail user

agent from a plurality of mail user agents.

15. The system of claim 10, wherein the at least on processor determines whether

anomalous behavior occurs by detecting anomalous behavior with a registry.



16. The system of claim 15, wherein the at least one processor observes information

associated with interactions with the registry when anomalous behavior is detected, wherein the

information is at least one of a name of a process, a query, a key, and a response.

17. The system of claim 10, wherein the at least one processor restarts the virtual

environment at least in part in response to detecting anomalous behavior.

18. The system of claim 10, wherein the at least one processor creates signatures at

least in part in response to detecting anomalous behavior.

19. A computer-readable medium containing computer-executable instructions that,

when executed by a computer, cause the computer to perform a method for protecting a digital

data processing device from attack, the method comprising:

within a virtual environment:

receiving at least one attachment to an electronic mail; and

executing the at least one attachment; and

based on the execution of the at least one attachment, determining whether

anomalous behavior occurs.

20. The computer-readable medium of claim 19, wherein the method further

comprises:

executing at least one hyperlink to the electronic mail; and

based on the execution of the at least one hyperlink, determining whether

anomalous behavior occurs.

21. The computer-readable medium of claim 19, wherein the method further

comprises dropping the electronic mail upon determining that anomalous behavior has occurred.

22. The computer-readable medium of claim 19, wherein executing the at least one

attachment is performed using a mail user agent.



23. The computer-readable medium of claim 22, wherein the method further

comprises selecting the mail user agent from a plurality of mail user agents.

24. The computer-readable medium of claim 19, wherein determining whether

anomalous behavior occurs comprises detecting anomalous behavior with a registry.

25. The computer-readable medium of claim 24, wherein the method further

comprises observing information associated with interactions with the registry when anomalous

behavior is detected, wherein the information is at least one of the name of a process, a query, a

key, and a response.

26. The computer-readable medium of claim 19, wherein the method further

comprises restarting the virtual environment at least in part in response to detecting anomalous

behavior.

27. The computer-readable medium of claim 19, wherein the method further

comprises creating signatures at least in part in response to detecting anomalous behavior.
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