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transmitting Terminal (DTE 1) to at least a receiving Ter-
minal (DTE 2) through a plurality of consecutive nodes
including a start access node (NODE 1) connected to said
transmitting Terminal and at least an end access node
(NODE 6) connected to said receiving Terminal and inter-
mediary nodes (NODE 2 to NODE 5), with each data frame
comprising one or several protocol layers respectively asso-
ciated with one or several communication protocols of
controlling the frame flow at each node; such a process
consisting in adding to each data frame a Data Manipulation
Layer (DML) defining the parameters necessary for man-
aging the manipulation (compression and/or encryption) of
each field of the data frame located after the DML, and
adding to each data frame a Control message for transport-
ing a control protocol defining new parameters to be used by
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COMPRESSION AND ENCRYPTION
PROTOCOL FOR CONTROLLING DATA
FLOW IN A NETWORK

TECHNICAL FIELD

The present invention relates generally to the data flow
control in a transmission network wherein the transported
data can be compressed and/or encrypted depending upon
the protocol used and recognized at each node of the
network and in particular a method for controlling data flow
in a network using a new compression and encryption
protocol.

BACKGROUND ART

Nowadays, the exchange of information becomes more
and more important in quantity, especially with the explo-
sion of Internet. Furthermore, it has become necessary that
most of data transported over a network are secured and
protected.

It is therefore required to reduce the size of data by using
compression algorithms, and also to reduce or even to
suppress the capability of other users in the network of
looking, reading and understanding the data by using
encryption algorithms. Encryption may use the benefits of
the compression to reduce the capability to unlock the
encryption by reducing the predictability.

Data are generally encapsulated with protocols in frames
or cells. Such protocols are becoming more and more
complex and they introduce overhead. Besides, they need
also be protected against external penetration for security.
Accordingly, it is also required to use compression and/or
encryption algorithms for protocols as for other data:

compression of the protocol may be used to reduce the
overhead and facilitate the understanding in order to
speed up the routing/switching over the network.
Encryption may be used to reduce the visibility of the
protocol (type of protocol, addresses . . . ) and the risk
of intrusion.

Wide Area Networks (WAN) are the best candidates for
compression and encryption although it may be interesting
to use also compression and encryption on Local Area
Networks (LAN) because WANSs are either public networks
or use public links which are very expensive and not under
the protection of the entity transferring data. The three
following cases are examples wherein compression and
encryption should be used:

1. Customer networks are more and more sharing the
infrastructure through common protocol such as Frame
Relay or IP (Internet) which introduce security prob-
lems (confidentiality, access).

Data encryption allows the exchange of sensitive data
over public access networks including Internet. Pro-
tocol header encryption allows to suppress the vis-
ibility of transactions/communications and of origin/
destination address names.

2. WAN links are the slowest and most costly elements in
a network. The complexity and overhead introduced by
the protocols increasing over time (Ipv4 to Ipv6, Eth-
ernet frame size, data base remote access . . . ) degrade
the usability of the network.

Data and protocol header compression improves
throughput over communication lines.

3. Separate compression/encryption devices for data and
headers which exist today duplicate efforts, increase
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2

latency, and introduce compatibility problems.
Furthermore, there is a need on local networks because
the protocol or the user are not necessarily aware that
the destination is within the LAN or accessed remotely.
The location where data and/or protocols are com-
pressed or encrypted are different. Generally, a
compression/encryption on data is preferably per-
formed on end devices at application or presentation
layers, before a transparent end to end data transmis-
sion is performed. On the contrary, the protocol header
needs to be compressed/encrypted at each routing node
in order to be correctly routed. Generally, the type of
compression/encryption required for data and protocol
fields are not the same. There is no need for an
intermediate node to have a clear view of the data field:
it is less secure and spends unnecessary computing
resources.

Some compression protocols are taking data fields into
account while other ones are working exclusively on pro-
tocol headers but there is no common compatible existing
protocol able to support multi-field compression/encryption
control.

Using upper layers (application/presentation) is the easi-
est way to implement compression or encryption but it
means that this function is only applied to that data itself and
not to the various headers with their overhead. It means that
it should be done on each system interfacing the network.
Generally encryption of data is done by software such as
ZIP, TAR . . . for compression or ViaCrypt or other similar
code for encryption but involves personal activity and
time/resource on each system and does not allow to perform
compression at lower level. Encryption should always be
done after compression. Inasmuch as Encryption random-
izes the data, compression performed after encryption is not
efficient. Its a good reason to move today encryption from
upper layers to lower layers and after compression anyway.

All these drawbacks are reduced with implementation at
lower layers (transport/network) especially if done by hard-
ware to reduce compression/encryption time. At lower
layers, it may be possible to compress/encrypt not only data
fields but also header fields of the various protocols and to
do it on the right order for better efficiency. Unfortunately,
there is a limited capability on existing lower layers for the
compression/encryption of the protocols which are specific
and handle either header or data but never both using a
similar encapsulation mechanism.

In addition to the reduced amount of data transmitted on
the links, there are some advantages to improve both secu-
rity and routing/switching time if it is not necessary to
decompress each header at each network note. Some of the
additional services are:

Protecting data against reading or modification from
unauthorized person.

Protecting transaction against message suppression/
insertion.

Verifying originator of messages.

SUMMARY OF THE INVENTION

Accordingly, the primary object of the invention is to
provide a method of implementing a global encapsulation
protocol able to support multiple types and fields of
compression/encryption.

Another object of the invention is to provide a
compression/encryption method applying to all protocols
and allowing to increase the performance of the compression
rate and the transmission delay.
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Another object of the invention is to provide a new
protocol able to split the various fields of a data frame by
data and headers and a capability for each node to be able to
manipulate, that is to compress (or decompress) and/or to
encrypt (or decrypt) selected fields of the data frame.

Accordingly, the invention relates to a process for con-
trolling frames transporting data from a transmitting Termi-
nal to at least a receiving Terminal through a plurality of
consecutive nodes including a start access node connected to
the transmitting Terminal and at least an end access node
connected to the receiving Terminal and intermediary nodes,
with each data frames comprising one or several protocol
layers respectively associated with one or several commu-
nication protocols of controlling the frame flow at each
node. The process consists in adding to each data frame a
Data Manipulation Layer (DML) defining the parameters
necessary for managing the manipulation (compression and/
or encryption) of each field of the data frame located after
the DML, and adding to each data frame a Control message
for transporting a control protocol defining new parameters
to be used by some ones of the plurality of nodes for
managing the communication flow through the consecutive
nodes.

According to a characteristic of the invention, each data
frame can be divided into a plurality of zones corresponding
to the protocol layers located after the DML in the data
frame or consecutive parts of these protocol layers and to the
data block or consecutive parts of the data block, wherein
each zone comprises a first sub-zone containing a manipu-
lated data header (MDH) defining the parameters of the
following compressed and/or encrypted data, and a second
sub-zone containing data (MD) which have been com-
pressed and/or encrypted according to the parameters
defined in the first sub-zone.

According to another characteristic of the invention, the
parameters defined in the Control message enable to deter-
mine the function assigned to each node, so that the node
may have the function of:—Access Node interfacing
directly the transmitting or receiving Terminal, such an
Access Node generating the DML if it connected to the
transmitting Terminal and removing the DML if it is con-
nected to the receiving Terminal,

Protocol Node for the nodes which may only have access
to some manipulated headers but have no access to the
data, and

Network node for the nodes which have no access to
headers or data the Frame supervisor.

The invention relates also to a Data Manipulation Layer
(DML) added to a data frame transmitted from a transmit-
ting Terminal to at least a receiving Terminal through a
plurality of consecutive of at least a data transmission
network (WAN) with the data frame comprising one or
several protocol layers respectively associated with one or
several communication protocols for controlling the frame
flow at each node, and comprising a Frame supervisor
defining the protocol to be used with the data included in the
data frame, the flow identification (Flow ID) and the frame
sequence number, a Control message defining new param-
eters to be used by some ones of the plurality of consecutive
nodes for managing the communication flow in the network,
and a DML frame header in front of the DML defining the
contents of the DML.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other features, objects and advantages of the
invention will become apparent upon a consideration of the
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following detailed description of the invention when read in
conjunction with the drawings in which:

FIG. 1 shows a schematic block-diagram of a transmis-
sion path from a Terminal DTE 1 to a Terminal DTE 2 over
a wide area network (WAN) wherein the invention may be
used.

FIG. 2 shows schematically the structure of the Data
Manipulation Layer (DML) according to a preferred
embodiment of the invention.

FIG. 3 shows schematically the structure of a data frame
wherein protocol headers or data fields are divided into
blocks for which different manipulation protocols may be
used in accordance with the invention.

FIGS. 4a, 4b, and 4c¢ represent the structure of the data
frame wherein the DML which is not located in front of the
frame may be shifted after other protocol layers.

FIG. 5 shows a schematic block-diagram of a transmis-
sion path wherein DML nodes coexist with standard routing
nodes.

FIG. 6 shows a schematic block-diagram of a multipoint
transmission configuration wherein a DML node can be an
Access node or a Protocol node depending upon the desti-
nation of the path.

DETAILED DESCRIPTION OF THE
INVENTION

In a general way, the invention can be implemented in a
wide area network (WAN) as illustrated in FIG. 1 for the
transport of data frames between a transmitting Terminal
(DTE 1) and a receiving Terminal (DTE 2), but could be also
implemented in a local area network (LAN) or a large
network composed of WANs and LANs. As shown in FIG.
1, DTE 1 transmits clear data to the first node accessing the
network which transforms the clear data into compressed
and/or encrypted data between NODE 1 and NODE 6.
Reciprocally, the into compressed and/or encrypted data is
transformed into clear data between NODE 6 and the
receiving Terminal DTE 2.

The invention consists in adding a protocol layer in front
of the existing protocols if supported by the network nodes
or between the existing protocols in order to pass through the
nodes that are not aware of the added protocol in order to
coexist with the already installed protocols. Thus, it is
possible to add the new protocol layer between the ATM
protocol and the IP protocol or between the IP protocol and
the TCP protocol or other upper layer protocols. In order to
inform the upper layers of the presence of this new protocol,
a mechanism such as a dedicated network layer protocol
identifier is recommended.

The purpose of the added protocol is to define each field
of the frame or cell, data as well as header, as being
manipulated (compressed or encrypted or both). Thus, sev-
eral compression and encryption protocols may be defined
field by field. In the following description, the layer con-
taining such a new protocol will be defined as the Data
Manipulation Layer (DML).

The DML determines two main functions: a control
protocol which defines the function of each node involved in
a communication between a transmitting DTE and a receiv-
ing DTE, a DML protocol for encapsulating the data and
providing pointers to all fields of the layer.

Data Manipulation Layer (DML) Protocol

The DML protocol is defined by several fields in the DML
which are illustrated in FIG. 2. As pointers to each field are
provided, each one may be handled separately. This allows
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to work separately on headers of protocols, the data block,
or parts of the protocol headers or the data block.

The DML is composed of a Frame header determining the
contents of the DML fields, a Frame supervisor (FS) a
Control message defining the control protocol as described
hereafter, a manipulated data header (MDH), a data block
and a PAD necessary as words used for manipulated data
(compressed and/or encrypted) are not necessarily aligned
on bytes.

DML Header Format
The DML Frame header includes 3 bits ABC wherein:

A=1 when data are in manipulated mode (compressed
and/or encrypted)

A=0 when data are not in manipulated mode
B=1 when there is a frame supervisor

B=0 when there is no frame supervisor

C=1 when there is a control message

C=0 when there is no control message

* 5 bits XXXXX indicating the number of bytes in the
control message.

* P is the parity bit of the frame header.
Note that this way of formatting avoids from having O bits
in fields dedicated to the Frame supervisor or to the Control
message when they do not exist in the DML. However,
another way would be to have always a Frame supervisor or
a Control message even if they contain no significant bits.

Hereunder are the 8 cases corresponding to the different
values of the ABC bits:

ABC=000

Data are not manipulated, and there are no Frame super-
visor and no Control message. It is the way to handle
transparent data which are neither compressed nor encrypted
but which are using the same logical channel as manipulated
data.

ABC=001

Data are not manipulated, and there is no Frame super-
visor. There is a Control message the length of which is
given by the 5 bits XXXXX. Such a Control message
generated without a Frame supervisor indicates a global
message that concerns all protocols involved. It can be used
to define the size and contents of each Frame supervisor that
may be used. It can be also used for the global setup of nodes
involved in the transmission process.

ABC=010

Data are not manipulated, there is no Control Message
and there is a Frame supervisor. As explained in detail
hereafter, the Frame supervisor defines the protocol of the
data included in the frame, indicates the flow identification
and the sequence number identifying the sequence of the
frame within this flow identification.

ABC=011

Data are not manipulated. There are both a Frame super-
visor and a Control message. The length of the Control
message is given by the 5 bits XXXXX. Such a Control
message generated with a Frame supervisor indicates a
message which relates only to the protocol defined in the
Frame supervisor. Additionally, the Control message may
concern only the flow identification defined in the Frame
Supervisor.

ABC=100

Data are compressed and/or encrypted. But there are no
Frame supervisor and no Control message. Such a case
corresponds to a data transmission between two Terminals
which have defined a single protocol to be used in the
transmission.
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ABC=101

Data are compressed and/or encrypted. There is no Frame
supervisor, but there is a Control message. Such a case is
similar to the preceding one, except that a Control message
is used to setup or to control the operation of the transmis-
sion nodes.

ABC=110

Data are compressed and/or encrypted. There is a Frame
supervisor, but no Control message. After the frame
supervisor, is included a manipulated data header (MDH) as
illustrated in FIG. 2, which defines the characteristics of the
compressed and/or encrypted data which follow the MDH
field in the frame.

ABC=111

Data are compressed and/or encrypted, and there are both
a Frame supervisor and a Control message.

Frame Supervisor Format

As illustrated in FIG. 2, the Frame supervisor includes:

a Protocol field (8 bits) defining up to 246 protocols such
as Ipv4, Ipve, X.25, HDLC, Frame Relay, PPP or
sub-protocols, or protocols over other protocols.

a Flow ID field (8 to 24 bits) identifying the transmission
flow to which belongs the frame. It is used in addition
to the protocol in order to simplify the routing/
switching on those nodes that may not access to the
protocol header.

a Sequence number field (4 to 8 bits) which is used to
perform transmission error tracking or to synchronize
aggregate flows using different paths in the network.

a Status field (4 to 16 bits) which is used for error
management such a %2 window reached, % error in
sequence number etc.

Note that other optional additional fields could be included
in the Frame supervisor such as lifetime, segmentation or
checksum fields.

Manipulated Data Header Format (MDH)

As illustrated in FIG. 2, the manipulated data header
contains the following fields:

a Compression field (3 bits) defining up to 8 compression
modes which could be supported simultaneously on
one Flow ID. The Compression type may be V.24bis,
LZS ...

an Encryption field (3 bits) defining up to 8 encryption
modes which could be supported simultaneously on
one Flow ID. The encryption type may be RSA, PGP,
DES, IDEA, RC4 . . .

a Command field (2 to 8 bits) defining simple commands
(ACK, RESET, Intermediate Init) or commands with
additional fields (CRC check, dictionary update . . . )

a Data length field (6 or 14 bits) composed of one bit
defining a short data length field (5 bits for 32 bytes) or
a long data length field (13 for 8 Kbytes) followed by
5 or 13 bits.

Note that each field of the frame (header or data) can be
divided into several fields controlled by different protocols
defining whether and how the corresponding field is com-
pressed and/or encrypted. In such a case, there are several
manipulated blocks in the frame as illustrated in FIG. 3, each
block including a manipulated data header (MDH), a
manipulated data (MD) and a PAD. Thus, in FIG. 3, there are
two blocks. However, the number of blocks within a frame
is not limited as they are chained together (for example,
MDH 1 points to MDH 2).

Note that a block could be used to compress and/or
encrypt the protocol header whereas the data could be
compressed and/or encrypted separately.

Data Manipulation Layer (DML) Building
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The DML which is generated by the first network node
(Access node) being directly connected to the transmitting
Terminal, can be considered in several situations:

setup and initialization of the Network. Used when infor-
mation are requested and answered generally by using
the control protocol. In this step and especially at global
level, the use of the additional fields is limited (MDH,
MD) as they are not completely defined and checked.
Only default settings may be used at that time.

Once a protocol is defined and default links are
established, further fields of the DML may fully be used
under this protocol allowing data transfer protected and
encrypted if necessary between end devices (DTEs) or
between nodes themselves by using control messages
within a protocol.

The number of MDH/MD blocks depends really on the
incoming data structure, the type of protocol and the
type of routing/switching function to perform in the
path. Additionally if, for example, firewalls are imple-
mented within the network which will look at upper
layer protocol fields such as TCP, HTTP, FTP . . . there
is a need to put these headers in dedicated MDH/MD
blocks in order to isolate them one side from the data
and on the other side from lower layer protocols such
as IP which will be used by intermediate protocol nodes
that do not need to look at TCP or similar level of
protocol.

Furthermore, there is an interest to offer the capability
within one frame to split the data in several data fields
insofar as a single data frame may handle different kind
of data: data, voice, video. Each one does not support
the same kind of manipulation which leads to use
corresponding manipulation mechanisms. In addition,
it may be found that some part of the data is already
compressed or encrypted which prevents to use effi-
ciently any kind of manipulation on this part of data.
Putting this part of data in specific MDH/MD block
without manipulation while the remaining part is still
compressed and/or encrypted improves significantly
the performance of the global manipulation.

Control Protocol

The control protocol is transported between nodes in
control messages. It is used to setup these nodes along the
network, to check for error, proceed to recovery and reset the
nodes.

The control protocol works at three different levels:

1. The global level, either logical or physical, which may

include several connections using different protocols:

At global level, the following elements may be exchanged

Public Key exchange with certification in order to

enable protected information exchange between the
nodes.

Frame supervisor definition, contents and size of the
fields.

Data Manipulation protocols such as encryption pro-
tocols and compression protocols with their charac-
teristics. This needs an exchange of information
starting by a request from the Access node which has
to know the capability of all the nodes in a network.
Note that the intermediate nodes do not need to
perform this kind of requests as they are not estab-
lishing connection. They will just answer to Access
node requests.

Secret encryption keys. These keys as the other infor-
mation transported through the control protocol, may
be themselves encrypted using a public key method
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such as RSA. These secret keys allows a better
encryption method for large data transfers; they offer
better performance than Public/private key methods.
But to transmit these keys, the preferred solution is
to exchange the public keys between the nodes in a
first time. Then a node sends the secret key encrypted
by the public key given by the destination. The
receiving node can decrypt by using its private key
corresponding to the public key at the disposal of the
sending node. Authentication is also used as a com-
mon way to check that the provider of the key is the
regular one. Either an authentication code is set
(built in) in all the nodes in the network or each
public key is put in a common server that will
provide public keys to each requesting node.

2. The protocol level which may include several features

At this level are defined the network protocols such as
TCP, 1P, Frame Relay, OSPF, RIP, SNMP, ATM,
X.25 . .. that are supported in the network by all the
nodes or a limited number of nodes.

The characteristics of each of the network protocols are
defined so as to include the capability for each node to
route or switch the protocol.

Default Flow ID are assigned such as connection-less IDs,
management Ids.

The security to apply by default to each protocol.

The characteristics of various data compression protocols
including their initialization: for example exchange of
the starting compression tables/dictionaries if not
empty.

The number of Flow IDs supported by the protocol which
leads to the length of the ID-Flow field.

In the preferred embodiment of the invention, all the
parameters set at global and protocol levels are put in a
multi-protocol table which includes the following fields:

Node names, type.

Node addresses by protocol.

Capability of the node for data manipulation: list of
algorithm/protocols supported with pointer to their
specific tables/keys.

Routing and switching facilities by protocol.

3. The connection level identified by a flow ID

The characteristics of each connection is then defined,
connection by connection, when there is a need or a
request to start one connection. A connection is always
started by an Access Node.

To manage all the connections and associated Flow-IDs
(at least one Flow-ID by connection) an additional
Flow-ID table is implemented at node or port level, by
protocol in order to manage the connections. The
characteristics of each connection including the param-
eters related to its Quality of Service, max path length,
security . . . are incorporated in this table. When the call
is completed, Flow-IDs are released and can be reused.
An empty field list is therefore maintained.

A similar table can be used on intermediate nodes where
Flow-IDs may have to be swapped from one port to
another. In order to achieve that, an additional field is
added on the above table giving the next Flow-ID to use
and the destination port. Flow-ID swapping is used to
reduce the number and size of IDS by link/port. Flow-
ID swapping initialization and change is performed
using the control protocol at connection level.

Transmission Flow

As illustrated in FIG. 1, the data transmission between a

transmitting Terminal and a receiving Terminal using the
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principles of the invention can involve a plurality of nodes.
These DML nodes may have different functions which
divide them into three types: Access, Protocol or Network
nodes

1. Access Nodes:

These nodes interface directly the Terminal. They may be
also integrated within the Terminal. They get and send clear
data on one side from various protocols and generate on the
other side the proposed protocol having multiple fields
compressed and/or encrypted. They can code and decode
data and header compression/encryption on the protocols
they control. Node 1 and 6 are example of Access nodes.

An Access node is the only node where the DML is
generated. It establishes connection through the net-
work up to the final Access node destination which will
remove the DML layer.

An access node needs to have a full view of the network
to find the most appropriate route. It builds the route
table and updates the various nodes in the network
through the control protocol to perform the defined
forwarding function (routing, switching at the appro-
priate level) on each node.

2. Protocols Nodes

These nodes can only decode some of the header
compression/encryption but have no access to the data.
They can interface Access or Network nodes or stan-
dard equipment/networks to reuse standard protocol
encapsulation but the data will remain protected until a
node having Access node functions (data
decompression/deencryption) is reached. Nodes 2 and
5 are example of Protocol nodes

A Protocol node is able to understand a DML frame on its
receive side and can access to some or all the headers
which means that it can understand and decode the
Manipulated Data Header (MDH) and decrypt and/or
decompress the associated data which is in fact a
network protocol header such as Frame-Relay or IP or
IP+TCP . . .

On the other side (transmit side), a protocol node can
perform the reverse function after having routed or
switched the frame at the appropriate level. A DML is
rebuilt using the same structure with updating if nec-
essary of the various headers including the data con-
tents of the header and its associated MDH.

3. Network Nodes

These backbone nodes have access neither to the protocol
header nor to the data. They have to route or switch at
the Flow-ID level. They manage virtual circuits know-
ing their routing characteristics up to the next Protocol
node but have no idea of the final destination and
cannot view the data. Nodes 3 and 4 are example of
Network nodes.

A Network node may only switch or route using the
Frame supervisor fields which means that it should
refer to the ID to check within its local routing table to
which port it should forward the frame and on which
flow-ID (if this one is changed).

The type of node (Access, Protocol or Network) is a
definition which applies either to the full device or to a port
or list of ports, or to a protocol or list of protocols, or
Flow-IDs. This means that a device may be simultaneously

Access node for some links, Protocol node for other and
Network node only for the remaining links which have not
been assigned to higher privilege.

It is possible to find Protocol nodes inside a cloud of
Network nodes, and Access nodes inside a cloud of Protocol
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nodes. The next node in a path is not necessarily a node of
the same level or a node of the level just above or under its
level. Any combination is possible. An Access node includes
all rights and privileges of Protocol and Network nodes
while a Protocol node includes the rights and privileges of
a Network node.

Coexistence of DML Nodes with Standard Routing Nodes

There is no problem to implement the principles of the
invention defining the DML nodes as explained above,
within a network wherein there are standard routing nodes.
For example, it can be assumed that a DML has to be set up
just after a link protocol PPP as illustrated in FIG. 44. In
such a case, all the upper layers including IP header, TCP
header and data themselves can be compressed and/or
encrypted.

This above case can be illustrated by FIG. 5. As NODE 1
which is a standard routing node, is not able to understand
the DML protocol, there is a need that a protocol (PPP)
which can be routed over the network, be located in front of
the frame. This applies also between NODE 2 which is a
standard routing node and NODE C, and of course, between
NODE 1 and NODE 2.

A way to solve the interconnection with standard routing
nodes in the case of FIG. 5 is to shift the DML to the right
while the IP header is used without being manipulated as
illustrated in FIG. 4b. But this solution has the drawback to
increase the number of bytes to be used when it is necessary
to decompress the IP header and generally also to decrypt
the IP header. Note that the IP header has to set as next layer
field a value that NODE C can detect to start the DML
processing.

A better approach would be to use the frame structure
illustrated in FIG. 4¢, where the IP header not manipulated
has NODE B as source address and NODE C as destination
address. This will result in an encapsulation pipe shared by
several users to pass through NODE 1 and NODE 2. It looks
like a tunneling function which will protect the identification
of real source and destination and avoid network penetration
by not authorized people.

FIG. 6 shows an example of multipoint configuration
wherein one of the destination is a standard routing node
(NODE 2). The transmission path from DTE 1 to NODE D
is similar to the above case in reference to FIG. 5. At NODE
D, the DML may be used to forward data either to NODE E
and DTE 2 or to NODE 2 and DTE 3. In the latter path,
NODE D must be able to decompress and/or decrypt all
layers including or not the data (depending on the capability
of NODE 2); therefore, NODE D will be both an Access
node for DTE 3 even though it is not directly connected
thereto and a Protocol node for DTE 2.

What is claimed is:

1. Process for controlling frames transporting data from a
transmitting Terminal (DTE 1) to at least a receiving Ter-
minal (DTE 2) through a plurality of consecutive nodes
including a start access node (NODE 1) connected to said
transmitting Terminal, at least an end access node (NODE 6)
connected to said receiving Terminal and optional interme-
diary nodes (NODE 2 to NODE 5), with each data frame
comprising one or more protocol layers respectively asso-
ciated with one or more communication protocols for con-
trolling the frame flow at each node;

said process comprising:

a) adding to each data frame a Data Manipulation Layer
(DML) defining the parameters necessary for man-
aging the manipulation (compression and/or
encryption) of a plurality of fields of said data frame,
the DML providing each of said plurality of fields a
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manipulated data header (MDH), each MDH asso-
ciated with a field and defining a manipulation mode
for said associated field, such that each of said
plurality of fields may be manipulated separately;
and

b) adding to each data frame a Control message for
transporting a control protocol defining new param-
eters to be used by some ones of said plurality of
nodes for managing the communication flow through
said plurality of consecutive nodes.

2. Process according to claim 1 further comprising:

including said Control message as a field of said Data
Manipulation Layer (DML).
3. Process according to claim 1 further comprising:

including in said Data Manipulation Layer (DML) a DML
frame header defining the contents of said DML after
said DML frame header.

4. Process according to claim 3, further comprising:

including in said DML frame header a field defining the
length of said Control message.
5. Process according to claim 3, further comprising:

including in said DML frame header a bit indicating
whether said DML includes a Control message.
6. Process according to claim 2, further comprising:

including in said DML frame header a bit indicating
whether the contents of said data frame following said
DML header are compressed and/or encrypted.

7. Process according to claim 1, further comprising:

including in said DML
a Frame supervisor defining the protocol used with the
data included in said data frame,
a flow identification (Flow ID), and
a frame sequence number.
8. Process according to claim 7, further comprising:

assigning, by said Control message, functions to each of

said plurality of nodes, so that said nodes may have the

function of:

Access Node interfacing directly with said transmitting
or receiving Terminal, said Access Node generating
said DML if it is connected to said transmitting
Terminal and removing said DML if it is connected
to said receiving Terminal,

Protocol Node for those nodes which may only have
access to some manipulated headers but have no
access to the data, and

Network node for those nodes which have no access to
headers or data but have to route said data frame in
the network by using said Flow ID included in said
Frame supervisor.

9. Data Manipulation Layer (DML) according to claim 8,
wherein said DML frame header further comprises:

a field defining the length of said Control message.

10. Data Manipulation Layer (DML) according to claim
8, wherein said DML frame header contains a bit determin-
ing whether the contents of said data frame following said
DML are compressed and/or encrypted.

11. A computer readable media, comprising:

said computer readable media having instructions for

execution in a computer written thereon for the practice

of the process of claim 1.

12. Electromagnetic signals propagating on a computer
network, comprising:

said electromagnetic signals containing information hav-

ing instructions for execution on a computer for the

practice of the process of claim 1.
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13. A Data Manipulation Layer (DML) added to a data
frame transmitted from a transmitting Terminal (DTE 1) to
at least a receiving Terminal (DTE 6) through a plurality of
consecutive nodes (NODE 2 to NODE 5) of at least a data
transmission network (WAN) with said data frame compris-
ing one or more protocol layers respectively associated with
one or more communication protocols for controlling the
frame flow at each of said nodes;

said DML comprising:

a Frame supervisor defining the protocol to be used
with the data included in said data frame, and assign-
ing a flow identification number (Flow ID) and a
frame sequence number;

a Control message defining new parameters to be used
by some ones of said plurality of consecutive nodes
for managing the communication flow in said net-
work;

a DML frame header indicating the presence of a
plurality of manipulated (compressed and/or
encrypted) data fields in said data frame; and

a plurality of manipulated data headers (MDHs), each
MDH associated with a manipulated data field of
said plurality of manipulated fields and defining a
manipulation mode for said field, such that each of
said plurality of manipulated fields may be manipu-
lated separately.

14. A method for controlling frames transporting data
from a transmitting terminal (DTE 1) to a receiving terminal
(DTE 2), comprising:

adding to each data frame a data manipulation layer

(DML) defining the parameters necessary for managing
the manipulation (compression and/or encryption) of a
plurality of fields of said data frame, the DML provid-
ing each of said plurality of fields a manipulated data
header (MDH), each MDH associated with a field and
defining a manipulation mode for said associated field,
such that each of said plurality of fields may be
manipulated separately; and,

adding to each data frame a control message for trans-

porting a control protocol defining new parameters to

be used by an intermediate node for managing the

communication flow from DTE 1 to DTE 2.

15. The method of claim 14, wherein said managing the
manipulation of each field further comprises:

encrypting at least one field of said frame.

16. The method of claim 14, wherein said managing the
manipulation of each field further comprises:

compressing at least one field of said frame.

17. The method of claim 14 further comprising:

defining manipulation of a protocol header.

18. The method of claim 14 further comprising:

defining manipulation of data following a protocol header.

19. The method of claim 14 further comprising:

including in said DML a field defining a length of said

control message.

20. The method of claim 14 further comprising:

including in said DML a bit determining whether said

DML includes a control message.

21. The method of claim 14 further comprising:

including in said DML a bit determining whether a

portion of said data frame following said DML is

compressed.

22. The method of claim 14 further comprising:

including in said DML a bit determining whether a

portion of said data frame following said DML is

encrypted.
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23. The method of claim 14 further comprising:

including in said DML a bit determining whether a
portion of said data frame following said DML is
compressed and encrypted.

24. The method of claim 14 further comprising:

including in said DML a Frame Supervisor, said Frame
Supervisor defining the protocol to be used with the
data included in said data frame, a flow identifier (Flow
ID) and a frame sequence number.

25. The method of claim 14 further comprising:

defining said parameters in said control message to enable
intermediate nodes between DTE 1 and DTE 2 to
respond to said DML and control message with the
function of;

Access Node interfacing directly with said transmitting
terminal, said Access Node generating said DML if
it is connected to said transmitting terminal and
removing said DML if it is connected to said receiv-
ing terminal,

Protocol Node for those nodes which may only have
access to some manipulated headers but have no
access to the data, and

Network Node for those nodes which have no access to
headers or data but have to route said data frame in
the network by using a Flow ID included in a Frame
Supervisor.

26. The method of claim 14 further comprising:

transporting said frame by use of a flow identifier (Flow
ID);

identifying a protocol header in said frame by a multi-bit
field, and manipulating said protocol header to be
compressed and/or encrypted.

27. The method of claim 14 further comprising:

identifying an encryption mode with a multi-bit field to

identify one of a plurality of encryption types for
encrypting a field of said frame.

28. A method of transferring a data frame from a trans-
mitting data terminal to a receiving data terminal, said data
frame including a plurality of fields, comprising:

launching said data frame by said transmitting data ter-

minal to a first access node using a standard protocol;

receiving said data frame by said first access node;

manipulating selected fields of said plurality of fields to
compress and/or encrypt clear data in said selected
fields, each field compressed or encrypted according to
one of a plurality of compression and/or encryption
modes;

providing each frame with a data manipulation layer
(DML) at said first access node, said DML providing
each of said plurality of selected fields a manipulated
data header (MDH), each MDH associated with a field
and describing said compression and/or encryption
mode used for said associated field;

transferring, in response to said Flow ID, said frame to a
second access node;

receiving said frame by said second access node;

manipulating said frame in response to said DML, said
second access node decrypting and/or decompressing
said selected manipulated fields to reproduce said clear
data and to create a reproduced frame; and
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sending said reproduced frame by said second access
node to said receiving data terminal.
29. The method of claim 28 further comprising:

selecting one or more of said selected fields as data fields
of said frame.
30. The method of claim 28 further comprising:

selecting one or more of said selected fields as protocol
header fields of said frame.
31. The method of claim 28 further comprising:

receiving, in response to said flow ID, said frame by an
intermediate node;

obtaining access, in response to said DML, by said
intermediate node to a selected field of said frame.
32. An Access Node, comprising:

means for receiving a data frame having clear data, from
a first terminal, said data frame including a plurality of
fields, each field containing clear data, said data frame
addressed to a second terminal,

means for manipulating selected fields of said plurality of
fields in said data frame to compress and/or encrypt
said clear data in said selected fields, each field com-
pressed and/or encrypted according to one of a plurality
of compression and/or encryption modes;

means for adding to said data frame a data manipulation
layer (DML), said DML providing each of said plural-
ity of selected fields a manipulated data header (MDH),
each MDH associated with a field and describing said
compression and/or encryption mode used for said
associated field;

means for adding to each data frame a control message for
transporting a control protocol defining new parameters
to be used by an intermediate node for managing the
communication flow from the first to the second ter-
minals;

means for sending through a computer network said frame
having manipulated data.

33. An access node as in claim 32, further comprising:

means for receiving a data frame having a DML from said
computer network, said data frame including a plurality
of fields, selected fields containing manipulated data
and each selected field associated with a MDH, said
data frame addressed to said first terminal;

means, responsive to said DML of said data frame, for
manipulating each of said manipulated fields in accor-
dance said associated MDH to reproduce a clear data
frame;

means for sending said clear data frame to said first
terminal.

34. A computer readable media, comprising:

said computer readable media having instructions for
execution in a computer for practice of the method of
claim 14 or claim 28.
35. Electromagnetic signals propagating on a computer
network, comprising:
said electromagnetic signals carrying information, said
information having instructions for execution in a com-
puter for practice of the method of claim 14 or claim 28.
36. A method for controlling frames transporting data
from a transmitting terminal to a receiving terminal, each
frame having a plurality of fields, comprising:
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adding to each data frame a data manipulation layer manipulation mode for use with the associated field,
(DML) header indicating that one or more fields of the such that each selected field may be manipulated sepa-
frame located after the DML header are manipulated rately according to a different manipulation mode; and
(compressed and/or encrypted); transmitting said data frame, said data frame having said
adding to each of a plurality of selected fields located after 3 DML header and said MDHs.

the DML header a manipulated data header (MDH),
each MDH associated with a field and defining a data ¥ % % % %



