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Method and Apparatus for Counterfeiting Protection

Priority Information

[0001] The instant disclosure claims the filing-date benefit of Provisional
Application No. 60/754,324 filed December 29, 2005 (entitled “System and method for
anti-counterfeiting using chemical imaging”), Provisional Application No. 60/777,852,
filed March 1, 2006 (entitled: “Anti-counterfeiting business model”), and Provisional
Application No. 60/784,042 filed March 20, 2006 (entitled: “Two- and Three-
Dimensional Bar Codes with Invisible Encryptions™). The disclosure of each of these

applications is incorporated herein in its entirety.

Background

[0002] Counterfeiting is on the rise. The accessibility of production markets with
little or no regulation and low labor cost coupled with demand for inexpensive product
provides a strong market for counterfeit products. While all counterfeit products
adversely effect the bona fide manufacturers’ profitability, certain counterfeit goods can
have an adverse, if not fatal, effect on the consumer’s health. For example, a counterfeit
medicinal product can have a fatal effect on a patient’s health if it includes inappropriate

dosage of the active ingredient.

[0003] More recently, counterfeit drugs and medicinal products have entered the
market through direct email to potential consumers. Advertisements for popular
pharmaceutical products such as Lipitor®, Viagra® and Ambien® are ubiquitous.
Counterfeiters take advantage of the popularity of these products and send direct emails
to potential consumers who may wish. to self-prescribe or obtain the product at a lower
price. While this type of counterfeiting is a problem, what is much more troubling is the

fact that counterfeiters are now infiltrating the supply chain that exists between the
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manufacturer and the distribution point to the consumer, such as a neighborhood
pharmacy. Counterfeiters who insert their counterfeit products into the supply chain can
do so by, for example, reproducing the existing markings (e.g., barcodes, visible security
markings, lot numbers, etc.) on a product or the package for a product then introducing
their counterfeit products with the reproduced markings in the supply chain at a supply
chain node, such‘ as a distributor’s warehouse. Consequently, unsuspecting and unwitting
doctors, pharmacists, and consumers who think that they are prescribing, distributing, and
consuming authentic products are actually being duped into dealing with counterfeit
products. This method of counterfeiting is especially insidious and dangerous and has the
potential to ruin the trust doctors, pharmacists, and consumers have in the products that
are being prescribed let alone the harm caused to the consumer by consuming products
that are potentially harmful. Furthermore, counterfeiting by placing fraudulent products
that are seemingly real into the supply chain for authentic products is in no way limited to
drugs and medical products. Rather, this counterfeiting procedure can be replicated in
just about any product supply chain. Thus, the potential for harm due to supply chain

counterfeiting is enormous.

[0004] While bona fide manufacturers incorporate various means, such as bar
codes, to verify a product’s authenticity, sophisticated counterfeiters are able to match
most such identifications. For example, one-dimensional bar codes have been
conventionally printed on the product’s packaging. Such barcodes have been readily and
accurately reproduced on the counterfeit product’s packaging. Similarly, product
markings which often appear on the ingestible solid medications such as tablets and
capsules are readily and accurately reproduced in the counterfeit product. Additionally,
while counterfeit drugs and medical products are often sold directly to the consumer, a
portion of such products can find its way to regular distribution channels such as
pharmacies, clinics and hospitals. These distribution channels have a responsibility to

provide authentic products and would face substantial liabilities should they dispense a
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counterfeit product. Accordingly, there is a need for a method and apparatus for

providing protection against counterfeit products.

Summary of the Disclosure

[0005] In an embodiment, the disclosure relates to a method for providing
counterfeiting protection for an object, comprising the steps of: (a) affixing to an object
an identifying mark having a first portion and a second portion wherein said second
portion includes an encrypted feature; (b) reading the first portion to thereby obtain a first
set of information; (c) transmitting the first set of information to a remote location; (d)
receiving from the remote location a second set of information; and (¢) reading the
second portion using the second set of information to thereby determine the authenticity

of the object.

[0006] In another embodiment, the disclosure relates to an improved method for
providing counterfeiting protection for an object including the steps of: affixing an
identifying mark on the object and reading the identifying mark at a distribution point for
the object, and the improvement comprising: affixing a feature on the object wherein the
feature is encrypted according to a predetermined encryption method comprising
obtaining from a remote location a first set of information to direct the affixing of the
feature on the object; and obtaining from the remote location a second set of information

for reading the feature.

[0007] In yet another embodiment, the disclosure relates to a method for providing
counterfeiting protection for an object, comprising the steps of: (a) accessing an object
including an identifying mark having a first portion and a second portion wherein said
second portion includes an encrypted feature; (b) reading the first portion to thereby
obtain a first set of information; (c) transmitting the first set of information to a remote

location; (d) receiving from the remote location a second set of information; and (e)
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reading the second portion using the second set of information to thereby determine the

authenticity of the object.

[0008] In still another embodiment, the disclosure relates to a method for
determining authenticity of an object, comprising: reading an identifying mark on an
object; determining if the identifying mark includes a first portion and a second portion;
determining if the second portion includes a feature encrypted according to a
predetermined encryption method; indicating a lack of authenticity of the object upon the
occurrence of one or more of the following: an absence of said first portion on said
object, an absence of said second portion on said object, or an absence of said feature
encrypted according to the predetermined encryption method on said object; and
indicating authenticity of the object upon the occurrence of all of the following: a
determination that said first portion is on said object, a determination that said second
portion is on said object, and the determination that said feature encrypted according to

the predetermined encryption method is on said object.

[0009] In a further embodiment, the disclosure relates to an object comprising: an
identifying mark affixed to said object; said identifying mark having an identifier feature
including at least one of: the object’s designation, the object’s type, the object’s batch
number, location of manufacture, date of manufacture, time of manufacture, date of
expiration, and at least one of the object’s ingredients; and said identifying mark having
an encrypted feature with an attribute chosen from the group consisting of: shape, size,

dimensionality, material, location on the object, and spectral fingerprint.

[0010] In another further embodiment, the disclosure relates to a system for
providing counterfeiting protection for an object, comprising: an affixer for affixing to an
object an identifying mark having a first portion and a second portion wherein said
second portion includes an encrypted feature; a first reading device for reading the first
portion to thereby obtain a first set of information; a transmitter for transmitting the first

set of information to a remote location; a receiver for receiving from the remote location
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a second set of information; and a second reading device for reading the second portion

using the second set of information to thereby determine the authenticity of the object.

[0011] In an improvement according to yet a further embodiment, the disclosure
relates to a system for providing counterfeiting protection for an object where the system
includes a writing device for placing an identifying mark on the object and a reading
device for reading the identifying mark at a distribution point for the object, and the
improvement comprising: said writing device further comprising circuitry for receiving a
first set of information from a remote location and an affixer for placing an encrypted
feature on said object as a function of aid first set of information; and said reading
device further comprising circuitry for receiving a second set of information from said
remote location wherein said second set of information includes instructions for the

reading device to read said encrypted feature.

[0012] In an improvement according to still a further embodiment, the disclosure
relates to generating an encrypted feature at a remote location, requiring a manufacturer
to access the remote location during manufacture of an object so as to receive data
pertaining to the encrypted feature therefrom to be included as part of an identifying mark
placed on the object, and requiring an operator at a distribution point to access the remote
location during reading of the identifying mark so as to send data pertaining to the
encryption feature to the remote location, thereby enabling the remote location to

ascertain authenticity of the object at the distribution point.

[0013] In another embodiment, the disclosure relates to an apparatus and method
for receiving an object having an identifying mark, locating the identifying mark
associated with the object and place the identifying mark in proximity to a reading
device, reading the identifying mark with the reading device to determine whether the
identifying mark includes a first portion, when the identifying mark includes the first
portion, reading the first portion to thereby obtain a first set of information, transmitting

the first set of information to a remote location, determining at the remote location a
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second set of information based on the received first set of information, receiving from
the remote location the second set of information, using the second set of information,
optically investigating the identifying mark to determine whether the identifying mark
includes a second portion, when the identifying mark includes the second portion, reading
the second portion with the reading device tothereby obtain a third set of information,
transmitting the third set of information to the remote location, and using the third set of
information, determining at the remote location whether the second portion includes a
feature encrypted according to a pre-determined method and verifying at the remote
location authenticity of the encrypted feature if determined to be present in the second

portion.

[0014] In still another embodiment, the disclosures relates to an apparatus
configured to receive a first request from a manufacturer of a product desirous of
preventing counterfeiting of the product, generate an éncrypted feature for the product,
and send the encrypted feature to the manufacturer without making the content of the
encrypted feature known to the manufacturer, wherein the encrypted feature is to be
included as part of an identification mark to be placed on the product during manufacture

thereof.

Brief Description of the Drawings

[0015] These and other embodiments of the disclosure will be described with

reference to the following drawings, in which:
[0016] Figure 1A is a schematic representation of a conventional 2D barcode;

[0017] Figure 1B is an exemplary 2D barcode system according to one

embodiment of the disclosure;
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[0018] Figure 1C is an exemplary 3D barcode system according to one

embodiment of the disclosure;

[0019] Figure 2 is an exemplary representation of a pharmaceutical capsule with an

identifying product mark according to one embodiment of the disclosure;

[0020] Figure 3 is a schematic representation of an authentication system

according to one embodiment of the disclosure;

[0021] Figure 4 is a flow diagram showing an authentication process according to

one embodiment of the disclosure; and

[0022] Figure 5 is an overview of the actions/responsibilities of the entities in an

anticounterfeiting system according to one embodiment of the disclosure.
[0023] Figure 6 is a block diagram of an embodiment of the disclosure.

[0024] Figure 7 is a flow diagram of an embodiment of the disclosure.

Detailed Description

[0025] Figure 1A is a schematic representation of a conventional two-dimensional
(2D) barcode. In Figure 1A, barcode 100 is a 2D barcode having a vertical dimension
and a horizontal dimension. Each of the horizontal and the vertical dimensions of
barcode 100 include rows 1-15 and column 1-15. Information can be encoded and stored
in each of the two dimensions of barcode 100. Conventional barcodes include |
information such as the product’s manufacturing date, manufacturing location, batch
number, etc. The barcode information (or other identifying marks) can be placed on the

product and/or its packaging.
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[0026] Because conventional barcodes can be easily replicated by counterfeiters, in
one embodiment of the disclosure a barcode may contain encrypted information (or an
encryption feature) in addition to the conventional information. The encrypted feature or
features can be configured to be invisible to the naked eye or to the conventional barcode
scanners. That is, the encrypted feature can be invisible to scanners tuned to a
conventional wavelength. Alternatively, the encrypted feature can be viewed by the
conventional scanner but not be deciphered or decoded. Thus, even if the counterfeiter
can obtain the scanner, the counterfeiter would still fail to replicate the content of the

b2 17

encrypted feature. It is noted here that the terms “encrypted feature”, “encryption

feature”, “encrypted portion”, “encryption portion” or other such similar terms are used

interchangeably herein.

[0027] Figure 1B is an exemplary barcode system according to one embodiment of
the disclosure. In Figure 1B, barcode 120 represents a 2D barcode, similar to the barcode
of Figure 1A, having vertical rows 1-15 and horizontal rows 1-15 (not marked for
brevity). The vertical and horizontal rows can contain information as in the conventional
2D barcodes. According to one embodiment of the disclosure, barcode 120 can be
supplemented with encrypted information. For example, the cross-hatched region 125 in
Figure 1B may be printed with Raman-scattering material or fluorescent material such
that region 125 would not be visible at the visual wavelength range and/or with a reader
that is not adapted to read Raman-scattered photons or fluorescent photons. Similarly,
hatched region 130 may be printed with a Raman-scattering material or fluorescent
material having a different wavelength or spectral fingerprint (a non-limiting example of
which may be a particular intensity or energy distribution over a particular wavelength
range) than that of the cross-hatched region 125. Thus, the different hatching in Figure

1B can denote different wavelengths. Each of regions 125 and 130 can contain additional
product information. Because regions 125 and 130 are not visible to the naked eye orto a

conventional barcode scanner, a counterfeiter may not readily copy these regions.
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[0028] Further, regions 125 and 130 can be encrypted with information such as
authentication information whose decoding would require a cipher only known to an
independent authentication center. Encoded regions 125 and 130 can also be configured
to form a watermark, a logo, or other symbols such that once visible it can authenticate

the product.

[0029] According to one embodiment of the disclosure, barcode 120 may comprise
a first region 122, a second region 125 and/or a third region 130. First region 122 can
provide a first set of information which can lead to reading or decoding the second region
125 and/or third region 130. For example, the first set of information can direct the
reader to an authentication center for providing decoding information for second region
125 and/or third region 130. The first set of information can also provide certain
parameters for reading one or both of second region 125 and third region 130. Such
parameters may include, location, orientation or an attribute of the second and/or third
regions. The attributes of the encoded regions can include, shape, size, dimensionality,

material, spectral fingerprint and encryption feature(s).

[0030] Thus, an embodiment of the disclosure relates to the placement of an
identifying mark having a first portion and a second portion. The identifying mark can be
a 1D barcode, 2D barcode, a 3D barcode, a data matrix or a combination thereof. The
identifying mark can be in color or in back and white. The first portion of the identifying
mark can comprise an object identifier such as a barcode. The second portion of the
identifying mark can comprise an independent object identifier or it may be part of the
first portion’s object identifier. The second portion may be encrypted to contain
additional data not accessible to the counterfeiter. The encrypted features may be
invisible to the naked eye or to the conventional barcode scanners. The encrypted
features may also be unknown to the product’s manufacturer and/or its distributor (i.e.,
the writing device used to place the identifying mark on the object may be a mere conduit

for placing the identifying mark on the object as directed by a control or information or
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authentication center while the writing device may not have hardware and/or software for
generating and/or storing the particulars of the identifying mark; similarly the reading
device used to read the identifying mark may be a mere conduit for reading the
identifying mark as directed by the control/information center while the reading device
may not have hardware and/or software for storing the particulars of the identifying mark
apart from the reading process). The first portion may include information pertaining to
decoding the encryption of the second portion. Thus, the scanner may read the first
portion and obtain a first set of information (based on, for example, a visible symbol
including, but not limited to, a number, a letter, an alpha-numeric symbol, a geometric
symbol, or any other symbol). The first set of information may be then communicated to
a control/information/authentication center which would respond by providing a second
set of information to the scanner. Using the second set of information, the scanner or
another reading device may read the encrypted feature(s) and send a third set of
information to the control/information/authentication center (or a separate authentication
center) where the third set of information is based on the content of the encrypted
feature(s). The control/information/authentication center, or the separate authentication

center, may use the third set of information to determine the authenticity of the object.

[0031] As a non-limiting example, the second set of information may comprise
wavelength information for reading the second portion where reading the second portion
includes illuminating the second portion with photons of a predetermined wavelength.
The illumination may be performed using a laser. The predetermined wavelength may be
in the range of near infrared light, infrared light, visible light, and ultraviolet light. In
another embodiment, reading the second portion may include forming a spatially accurate
wavelength-resolved image of the second portion showing a first and a second spatial
dimension. A spatially accurate wavelength-resolved image is an image of a sample that
is formed from multiple “frames” wherein each frame has plural spatial dimensions and
is created from photons of a particular wavelength (or wave number) or from photons in a

particular wavelength band (or wave number band) so that the frames may be combined
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to form a complete image across all wavelengths (wave numbers) of interest. The second
set of information may include spatial :information (e.g., where on the object the
scanner/reader is to look for the encrypted feature), temporal information (e.g., time
intervals for the scanner/reader to illuminate and read the encrypted information), and/or
energy information (e.g., at what intensity and/or wavelength the scanner/reader should

illuminate the encrypted feature).

[0032] Figure 1C is an exemplary 3D barcode system according to one
embodiment of the disclosure. In Figure 1C, barcode 150 contains information in three
dimensions. As in Figure 1B, barcode 150 can be an identifying mark having a first
portion and a second portion. The first portion can be defined, for example, by region
155 which can be detectable to conventional scanners. The second portion of barcode
150 can comprise, for example, regions 160 and/or 165. For illustration purposes, each
of regions 160 and 165 is shown with hatching or cross-hatching. It should be noted,
however, that regions 160 and 165 can be encoded such that they are not visible at the
visual wavelength range. Thus, a scanner can read the first portion (i.e., region 155) to
obtain a first set of information. The first set of information can be used to read one or
both of the second region 160 and/or third region 165. Such information may include one
or more parameters for reading the second region 160. In one embodiment, the first set
of information comprises product identification information which can be communicated
to the authentication center to obtain one or more parameters required for reading the

second and/or third regions.

[0033] The identifying mark may include a second portion with spectral features
undetectable to the naked eye or to the conventional barcode scanner. For example, the
encrypted feature of the identifying mark may be encoded into or along side the mark
using a fluorescent material having a predetermined spectral fingerprint. The spectral
fingerprint can be determined by the authentication center on an a priori, random or

quasi-random basis. The fluorescent material and/or spectral fingerprints may vary from

11
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one batch to another or from one product to another. Products within the same package
may even have different spectral fingerprints. The second portion may be positioned
within or outside of the first portion of the mark. The authentication center can determine
timing, placement, location, shape and the content of the second portion. The
authentication center can comprise a remote facility or a third-party facility which
operates independently of the manufacturer and/or the distribution center, i.e., the
manufacturer and/or the distribution center may not be aware of the details, or sometimes
even the existence, of the second portion of the mark or an encrypted feature of the mark.
In an alternative embodiment, e.g., in a corporate environment, the remote facility may be
an entity affiliated with the manufacturer or a subsidiary or any other entity owned or

operated by the manufacturer.

[0034] Figure 2 is an exemplary representation of a pharmaceutical capsule with an
identifying product mark according to one embodiment of the disclosure. In Figure 2,
capsule 200 contains medicament. Standard production information, such as the amount
of active pharmaceutical ingredient (API) 210, is printed on capsule 200. The
information may be printed using acceptable food coloring or it may be embossed as an
impression on capsule 200, or any other method known in the art. Additional
identification 220 is also provided on capsule 200. While for illustration purposes
identification 220 is a visible mark, it should be noted that such identification can be

made invisible according to the principles disclosed herein.

[0035] The identifying mark 220 can include an encrypted feature therein. In
another embodiment, the identifying mark can contain information to direct the reader to
a coordinate on the product that contains the encrypted feature. In still another
embodiment, either the visible portion or the invisible portion of the identifying mark
may function as a reference frame for a coordinate systerﬁ that facilitates detection in an
orientation-independent manner. The identifying mark may also include additional

identification criteria as well as inforrnation for contacting the authentication center.

12
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[0036] The encrypted feature (alternatively, the second portion of the identifying
mark) may be printed on the product uging spectral :ﬁhgerprints which cannot be detected
with the naked eye or with conventional scanning devices without a priori knowledge of
its spectral fingerprint. The second portion may include a parameter that is a function of
its location on the product, its orientation with respect to the product or an attribute
thereof. The attribute of the second portion may include shape, size, dimensionality,
material, spectral fingerprint and encryption feature. While the illustrative examples
provided herein disclose an identifying feature having a first visible portion and a second
portion not visible to the naked eye, the principles disclosed herein are not limited
thereto. Indeed, in an embodiment of the disclosure, the entire identifying mark may be
invisible at the visual wavelength range and to a scanner not configured with the spectral

fingerprint of the identifying mark.

[0037] In another embodiment, the identifying mark or the encryption portion
thereof may contain fluorescent material having a specific spectral signature determined
by an authentication center. The encryption portion may even contain more than one
type of fluorescent material or a single type of fluorescent material having different
spectral fingerprints at different locations within the identifying mark. For example, a
barcode may be used having two different colors, each color identifying a different
spectral fingerprint. Similarly, the encryption portion may comprise one or more Raman-
scattering material. In such cases, authenticity may be determined on the basis of one or
more of the wavelengths emitted from the fluorescent material, the wavelength of the
Raman-scattering from the Raman-scattering material, an intensity of emission the
fluorescent material, an intensity of emission from the fluorescent material, an intensity

of the Raman-scattering material or a chemical image of the second portion.

[0038] An apparatus according to one embodiment of the disclosure may include a
scanner or a reading device configured to detect the authentication center’s spectral

signature after the spectral signature has been revealed. The size and shape of the

13
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identifying mark 220 may be over one centimeter in length or smaller (microscopic), e.g.,
such as approximately 1 micrometer or even smaller. Conventional printing methods,
such as inkjet printing, photolithography, two-photon writing, embossing, engraving and

stamping can be used to print the identifying mark on the product and/or its packaging.

[0039] Figure 3 is a schematic representation of an authentication system
according to one embodiment of the disclosure. Among others, system 300 of Figure 3
shows manufacturer 310, authentication center 320 and distribution center 330. In an
exemplary embodiment, manufacturer 310 requests authentication instructions from
authentication center 320 concerning product 305. The request may include the
manufacturer’s name, product information, production date, expiration date, etc.
Authentication center 320 may be at a remote location and independent from
manufacturer 310 and/or distributor 330. Product 305 may be a variety of objects such
as, but not limited to, pharmaceuticals, chemicals, biological material, food, food
additives, spices, cosmetics, perfumes, paper money, coins, credit cards, digital video
discs, compact discs, audio tapes, video tapes, electronic devices or works of art. Other
examples of product 305 may be an item or object to be used for identification purposes
for a person or animal. Furthermore, the authentication system described above may be
used for placing an identification device directly on an animal or person (obviously, the
“manufacturer” would not be manufacturing the animal or person, but would simply be a

location for writing/applying the identification device on the animal or person).

[0040] Authentication center 320 may respond to the manufacturer’s request by
providing information for applying one or more identifying marks and their attributes for
product 305. The attributes of the identifying mark may define its physical
characteristics, including: shape, size, dimensionality, material, spectral fingerprint, and

one or more encryption features.

[0041] In one embodiment, manufacturer 310 determines the first portion of the

identifying mark and communicates the same to authentication center 320. The

14
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authentication center 320 then responds by providing attributes of the encrypted portions
of the mark. The encrypted portion may be incorporated in the identifying mark or it
may define a secondary identifying mark. The encrypted portion may be defined by a
1D, 2D or a 3D barcode, or some combination thereof, and may be invisible in the visual
wavelength range. Further, the encrypted portion may comprise one or more of the
fluorescent material and/or a Raman- scattering material. The encrypted feature may
include a fluorescent material having ﬁrs;t spectral fingerprint at a first location of
product 305 and a second spectral fingerprint at a second location of product 305. In an
alternative embodiment, the encrypted feature may include a Raman-scattering material
having a first spectral fingerprint at a first location of product 305 and a second spectral
fingerprint at a second location of product 305. Using the authentication information,
manufacturer 310 can place the identifying mark on product 305. Authentication center

320 may also store authentication information at database 328 for future reference.

[0042] Distributor 330 can be a point-of-service facility such as a pharmacy,
hospital, clinic or any other facility which dispenses product 305 to the consumer.
Alternatively, distributor 330 can be a facility whereby a consumer having acquired
product 305 can verify its authenticity. To test the authenticity of product 305, distributor
330 may include scanner 340. Scanner 340 may include conventional barcode scanners
or similar devices suitably modified to identify encrypted features according to the
teachings of the present disclosure. Scanner 340 may be configured to read the
identifying mark of product 305. Scanner 340 may also be configured to identify the
encrypted features included in the identifying mark of product 305 once its spectral

fingerprint is disclosed to scanner 340.

[0043] To decode the encrypted portions of product 305, distributor 330 may
request information from authentication center 320 by sending to the authentication
center certain identifying information read by scanner 340. For example, the scanner

may read the first portion of the identifying mark on the product 350 and send that
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information to the authentication center. The authentication center may query the
database 328 to extract decoding inforrnation associated with the information received
from the scanner’s reading of the first portion of the identifying mark. Decoding
information may include information such as the spectral fingerprint of the encrypted
portions of product 305. Decoding information may also include coordinate or
orientation information describing the location of any other encryption mark on product
305 or its packaging. These and other authentication information can be communicated

to the distributor 330 and/or the scanner 340.

[0044] Using the authentication information, scanner 340 may read encrypted
information on product 305. Alternatively, if scanner 340 is not configured to operate at
the desired wavelength, a different scanner may be tuned to read the encrypted portions
of the identifying mark. Once read, the encrypted information can be either
communicated back to the authentication center 320 for verification or it may be verified
at scanner 340 or distributor center 330. If product 305 is authentic, it may be released to

the consumer 360. If authentication fails, product 305 may be removed from circulation.

[0045] Figure 4 is a flow-diagram showing an authentication process according to
one embodiment of the disclosure. In step 410, a scanner reads an identifying mark or at
least a first portion thereof. The identifying mark may be located on the product, on the
packaging for the product, or both. The identifying mark can comprise a barcode having
a first portion and a second portion. The first portion can be readily detected by the
scanner using, for example, conventional means (e.g., initial optical scanning of the
product or its package). The second portion may be encrypted such that its detection or
its decoding would require additional information. Thus, the scanner may read the first
portion of the identifying mark at step 420 to obtain a first set of information. In step
430, the first set of information is communicated to an authentication center (e.g., the

authentication center 320 in Figure 3). In one embodiment, the scanner transmits the first
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set of information wirelessly to the authentication center and receives instructions from

the authentication center wirelessly.

[0046] The authentication center can comprise the product manufacturer or,
preferably, an independent authentication center. Upon receiving the first set of
information, in step 440, the authentication center transmits a second set of information
to the scanner. The second set of information may include spectral fingerprint(s) or other
decoding information for reading the second portion of the identifying mark. The second
set of information may also include coordinate information for locating the second
portion of the identifying mark. Using the second set of information, the scanner
identifies and reads the second portion of the identifying mark in step 450. In step 460, a
determination is made for the authenticity of the product. The determination is preferably
made at a remote location (e.g., based on the information received from the scanner upon
its performing the reading operation at step 450) and communicated to the point of
service, although the determination may be made at the point of service (however this
latter option may require additional security measures such that theft of the scanner does
not allow the thief to decode or decrypt the identifying mark). Finally, in step 470, the

results of the authentication inquiry can be displayed.

[0047] The readers/reading devices may include software and/or hardware that
makes the reader secure so that if the reader is removed, misplaced, or stolen (i.e., a
“suspect reader”), the authentication center will be aware of the status of the reader and
be able to alert a person at the authentication center and/or disable the reader
automatically. The authentication center may no longer accept input from a suspect
reader thereby eliminating the possibility of a hacker gaining access to the authentication

center’s database and/or information by reverse engineering a reader.

[0048] Figure 5 is an overview of the actions/responsibilities of the entities in an
anticounterfeiting system according to one embodiment of the disclosure. As described

above, a manufacturing entity or writing device 501 may perform the attaching of an

17



WO 2007/078934 PCT/US2006/048378

identifying mark (which may contain an encrypted feature) to an object (product,
material, etc.) under the instruction and/or control of a control/information/authentication
center, sometimes referred to herein as an Information Technology (“IT”) center 502. A
distributor or reading device 503 may perform the function of reading the identifying
mark attached to the object. In an alternative embodiment, the reading device 503 may
be more than one device: one reading device for reading the encrypted feature of the
identifying mark and another reading device for reading the non-encrypted features (of
the identifying mark as well as other non-encrypted features of the object). Preferably,
the manufacturer 501 and the distributor 503 are “passive” while the IT center 502 is
“active”, i.e., only the IT center has knowledge of the encrypted feature while the
manufacturing entity/writing device 502 and the distributor/reading device 502 are
merely conduits for writing/reading information, respectively without any storage of
secret encryption information (which is only possessed by the I'T center) and without any
“intelligence” to actively perform any authentication verification operation locally (i.e.,
without IT center’s support). For example, the reading device 503 may be a simple
conduit of information to/from the IT center, with the IT center providing all instructions
to the reader device (e.g., as to which encrypted spectral fingerprint to measure at what
location within the barcode, etc.) and making all authenticity verification decisions based
on the information received from the reading device. Because of such a passive role of
the reading device, it may not be risky to make such reading devices publicly available as
discussed hereinabove. In one embodiment, the 2D/3D barcode reader may include
circuits/components (e.g., a laser scanner and a liquid crystal tunable filter (“LCTF”) for
wavelength discrimination) capable of “reading” the barcode as well as identifying the IT

center-instructed spectral signature of the invisible fluorescent encryption material.

[0049] An invisible, encrypted product-ID may be embedded or written on each
product/package to be protected. The writing of such product/material/object-ID may be
under the control of an active Information Technology (“IT”) center that can determine

the timing, placement/location, shape, and content of various such invisible ID’s to be
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used during such product “marking”. In one embodiment, such product-ID may be made
of a fluorescent material having a predetermined spectral fingerprint (as determined by
the IT center). The fluorescent material and/or fingerprints may change from one product
batch to another or even from one product to another in the same package as may be
dynamically determined by the IT center during product manufacturing and/or packaging.
The IT center may perform time-based changing of product/material-ID in a fully random
fashion, in a quasi-random fashion, or according to a predetermined method (e.g.,
serially, as a function of a predetermined algorithm, etc.) In one embodiment, the shape
of the identification symbol (for product/material-ID) may be in the form of a two-
dimensional (“2D”) barcode or data matrix, which contains an invisible encryption
portion for anticounterfeiting. Various suitable shapes, (e.g., squares, rectangles,
polygons, etc.) of varying sizes may be selected for the 2D barcodes as determined by the
IT center. The portion of the 2D barcode not containing such encryption may be printed
either visibly or invisibly on the surface of the product/package. However, an invisible
printing of the entire barcode may be preferred for additional protection. It is noted here
that the two dimensional array of the barcode may function as a reference frame for a
coordinate system that may facilitate barcode detection in an orientation-independent
manner — i.e., without dependence on a specific orientation of the product/package
containing the bar code. In other words, during detection, the product/package may not

have to be oriented in a specific direction to enable barcode detection.

[0050] The size, shape, placement, and spectral signature of the encryption portion
may be determined by the IT center. Similarly, the shapes and placement of the bars
constituting the non-fluorescent portion of the 2D barcodes may also be determined by
the IT center for added security. The 2D barcodes may contain information including, for
example, the timing of their printing, the associated product batch number, the type/name
of the product, the expiration date (if any) of the product and its ingredients, etc. All such
information may also be stored in the IT center for future retrieval when needed (e.g., for

product/package verification in the ficld or at a retail store).
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[0051] Conventionally available 2D or 3D barcode readers may be suitably
modified (e.g., to detect the IT center-mandated spectral signature in the encrypted
invisible portion) to read the 2D or 3D barcodes according to the teachings of the present

disclosure.

[0052] It is observed here that if a counterfeiter were to copy the 2D barcode, for
example, the counterfeiter may not know the exact spectral signature, location, and shape
of the fluorescent encryption portion because only the IT center may know of the specific
spectral wavelength, location, shape, or other attribute and/or parameter that is registered
in its database as representing the spectral fingerprint of the fluorescent portion. The
authentication verification may be a two step procedure: (1) the reader first registering
the product/production standard information with the third-party IT center (and the IT
center establishing this initial product ID match), and (2) the IT center then identifying
the linked encryption and sending appropriate reading instructions to the reader for a
second reading operation (i.e., the reading of the invisible encrypted product or material
ID). If the reader-detected encryption information matches the stored encryption
information (associated with the product ID read in the first reading operation) in the IT
center, then the reader may get an “OK” or “valid” signal indicating an authentic
product/package. However, if there is no match at this second level of checking, then an
early warning signal may be sent to the reader to indicate the presence of a possible
counterfeit product/package. Therefore, when a counterfeiter copies the barcode, the
copied barcode will be without the necessary encryption, thereby immediately signaling

an authentication failure.

[0053] In an alternative embodiment, a three dimensional (“3D”) barcode may be
used instead of a 2D version for additional security and information storage. It is
observed that a 3D barcode may contain significantly more information than a 2D
barcode because of the availability of many more variables for manipulation in a 3D

representation. Various parameters and/or attributes of a 3D barcode may be varied to
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accomplish unique coding. Such pararneters and attributes may include, for example, any
of the x, y, or z dimensions of a cube, rectangular block, or other geometric shape, the
spacing between two blocks, the number of blocks, the number of x, y, or z columns of
the entire structure, the thickness (i.e., depth) of a block, etc. An exemplary placement of

encrypted invisible blocks is also illustrated in the 3D barcode embodiment of Figure 1C.

[0054] Various methods may be used to write the 3D barcodes including, for
example, photolithography, two-photon writing method, inkjet printing, embossing,
engraving, stamping, etc;. Depending on the method of writing, the bars may be applied
to the surface of the product/package or the surface may be suitably deformed to create
the bars. In the case of inkjet printing, wells of inks of different compounds (some
fluorescent for an invisible encryption portion) of fast-drying material may be used to
write the barcode in a 3D form using a layer-by-layer approach. In one embodiment, a
reader of such 3D barcode may employ confocal imaging to obtain the depth information
in addition to the length and width information for the blocks constituting the 3D
barcode. In another embodiment, the reader may include a displacement sensor or
charge-coupled device (“CCD”) sensor with, for example, a laser as an illumination
source. An ultrasonic distance measuring device may also be employed in the 3D
barcode reader unit. It is preferable that a 3D barcode reader be capable of distinguishing
various raised bars (with and without gpacing between two adjacent bars) and also

distinguishing between bars of different height/width/depth.

[0055] As in the case of the 2D barcode, the IT center may instruct the product
manufacturer or bar code writing device what and how to write the 3D barcode with the
invisible encryption material on the product itself and/or the package. The IT center may
also store the written information and link it with the production- or product-related
information to assist in future authentication of the product/package as was the case in the
embodiment with 2D barcodes. In case of writing 2D or 3D barcodes directly on a

medical, pharmaceutical, or food product, it may be desirable to obtain necessary
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approvals from appropriate state and federal public health authorities, such as the U.S.
Food and Drug Administration (“FDA”). The authentication verification process for
products/packages with 3D barcodes may also be a two-step process similar to that

discussed hereinbefore for the 2D barcodes.

[0056] The readers for the 2D and/or 3D barcodes according to the teachings of the
present disclosure may be in the form of hand-held/portable readers or in the form of
stationary readers. In one embodiment, a retail pharmacy store may provide a free drug
authentication checking service to its patrons whenever a patron decides to determine
authenticity of a drug. Such situations may arise, for example, when the patron has
bought the drug online over the Internet and would like to make sure that the purchased
drug is authentic. Such an on-demand drug authentication checking service by the retail
pharmacy store may be part of a goodwill gesture to its patrons and also to generate more
business for its own retail drug division if the customer finds out that the internet-
purchased drug is not authentic. As part of such a typically free service, the pharmacy
store may provide a hand-held reader to the patron for authentication verification in a do-
it-yourself manner. Alternatively, the pharmacy store may place a stationary “booth” or
kiosk (e.g., similar to typical free blood-pressure monitoring units in pharmacy stores)
containing a 2D/3D barcode reader capable of synchronizing with the IT center (e.g.,
through a secure internet connection) and reading the 2D or 3D barcodes printed on
products and/or packaging according to the teachings of the present disclosure. Again,
the authentication verification using this kiosk may also be in a do-it-yourself manner,
but patrons needing assistance with the operation of the kiosk may be provided
appropriate help by the pharmacy personnel as a goodwill gesture. The kiosk may be
placed at a location near the pharmacy dispatch counter allowing the patron to access the
pharmacist on duty with any questions and also to assist the patron in choosing the right
product in case the patron’s product turns out to be counterfeit. Other business
establishments (e.g., a mall, a sporting goods store, a specialty clothing store, a bank,

etc.) may also offer such free on-demand authentication for relevant products of interest
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(e.g., jewelry, precious stones, premium watches, sborting goods, specialty line of
clothing, money, financial instruments, etc.) so as to attract patrons into the establishment
and to offer them additional product selections. A fee-based service providing product
authentication according to the teachings of the present disclosure may be offered by a

business establishment if so desired.

[0057] Figure 6 shows a block diagram of an overview of a system according to an
embodiment of the disclosure. The kinsk 601 may be a strand-alone kiosk, for example
in a shopping mall, or it may be an intagral part of a distribution point for a product, such
as a pharmacy. The kiosk may be connected to an IT Center 603 via a network 602 such
as the internet. The kiosk preferably includes a reader, more preferably a passive reader,
as described herein. As discussed above, information flows between the kiosk and the IT
Center via the network. The kiosk reader may have a security system or security
protocols so that the IT Center can be assured that the reader and/or kiosk (if an integral
unit) is authentic and not a hacker attempting to gain access to the IT Center. A user of
the kiosk may be charged a fee to determine if a product is authentic. The authentication

procedure may include an authentication procedure discussed herein.

[0058] Figure 7 is a flow diagram according to an embodiment of the disclosure.
At block 701, an object is received from a user for the determination of the authenticity
of the product. At block 702, an identifying mark or an identification mark may be read
by a reader device to thereby obtain a first set of information. The reader device may be
located at a distribution point for the product. This first set of information may be
obtained from a first portion of the identifying mark or it may be obtained from another
mark on the product. At block 703, the first information is transmitted to a remote
location, such as an IT Center as described herein. At block 704, at the remote location a
second set of information may be determined from the received first set of information.
As a non-limiting example, the remote location may use the first set of information to

access a look-up table or as input to an algorithm to thereby determine the second set of
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information. At block 705, the second set of information is transmitted by the remote
location and received by the reader device. At block 706, the reader device uses the
second set of information to obtain a third set of information from a second portion of the
identifying mark or from a separate mark on the product and/or the packaging therefor.
At block 707, the reader device transmits the third set of information to the remote
location. At block 708, the remote location receives the third set of information and
using the third set of information determines if the second portion of the identifying
mark, for example, includes an encrypied feature and then verifies the authenticity of the
encrypted feature. Optionally, and not shown in Figure 7, the remote location may send a

signal to the reader device indicating the authenticity or lack thereof of the product.

[0059] The above description is not intended and should not be construed to be
limited to the examples given but should be granted the full breadth of protection
afforded by the appended claims and equivalents thereto. Although the disclosure is
described using illustrative embodiments provided herein, it should be understood that
the principles of the disclosure are not limited thereto and may include modification

thereto and permutations thereof.
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1. A method for providing counterfeiting protection for an object, comprising

the steps of:

(a)  accessing an object including an identifying mark having a first portion and

a second portion wherein said second portion includes an encrypted feature;
(b)  reading the first portion to thereby obtain a first set of information;
(c) transmitting the first set of information to a remote location,;
(d)  receiving from the remote location a second set of information; and

(e) reading the second portion using the second set of information to thereby

determine the authenticity of the object.

2. The method of Claim 1 wherein the composition of the second portion
includes a parameter that is a function of at least one of: a location of the second portion
on the object, an orientation of the second portion on the object, and an attribute of the

second portion.

3. The method of Claim 2 wherein the attribute is chosen from the group
consisting of: shape, size, dimensionality, material, spectral fingerprint, and encrypted

feature.
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4, The method of Claim 1 wherein the step of reading the second portion

comprises the steps of:

(e)(i) reading the second portion using the second set of information to thereby

obtain a third set of information,;
(e)(ii) transmitting the third set of information to the remote location; and

(e)(iii) receiving from the remote location an indication of the authenticity of the

object.

5. The method of Claim 1 wherein one of the first and second portions is

affixed to a package for the object.

6. The method of Claim 1 wherein a dimension for one of the first and second

portions is approximately one micrometer.

7. The method of Claim 1 wherein the first portion includes at least one of:
object name, object type, object batch number, location of manufacture, date of
manufacture, time of manufacture, date of expiration, and at least one of the object

ingredients.

8. The method of Claim 1 wherein the second portion includes at least one of

a fluorescent material and a Raman-scattering material.

9. The method of Claim 8 wherein the determination of authenticity is a
function at of least one of: a wavelength of emission from the fluorescent material, a
wavelength of the Raman-scattering from the Raman-scattering material, an intensity of
emission from the fluorescent material, an intensity of the Raman-scattering from the
Raman-scattering material, a chemical image of the second portion, and combinations
thereof.
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10.  The method of Claim 1 wherein the second portion is invisible in the visual

wavelength range.

11. The method of Claim 1 wherein the second portion includes a two-

dimensional barcode.

12.  The method of Claim 1 wherein the second portion includes a three-

dimensional barcode.

13.  The method of Claim 12 wherein the three-dimensional barcode is affixed
by a method chosen from the group consisting of: photolithography, two-photon writing,

inkjet printing, embossing, engraving, and stamping.

14. The method of Claim 1 wherein the second portion comprises a fluorescent
material having a first spectral fingerprint at a first location within the second portion and

a second spectral fingerprint at a second location within the second portion.

15.  The method of Claim 1 wherein the second portion comprises a first
fluorescent material having a first spectral fingerprint and a second fluorescent material

having a second spectral fingerprint.

16.  The method of Claim 1 wherein the second portion comprises a Raman-
scattering material having a first spectral fingerprint at a first location within the second

portion and a second spectral fingerprint at a second location within the second portion.

17. The method of Claim 1 wherein the second portion comprises a first
Raman-scattering material having a first spectral fingerprint and a second Raman-

scattering material having a second spectral fingerprint.

18.  The method of Claim 1 wherein the second portion comprises a Raman-
scattering material having a first spectral fingerprint and a fluorescent material having a

second spectral fingerprint.

27



WO 2007/078934 PCT/US2006/048378

19.  The method of Claim 1 wherein the object is chosen from the group
consisting of: pharmaceuticals, chemicals, biological material, food, food additives,
spices, cosmetics, perfumes, paper money, coins, credit cards, digital video discs,

compact discs, audio tapes, video tapes, electronic devices, and works of art.

20.  The method of Claim 1 wherein the step of reading the second portion

includes illuminating the second portion with photons of a predetermined wavelength.

21.  The method of Claim 20 wherein the predetermined wavelength is in a
range of wavelengths consisting of: near infrared light, infrared light, visible light,

ultraviolet light.
22.  The method of Claim 20 wherein the illuminating photons are from a laser.
23. The method of Claim 1 wherein steps (c) and (d) are replaced with:
(c)(i) transmitting the first set of information to said remote location;
(c)(ii) receiving the first set of information at said remote location;

(c)(iii) determining at said remote location a second set of information based on

the received first set of information;
(c)(iv) transmitting the second set of information from the remote location; and
(d) receiving from the remote location the second set of information.

24.  The method of Claim 1 wherein the step of reading the second portion
includes forming a spatially accurate wavelength-resolved image of at least a part of the

second portion.
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25. A method comprising:

(a) providing an item with an identifying mark affixed thereto to a user,
wherein said identifying mark has a first portion and a second portion and wherein said

second portion includes an encrypted feature; and
(b)  instructing said user to perform the following after receiving said item:
(i) read the first portion to thereby obtain a first set of information;
(ii)  transmit the first set of information to a remote location;
(iii) receive from the remote location a second set of information; and

(iv) read the second pertion using the second set of information to

thereby determine the authenticity of the object.
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26. A method for determining authenticity of an object, comprising:
reading an identifying mark on an object;
determining if the identifying mark includes a first portion and a second portion;

determining if the second portion includes a feature encrypted according to a

predetermined encryption method;

indicating a lack of authenticity of the object upon the occurrence of one or more
of the following: an absence of said first portion on said object, an absence of said
second portion on said object, or an absence of said feature encrypted according to the

predetermined encryption method on said object; and

indicating authenticity of the object upon the occurrence of all of the following: a
determination that said first portion is on said object, a determination that said second
portion is on said object, and the determination that said feature encrypted according to

the predetermined encryption method is on said object.

27.  The method of Claim 26 wherein one of the first and second portions is

affixed to a package for the object.

28.  The method of Claim 26 wherein a dimension for one of the first or second

portions is approximately one micrometer.

29.  The method of Claim 26 wherein the first portion includes at least one of:
object name, object type, object batch number, location of manufacture, date of
manufacture, time of manufacture, date of expiration, and at least one of the object

ingredients.

30.  The method of Claim 26 wherein the second portion includes at least one of

a fluorescent material and a Raman-scattering material.
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31. The method of Claim 30 wherein the step of indicating authenticity
includes a determination of at least one of: a wavelength of emission from the
fluorescent material, a wavelength of the Raman-scattering from the Raman-scattering
material, an intensity of emission from the fluorescent material, an intensity of the
Raman-scattering from the Raman-scattering material, a chemical image of the second

portion, and combinations thereof.

32.  The method of Claim 26 wherein the second portion is invisible in the

visual wavelength range.

33.  The method of Claim 26 wherein the feature includes a two-dimensional

barcode.

34.  The method of Claim 26 wherein the feature includes a three-dimensional

barcode.

35.  The method of Claim 34 wherein the three-dimensional barcode is affixed
by a method chosen from the group consisting of: photolithography, two-photon writing,

inkjet printing, embossing, engraving, and stamping.

36.  The method of Claim 26 wherein the determining if the second portion

includes a feature encrypted according to a predetermined encryption method includes:

determining if the second portion comprises a fluorescent material having a first

spectral fingerprint at a first location within the second portion; and

determining if the second portion comprises a fluorescent material having a

second spectral fingerprint at a second location within the second portion.
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37.  The method of Claim 26 wherein the determining if the second portion

includes a feature encrypted according to a predetermined encryption method includes:

determining if the second portion comprises a first fluorescent material having a

first spectral fingerprint; and

determining if the second portion comprises a second fluorescent material having

a second spectral fingerprint.

38.  The method of Claim 26 wherein the determining if the second portion

includes a feature encrypted according to a predetermined encryption method includes:

determining if the second portion comprises a Raman-scattering material having a

first spectral fingerprint at a first location within the second portion; and

determining if the second portion comprises a second spectral fingerprint at a

second location within the second portion.

39.  The method of Claim 26 wherein the determining if the second portion

includes a feature encrypted according to a predetefmined encryption method includes:

determining if the second portion comprises a first Raman-scattering material

having a first spectral fingerprint; and

determining if the second portion comprises a second Raman-scattering material

having a second spectral fingerprint.
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40.  The method of Claim 26 wherein the determining if the second portioﬁ

includes a feature encrypted according to a predetermined encryption method includes:

determining if the second portion comprises a Raman-scattering material having a

first spectral fingerprint; and

determining if the second portion comprises a fluorescent material having a

second spectral fingerprint.

41.  The method of Claim 26 wherein the object is selected from the group
consisting of: pharmaceuticals, chemicals, biological material, food, food additives,
spices, cosmetics, perfumes, paper money, coins, credit cards, digital video discs,

compact discs, audio tapes, video tapes, electronic devices, and works of art.

42.  The method of Claim 26 wherein the step of determining if the second
portion includes a feature encrypted according to a predetermined encryption method

includes illuminating the second portion with photons of a predetermined wavelength.

43.  The method of Claim 42 wherein the predetermined wavelength is in a
range of wavelengths consisting of: near infrared light, infrared light, visible light, and

ultraviolet light.

44.  The method of Claim 42 wherein the illuminating photons are from a laser.
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45.  The method of Claim 26 wherein the steps of determining if the identifying
mark includes a first portion and a second portion and determining if the second portion
includes a feature encrypted according to a predetermined encryption method are

replaced with:

reading a first portion of the identifying mark to thereby obtain a first set of

information;
transmitting the first set of information to a remote location;

determining at the remote location a second set of information based on the

received first set of information;
receiving from the remote location the second set of information; and

reading a second portion of the identifying mark using the second set of

information.

46.  The method of Claim 26 wherein the step of determining if the second
portion includes a feature encrypted according to a predetermined encryption method
includes forming a spatially accurate wavelength-resolved image of at least a part of the

second portion.

47.  The method of Claim 26 further comprising charging a fee for determining

authenticity of said object.

34



WO 2007/078934 PCT/US2006/048378
1/8

Figure 1A
PRIOR ART




WO 2007/078934 PCT/US2006/048378
2/8

O

Ll

o

=

S

L

3
N

NN m

N -

o

>
Ko

& Iy

120



WO 2007/078934 PCT/US2006/048378
3/8

210

220

Figure 2



PCT/US2006/048378

WO 2007/078934

4/8

Jatunsuo)

£ ainbi4

TN

09¢e

00E

1

ove

—

13UUEdS

A

Dee

10nqusia

8z¢e

L wl eusn uoneonuayiny

0z¢e

!

Jainpejnuep

oie




PCT/US2006/048378

WO 2007/078934

5/8

0sy

0Lv

Hoday

Lofuayiny

suew Buikipuep) sy}
jo uotod puodas auy) pesay

¢ 81nbi1

ovv

LOjJeuLIojul JO }J8S PUOodes
spuas Jajued uonespusyny

ocy

I9)uas uoneosnuayne o)
uoneuLIoju} Jo 3es s pues

3

ocy

uopewIo}
jJo)9s s B URIqO

A

oLy

yew Buifnuep) ey) ueog




PCT/US2006/048378
6/8

WO 2007/078934

G a.inbiH

1 uoneuwou-q} {eusietuonpoid paydAioua jeuifiyo i
I Jo Buypuey Aue jnoyym ssaiaep saissed 94 00| oq Aew soep Buipees sy} se [jam se Buupa (q) _
soinquystp
"l 10 J2INOBINUELL JOU ‘181U PUBLLWOD BAROE Ajuo ay) aq Aew (Aued pi e “6°8) Jajuso-1 | (&) 810N |“
£0g 209 106
wnses | A
soeyo Ayonuayine Buikeldsig <« | ainpadoid wee/Ajunoas
| 1O UOIBAIOE ‘JnSa1 %0810

Ayopuayine yonpoud | Aonuayine uo Buipuads( «
Buipiebas yoeqpas) bunes <« |
. | aIs JojnausIp o} Jjnsal
Jajued- || 0} uojewojy I yoayo Aonusyine Bulpuss g
_psjdAious Buipuss pue Buipeay « , pue a)is JoNAUISIP 1B s58204d |Jeusjew asusasaiony
I ‘ajdwiexa 10§ ‘yim
! usnum &q (Im uoneuuoul-q|
“ onpaid peydlioua siqisiAl <
_

¥oayo qi/Buipeas Guunp
(sl ‘renoads) ai oy jeusiew (1) uoneuLo-gl Bunoayn <«
(loquifs peydArous) -ebeuw (1)

‘peas-cyaseym) Gi-jeneds &) aseq

‘uojeudoju-(q) paydAinua BlEp U} 8]S-1] JB uopeuLojul - suoponIsu
Buipeas 10) suoponnsu Bumed « ( -(Jf 1onpoud Bupio)g <« J8)UB0-| | Uo paseq
| ’ uonewwou-qf onpoud
Jopua9-11 ayy oy )l Bupuss _ ays Buunioejnuewt paljdAiaus-uopeuLLoul
pue uofjeuoju; uonosnpoxd I e uoneuuojul-(| 1onposd uonanpoud piepuejs
anss| ajqisia prepue)s Buipeay « ¢ Bunum to} uoneuuoyy) ulpues « 0} jeuonippe-BunUAy  «
Jeyouno) :(enyssed) Jonqusia | :(eAjoe) 18)ua0-1| :(eajssed) seinyoeinuely

_ _
A m:_vmmmAA mctoumAA Bunipn




WO 2007/078934 PCT/US2006/048378
7/8

IT
CENTER
603

602
Figure 6

NETWORK

KIOSK
601




PCT/US2006/048378

WO 2007/078934

8/8

801

0.

904

/ @inbi4

NOILYOO01 310N3d

WOYd O4NI and ADYH

J4N1V34 A31LdAHONS
40 ALIDILNIHLINY
AdIY3A ANY 3ENLY3S
J31dAdON3 S3ANTONI
NOILHOd anc 4l ANINYEI13d

O4NI 40 13S 1st INOYA
O4NI 40 13S ond ANINY313A
‘NOILYDOT ILOWIY LY

‘NOILYDO1 310NN 1Y

NOILYOO1 3103
OL OdNI au€ LINX

AHVIA dI 40 NOILHOd
an¢ NOYH- O4ANI 40

NOILYOO1 ALON3Y
Ol O4NI 1sl 1INX

AHVYIN Al 40 NOILHOd
1sl INOH4 O4NI 40 L3S isl)

NIVL1E0 OL MyVvIN dl av3ad

13S au€ NIVLE0 OL MHVvIN
Al dv3d O4NI and ONISN

434SN WOXA
1953rdo 3AIZ03

G0L

0L

€0L

¢c0.

104



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - claims
	Page 31 - claims
	Page 32 - claims
	Page 33 - claims
	Page 34 - claims
	Page 35 - claims
	Page 36 - claims
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - drawings
	Page 44 - drawings

