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device are in proximity to one another as well as determine
whether a policy should be applied to the companion device
based upon whether it is in proximity to the anchor device.
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ENFORCEMENT OF PROXIMITY BASED POLICIES

By: Joshua Pelkey

BACKGROUND

[0001] Computing devices, such as smartphones, laptop computers, efc., can be equipped
with various functionalities and capabilities. For example, applications can be installed upon
a computing device, such as a game application, enterprise application, or other type of
software application. Computing devices may also be equipped with one or more network

interfaces that facilitate communication with other computing devices via a network.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] Many aspects of the present disclosure can be better understood with reference to the
following drawings. The components in the drawings are not necessarily to scale, with
emphasis instead being placed upon clearly illustrating the principles of the disclosure.
Moreover, in the drawings, like reference numerals designate corresponding parts throughout
the several views.

[0003] FIG. 1 is a drawing of a networked environment according to various embodiments
of the present disclosure.

[0004] FIG. 2 is a diagram illustrating an example scenario according to various
embodiments of the present disclosure.

[0005] FIGS. 3A-3D are diagrams illustrating example scenarios according to various

embodiments of the present disclosure.
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[0006] FIGS. 4-6 are flowcharts illustrating examples of functionality implemented as
portions of the policy server and agent application according to various embodiments of the

present disclosure.

DETAILED DESCRIPTION

[0007] The present disclosure is directed to enforcing proximity based policies on computing
devices such as smartphones, laptop computers, desktop computers, wearable computing
devices, or any other computing device. A proximity based policy, in the context of the present
disclosure, comprises a policy whereby proximity to a certain geographic location or proximity
to a particular computing device is required in order for certain functionality to be enabled in
a computing device. In other words, a companion device or a slave device can be required to
be in proximity to an anchor device or master device in order for certain functionality to be
enabled on the companion device. In some embodiments, proximity, or lack thereof, to a
companion device can also trigger the selection of a device management policy that can be
imposed on or selected on behalf of the companion device.

[0008] An example of a scenario in which such a policy can be employed is the case of a
parent wishing to facilitate the monitoring or metering of usage of a device by a child. For
example, a parent may wish to impose a policy in which a device associated with the child is
able to use a browser application only when the device associated with the child is in proximity
to another device that is associated with the parent. In such a scenario, the parent’s device can
be designated as an anchor device and the child’s device can be designated as a companion
device. In order for a particular functionality to be enabled within the companion device,
embodiments of the disclosure can require proximity of the companion device to the anchor
device. Proximity can be determined by a policy server that receives location indications from

the anchor device and the companion device.
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[0009] Such location indications can comprise geolocation data obtained from a positioning
system associated with the respective devices. Such location indications can also include an
indication of whether a particular device has received an acknowledgement or ping directly
from the other device using a localized communication interface or a network connection. For
example, a localized communication interface can comprise a Bluetooth capability, a near-field
communication (NFC) interface, a radio-frequency identification (RFID) read or write
capability, or any other localized communication interface as can be appreciated. If the devices
are out of communication range via the localized communication interface, one or both of the
anchor device or companion device can communicate a location indication the policy server
that the devices are no longer in proximity to one another.

[0010] With reference to FIG. 1, shown is a networked environment 100 according to various
embodiments. The networked environment 100 includes a computing environment 103, an
anchor device 106, and a companion device 107 which are in data communication with each
other through a network 113. The network 113 includes, for example, the Internet, one or more
intranets, extranets, wide area networks (W ANS5), local area networks (LANs), wired networks,
wireless networks, other suitable networks, or any combination of two or more such networks.
For example, such networks may comprise satellite networks, cable networks, Ethernet
networks, telephony networks, and other types of networks.

[0011] The computing environment 103 may comprise, for example, a server computer or
any other system providing computing capability. Alternatively, the computing environment
103 may employ multiple computing devices that may be arranged, for example, in one or more
server banks, computer banks, or other arrangements. Such computing devices may be located
in a single installation or may be distributed among many different geographical locations. For
example, the computing environment 103 may include multiple computing devices that

together form a hosted computing resource, a grid computing resource, and/or any other
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distributed computing arrangement. In some cases, the computing environment 103 may
correspond to an elastic computing resource where the allotted capacity of processing, network,
storage, or other computing-related resources may vary over time. The computing environment
103 may also include or correspond to one or more virtualized server instances that are created
in order to execute the functionality that is described herein.

[0012] Various systems and/or other functionality may be executed in the computing
environment 103 according to various embodiments. Also, various data is stored in a data store
116 that is accessible to the computing environment 103. The data store 116 may be
representative of a plurality of data stores 116. The data stored in the data store 116, for
example, is associated with the operation of the various systems and/or functional entities
described below.

[0013] A device management system 119 and/or other systems may be executed in the
computing environment 103. The device management system 119 may be executed to manage
and/or oversee the operation of multiple anchor devices 106 and/or companion devices 107.
For example, an employer may operate the device management system 119 to ensure that the
anchor devices 106 and/or companion devices 107 of its employees are operating in compliance
with various compliance rules. By ensuring that the devices of its employees are operated in
compliance with the compliance rules, the employer may control and protect access to various
data. As another example, a device manufacturer or software provider may operate the device
management system 119 and provide device management capabilities for consumers. For
example, a parent may wish to monitor or restrict usage of a device of a child or another user
in a household. The device management system 119 may also facilitate access to email,
calendar data, contact information, documents, or other data to which an enterprise or other
organization may wish to provide access by users via devices such as smartphones, computing

devices, a device executing a browser application, mobile application, ezc.
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[0014] In one embodiment, the device management system 119 may provide a management
console 123 and/or other components. The management console 123 may facilitate operation
and control of the device management system 119. For example, the management console 123
may generate one or more user interfaces that are rendered on a display device (not shown) or
accessible using a browser executed by another computing device. Such user interfaces may
facilitate entering commands or other information to facilitate configuration of the device
management system 119. For example, a user may configure a proximity policy using a user
interface generated by the management console 123.

[0015] The computing environment 103 may also execute a policy server 126 that facilitates
the management of proximity based policies on behalf of users or organizations. The policy
server 126 can obtain an indication of a location of various devices that are managed by the
device management system 119 as well as determine whether policies are in place with respect
to proximity of a particular device relative to another device. The policy server 126 can also
transmit commands, or a security command 171, that specify a capability that can be enabled
and/or disabled in a companion device 106 in response to detection of the proximity of a
companion device 107 to an anchor device 106. In some embodiments, the policy server 126
can be implemented as functionality or logic that is embedded within the device management
system 119. In some embodiments, the policy server 126 can also be implemented as a library
for which an application programming interface (API) is provided and with which the
functionality of the policy server 126 can be invoked by the device management system 119 or
any other application or service. Some embodiments may also include the functionality of the
policy server 126 being implemented within the anchor device 106 or the companion device
107 by an application executed therein.

[0016] The computing environment 103 may also execute other applications to facilitate

interactions with an anchor device 106 or companion device 107, such as an application
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distribution service that distributes applications and/or updates for applications to the devices,
a mail server that provides email services and/or functionality, a document storage application
that provides remote document storage capability for users, or other applications or services
that can be deployed to provide services for its users. Description of such applications or
services is not necessary for a complete understanding of embodiments of the disclosure.
[0017] The data stored in the data store 116 may include user account data 129, and/or other
information. The user account data 129 can include data associated with a user account, such
as user profile information as well as information device identifiers 133, proximity policies 134
and other user account data. User profile information can include information about a user’s
address or location, permissions, and/or privileges with respect to usage of an enterprise device.
User profile information can also include access settings such as authentication credentials,
delegation settings (e.g., information about other users who may be provided access to the user
account data 129 of a particular user), etc.

[0018] User account data 129 can also include information about a user account within the
computing environment 103. For example, the user account may be associated with an email
address or other identifier that is assigned by the computing environment 103. User account
data 129 can also include other account settings, such as biographical or demographic
information about a user, password reset information, multi-factor authentication settings, and
other data related to a user account as can be appreciated. User account data 129 can also
include other forms of data associated with users of an enterprise’s computing resources that
are not shown, such as a user’s mailbox data, calendar data, contact data, and other user data.
For example, mailbox data includes data associated with one or more mailboxes corresponding
to a user account of a user.

[0019] The user account data 129 may also include information regarding one or more

devices that are associated with a user’s account, or device data 133. Such information can be
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stored as device identifiers, which can comprise any information from which a particular
computing device can be identified by the proxy server 126 and/or device management system
119. For example, a device identifier may be a unique hardware identifier such as a GUID
(Globally Unique Identifier), UUID (Universally Unique Identifier), UDID (Unique Device
Identifier), serial number, IMEI (Internationally Mobile Equipment Identity), Wi-Fi MAC
(Media Access Control) address, Bluetooth MAC address, a CPU ID, and/or the like, or any
combination of two or more such hardware identifiers. Accordingly, a particular user account
may be associated with multiple anchor devices 106 and/or companion devices 107 for which
proximity policies 134 can be defined. Device data 133 can also include, for example, the
identification of the particular applications that are installed in the anchor devices 106 and/or
companion devices 107, historical data regarding the operation of the anchor devices 106
and/or companion devices 107, and/or other information.

[0020] User account data 129 can also include proximity policies 134. A proximity policy
134 can identify at least two devices associated with a particular user account. The proximity
policy 134 can identify one of the devices as an anchor device 106 and another of the devices
as a companion device 107. The proximity policy 134 can further specify a policy that can be
placed upon the anchor device 106 and/or the companion device 107 when the devices are
within proximity to one another. The proximity policy 134 can also specify a different policy
that can be placed upon the anchor device 106 and/or the companion device 107 when the
devices are not within proximity to one another.

[0021] The proximity policy 134 can also define a level of proximity necessary in order for
an anchor device 106 and companion device 107 identified by a proximity policy 134 to be
considered in proximity to one another. For example, in one embodiment, proximity of an
anchor device 106 to a companion device 107 may be detected through a respective Bluetooth

interface of the anchor device 106 and companion device 107. Accordingly, the proximity
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policy 134 can specify that a periodic ping or acknowledgement must be exchanged by the
devices and such a ping or acknowledgement must be associated with a minimum signal
strength. As another example, the proximity policy 134 can specify that in order to be
considered in proximity to one another, that a ping or acknowledgement must be exchanged by
the companion device 107 and anchor device 106 within a certain threshold time period.
[0022] The proximity policy 134 can also specify that the anchor device 106 and companion
device 107 be within a certain geographic distance of one another based upon geolocation data
that is reported by respective positioning systems (e.g., global positioning system capability).
The proximity policy 134 can also specify that the anchor device 106 and companion device
107, in order to be considered in proximity with one another, should be associated with a
common internet protocol (IP) address or an IP address within a certain range of one another.
The proximity policy 134 can also specify that the anchor device 106 and companion device
107 be connected to the same router, switch or Internet gateway device in order to be
considered in proximity with one another.

[0023] A proximity policy 134 can also specify actions that should be taken in response to a
determination that the anchor device 106 and companion device 107 identified by the proximity
policy 134 are not in proximity with one another to a degree specified by the proximity policy
134. For example, a proximity policy 134 can specify that if the devices are in proximity with
one another, then a particular application can be used or executed on the companion device 107
but that the particular application cannot be used or executed if the devices are not in proximity.
For example, the proximity policy 134 can specify that a browser application, a particular game
application, or any other application can only be launched by the companion device 107 when
it is determined to be in proximity with the anchor device 106. Otherwise, the particular

application can be disabled.
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[0024] As another example, a proximity policy 134 can specify that if an anchor device 106
and companion device 107 are not in proximity with one another, that a hardware or software
capability of the companion device 107 should be disabled. For example, the proximity rule
134 can specify that a network capability or an ability to access a local or wide area network
should be disabled. In other words, the proximity rule 134 can specify that Internet access of
the companion device 107 should be disabled. A proximity policy 134 can specify that if the
anchor device 106 and companion device 107 are not in proximity, that a security requirement
can be imposed upon the user, such as locking the display of the companion device 107 and
requiring a password or personal identification number (PIN) to be entered in order for the
companion device 107 to be accessed by the user. As another example of security requirement,
one or more of various capabilities of the device can be disabled, such as a camera, Bluetooth
interface, or other capabilities of the companion device 107.

[0025] The anchor device 106 and companion device 107 are representative of multiple client
devices that may be coupled to the network 113. The anchor device 106 may comprise, for
example, a processor-based system such as a computer system. Such a computer system may
be embodied in the form of a desktop computer, a laptop computer, a personal digital assistant,
a mobile phone (e.g., a “smartphone”), wearable computing device, a set-top box, a music
player, a web pad, a tablet computer system, a game console, an electronic book reader, or any
other device with like capability. The anchor device 106 and companion device 107 may
include a display that comprises, for example, one or more devices such as liquid crystal display
(LCD) displays, gas plasma-based flat panel displays, organic light emitting diode (OLED)
displays, LCD projectors or other types of display devices.

[0026] The anchor device 106 and companion device 107 may be configured to execute one
or more applications 141, an agent application 143, and/or other components. An application

141 may comprise, for example, one or more programs that perform various operations when
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executed in the anchor device 106 or companion device 107. Such an operation may comprise,
for example, storing data, reading data, controlling a component for an anchor device 106
and/or companion device 107, and/or other functionality. An application 141 may perform
some operations by initiating functions that are performed by an operating system in the anchor
device 106 and/or companion device 107. An application 141 may initiate operating system
functions by, for example, performing API calls. An application 141 can include any software
that can be installed upon the anchor device 106 and companion device 107, such as a mail
application, a browser application, a game, and other types of applications.

[0027] The agent application 143 may be executed on the anchor device 106 and companion
device 107 to oversee, monitor, and/or manage at least a portion of the resources for the anchor
device 106 and companion device 107. The agent application 143 may be executed by the
anchor device 106 and companion device 107 automatically upon startup of the respective
device. Additionally, the agent application 143 may run as a background process in the anchor
device 106 and companion device 107. In other words, the agent application 143 may execute
and/or run without user intervention. Additionally, the agent application 143 may
communicate with the device management system 119 and policy server 126 in order to
facilitate the management of the respective devices by the policy server 126 and/or device
management system 119. For example, the agent application 143 can enforce proximity
policies 134 that are specified for a particular anchor device 106 and/or companion device 107
on behalf of the policy server 126. In one scenario, the proximity policies 134 can be stored
on an anchor device 106 or a companion device 107, which can enforce the proximity policy
134 by issuing a security command 171 through the agent application 143 in response to
detecting that the companion device 107 is no longer in proximity to the anchor device 106. In

this scenario, a proximity policy 134 can be enforced upon an anchor device 106 or a
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companion device 107 without requiring a location indication 169 to be provided to a policy
server 126 that is executed by the computing environment 103.

[0028] Next, an additional description of the operation of the various components of the
networked environment 100 is provided. To begin, a proximity policy 134 can be defined that
specifies a policy that can be applied to an anchor device 106 and/or companion device 107
when the anchor device 106 and companion device 107 are in proximity to one another. In
order to determine whether the anchor device 106 and companion device 107 are in proximity
to one another, the policy server 126 can rely upon location indications 169 that are received
from the agent application 143 or any other application executed by the anchor device 106 and
companion device 107. The agent application 143 can be configured to periodically generate
a location indication 169 that corresponds to a location of the anchor device 106 and/or
companion device 107, respectively. The location indication 169 can also comprise an
indication of whether the anchor device 106 and companion device 107 are in proximity to one
another irrespective of the geographic location of the anchor device 106 and companion device
107.

[0029] A location indication 169 can comprise geolocation data obtained by the agent
application 143 from a positioning system associated with the anchor device 106 and
companion device 107, respectively. Accordingly, the policy server 126 can determine
whether the anchor device 106 and/or companion device 107 are in proximity to one another
based upon whether the geolocation data reflects that the anchor device 106 and/or companion
device 107 are within a threshold distance from one another. In some embodiments, the
proximity policy 134 associated with the anchor device 106 and/or companion device 107 can
also specify such a threshold distance.

[0030] A location indication 169 can also comprise a network location of the anchor device

106 and companion device 107, respectively, such as an IP address or IP address subnet, a
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service set identification (SSID) of a wireless network to which the anchor device 106 and
companion device 107 are respectively connected. A network location can also include any
other aspects of a network interface or network connection of the anchor device 106 and
companion device 107, respectively, to the network 113. Accordingly, the policy server 126
can determine whether the anchor device 106 and/or companion device 107 are in proximity
to one another based upon the parameters of the network location of the anchor device 106
and/or companion device 107.

[0031] A location indication 169 can also include information about whether a ping or
acknowledgement sent through a localized communication interface, such as Bluetooth, has
been sent or received to or from the anchor device 106 and companion device 107, respectively.
The agent application 143 can be configured to generate a ping that is transmitted from the
anchor device 106 to the companion device 107 and vice-versa. Such a ping can be answered
by the anchor device 106 and companion device 107 by an acknowledgement. Such a ping
and/or acknowledgement can be transmitted by the agent application 143 using a localized
communication interface such that they can only be successfully received by the anchor device
106 and/or companion device 107 when the devices are in proximity to one another.

[0032] Accordingly, a corresponding location indication 169 generated by the agent
application 143 can include an indication of whether a previous ping generated by the agent
application 143 executed by one of the anchor device 106 and/or companion device 107 was
acknowledged by the other device. The policy server 126 can determine whether the anchor
device 106 and/or companion device 107 are in proximity to one another based upon whether
a ping was not acknowledged by one or both of the anchor device 106 and/or the companion
device 107. The policy server 126 can also make this determination based upon whether a ping
or acknowledgement of the anchor device 106 and/or companion device 107 has not been

received for a threshold amount of time. The policy server 126 can also make a determination
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regarding proximity of the anchor device 106 and companion device 107 based upon a signal
strength of a received acknowledgement. For example, if a signal strength does not meet a
signal strength threshold, the policy server 126 can determine that the anchor device 106 and
companion device 107 are not in proximity to one another.

[0033] In some embodiments, the agent application 143 executed by the anchor device 106
and/or companion device 107 can generate periodic transmissions that are sent to the other
device using a localized communication interface. Accordingly, in the event that a
transmission has not been received for a threshold amount of time, the agent application 143
can generate a location indication 169 that alerts the policy server 126 that the device from
which the transmission was expected has not been received.

[0034] In response to determining that an anchor device 106 and companion device 107 are
in proximity or not in proximity to one another, the policy server 126 can issue a security
command 171 that instructs the agent application 143 to apply a policy that is specified by the
proximity policy 134 associated with the anchor device 106 and companion device 107. For
example, if the policy server 126 determines that the anchor device 106 and companion device
107 are within proximity to one another based upon location indicators 169 received from the
anchor device 106 and companion device 107, the policy server 126 can issue a security
command 171 to the companion device 107 with respect a functionality that is to be either
enabled or disabled within the companion device 107 by the agent application 143. For
example, the security command 171 can instruct the agent application 143 of the companion
device 107 to enable access to a particular application if the anchor device 106 and companion
device 107 are in proximity to one another.

[0035] Conversely, if the policy server 126 determines, based upon the location indicators
169, that the anchor device 106 and companion device 107 are no longer in proximity to one

another, the policy server 126 can issue a security command 171 to the agent application 143
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as specified by a respective proximity policy 143. Such a security command 171 can include
a restriction that the agent application 143 can enforce upon the companion device 107 or a
security requirement enforced upon the companion device 107 or the user of the companion
device 107. In other words, the security command 171 can restrict a capability of the
companion device 107 as aresult of a lack or proximity to the anchor device 106. For example,
the security command 171 can instruct the agent application 143 to disable a particular
application installed on the companion device 107. The security command 171 can also
instruct the agent application 143 to lock a display of the companion device 107 or impose any
other type of security measure. The security command 171 can also restrict access by a user
of the companion device 107 to content that is stored on the companion device 107, such as
mail, documents, media or other content. Additionally, the security command 171 can restrict
the ability of companion device 107 to communicate with other devices through the network
113.

[0036] Should proximity to the anchor device 106 be reestablished, the policy server 126 can
issue another security command 171 that removes a restriction or enables a particular disabled
functionality of the companion device 107. Additionally, in some embodiments, the agent
application 143 executed by the anchor device 106 can be configured to issue a security
command 171 directly to the companion device 107 or instruct the policy server 126 to issue a
security command 171 that enables or disables certain restrictions or functionality irrespective
of proximity of the anchor device 106 to the companion device 107. In other words, the anchor
device 106, in some embodiments, can override the policy server 126 with respect to proximity
policies 134.

[0037] Referring next to FIG. 2, shown is an example of an anchor device 106 and companion
device 107 that are in proximity to one another. Such proximity is indicated visually in FIG. 2

by the overlapping circles 201 and 203. In the scenario illustrated in FIG. 2, the policy server

14



WO 2016/106150 PCT/US2015/066891

126 can determine that the anchor device 106 and companion device 107 are in proximity to
one another based upon location indicators 169a and 169b received from the anchor device 106
and companion device 107. In the example shown in FIG. 2, the policy server 126 can
determine that the anchor device 106 and companion device 107 are in proximity with one
another and also determine whether a proximity policy 134 is associated with the anchor device
106 and companion device 107. If a proximity policy 134 is associated with the anchor device
106 and companion device 107, the policy server 126 can identify an action associated with
the proximity policy 134 and issue a security command 171 to the companion device 107 that
enables or disables a particular restriction or capability of the companion device 107.

[0038] Continuing the example of FIG. 2, reference is now made to FIG. 3A, which
illustrates a scenario in which the anchor device 106 and companion device 107 are no longer
within the prescribed proximity as defined by the proximity policy 134. As noted above, the
policy server 126 can determine whether the anchor device 106 and companion device 107 are
in proximity based upon location indicators 169¢ and 169d that are received from the anchor
device 106 and companion device 107.

[0039] Therefore, referring to FIG. 3B, because the anchor device 106 and companion device
107 are no longer within proximity to one another as determined by the policy server 126, the
policy server 126 can issue a security command 171 to the companion device 107 that
comprises an action specified by a corresponding proximity policy 134. The proximity policy
134 can specify a capability of the companion device 107 that should be restricted or disabled
now that the companion device 107 is no longer in proximity to the anchor device. The
proximity policy 134 can also identify content stored on the companion device 107 and/or any
other device that should be unavailable to the companion device 107 as a result of the lack of
proximity to the anchor device 106. Accordingly, in the example of FIG. 3B, the policy server

126 can issue a security command 171 to the agent application 143 executed by the companion
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device 107, which can restrict or remove a capability of the companion device 107 on behalf
of the policy server 126.

[0040] FIG. 3C illustrates an alternative scenario in which the anchor device 106 can be
associated with multiple companion devices 107a and 107b. In the depicted scenario, because
the anchor device 106 and companion device 107b are no longer within proximity to one
another as determined by the policy server 126, the policy server 126 can issue a security
command 171 to the companion device 107b that comprises an action specified by a
corresponding proximity policy 134. However, because the anchor device 106 and companion
device 107a are in proximity with one another, the policy server 126 can avoid issuing a
security command 171 to the companion device 107b. As in the previous example, the
proximity policy 134 can specify a capability of the companion device 107a, 107b that should
be restricted or disabled should either companion device 107a or 107b move to a location that
is no longer in proximity to the anchor device 106. Accordingly, in the example of FIG. 3C,
the policy server 126 can issue a security command 171 to the agent application 143 executed
by the companion device 107b, which can restrict or remove a capability of the companion
device 107b on behalf of the policy server 126.

[0041] FIG. 3D presents an alternative scenario in which the anchor device 106 and
companion device 107 are in proximity with one another. In the example of FIG. 3D, although
the policy server 126 has not determined that the anchor device 106 and companion device 107
are not out of proximity with respect to one another, a user, using the anchor device 106, can
cause a security command 171 to be generated and transmitted to the agent application 143
executed by the companion device 107. In this sense, the anchor device 106 can override a
proximity policy 134 that is defined for a particular anchor device 106 and companion device

107.
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[0042] Referring next to FIG. 4, shown is a flowchart that provides one example of the
operation of a portion of the policy server 126 according to various embodiments. It is
understood that the flowchart of FIG. 4 provides merely an example of the many different types
of functional arrangements that may be employed to implement the operation of the portion of
the policy server 126 as described herein. As an alternative, the flowchart of FIG. 4 may be
viewed as depicting an example of elements of a method implemented in the computing
environment 103 (FIG. 1) according to one or more embodiments.

[0043] Beginning with box 401, the policy server 126 can obtain a location indication 169
from an anchor device 106. A location indication 169 can include geolocation data with respect
to the anchor device 106, a network location of the anchor device 106 and/or an indication of
proximity to the companion device 107 based upon data transmissions obtained from the
companion device 107 using a localized communication interface. At box 403, the policy
server 126 can obtain a location indication 169 from the companion device 107. Next, at box
405, the policy server 126 can determine whether a proximity policy 134 exists that identifies
the anchor device 106 and companion device 107.

[0044] If a proximity policy 134 that is associated with the anchor device 106 and companion
device 107 is identified, then at box 407 the policy server 126 determines whether the policy
is violated. Otherwise, the process can proceed to completion at box 414. A proximity policy
134 can be violated should the companion device 107 no longer be in proximity to the anchor
device 106 as defined by the proximity policy 134 and as determined by the proximity server
126. If the proximity policy 134 is violated, then at box 409, the policy server 126 can issue a
security command 171 to the companion device 107. The security command 171 can comprise
a command that instructs the companion device 107 and/or the agent application 143 to modify
and/or restrict a functionality of the companion device 107. Otherwise, if the proximity policy

134 is not violated, then the process can proceed to completion at box 414. At box 411, the
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policy server 126 can determine whether an additional proximity policy 134 is associated with
the anchor device 106 and the companion device 107. If so, then the process can proceed to
box 407. Otherwise, the process can proceed to completion at box 414.

[0045] Referring next to FIG. 5, shown is a flowchart that provides one example of the
operation of a portion of the agent application 143 executed by the anchor device 106 according
to various embodiments. It is understood that the flowchart of FIG. 5 provides merely an
example of the many different types of functional arrangements that may be employed to
implement the operation of the portion of the anchor device 106 as described herein. As an
alternative, the flowchart of FIG. 5 may be viewed as depicting an example of elements of a
method implemented in the anchor device 106 (FIG. 1) according to one or more embodiments.
[0046] First, at box 501, the agent application 143 can generate a location indication 169
indicating a location of the anchor device 106 and/or the proximity of the anchor device 106 to
a companion device 107. At box 503, the agent application 143 can transmit the location
indication 169 to the policy server 126.

[0047] Referring next to FIG. 6, shown is a flowchart that provides one example of the
operation of a portion of the agent application 143 executed by the companion device 107
according to various embodiments. It is understood that the flowchart of FIG. 6 provides
merely an example of the many different types of functional arrangements that may be
employed to implement the operation of the portion of the companion device 107 as described
herein. As an alternative, the flowchart of FIG. 6 may be viewed as depicting an example of
elements of a method implemented in the companion device 107 (FIG. 1) according to one or
more embodiments.

[0048] First, at box 601, the agent application 143 can generate a location indication 169
indicating a location of the companion device 106 and/or the proximity of the companion

device 107 to an anchor device 106. At box 603, the agent application 143 can transmit the
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location indication 169 to the policy server 126. At box 605, the agent application 143 can
determine whether a security command 171 is received from the policy server 126. If so, then
at box 607, the agent application 143 can identify a particular restriction identified by the
security command 171. At box 609, the agent application 143 can apply the restriction
identified by the security command to the companion device 107. The restriction specified by
the security command 171 can alter or disable a particular capability of the companion device
107.

[0049] The anchor device 106, companion device 107 or devices comprising a
computing environment can include at least one processor circuit, for example, having a
processor and at least one memory device, both of which are coupled to a local interface,
respectively. Such a device may comprise, for example, at least one computer, a mobile
device, smartphone, computing device or like device. The local interface may comprise, for
example, a data bus with an accompanying address/control bus or other bus structure as can
be appreciated.

[0050] Stored in the memory device are both data and several components that are
executable by the processor. In particular, stored in the one or more memory device and
executable by the processor of such a device can be the policy server 126, agent application
143 and potentially other applications. Also stored in the memory may be a data store 113
and other data.

[0051] A number of software components are stored in the memory and are executable
by a processor. In this respect, the term "executable" means a program file that is in a form
that can ultimately be run by the processor. Examples of executable programs may be, for
example, a compiled program that can be translated into machine code in a format that can be
loaded into a random access portion of one or more of the memory devices and run by the

processor, code that may be expressed in a format such as object code that is capable of being
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loaded into a random access portion of the one or more memory devices and executed by the
processor, or code that may be interpreted by another executable program to generate
instructions in a random access portion of the memory devices to be executed by the
processor, etc. An executable program may be stored in any portion or component of the
memory devices including, for example, random access memory (RAM), read-only memory
(ROM), hard drive, solid-state drive, USB flash drive, memory card, optical disc such as
compact disc (CD) or digital versatile disc (DVD), floppy disk, magnetic tape, or other
memory components.

[0052] Memory can include both volatile and nonvolatile memory and data storage
components. Also, a processor may represent multiple processors and/or multiple processor
cores, and the one or more memory devices may represent multiple memories that operate in
parallel processing circuits, respectively. Memory devices can also represent a combination
of various types of storage devices, such as RAM, mass storage devices, flash memory, hard
disk storage, etc. In such a case, a local interface may be an appropriate network that
facilitates communication between any two of the multiple processors, between any processor
and any of the memory devices, etc. A local interface may comprise additional systems
designed to coordinate this communication, including, for example, performing load
balancing. The processor may be of electrical or of some other available construction.
[0053] The authenticator device 106 and/or computing device 107 may include a display
upon which a user interface generated by the file storage application 216 or another
application can be rendered. The computing device 106 and/or computing device 107 may
also include one or more input/output devices that may include, for example, a capacitive
touchscreen or other type of touch input device, fingerprint reader, keyboard, etc.

[0054] Although the file storage application 216 and other various systems described

herein may be embodied in software or code executed by general purpose hardware as
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discussed above, as an alternative the same may also be embodied in dedicated hardware or a
combination of software/general purpose hardware and dedicated hardware. If embodied in
dedicated hardware, each can be implemented as a circuit or state machine that employs any
one of or a combination of a number of technologies. These technologies may include, but
are not limited to, discrete logic circuits having logic gates for implementing various logic
functions upon an application of one or more data signals, application specific integrated
circuits (ASICs) having appropriate logic gates, field-programmable gate arrays (FPGAs), or
other components, etc. Such technologies are generally well known by those skilled in the art
and, consequently, are not described in detail herein.

[0055] The flowcharts show an example of the functionality and operation of an
implementation of portions of components described herein. If embodied in software, each
block may represent a module, segment, or portion of code that comprises program
instructions to implement the specified logical function(s). The program instructions may be
embodied in the form of source code that comprises human-readable statements written in a
programming language or machine code that comprises numerical instructions recognizable
by a suitable execution system such as a processor in a computer system or other system.
The machine code may be converted from the source code, etc. If embodied in hardware,
each block may represent a circuit or a number of interconnected circuits to implement the
specified logical function(s).

[0056] Although the flowcharts show a specific order of execution, it is understood that
the order of execution may differ from that which is depicted. For example, the order of
execution of two or more blocks may be scrambled relative to the order shown. Also, two or
more blocks shown in succession may be executed concurrently or with partial concurrence.
Further, in some embodiments, one or more of the blocks shown in the drawings may be

skipped or omitted. In addition, any number of counters, state variables, warning
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semaphores, or messages might be added to the logical flow described herein, for purposes of
enhanced utility, accounting, performance measurement, or providing troubleshooting aids,
etc. It is understood that all such variations are within the scope of the present disclosure.
[0057] Also, any logic or application described herein that comprises software or code
can be embodied in any non-transitory computer-readable medium for use by or in
connection with an instruction execution system such as, for example, a processor in a
computer system or other system. In this sense, the logic may comprise, for example,
statements including instructions and declarations that can be fetched from the computer-
readable medium and executed by the instruction execution system. In the context of the
present disclosure, a "computer-readable medium" can be any medium that can contain, store,
or maintain the logic or application described herein for use by or in connection with the
instruction execution system.

[0058] The computer-readable medium can comprise any one of many physical media
such as, for example, magnetic, optical, or semiconductor media. More specific examples of
a suitable computer-readable medium would include, but are not limited to, solid-state drives,
flash memory, etc. Further, any logic or application described herein may be implemented
and structured in a variety of ways. For example, one or more applications described may be
implemented as modules or components of a single application. Further, one or more
applications described herein may be executed in shared or separate computing devices or a
combination thereof. For example, a plurality of the applications described herein may

execute in the same computing device, or in multiple computing devices. Additionally, it is

understood that terms such as “application,” “service,” “system,” “engine,” “module,” and so
on may be interchangeable and are not intended to be limiting.
[0059] It is emphasized that the above-described embodiments of the present disclosure

are merely possible examples of implementations set forth for a clear understanding of the

22



WO 2016/106150 PCT/US2015/066891

principles of the disclosure. Many variations and modifications may be made to the above-
described embodiments without departing substantially from the spirit and principles of the
disclosure. All such modifications and variations are intended to be included herein within

the scope of this disclosure and protected by the following claims.
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CLAIMS

Therefore, the following is claimed:

1. A non-transitory computer-readable medium embodying program code
executable in a computing device, the program code being configured to cause the computing
device to at least:

obtain a first location indication associated with an anchor device, the first
location indication being at least one of a geographic location or a network location of the
anchor device;

obtain a second location indication associated with a companion device, the
second location indication being at least one of a geographic location or a network location of
the companion device;

identify a policy stored in a data store that associates the anchor device and the
companion device;

determine whether the policy is violated based at least in part upon the first
location indication and the second location indication; and

issue a command to the companion device in response to a determination that
the policy is violated based at least in part upon the first location indication and the second
location indication, the command comprising at least one of a restriction on a capability of the

companion device or a security requirement imposed on a user of the companion device.

2. The non-transitory computer-readable medium of claim 1, wherein the

restriction on the capability comprises a prohibition with respect to launching a particular

application by the companion device.
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3. The non-transitory computer-readable medium of claim 2, wherein the

particular application comprises a browser application.

4, The non-transitory computer-readable medium of claim 1, wherein the first
location indication or the second location indication comprises at least one of: location data

obtained by a positioning system or a network address.

5. The non-transitory computer-readable medium of claim 1, wherein the policy is
determined to be violated based at least in part upon the difference between the first location
indication and the second location indication when the second location is determined to be

more than a threshold distance from the first location.

6. The non-transitory computer-readable medium of claim 1, wherein the first
location or the second location comprise at least one communication between the anchor device
and the companion device using a first localized communication interface associated with the
anchor device and a second localized communication interface associated with the companion

device.

7. The non-transitory computer-readable medium of claim 6, wherein the first
localized communication interface and the second localized communication interface comprise
at least one of a Bluetooth interface, a near-field communication (NFC) interface or a radio-

frequency identification (RFID) interface.
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8. The non-transitory computer-readable medium of claim 1, wherein the
restriction on the capability comprises restricting access to content stored on the companion

device.

9. The non-transitory computer-readable medium of claim 1, wherein the
command comprises a command to lock a display device associated with the companion

device.

10. A method comprising:

establishing a proximity policy for selectively enforcing a restriction upon at
least one of an anchor device or a companion device, wherein the restriction is unrelated to
enabling or disabling of communication between the anchor device and the companion device;

transmit a first location indicator to at least one of a policy server accessible
using a network or an agent application executed by at least one of the anchor device or the
companion device, the first location indicator indicating a location of the companion device
relative to the anchor device; and

obtain a command from the at least one of the policy server or the agent
application in response to the first location indicator, the command being related to a proximity
of the computing device to an anchor device, the proximity being determined based upon the
first location indicator, the command further specifying the restriction enforced upon at least

one of the anchor device or the companion device.
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11.  The method of claim 10, wherein the command specifies a restriction with

respect to executing a particular application installed on the companion device.

12.  The method of claim 11, wherein the restriction disables launching of the

particular application.

13. The method of claim 10, wherein the command enables a functionality of the

companion device in response to the first location indicator.

14.  The method of claim 10, wherein the command disables a networking capability

of the computing device.

15.  The method of claim 10, wherein the command is obtained further in response

to a second location indicator associated with the anchor device.
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16. A method, comprising:

obtaining, in at least one computing device, a first location indicator
corresponding to a location of a first computing device relative to a second computing device;

determining, in the at least one computing device, whether a policy is associated
with the first computing device and the second computing device, the policy specifying a
restriction or a security requirement associated with the first computing device based upon a
proximity of the first computing device to the second computing device;

determining, in the at least one computing device, whether the first computing
device complies with the policy based upon the proximity; and

issuing, from the at least one computing device, a command specified by the

policy.

17.  The method of claim 16, wherein the command specifies the restriction or the
security requirement associated with the first computing device based upon whether the first

computing device complies with the policy based upon the proximity.

18.  The method of claim 16, wherein the first location indicator comprises an
indication that the first computing device is outside of a communication range of a localized

communication interface of the first computing device.

19. The method of claim 16, wherein the command disables a communication

interface associated with the first computing device.

20.  The method of claim 16, wherein the command disables a particular application

installed on the first computing device.
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