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(57) ABSTRACT 

The present invention aims at providing a novel enciphering 
and deciphering apparatus and an enciphering and decipher 
ing method related thereto, which are respectively capable of 
contracting the time required for enciphering and decipher 
ing processes and decreasing the number of logic gates 
provided in the apparatus. ESSentially based on an equation 
X=1+X(G=1, i);CX) and also based on an initial value 
consisting of a group of power raising values X corre 
sponding to j=1 through m in relation to k-1=k0, an arith 
metic operating unit 21 Seeks a Second expression Y by 
serially computing a group of power raising values X 
corresponding to i=1 through m in relation to one unit of k 
shown in the above equation in a range from k=k0+1 up to 
k=k1 by applying binominal coefficients Stored in a coeffi 
cient memory unit 17. Accordingly, once those binominal 
coefficients corresponding to predetermined integers n and 
m are Stored in memory, thenceforth, it is possible to 
contract the time required for executing an enciphering or 
deciphering proceSS related to identical integers n and m. 

11:ENCPHERING/DECPHERING APPARATUS 

13 INPUT 
TERMINAL 

15 COEFFICENT 
ACQURING 
UNIT 

17 COEFFICENT 
MEMORY UNIT 
(MEMORY UNIT) 

33 

35 

INPUT 19 
ARRANGING 

21: ARTHMEC 
OPERATING NT 

POWERRASING 37 
WALUE MEMORY 

25 

OUTPUT 23 
ARRANGING 
UNT 

  

  



Patent Application Publication Mar. 11, 2004 Sheet 1 of 21 US 2004/0047465 A1 

F i 9. 1 11 : ENCIPHERING/DECPHERING APPARATUS 
/ 

13 INPUT 19 

tRNA ARRANGING 
----- 

-27 
CONTROLLING 
UNIT 

COEFFICENT - 29 NIGEUR SEESENT - 
(MEMORY UNIT) ! --21: ARITHMETIC 

15 COEFFICENT 
ACQURING 
UNIT 

31 

OPERATING UNIT 

33s 
ADDER MULTIPLER 

POWER RAI SING 37 
9N LATCHING WALUE MEMORY 

UNIT UNIT 

OUTPUT 23 OUTPUT ARRANG NG 
25 TERMINAL UNIT 

  

  

  



US 2004/0047465 A1 

| 1 

Patent Application Publication Mar. 11, 2004 Sheet 2 of 21 

  

    

  

  



US 2004/0047465 A1 

€ º 3 | - 

Patent Application Publication Mar. 11, 2004 Sheet 3 of 21 

  



Patent Application Publication Mar. 11, 2004 Sheet 4 of 21 US 2004/0047465 A1 

Fig. 4 

  



Patent Application Publication Mar. 11, 2004 Sheet 5 of 21 US 2004/0047465 A1 

Fig. 5 

INPUT S1 
PROCESSING 

NO NEW n, e BEING S2 
INPUT 

YES 
S3 

COMPUTES AND STORES 

iCj (1S ige, 1 < jgi) 

NO UNPROCESSED PLAN 
TEXTS THERE 2 

REARRANGES 
PLAIN EXTS 

ARTHMETIC 
ENCPHERING 

OPERATION 

REARRANGES 
CPHER TEXTS 

OUTPUT 
PROCESSING 

S8 

  

      

  



Mar. 11, 2004 Sheet 6 of 21 US 2004/0047465 A1 Patent Application Publication 

6 | S 

| || S. 

H 

  

    

  

  



US 2004/0047465 A1 Patent Application Publication Mar. 11, 2004 Sheet 7 of 21 

  



US 2004/0047465 A1 Patent Application Publication Mar. 11, 2004 Sheet 8 of 21 
  



US 2004/0047465 A1 Patent Application Publication Mar. 11, 2004 Sheet 9 of 21 

O 
CY 

CY 
CY 

A. 
  



US 2004/0047465 A1 Patent Application Publication Mar. 11, 2004 Sheet 10 of 21 

as a his as his is is a s is as . . S. 
  



7. 

US 2004/0047465 A1 

N 
CY 

- 

| || ? | - 

Patent Application Publication Mar. 11, 2004 Sheet 11 of 21 

o 
  



US 2004/0047465 A1 

Ns 

Z || ? | - 

Patent Application Publication Mar. 11, 2004 Sheet 12 of 21 

  



US 2004/0047465 A1 Patent Application Publication Mar. 11, 2004 Sheet 13 of 21 

- 

- - - - - - - - - - - - 

  



US 2004/0047465 A1 

s -- 
----- 

#| ? | - 

Patent Application Publication Mar. 11, 2004 Sheet 14 of 21 

  



US 2004/0047465 A1 Patent Application Publication Mar. 11, 2004 Sheet 15 of 21 

  



US 2004/0047465 A1 

9|| ? | - 

Patent Application Publication Mar. 11, 2004 Sheet 16 of 21 
  



Mar. 11, 2004 Sheet 17 of 21 US 2004/0047465 A1 Patent Application Publication 

  



US 2004/0047465 A1 Patent Application Publication Mar. 11, 2004 Sheet 18 of 21 
  



Patent Application Publication Mar. 11, 2004 Sheet 19 of 21 US 2004/0047465A1 

Fig. 19 
A 

    

    

  

  

  



Patent Application Publication Mar. 11, 2004 Sheet 20 of 21 US 2004/0047465 A1 

Fig. 20 

A 

c. 4 

B 
CPHER TEXTS INPUT NUMBERS 

C, 2 

Ca a 

    

  

  

  

  



Patent Application Publication Mar. 11, 2004 Sheet 21 of 21 US 2004/0047465 A1 

- 

as see - as as as s r. ss as as as as as as as as as - - - 



US 2004/0047465 A1 

ENCIPHERING AND DECIPHERING APPARATUS, 
AND ENCIPHERING AND DECPHERING 

METHOD 

CROSS-REFERENCE TO RELATED 
APPLICATION 

0001. The entire disclosure of Japanese Patent Applica 
tion No. 2002-263311, filed on Sep. 9, 2002, including their 
Specification, claims, drawings, and Summary, are incorpo 
rated herein by reference in its entirety. 

BACKGROUND OF THE INVENTION 

0002) 1. Field of the Invention 
0003. The present invention relates to an enciphering and 
deciphering apparatus and also an enciphering and decipher 
ing method. In particular, the present invention relates to an 
art of Seeking a Second expression Y defined by an 
equation Y=X" (where m is a positive integer) based on 
a first expression X corresponding to an optional positive 
integer X=X. Satisfying an expression shown below in a 
mathematical System in which modulo n of positive integer 
is present: 

0005 2. Description of a Prior Art: 
0006. As one of cryptographic techniques, the “RSA' 
(Rivets, Shimmer, Alderman public key method) crypto 
graphic System is known. In a process for dealing with the 
RSA ciphers, using a public key (n, e) comprising “n” 
corresponding to a product of a pair of optional prime 
numbers “p” and “q and an optional number “e' satisfying 
Specific restriction against the prime numbers “p' and "q", 
in accordance with an equation shown below, a cipher text 
C is generated by way of enciphering a plain text M: 

C=M(mod n) 
0007 On the other hand, using a secret key (n, d) 
comprising a number “d' unilaterally led from the above 
referred optional number “e” and prime numbers “p” and 
&&. q, in accordance with an equation shown below, the cipher 
text C is deciphered before eventually generating a plain text 
M: 

M=C(mod n) 
0008. In this case, if a third party is enabled to secure the 
prime numbers “p” and “q by factorizing “n” of the public 
key (n, e) into prime factors, then, based on the number “e” 
and the prime numbers “p” and “q, he or she will be able 
to become acquainted with the above number “d” very easily 
before eventually Securing the Secret key (n, d). 
0009 Nevertheless, if the value of the above-referred “n” 

is enhanced, it will in turn require an enormous time to 
execute factorization of “n” into prime factors necessary for 
Seeking the prime numbers “p' and "q", thus making it 
practically impossible to execute a cryptanalysis. In the RSA 
cryptographic System, based on the above method by way of 
enhancing the value of “n”, Security of cryptography is 
ensured. 

0010. On the other hand, the above conventional RSA 
cryptographic System Still has problems to Solve as cited 
below. Concretely, when executing a ciphering process, it is 
required to execute multiplications by e-times per plain text 
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M. Likewise, it is also required to execute multiplications by 
d-times per cipher text C whenever executing a deciphering 
process. Accordingly, the greater the value of “n” for ensur 
ing Security, the longer the time required for executing an 
enciphering proceSS and a deciphering process, thus raising 
problems. 

0011 To solve the above problems, it is conceived to use 
Such an enciphering circuit Solely consisting of hardware for 
example. FIG. 21 exemplifies a circuit 1 corresponding to 
one-bit of a cipher text among an enciphering circuit for 
converting b-bit of a plain text into b-bit of a cipher text. 

0012. The above circuit 1 comprises 2 units of “b-in 
put AND gate 3 and one unit of 2 input OR gate 5. 
Accordingly, it is required to provide the whole enciphering 
circuits with a large number of logic gates corresponding to 
b-times those which are provided for the above circuit 1. 
Although introduction of the above-referred enciphering 
circuit will enable contraction of time required for encryp 
tion, it will in turn necessitate provision of a huge number 
of logic gates. The same problem is also present in the 
deciphering process. 

0013. On the other hand, it is also conceived to introduce 
a method to Store all the texts previously enciphered from 
plain texts. According to this method, unlike the case of 
executing computations per input of a plain text, time 
required for encryption can be contracted, and yet, unlike the 
case of using Such an enciphering circuit Solely comprising 
hardware, provision of a huge number of logic gates can be 
saved. Nevertheless, the greater the value of “n”, the greater 
the number of memory elements required for provision, and 
thus, there is a definite limit in the effectiveness of the above 
conceived method. 

SUMMARY OF THE INVENTION 

0014. The object of the present invention is to provide a 
novel enciphering and deciphering apparatus and an enci 
phering and deciphering method respectively capable of 
fully Solving problems existing in the above conventional 
enciphering and deciphering method, capable of contracting 
the time required for executing the enciphering and deci 
phering processes, and dispensing with provision of a huge 
number of memory elements and logic gates. 

0015. In a mathematic system in which modulo n of the 
positive integer is present, the enciphering and deciphering 
apparatus according to the present invention seeks a Second 
expression Y defined by an equation Y=X" (where m 
is a positive integer) based on a first expression X com 
prising an optional positive integer X=X that Satisfies an 
equation X=X+1(1-k<=n-1, X=0). The enciphering 
and deciphering apparatus according to the present invention 
comprises the following: a coefficient memory unit which 
essentially stores the whole of binominal coefficients C, 
(1<=i-m, 1<=<=i); and an arithmetic operating unit which 
SeekS a Second expression Y by Serially computing a group 
of power raising values X corresponding to i=1 through m 
in relation to one unit of k essentially based on an equation 
X=1+X(G=1, i) CX) by applying an initial value 
consisting of a group of power raising values X corre 
sponding to j=1 through m in relation to k-1=k0 in a range 
from k=Ko up to k=k1 by applying binominal coefficients 
Stored in the coefficient memory. 
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0016. In a mathematic system in which modulo n of the 
positive integer is present, the enciphering and deciphering 
method according to the present invention Seeks a Second 
expression Y defined by an equation Y=X" (where m 
is a positive integer) by applying a memory unit and an 
arithmetic operating unit based on a first expression X 
consisting of an optional positive integer X=X that Sat 
isfies an equation X=X +1 (1<=k<=n-1, X=0). 
0017 More particularly, the inventive enciphering and 
deciphering method comprises the following: a coefficient 
Storing Step for enabling the memory unit to Store the whole 
or part of the binominal coefficient C (1<=i-m, 0<=j<=i) 
therein; and an arithmetic operating Step for Seeking the 
Second expression Y by causing Said arithmetic operating 
unit to serially compute a group of power raising values X. 
corresponding to i=1 through m in relation to one unit of k 
essentially based on an equation X'=X(G=0, 1) C; X-) in 
a range from k=k0+1 up to k=K1 by applying a constant 
including a group of power raising values Xo, correspond 
ing to j=1 through m in relation to k-1=k0 and also applying 
binominal coefficients Stored in the memory unit. 
0.018. It should be noted that, within the scope of this 
Specification and claims of the present invention, an expres 
Sion “ak=b' designates that “a” is Smaller than or equal to 
“b”. Further, “X(j=a, b)f(j)) designates “f(a)+f(a+1)+f(a+2)+ 
... +f(b-1)+f (b)”. “C.” designates “combination", i.e., it 
designates “i(i-1)*(i-2) . . . (i-j+1)/. This is defined as 
“O'=1". Note further that, unless otherwise specified, all the 
arithmetic operations are defined within a mathematic Sys 
tem in which modulo n of the positive integer is present, and 
thus, description of (mod n) is deleted here. 
0.019 Features of the present invention could be shown 
extensively as described above. The constitution and con 
tents of the present invention will more fully be clarified via 
the following disclosure upon taking the object, features, 
and the accompanying drawings, into consideration. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0020 
0021 FIG. 1 is a schematic block diagram for designat 
ing the constitution of an enciphering and deciphering 
apparatus 11 according to a practical embodiment of the 
present invention; 
0022 FIG. 2 is a simplified block diagram for designat 
ing an example of hardware constitution when embodying 
the enciphering and deciphering apparatus 11 shown in FIG. 
1 by applying a computer; 
0023 FIG. 3 is a schematic block diagram for designat 
ing an example of the constitutions of a coefficient memory 
unit 17 and an arithmetic operating unit 21 of FIG. 2; 
0024 FIG. 4 is a diagram for designating part of an 
example of the constitution of the coefficient memory unit 
17 shown in FIG. 3; 
0.025 FIG. 5 is a flowchart for designating an example of 
Serial processes when executing an enciphering proceSS 
based on the RSA cryptographic System by applying the 
enciphering and deciphering apparatus 11; 
0.026 FIG. 6 is an example of flowchart for designating 
details of the cryptographic arithmetic operating processes 
shown in FIG. 5; 

In the accompanying drawings, 

Mar. 11, 2004 

0027 FIG. 7 is a schematic block diagram for designat 
ing an example of transition of the State of the arithmetic 
operating unit 21 during a cryptographic arithmetic opera 
tion; 

0028 FIG. 8 is a schematic block diagram for designat 
ing an example of transition of the State of the arithmetic 
operating unit 21 during a cryptographic arithmetic opera 
tion; 

0029 FIG. 9 is a schematic block diagram for designat 
ing an example of transition of the State of the arithmetic 
operating unit 21 during a cryptographic arithmetic opera 
tion; 

0030 FIG. 10 is a schematic block diagram for desig 
nating an example of transition of the State of the arithmetic 
operating unit 21 during a cryptographic arithmetic opera 
tion; 

0031 FIG. 11 is a schematic block diagram for desig 
nating an example of transition of the State of the arithmetic 
operating unit 21 during a cryptographic arithmetic opera 
tion; 

0032 FIG. 12 is a schematic block diagram for desig 
nating an example of transition of the State of the arithmetic 
operating unit 21 during a cryptographic arithmetic opera 
tion; 

0033 FIG. 13 is a schematic block diagram for desig 
nating an example of transition of the State of the arithmetic 
operating unit 21 during a cryptographic arithmetic opera 
tion; 

0034 FIG. 14 is a schematic block diagram for desig 
nating an example of transition of the State of the arithmetic 
operating unit 21 during a cryptographic arithmetic opera 
tion; 

0035 FIG. 15 is a schematic block diagram for desig 
nating an example of transition of the State of the arithmetic 
operating unit 21 during a cryptographic arithmetic opera 
tion; 

0036 FIG. 16 is a schematic block diagram for desig 
nating an example of transition of the State of the arithmetic 
operating unit 21 during a cryptographic arithmetic opera 
tion; 

0037 FIG. 17 is a schematic block diagram for desig 
nating an example of transition of the State of the arithmetic 
operating unit 21 during a cryptographic arithmetic opera 
tion; 

0038 FIG. 18 is a schematic block diagram for desig 
nating an example of transition of the State of the arithmetic 
operating unit 21 during a cryptographic arithmetic opera 
tion; 

0039 FIG. 19A is a simplified diagram for schematically 
designating an example of a plurality of plain texts M. 
stored in a main memory unit 52 before they are subject to 
rearrangement, 

0040 FIG. 19B is a simplified diagram for schematically 
designating an example of a plurality of plain texts M. 
Stored in the main memory unit 52 after completing rear 
rangement thereof; 
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0041 FIG.20A is a simplified diagram for schematically 
designating an example of a plurality of cipher texts C. 
Stored in the main memory 52 according to the output 
Sequence, 

0.042 FIG.20B is a simplified diagram for schematically 
designating an example of a plurality of cipher texts C. 
after rearranging them according to the input number: and 
0.043 FIG. 21 is a simplified diagram for designating an 
enciphering circuit Solely comprising hardware. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0044 FIG. 1 is a schematic block diagram for designat 
ing the constitution of the enciphering and deciphering 
apparatus 11 according to a practical embodiment of the 
present invention. In a mathematic System in which modulo 
n of the positive inter is present, assuming that a first 
expression consists of an optional positive integer X=X 
that satisfies an equation X=X+1(1-k<=n-1, Xo=0), 
based on the first expression X, the enciphering and 
deciphering apparatus 11 Seeks a Second expression Y 
defined by an equation Y=X" (where m is a positive 
integer). For example, the enciphering and deciphering 
apparatus 11 is also usable for enciphering and/or decipher 
ing the RSA ciphers. 
0.045 Taking the case of enciphering and/or deciphering 
the RSA ciphers for example, a practical form for embody 
ing the enciphering and deciphering apparatus 11 is 
described below. The enciphering and deciphering apparatus 
11 comprises the following: an input terminal 13, a coeffi 
cient acquiring unit 15, a coefficient memory unit 17 as a 
memory unit, an input arranging unit 19, an arithmetic 
operating unit 21, an output arranging unit 23, and an output 
terminal 25. 

0046) The input terminal 13 is used for the input of 
predetermined integers n and m and a first expression X. 
Based on the integers n and m input via the input terminal 
13, the coefficient acquiring unit 15 essentially acquires the 
whole of the binominal coefficients C, (1<=i-m, 1<j<=i), 
and then enables the coefficient memory unit 17 to store the 
acquired binominal coefficient therein. 
0047 The input arranging unit 19 rearranges a plurality 
of the first expressions X input from the input terminal 13 
according to the ascending order, and then transmits them to 
the arithmetic operating unit 21. 
0048 Essentially based on an equation X-1+X (G=1, i) 
C; X-), the arithmetic operating unit 21 Seeks a Second 
expression Y by Serially computing a group of power 
raising values X corresponding to i=1 through m in relation 
to one unit of k in the above equation in a range from 
k=k0+1 up to k=k1 based on an initial value consisting of a 
group of power raising values X corresponding to j=1 
through m in relation to k-1=k0 by applying the binominal 
coefficients stored in the coefficient memory unit 17. Avail 
ing of a group of power raising values acquired on the way 
of computing an immediately preceding Second expression, 
the arithmetic operating unit 21 computes an ensuing Second 
expression. 
0049. The output arranging unit 23 rearranges a plurality 
of the Second expressions Y computed by the arithmetic 
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operating unit 21 in correspondence with the input Sequence 
of the corresponding first expression X. The output ter 
minal 25 outputs the Second expressions Y rearranged by 
the output arranging unit 23. 

0050. The above arithmetic operating unit 21 comprises 
the following: a controlling unit 27, a coefficient selector 29, 
a multiplier 31, an adder 33, a latching unit 35, and a power 
raising value memory unit 37. 

0051. Among those binominal coefficients stored in the 
coefficient memory unit 17, the coefficient selector 29 
Selects one or two or more than two of binominal coefficients 
required for computing one unit of power raising value X. 
corresponding to each one unit of k and i. 

0052) The power raising value memory unit 37 stores a 
group of power raising values X corresponding to j=1 
through m. 

0053. The multiplier 31 seeks a product of the binominal 
coefficients selected by the coefficient selector 29 and one or 
two or more than two of power raising values X corre 
sponding to the Selected binominal coefficients among a 
group of power raising values X stored in the power 
raising value memory unit 37. 

0054 The adder 33 seeks a sum of one or two or more 
than two of products sought by the multiplier 31 and a 
numerical value “1”. The latching unit 35 latches the sum 
acquired by the adder 33 as a power raising value X. 
corresponding to each one unit of k and i. 

0055. The controlling unit 27 controls operations of the 
coefficient selector 29, the multiplier 31, the adder 33, the 
latching unit 35, and the power raising value memory unit 
37. 

0056 More particularly, the controlling unit 27 serially 
computes a plurality of power raising values X correspond 
ing to i=1 through m in relation to one unit of k, and then 
serially latches them at the latching unit 35. Only after fully 
latching a group of power raising values X corresponding 
to i=1 through m in relation to one unit of k, the controlling 
unit 27 transferS the group of the latched power raising 
values X to the power raising value memory unit 37 for 
Storage therein, and then renews the Stored contents of the 
power raising value memory unit 37 into the group of newly 
computed power raising values X. By way of serially 
computing the renewed power raising values X as the 
updated power raising values X, the controlling unit 27 
eventually acquires the Second expression Y. 

0057 FIG. 2 is a simplified block diagram for designat 
ing an example of a hardware constitution when embodying 
the inventive enciphering and deciphering apparatus 11 
shown in FIG. 1 by applying a computer. In FIG. 2, the 
enciphering and deciphering apparatuS 11 comprises the 
following: a hard disc 50 (a memory means) consisting of a 
recording medium Storing programs for enabling a computer 
to function itself as the enciphering and deciphering appa 
ratus 11; a main memory 52; a CPU 42 as a controlling 
means for executing the programs Stored in the hard disc 50; 
a cathode ray tube (CRT) 44 functioning itself as a display 
means, a keyboard 46 and a mouse 48 for constituting input 
means, an arithmetic operating unit 21, and a coefficient 
memory unit 17. 
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0058. The keyboard 46, the mouse 48, the hard disc 50, 
the CPU 42, and the main memory 52 shown in FIG. 2 
individually correspond to the input terminal 13 shown in 
FIG.1. The CRT 44, the hard disc 50, the CPU 42, and the 
main memory 52 individually correspond to the output 
terminal 25. Further, the CPU 42 and the main memory 52 
respectively correspond to the coefficient acquiring unit 15, 
the input arranging unit 19, and the output arranging unit 23. 
0059 FIG. 3 is a schematic block diagram for designat 
ing an example of constitutions of the coefficient memory 
unit 17 and the arithmetic operating unit 21 shown in FIG. 
2. The coefficient memory unit 17 and the arithmetic oper 
ating unit 21 are respectively built in a computer loaded on 
a printed circuit board (not shown) in the form of one or two 
or more than two of large-scale integrated circuits (LSI) for 
example. AS shown in FIG. 3, the arithmetic operating unit 
21 comprises the coefficient selector 29, the multiplier 31, 
the adder 33, the latching unit 35, the power raising value 
memory unit 37, and the controlling unit 27. 

0060. The coefficient selector 29 is embodied in the form 
of an address decoding circuit for example. When repre 
senting an integer n by an expression “n-2” for example, 
the adder 31 is formed with at least m-units of b-bit 
multipliers 31a (i.e., multiplying circuits). Note that the 
multiplying circuit may simply be referred to as a multiplier 
31a in the following description. Likewise, the adder 33 is 
formed with at least m-units of b-bit adders 33a (i.e., adding 
circuits). This may also simply be referred to as an adder 33a 
in the following description. 

0061 The latching unit 35 and the power raising value 
memory unit 37 are respectively formed with at least 
m-units of b-bit RAM circuits. These RAM circuits may 
simply be referred to as a “RAM 35a for latching use” and 
a “RAM 37a for memory use” in the following description. 
The controlling unit 27 is composed of hardware logics 
and/or Software. 

0.062 FIG. 4 is a schematic block diagram for designat 
ing part of an example of the constitution of the coefficient 
memory unit 17 shown in FIG. 3. In this example, the 
coefficient memory unit 17 is formed with a plurality of 
matricially disposed memory cells MC00, MC01, . . . . For 
example, the memory cell MC00 constitutes a circuit for 
Storing data by applying memory elements. The memory cell 
MC00 comprises a ferroelectric capacitor CF functioning 
itself as a memory element and a transistor M3 functioning 
itself as a memory Selecting element. Any of the remaining 
memory cells is also formed with the same constitution. The 
memory cell consisting of a ferroelectric memory element 
may be referred to as a “ferroelectric random access memory 
(FeRAM)". 
0.063. The coefficient memory unit 17 further incorpo 
rates bit lines BL0, BL1, ... respectively for selecting a 
column, memory-use word lines WLM0, WLM1, . . . 
respectively for Selecting a row for memories, plate lines 
PL0, PL1, ... respectively for selecting a row, and sense 
amplifiers SA0, SA1, . . . which respectively constitute a 
rated potential generating circuit. 

0064. In order to select a memory cell belonging to an 
identical column of the coefficient memory unit 17, the bit 
lines BL0, BL1, ... are respectively disposed in correspon 
dence with individual columns of the coefficient memory 
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unit 17. Further, in order to Select a memory cell belonging 
to an identical row of the coefficient memory unit 17, the 
word lines WLM0, WLM1, ... are respectively disposed in 
correspondence with individual rows of the coefficient 
memory unit 17. 

0065. In order to enable the plate lines PL0, PL1, ... to 
be Solely connected to a ferroelectric capacitor CF for 
constituting a memory cell belonging to an identical row of 
the coefficient memory unit 17, these plate lines are disposed 
in correspondence with individual rows of the coefficient 
memory unit 17. 

0066 For example, in the course of writing and reading 
data into and out from the ferroelectric capacitor CF, the 
plate line PLO adds a rectangular pulse signal to the ferro 
electric capacitor CF, where the rectangular pulse signal 
bears predetermined potentials including “H” potential (i.e., 
power-source potential VDD) and “L” potential (i.e., ground 
potential GND) alternating each other. 

0067. The sense amplifiers SAO, SA1, . . . are individu 
ally connected to the bit lines BL0, BL1, ..., where these 
Sense amplifiers individually generate a rated potential com 
patible with the corresponding data in the course of reading 
data out from the ferroelectric capacitor CF. 

0068 For example, the sense amplifier SAO is connected 
to the bit line BL0. When reading data out from the 
ferroelectric capacitor CF, the Sense amplifier SAO generates 
“H” potential (i.e., power-source potential VDD) being rated 
against the corresponding data or “L” potential (i.e., ground 
potential GND). Any of the remaining sense amplifiers is 
also provided with the same constitution. 

0069. The number of memory cell for constituting the 
coefficient memory unit 17 is not restricted in particular. 
Insofar as the number of the provided memory cells enables 
them to store essentially the whole of binominal coefficients 
C (1<=i-m, 1<=j<=i), no problem will be generated. 
0070 More particularly, in terms of the number of 
memory cell, provision of the memory cells capable of 
storing b-bit binominal coefficients by m-(m+1)/2 units 
(i.e., bim (m+1)/2 units) will be quite enough. However, 
even when the number of the provided memory cells is less 
than the indicated number, insofar as they can Store essen 
tially the whole of the binominal coefficient C (1<=i-m, 
1<=j<=i), it does not constitute a critical problem. 

0071 For example, even when there are merely brm (m- 
1)/4 units of the memory cells, no problem will be generated. 
This is because it is not required to necessarily provide a 
memory area for the binominal coefficient C, whose value 
becomes 1, and yet, because it is allowable to form a 
memory area for either of the binominal coefficients C, and 
C. that will become a certain value identical to each other. 
0072 FIG. 5 presents a flowchart for designating serial 
Steps in the course of executing enciphering processes based 
on the RSA cryptographic System by applying the encipher 
ing and deciphering apparatus 11. A plain text M, a cipher 
text C, and an integer e for constituting a public key (n, e) 
in the enciphering proceSS based on the RSA cryptographic 
System correspond respectively to the above-referred first 
expression X, the Second expression Y, and the integer m 
shown therein. 
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0073. Initially, the CPU 42 shown in FIG. 2 executes an 
input process while Step S1 is entered. In Step S1, upon the 
input of the integers n and e for constituting the public key 
(n, e) of the RSA cipher via the keyboard 46 and the mouse 
48, the CPU 42 enables the main memory 52 to store them 
therein. 

0.074. When arrays of characters to be subject to encryp 
tion are input via the keyboard 46 and the mouse 48, the 
CPU 42 rearranges the input data into predetermined 
numerical arrays, in other words, converts them into one or 
two or more than two of plain texts M, and then enables 
the main memory unit 52 to store them therein. It is of course 
allowable to input numerical arrays corresponding to the 
plain text M. directly from the keyboard 46 and the mouse 
48. 

0075 FIG. 19A presents a simplified schematic block 
diagram of an example of the State of the plain text M. 
Stored in the main memory 52. AS shown here, when Storing 
the plain text M. in the main memory 52, it is So arranged 
that the plain text M. can be stored in relation to the input 
numbers designating the input Sequence. In this example, a 
plurality of plain texts “5”, “7”, “5”, “3", are stored in the 
main memory 52 in relation to the input numbers “1”, “2, 
3’ “4” s s - - - - 

0.076 Input of the plain texts into the main memory 52 is 
not Solely restricted to the case of using the keyboard 46 and 
the mouse 48, but, for example, it is also possible to read the 
plain texts from the hard disc 50 or via a communication 
network (not shown) as well. 
0077 Next, step S2 is entered, in which the CPU 42 
identifies whether a new public key (n, e) has been input or 
not. 

0078 If it is identified that a new public key (n, e) has 
been input, based on the input public key (n, e), the CPU 42 
computes essentially the whole of binominal coefficients C, 
(1<=i-e, 1.<=<=i), and then enables the coefficient 
memory unit 17 to store the computed result therein. This 
corresponds to Step S3. In this case, it is not always 
necessary to compute the binominal coefficient C, whose 
value becomes 1. It is also allowable to compute either of the 
binominal coefficients C, and C, which will become a 
certain value identical to each other. The step S3 corre 
sponds to the coefficient-storing Step. 

0079 If it is identified that a new public key (n, e) has not 
been input while step S2 is underway, then, the CPU 42 
shifts the operating mode to Step S4 without executing Step 
S3. 

0080 Next, while step S4 is entered, the CPU 42 iden 
tifies whether the main memory 52 still retains a plain text 
M. Without being processed via the ensuing Steps S5 
through S7, or not. If the CPU 42 identifies in step S4 that 
the main memory 52 still holds the unprocessed plain texts 
M, then, the CPU 42 extracts a predetermined number of 
plain texts M. based on the sequence of input numbers out 
from the unprocessed plain texts M, and then, Step S5 is 
entered, in which the CPU 42 rearranges them according to 
the ascending order. 
0081. The number of plain texts subject to rearrangement 
is not restricted in particular, but it is allowable to designate 
all the input plain texts M as the object of rearrangement. 
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It should be understood that, if there are too many of the 
plain texts M. Subject to rearrangement, it will take too 
much time for the rearrangement to result in the prolonged 
duration to rearrange all of them. In this case, it is desired 
that the number of the plain texts M. Subject to rearrange 
ment all at once be limited So as to treat them for two times 
O OC. 

0082 FIG. 19B is a simplified block diagram for sche 
matically designating an example of the State of the plain 
texts M. in the main memory after completing the rear 
rangement of the whole thereof. AS shown here, a predeter 
mined number of the plain texts are Stored in the main 
memory 52 after being rearranged into the ascending orders 
“3”, “5”, “5”, “7”, for example. In this case, those plain texts 
are stored in the main memory 52 without losing the 
relationship between the plain texts and the corresponding 
input numbers. The Step S5 corresponds to the input arrang 
ing step. 

0083) Next, step S6 is entered, in which the CPU 42 
Serially treats a predetermined number of the rearranged 
plain texts M with enciphering arithmetic operations. FIG. 
6 presents an example of flowchart for designating details of 
the enciphering arithmetic operations executed during Step 
S6. 

0084 FIG. 7 to FIG. 18 are respectively explanatory of 
examples of the transition of the State of the arithmetic 
operating units 21 while executing an enciphering arithmetic 
operation. Next, based on FIG. 6 to FIG. 18, taking a 
predetermined number of rearranged plain texts shown in 
FIG. 19B for example, an enciphering arithmetic operation 
related to the present invention is described below. 
0085. As shown in FIG. 6, upon reception of a signal 
from the CPU 42 for activating an enciphering arithmetic 
operation, Step S11 is entered, in which the controlling unit 
27 of the arithmetic operating unit 21 initializes itself. As 
shown in FIG. 7, in the course of the initializing process, the 
controlling unit 27 initializes the power raising value 
memory unit 37 and a counter unit (not shown) for consti 
tuting the arithmetic operating unit 21. 
0086) Initialization of the power raising value memory 
unit 37 is executed by way of initializing e-units of the 
memory-use RAM 37a required for Storing a group of power 
raising values M. corresponding to j=1 through e among 
a plurality of the memory-use RAMs 37a (i.e., b-bit RAMs) 
for constituting the power raising value memory unit 37. 

0087 More particularly, the above initialization is 
executed by causing a group of power raising values M. 
corresponding to j=1 through e in relation to k-1=k0 to be 
set to e-units of the memory-use RAMs 37a. Since k0=1 is 
present in this embodiment, a group of power raising values 
M. (=1) corresponding to j=1 through e are set to e-units of 
the memory-use RAMs 37a for constituting the power 
raising value memory unit 37. 
0088. When initializing the power raising value memory 
unit 37, it is also allowable to initialize the whole of the 
memory-use RAMs 37a for constituting the power raising 
value memory unit 37. 

0089. Initialization of the counter unit is executed by 
Setting a k-counter (not shown) to k=k0. In this embodiment, 
k0=1 is introduced, and thus, the k-counter is Set to k=1. 
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0090. After completing the initializing process, the con 
trolling unit 27 receives the plain text M. and then Stores 
the value of k1 (i.e., the value of M itself) attached to the 
plain text M. This corresponds to step S12. In this case, as 
shown in FIG. 8, the first plain text “3” is delivered to the 
controller 27, which then stores k1=3. 
0.091 Next, step S13 is entered, in which the controlling 
unit 27 identifies whether the value k of the k-counter is 
equal to or exceeds k1 or not. If the value k does not coincide 
with k>=k1, the controlling unit 27 adjusts the value to 
become k=k+1, and then, Step S14 is entered, in which the 
value of i-counter (not shown) of the counter unit is set to 
i=0. 

0092 Next, when step S15 is entered, the controlling unit 
27 identifies whether the value i of the i-counter is equal to 
or exceeds “e' or not. If the value i does not coincide with 
i>=e, step S16 is entered, in which the controlling unit 27 
adjusts the value to become i=i--1. 
0093) Next, based on an equation M=1+X (G=1, i) 
C; M-), the controlling unit 27 computes a power raising 
value M' prescribed by valuesk and ishown by the present 
k-counter and the i-counter, and then latches the computed 
power raising value M' into an i-th latching-use RAM 35a 
of the latching unit 35. This corresponds to step S17. In FIG. 
8, the above power raising value is latched into the i-th 
latching use RAM 35a shown from the left side. 
0094) Next, serial operations related to step S17 are 
described below. Among a plurality of binominal coeffi 
cients stored in the coefficient memory unit 17, the control 
ling unit 27 selects i-units of the first through i-th binominal 
coefficients C, corresponding to j=1 through i, and then 
transmits them to the first through i-th multipliers 31a (in 
FIG. 8, i-units of multipliers 31a ranging from the left-end 
to the i-th are shown) corresponding to j=1 through i among 
the plurality of multipliers 31a constituting the multipliers 
31. 

0.095 Simultaneously, among a plurality of the memory 
use RAMs 37a (b-bit RAMs) for constituting the power 
raising value memory unit 37, the controlling unit 27 reads 
M through M-stored in the first through i-th RAMs 
37a (in FIG. 8, i-units of the first through i-th RAMs 37a are 
shown from the left Side) corresponding to j=1 throughi, and 
then transmits them to the corresponding first through i-th 
multipliers 31a among the multiplier components 31. 
0096) Next, based on i-units of binominal coefficients 
selected from the coefficient memory unit 17 and i-units of 
power raising values transmitted from the power raising 
value memory unit 37, the first through i-th multipliers 31a 
of the multiplier 31 respectively compute values of CM 
through C. M. corresponding to j=1 through i based on 
the controlling operation of the controlling unit 27. 
0097 Next, the i-th adding unit 33a (the i-th adding unit 
33a from the left side shown in FIG. 8) of the adder 33 
computes a Sum of i-unit of the result computed by the 
multiplier 31 and a numerical value “1” under the control 
ling operation of the controlling unit 27. As a result, a unit 
of power raising value M=1+X ((j=1, i) CM) COC 
sponding to each one unit of k and i is acquired. 
0098. The above power raising value M is latched into 
the i-th latching RAM 35a of the latching unit 35 under the 
controlling operation of the controlling unit 27. 
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0099. As shown in FIG. 8, since k=2 and i=1, a power 
raising value M=M is computed in accordance with an 
equation M=1+CM, and then the computed power rais 
ing value M=2 is latched into the first latching RAM 35a 
(the one shown to the left side in FIG. 8) of the latching unit 
35. 

0100 Referring again to FIG. 6, the controlling unit 27 
repeats serial operations within steps S15 through S17 until 
i=e is achieved. 

0101 FIG. 9 is a schematic block diagram for explana 
tory of the operations related to step S17 when i=2 is present. 
Since k=2 and i=2 are present in FIG. 9, a power raising 
value M=M, is computed in accordance with an equation 
M=1+C M+CM', and then the computed power 
raising value M=4 is latched into the second latching 
RAM35a (the second one from the left side shown in FIG. 
9) of the latching unit 35. 
0102 FIG. 10 is a schematic block diagram for explana 
tory of the operations related to step S17 when i=e is present. 
Since k=2 and i=e is present in FIG. 10, a power raising 
value M=M is computed in accordance with an equation 
M=1+C, M+CM -- ... + C.M., and then the com 
puted power raising value M2 is latched into the e-th 
latching RAM 35a (the e-th latching RAM 35a from the 
left-side shown in FIG. 10) of the latching unit 35. 
0103) In this way, a group (e-units) of power raising 
values M. corresponding to i=1 through e in relation to one 
unit of k is computed, and then these power raising values 
are latched into the first through e-th latching RAMs 35a of 
the latching unit 35. Next, as shown in FIG. 11, among a 
plurality of memory-use RAMs 37a for constituting the 
power raising value memory unit 37, the controlling unit 27 
transfers the above power raising values M. latched by the 
latching unit 35 to the corresponding first through e-th 
memory-use RAMs 37 for storage. (Refer to FIG. 6: The 
above processes are executed in step S18) 

0104. As shown in FIG. 11, since k=2, e-units of power 
raising values M. corresponding to i=1 through e, con 
cretely, M=2, M=4, ... Mare respectively stored in the 
power raising value memory unit 37. 

0105. As shown in FIG. 6, the controlling unit 27 repeats 
operations within steps S13 through S18 until k=k1 is 
achieved. 

0106 FIG. 12 is a schematic block diagram for explana 
tory of the operations related to step S17 when k=3 and i=1 
are present. Since k=3 and i=1, based on a power raising 
value M2 among a group (e-units) of power raising values 
Stored in the power raising value memory unit 37, a power 
raising value M=Ms is computed in accordance with an 
equation M=1+CM, and then the computed power rais 
ing value M=3 is latched into the first latching RAM 35a of 
the latching unit 35. 

0107 FIG. 13 is a schematic block diagram for explana 
tory of the operations related to step S17 when k=3 and i=e 
are present. Since k=3 and i=e, based on a group (e-units) of 
power raising values M2, M2,..., M., Stored in the power 
raising value memory unit 37, a power raising value M= 
M is computed in accordance with an equation M=1+ 
C, M2+.C. M-- . . . + C.M., and then the computed 
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power raising value M is latched into the e-th latching 
RAM 35a of the latching unit 35. 
0108 Like the case of k=2, in relation to k=3, a group 
(e-units) of power raising values M. corresponding to i=1 
through e are computed, which are then latched into the first 
through e-th latching RAMs 35a of the latching unit 35. 
Then, as shown in FIG. 14, among a plurality of memory 
use RAMS 37a for constituting the power raising value 
memory unit 37, the controlling unit 27 transfers the above 
power raising values M, latched by the latching unit 35 to 
the corresponding first through e-th memory-use RAMs 37a 
for Storage therein. The above processes correspond to Step 
S18. 

0109) As shown in FIG. 6, while step S13 is underway, 
if it is identified that k=k1 (=3) is present, then, as shown in 
FIG. 14, step S19 is entered, in which the controlling unit 
27 outputs a power raising value M=M stored in the e-th 
memory-use RAM 37a of the power raising value memory 
unit 37 as a cipher text C. Since k1=3 is achieved, a cipher 
text C=C is externally output. 
0110. As shown in FIG. 6, when step S20 is entered, the 
controlling unit 27 identifies whether internal Storage of one 
or two or more than two units of plain texts M rearranged 
in the past step S5 (refer to FIG. 5) has fully been completed 
Or not. 

0111. If it is identified that there are still remaining plain 
texts M. Subject to internal Storage, the controlling unit 27 
repeats processing operations corresponding to Steps S12 
through S20 So as to treat all the remaining plain texts M. 

0112 FIG. 15 is a schematic block diagram for explana 
tory of the operations related to step S17 when k1=5, k=4, 
and i=1, are present. Since k=4 and i=1, based on a power 
raising value M. among a group (e-units) of power raising 
values Stored in the power raising value memory unit 37, a 
power raising value M=M is computed in accordance with 
an equation M=1+CM, and then the computed power 
raising value M=4 is latched into the first latching RAM 
35a of the latching unit 35. 
0113 FIG. 16 is a schematic block diagram for explana 
tory of the operations related to step S19 when k1=5 is 
present. Like the case of k1=3, the controlling unit 27 
outputs a power raising value M=M. Stored in the e-th 
memory-use RAM 37a of the power raising value memory 
unit 37 as a cipher text C. In this case, Since k1=5, a cipher 
text C=C is eventually output. 
0114 FIG. 17 is a schematic block diagram for explana 
tory of processes when a plurality of plain texts M, each 
bearing identical values are Serially introduced. Since a 
newly stored plain text M. during a period of step S12 is 
exactly identical to the plain text M. complete with an 
immediately preceding enciphering process, a value k1=k is 
present. Accordingly, after completing an identifying pro 
ceSS during the past Step S13, an ensuing Step S19 is entered, 
in which the controlling unit 27 externally outputs the above 
power raising value M=M. Stored in the e-th memory 
use RAM 37a of the power raising value memory unit 37 as 
a cipher text C as it is. 
0115) In this case, since the newly stored plain text 
corresponds to M=5, the controlling unit 27 is enabled to 
output a cipher text C=Cs. 
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0116 FIG. 18 is a schematic block diagram for explana 
tory of the operations related to step S17 when k1=7, k=6, 
and i=1, are present. Since k=6 and i=1 are present, based on 
a power raising value Ms among a group (e-units) of power 
raising values Stored in the power raising value memory unit 
37, a power raising value M=M is computed in accor 
dance with an equation M=1+CMs, and then the com 
puted power raising value M=6 is latched into the first 
latching RAM 35a of the latching unit 35. 
0117. As described above, by way of executing encipher 
ing arithmetic operations after properly rearranging a plu 
rality of plain texts M, whenever executing an enciphering 
arithmetic operation against a new plain text M, it is 
possible to Serially utilize the results and the course of the 
enciphering arithmetic operation previously executed 
against the plain text M., and thus, an overall time required 
for implementing the enciphering arithmetic operations can 
Securely be contracted. 
0118 Based on the above processes, after completing 
overall enciphering arithmetic operations against one or two 
or more of plain texts previously rearranged via step 5 (refer 
to FIG. 5), step S20 is entered, in which the controlling unit 
27 completes operating processes related to step S6 (refer to 
FIG. 5), and then returns the controlling command to the 
CPU 42. Step S6 corresponds to the arithmetic operating 
Step. 

0119 Refer again to FIG. 5. When step S7 is entered, the 
CPU 42 rearranges the cipher texts C output during Step 
S6. As shown in FIG. 20A, each of the cipher texts C. 
output in the course of Step S6 is Stored in the main memory 
52 based on the output Sequence while preserving the 
relationship with the above-referred input numbers. In this 
embodiment, memory area of plain texts shown in FIG. 19B 
is overwriten by means of the corresponding cipher text as 
shown in FIG. 20A. 

0120 When step S7 is entered, the CPU 42 rearranges a 
plurality of cipher texts shown in FIG. 20A according to the 
sequence of the corresponding input numbers. In FIG. 20B 
are shown the plurality of cipher texts rearranged according 
to the sequence of the input numbers. This step S7 corre 
sponds to the output arranging Step. 

0121 Next, step S4 is entered, in which the CPU 42 
identifies whether there are Still unprocessed plain texts 
subject to rearrangement or not. If it is identified so, the CPU 
42 repeats operating processes within StepS S4 through S7. 

0122) If it is identified that there is no more plain text 
Subject to rearrangement, Step S8 is entered, in which the 
CPU 42 externally outputs the cipher texts shown FIG. 20B 
Stored in the main memory 52. Output format is not spe 
cifically restricted. It is allowable to designate the cipher 
texts shown in FIG. 20B based on the sequence of the input 
number. For example, it is allowable to display them on the 
CRT 44 or transfer them to the hard disc 50, or print them 
out against papers via a printer (not shown), or externally 
output them via a communication network (not shown). 
0123 Note that, the operating steps S1 through S2 and 
step S4 shown in FIG. 5 respectively correspond to the input 
terminal 13 (input step) shown in FIG. 1. Step S3 corre 
sponds to the coefficient acquiring unit 15 and the coefficient 
memory unit 17. Step S5 corresponds to the input arranging 
unit 19. Step S6 corresponds to the arithmetic operating unit 
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21. Step S7 corresponds to the output arranging unit 23. Step 
8 corresponds to the output terminal 25 (output Step). 
0.124. The operating step S11 through S16 and steps S19 
and S20 shown in FIG. 6 respectively correspond to the 
controlling unit 27 shown in FIG. 1. Step S17 corresponds 
to the coefficient selector 29, the multiplier 31, the adder 33, 
and the latching unit 35. Step S18 corresponds to the power 
raising value memory unit 37. 

0.125. In the above embodiment, it is arranged to execute 
arithmetic operations for enciphering and deciphering pro 
cesses by applying a group of power raising values Xo, as 
the initial value when k0=1 is present. However, the scope 
of the present invention is not solely limited to the above 
embodiment, but it is also allowable to execute arithmetic 
operations for enciphering and deciphering processes by 
applying a group of power raising values Xo, as the initial 
value when k0=0 is present for example. 
0.126 Further, in the above embodiment, it is so arranged 
that, when computing a group of power raising values X 
corresponding to i=1 through m in relation to one unit of k, 
computation is Serially repeated by applying one unit of 
power raising value X corresponding to each unit of k and 
i as a unit. However, the Scope of the present invention is 
also not solely limited to this embodiment. 
0127. For example, it is also possible to simultaneously 
compute a group of power raising values X corresponding 
to i=1 through m in relation to one unit of k. However, by 
way of introducing the constitution in the above case, the 
number of multipliers can be decreased, and thus, it is 
possible to decrease the number of logic gates required for 
the System as well. 

0128. Further, in the above embodiment, it is so arranged 
that the power raising value memory unit 37 Stores a group 
of power raising values X corresponding to j=1 through 
m in relation to one unit of k. However, the actual form of 
the power raising value memory unit 37 is not solely limited 
to the above. 

0129. For example, it is also possible to constitute the 
power raising value memory unit 37 So as to Store a group 
of power raising values X corresponding to j=1 through 
m in relation to two or more of k as well. However, by way 
of forming the power raising memory unit 37 as described 
above, it is possible to decrease the number of memory 
elements required for operating the System. 

0130. Further, in the above embodiment, it is so arranged 
that the above coefficient acquiring unit 15 acquires the 
required binominal coefficients corresponding to integers in 
and m Via computations and then enables the coefficient 
memory unit 17 to store them therein. However, the scope 
of the present invention is not solely limited to this method. 
For example, it is also allowable to previously Store a 
number of binominal coefficients in memory areas provided 
inside or outside of the enciphering and deciphering appa 
ratus So as to enable these memory areas to transfer the 
required binominal coefficients to the coefficient memory 
unit 17. 

0131 Further, in the above embodiment, the above 
description has exemplified the case of using a ferroelectric 
capacitor CF functioning itself as a memory element for 
constituting a memory cell of the coefficient memory unit 
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17. However, the scope of the memory element for consti 
tuting a memory cell is not Solely limited to the ferroelectric 
capacitor CF alone. AS the memory element for constituting 
a memory cell, it is also possible to use other ferroelectric 
memory elements Such as a ferroelectric transistor or the 
like. 

0.132. Further, as the memory element for constituting a 
memory cell, it is also possible to use a non-volatile memory 
element other than the ferroelectric memory element Such as 
an EPROM (electrically erasable programmable read-only 
memory) for example. In addition, as the memory element 
for constituting a memory cell, it is also possible to use a 
Volatile memory element Such as a cross-coupled flip flop or 
the like for example. 
0.133 However, when introducing a ferroelectric memory 
element as the memory element for constituting a memory 
cell, it dispenses with the provision of a back-up battery and 
a Special data-Writing unit, and yet, enables data reading and 
Writing operations at a high Speed, thus providing practical 
advantages. 

0134) Further, in the above embodiment, it is so arranged 
that the coefficient memory unit 17 stores essentially the 
whole of binominal coefficients C, (1<=i-e, 1<=j<=i). 
However, the Scope of the present invention is not Solely 
limited to this method, but it is also possible to arrange that 
the coefficient memory unit 17 stores the whole or part of the 
binominal coefficients C, (1<=i-e, 0<=j<=i) for example. 
0.135 More particularly, it is also possible to have the 
coefficient memory unit 17 store another binominal coeffi 
cient Co (1<=i-e) for example. In this case, based on an 
equation X'=X(G=0, i) C; X-), it is possible to have the 
arithmetic operating unit 21 compute a group of power 
raising values X'. 
0.136. On the other hand, it is also possible to have the 
coefficient memory unit 17 store essentially part of a binomi 
nal coefficient C (1<=i-e, 1<=j<=i). In this case, it is 
Suggested that any binominal coefficient which is not Stored 
in the coefficient memory unit 17 but required for the 
arithmetic operating unit 21 Shall be acquired via arithmetic 
operations to be performed whenever necessary. 
0.137 Further, in the above embodiment, the description 
has exemplified Such a case in which the enciphering and 
deciphering apparatus is provided with all functions of the 
input terminal 13, the coefficient acquiring unit 15, the input 
arranging unit 19, the output arranging unit 23, and the 
output terminal 25. However, the scope of the present 
invention is not solely limited to the above case, but for 
example, it is also possible to arrange that the enciphering 
and deciphering apparatus is dispensed with provision of the 
whole or part of the functions thereof. In this case, it is 
possible to provide external devices with the whole or part 
of the functions of those components described above. 
0.138 Further, in the above embodiment, the description 
has exemplified Such a case in which the enciphering and 
deciphering apparatus executes an enciphering operation 
based on the RSA cryptographic System. However, the Scope 
of the present invention is not Solely limited to this case, but, 
even when the enciphering and deciphering apparatus 
executes a deciphering operation, the present invention is 
also applicable thereto. In this case, a cipher text C, a plain 
text M, and an integer "d” for constituting a Secret key (n, 
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d) in the RSA cryptographic System corresponds to the first 
expression X, the Second expression Y, and an integer m 
described above. 

0.139. Further, in the above embodiment, the description 
has exemplified Such a case in which the enciphering and 
deciphering apparatus is used for enciphering and decipher 
ing the RSA ciphers. However, the Scope of the present 
invention is not Solely limited to this case, but the present 
invention is also applicable to the processes for enciphering 
and deciphering any of those ciphers other than that of the 
RSA cryptographic System. 
0140. In a mathematic system in which modulo n of the 
positive integer is present, when a first expression consists 
of an optional positive integer X=X that Satisfies an 
equation X=X +1 (1<=k<=n-1, X=0), based on the first 
expression X, the enciphering and deciphering apparatus 
according to the present invention seeks a Second expression 
Y defined by an equation Y=X" (where m is a positive 
integer). The enciphering and deciphering apparatus com 
prises the following: 

0141 a coefficient memory unit which stores essen 
tially the whole of a binominal coefficient C (1<iz= 
m, 1<=<=i); and 

0.142 an arithmetic operating unit which, essentially 
based on an equation X=1+X(G=1, i) CX), 
Seeks a Second expression Y by Serially computing 
a group of power raising values X corresponding to 
i=1 through m in relation to one unit of k in the above 
equation in a range from k=k0+1 up to k=k1 by 
applying a binominal coefficient Stored in the coef 
ficient memory unit based on an initial value con 
sisting of a group of power raising values Xo, 
corresponding to j=1 through m in relation to k-1 = 
k0. 

0143 Further, in a mathematic system in which modulo 
n of the positive integer is present, when a first expression 
consists of an optional positive integer X=X that Satisfies 
an equation X=X +1 (1<=k<=n-1, X=0), based on the 
first expression X, using the memory unit and the arith 
metic operating unit, the enciphering and deciphering 
method according to the present invention Seeks a Second 
expression Y defined by an equation Y=Y" (where m 
is a positive integer). The enciphering and deciphering 
method according to the present invention comprises the 
following: 

0144) a coefficient storing step for causing a 
memory unit to Store the whole or part of a binominal 
coefficient C (1<=i-m, 0<=j<=i); and 

0145 an arithmetic operating Step for Seeking a 
Second expression Y by causing an arithmetic 
operating unit to Serially compute a group of power 
raising value X corresponding to i=1 through m in 
relation to one unit of k in a range from k=k0+1 up 
to k=k1 by applying a given constant including a 
group of power raising value X.o. corresponding to 
j=1 through m in relation to k-1=k0 and the binomi 
nal coefficient stored in the above-referred memory 
unit essentially based on an equation X'=X(G=0, i) 
CX-1). 

0146 Accordingly, in the above enciphering and deci 
phering apparatus or the enciphering and deciphering 
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method, it is arranged to previously Store an initial value 
consisting of a group of power raising values Xo, corre 
sponding to j=1 through m in relation to k-1=k0 and also 
Store a predetermined binominal coefficient in the coefficient 
memory unit. Using the above numerical values, the enci 
phering and deciphering apparatus or the enciphering and 
deciphering method can Seek a Second expression Y by 
serially computing a group of power raising values X 
corresponding to i=1 through m in relation to one unit of k 
in a range from k=k0+1 up to k=k1. 
0147 By virtue of the above arrangement, compared to 
the case of previously converting the whole of the first 
expressions into the Second expressions and Storing them in 
memory, the number of the required memory elements can 
be minimized. Further, compared to the case of constituting 
the enciphering and deciphering apparatus Solely by means 
of hardware, the number of the logic gates can also be 
decreased. Further, once the binominal coefficients corre 
sponding to the Specific integers n and m are Stored in 
memory, thenceforth, it is possible to contract the time 
required for enciphering or deciphering a text pertaining to 
the same integers n and m. 
0.148. In other words, it is possible for the present inven 
tion to realize a novel enciphering and deciphering apparatus 
and the enciphering and deciphering method respectively 
capable of contracting the time required for enciphering and 
deciphering processes and dispensing with provision of a 
huge number of memory elements and logic gates. 
0149. In the enciphering and deciphering apparatus 
according to the present invention, characteristically, the 
arithmetic operating unit incorporates the power raising 
value memory unit for Storing a group of power raising 
values X corresponding to j=1 through m in relation to 
one unit of k. Using a binominal coefficient Stored in the 
coefficient memory unit and a group of power raising values 
X stored in the power raising value memory unit, essen 
tially based on an equation X'=1+X(G=1, i) C; X-), the 
arithmetic operating unit computes a group of power raising 
values X corresponding to i=1 through m in relation to one 
unit of k, and then renews the contents Stored in the power 
raising value memory unit into a group of the newly com 
puted power raising values X. 
0150. Accordingly, based on the provision of the power 
raising value memory unit capable of Storing a group of 
power raising values X corresponding to i=1 through m in 
relation to one unit of k, by Serially rewriting the contents of 
the power raising value memory unit, the arithmetic oper 
ating unit is enabled to Serially compute a group of power 
raising values X in a range from k=k0+1 up to k=k1. By 
Virtue of this arrangement, it is possible to minimize the 
number of memory elements for Storing the power raising 
values X required for computing the second expression 
Y1. 
0151. In the enciphering and deciphering apparatus 
according to the present invention, the arithmetic operating 
unit characteristically comprises the following: the coeffi 
cient Selector for Selecting one or two or more than two of 
binominal coefficients required for computing a power rais 
ing value X corresponding to each one unit of k and i 
among those binominal coefficients Stored in the coefficient 
memory unit; a multiplier for Seeking a product of the 
binominal coefficient selected by the coefficient selector and 
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one or two or more than two of power raising values X 
corresponding to the Selected binominal coefficient among a 
group of power raising values X stored in the power 
raising value memory unit; an adder for Seeking a Sum of 
one or two or more than two of the products acquired by the 
multiplier and a numerical value "1'; the latching unit for 
latching the Sum acquired by the adder as a power raising 
value X corresponding to each one unit of k and i; and the 
controlling unit which, by way of controlling operations of 
the coefficient Selector, the multiplier, the adder, the latching 
unit, and the power raising value memory unit, Serially 
computes a plurality of power raising values X correspond 
ing to i=1 through m in relation to one unit of k, and then 
enables the latching unit to Serially latch the computed 
power raising values X', and then, after fully latching a 
group of power raising values X corresponding to i=1 
through m in relation to one unit of k, transferS a group of 
the latched power raising values X to the power raising 
value memory unit for Storage therein; wherein the control 
ling unit further renews the contents of the power raising 
value memory unit into a group of the newly computed 
power raising values X', and then, by way of serially 
computing based on the renewed power raising values X as 
the updated power raising values X, the controlling unit 
eventually acquires a Second expression Y. 
0152 Concretely, whenever computing a group of power 
raising values X corresponding to i=1 through m in relation 
to one unit of k, it is arranged to repeat Serial computations 
based on a unit of power raising value X corresponding to 
each one unit of k and i. Because of this, compared to the 
case of Simultaneously computing a group of power raising 
values X corresponding to i=1 through m in relation to one 
unit of k, it is possible to minimize the number of the 
required multipliers. Accordingly, it is also possible to 
minimize the number of the logic gates required for the 
computing System. 

0153. In the enciphering and deciphering apparatus 
according to the present invention, the enciphering and 
deciphering apparatus further comprises the coefficient 
acquiring unit which, based on an input integer m, acquires 
essentially the whole of the binominal coefficients C, (1<= 
i-m, 1<=<=i), and then enables the coefficient memory 
unit to store all of them therein. 

0154 Accordingly, in the case in which integers n and m 
are provided as the public key in the RSA cryptographic 
System, based on the integers n and m, it is possible to 
acquire a predetermined binominal coefficient via computa 
tions. Because of this, even when changing the public key, 
it is possible to easily acquire the binominal coefficient 
required for an enciphering operation. The same applies to 
the case of deciphering operation. 

O155 In the enciphering and deciphering apparatus 
according to the present invention, the enciphering and 
deciphering apparatus further comprises the input arranging 
unit which rearranges a plurality of the input first expres 
Sions according to the ascending order and then transmits the 
rearranged contents to the arithmetic operating unit; and the 
output arranging unit which rearranges a plurality of Second 
expressions computed by the arithmetic operating unit in 
correspondence with the input Sequence of the correspond 
ing first expressions. Characteristically, the arithmetic oper 
ating unit computes an ensuing Second expression availing 
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of a group of power raising values acquired in the course of 
computing the immediately preceding Second expression. 
0156 Accordingly, by way of computing an ensuing 
Second expression by utilizing a group of power raising 
values acquired in the course of computing the immediately 
preceding Second expression, it is possible to contract the 
time required for computing the following Second expres 
Sion. Because of this, it is possible to contract the time 
required for processing the whole routines whenever enci 
phering or deciphering a plurality of the first expressions. 
O157 The above description has explained the present 
invention in the form of preferred embodiments thereof. It 
should be understood that each of the technical terms shown 
therein was not used for limitation, but, they were described 
Solely for explanatory purpose. The contents of the above 
description may be Subject to change within the Scope of the 
following claims without deviating from the Scope and the 
Spirit of the present invention. 

What is claimed is: 
1. An enciphering and deciphering apparatus which, in a 

mathematic System in which modulo n of the positive 
integer is present, when an optional positive integer X=X 
for Satisfying an equation X=X +1 (1.<=k<=n-1, X=0) 
constitutes a first expression, based on Said first expression 
X, seeks a second expression Y defined by an equation 
Y=X" (where m is a positive integer), said apparatus 
comprising: 

a coefficient memory unit for Storing essentially the whole 
of binominal coefficients C, (1<=i-m, 1<=j<=i); and 

an arithmetic operating unit which, essentially based on 
an equation X'=1+X(G=1, i) C; X-), SeekS Said 
Second expression Y by Serially computing a group of 
power raising values X corresponding to i=1 through 
m in relation to one unit of k shown in the above 
equation in a range from k=k0+1 up to k=k1 based on 
an initial value consisting of a group of power raising 
values X corresponding to j=1 through m in relation 
to k-1=k0 by applying the binominal coefficient Stored 
in Said coefficient memory unit. 

2. The enciphering and deciphering apparatus according 
to claim 1, wherein Said arithmetic operating unit further 
comprising a power raising value memory unit for Storing a 
group of power raising values X corresponding to j=1 
through m in relation to one unit of k, Said arithmetic 
operating unit computes a group of power raising values X 
corresponding to i=1 through m in relation to one unit of k 
shown above essentially based on Said preceding equation 
X=1+X(G==1, i) C; X-) by applying the binominal 
coefficients Stored in Said coefficient memory unit and the 
group of power raising values X stored in said power 
raising value memory unit, and then renews the contents 
Stored in Said power raising value memory unit into a group 
of said newly computed power raising values X. 

3. The enciphering and deciphering apparatus according 
to claim 2, wherein Saidarithmetic operating unit comprises: 

a coefficient Selector for Selecting one or two or more than 
two of binominal coefficients required for computing a 
power raising value X corresponding to each one unit 
of k and i among binominal coefficients Stored in Said 
coefficient memory unit; 
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a multiplier for Seeking a product of Said binominal 
coefficients Selected by Said coefficient Selector and one 
or two or more than two of power raising values X 
corresponding to Said Selected binominal coefficients 
among a group of power raising values X stored in 
Said power raising value memory unit; 

an adder for Seeking a Sum of one or two or more than two 
of products acquired by Said multiplier and a numerical 
value “1”: 

a latching unit for latching said Sum acquired by said 
adder as a power raising value X corresponding to 
each one unit of k and i, and 

a controlling unit which, by way of controlling operations 
of Said coefficient Selector, Said multiplier, Said adder, 
Said latching unit, and Said power raising value 
memory unit, Serially computes a plurality of power 
raising values X corresponding to i=1 through m in 
relation to Said one unit of k, and then Serially latches 
them; wherein, after causing a group of power raising 
values X corresponding to i=1 through m in relation 
to said one unit of k to be fully latched, by way of 
transferring a group of Said latched power raising 
values X to said power raising value memory unit for 
Storage therein, Said controlling unit renews the con 
tents Stored in Said power raising value memory unit 
into a group of the newly computed power raising 
values X', and then, by way of serially computing 
based on the renewed power raising values X as the 
updated power raising values X, the controlling unit 
eventually acquires said second expression Y". 

4. The enciphering and deciphering apparatus according 
to claim 1, further comprising a coefficient acquiring unit 
which, based on Said input integer m, acquires essentially 
the whole of said binominal coefficients C, (1<=i-m, 
1<=j<=i) and then enables Said coefficient memory unit to 
Store Said acquired binominal coefficients therein. 

5. The enciphering and deciphering apparatus according 
to claim 2, further comprising a coefficient acquiring unit 
which, based on Said input integer m, acquires essentially 
the whole of said binominal coefficients C, (1<=i-m, 
1<=j<=i) and then enables Said coefficient memory unit to 
Store Said acquired binominal coefficients therein. 

6. The enciphering and deciphering apparatus according 
to claim 3, further comprising a coefficient acquiring unit 
which, based on Said input integer m, acquires essentially 
the whole of said binominal coefficients C, (1<=i-m, 
1<=j<=i) and then enables Said coefficient memory unit to 
Store Said acquired binominal coefficients therein. 

7. The enciphering and deciphering apparatus according 
to claim 1, further comprising: 

an input arranging unit which rearranges a plurality of 
first expressions being input according to an ascending 
order and then transmits Said rearranged expressions to 
Said arithmetic operating unit; and 

an output arranging unit which rearranges a plurality of 
Second expressions computed by Said arithmetic oper 
ating unit in correspondence with the input Sequence of 
the corresponding first expressions, wherein Saidarith 
metic operating unit computes an ensuing Second 
expression availing of a group of Said power raising 
values acquired in the course of computing an imme 
diately preceding Second expression. 
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8. The enciphering and deciphering apparatus according 
to claim 2, further comprising: 

an input arranging unit which rearranges a plurality of 
first expressions being input according to an ascending 
order and then transmits Said rearranged first expres 
Sions to Said arithmetic operating unit; and 

an output arranging unit which rearranges a plurality of 
Second expressions computed by Said arithmetic oper 
ating unit in correspondence with the input Sequence of 
the corresponding first expressions, wherein Saidarith 
metic operating unit computes an ensuing Second 
expression availing of a group of Said power raising 
values acquired in the course of computing an imme 
diately preceding Second expression. 

9. The enciphering and deciphering apparatus according 
to claim 3, further comprising: 

an input arranging unit which rearranges a plurality of 
first expressions being input according to an ascending 
order and then transmits Said rearranged first expres 
Sions to Said arithmetic operating unit; and 

an output arranging unit which rearranges a plurality of 
Second expressions computed by Said arithmetic oper 
ating unit in correspondence with the input Sequence of 
the corresponding first expressions, wherein Saidarith 
metic operating unit computes an ensuing Second 
expression availing of a group of Said power raising 
values acquired in the course of computing an imme 
diately preceding Second expression. 

10. The enciphering and deciphering apparatus according 
to claim 4, further comprising: 

an input arranging unit which rearranges a plurality of 
first expressions being input according to an ascending 
order and then transmits Said rearranged first expres 
Sions to Said arithmetic operating unit; and 

an output arranging unit which rearranges a plurality of 
Second expressions computed by Said arithmetic oper 
ating unit in correspondence with the input Sequence of 
the corresponding first expressions, wherein Saidarith 
metic operating unit computes an ensuing Second 
expression availing of a group of Said power raising 
values acquired in the course of computing an imme 
diately preceding Second expression. 

11. The enciphering and deciphering apparatus according 
to claim 5, further comprising: 

an input arranging unit which rearranges a plurality of 
first expressions being input according to an ascending 
order and then transmits Said rearranged first expres 
Sions to Said arithmetic operating unit; and 

an output arranging unit which rearranges a plurality of 
Second expressions computed by Said arithmetic oper 
ating unit in correspondence with the input Sequence of 
the corresponding first expressions, wherein Saidarith 
metic operating unit computes an ensuing Second 
expression availing of a group of Said power raising 
values acquired in the course of computing an imme 
diately preceding Second expression. 

12. The enciphering and deciphering apparatus according 
to claim 6, further comprising: 

an input arranging unit which rearranges a plurality of 
first expressions being input according to an ascending 
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order and then transmits Said rearranged first expres 
Sions to Said arithmetic operating unit; and 

an output arranging unit which rearranges a plurality of 
Second expressions computed by Said arithmetic oper 
ating unit in correspondence with the input Sequence of 
the corresponding first expressions, wherein Saidarith 
metic operating unit computes an ensuing Second 
expression availing of a group of Said power raising 
values acquired in the course of computing an imme 
diately preceding Second expression. 

13. The enciphering and deciphering apparatus according 
to claim 1, further comprising an input terminal for the input 
of Said integers n and m and Said first expressions and an 
output terminal for the output of Said Second expressions. 

14. The enciphering and deciphering apparatus according 
to claim 1, wherein Said enciphering and deciphering appa 
ratus is used for enciphering and/or deciphering the RSA 
ciphers. 

15. The enciphering and deciphering apparatus according 
to claim 14, further comprising: 

an input arranging unit which rearranges a plurality of 
first expressions being input according to an ascending 
order and then transmits Said rearranged first expres 
Sions to Said arithmetic operating unit; and 

an output arranging unit which rearranges a plurality of 
Second expressions computed by Said arithmetic oper 
ating unit in correspondence with the input Sequence of 
the corresponding first expressions, wherein Saidarith 
metic operating unit computes an ensuing Second 
expression availing of a group of Said power raising 
values acquired in the course of computing an imme 
diately preceding Second expression. 

16. An enciphering and deciphering method which, in a 
mathematic System in which modulo n of positive integer is 
present, based on a first expression consisting of an optional 
positive integer X=X that Satisfies an equation X=X- 
1+1 (1<=k<=n-1, X=0), seeks a second expression Y 
defined by an equation Y=X" (where m is a positive 
integer) by applying a memory unit and an arithmetic 
operating unit; Said method comprising Steps of: 

a coefficient Storing Step for Storing the whole or part of 
binominal coefficients C, (1<=i-m, 0<=j<=i) in said 
memory unit, and 

an arithmetic operating Step which, essentially based on 
an equation X'=X(G=0, i) C; X-) and by applying 
Said binominal coefficients Stored in Said memory unit, 
SeekS Said Second expressions Y by causing Said 
arithmetic operating unit to Serially compute a group of 

12 
Mar. 11, 2004 

power raising values X corresponding to i=1 through 
m in relation to one unit of k shown in the above 
equation in a range from k=k0+1 up to k=k1 by 
applying a given constant including a group of power 
raising values Xo, corresponding to j=1 through m in 
relation to k-1=k0 and said binominal coefficients 
Stored in Said memory unit. 

17. The enciphering and deciphering method according to 
claim 16, further comprising: 

an input arranging Step for rearranging a plurality of first 
expressions being input according to an ascending 
order in advance of executing Said arithmetic operating 
Step; and 

an output arranging Step for rearranging a plurality of 
computed Second expressions in correspondence with 
the input Sequence of the corresponding first expres 
Sions after executing Said arithmetic operating Step; 
wherein Said arithmetic operating Step computes an 
ensuing Second expression availing of a group of Said 
power raising values acquired in the course of com 
puting an immediately preceding Second expression. 

18. The enciphering and deciphering method according to 
claim 17, further comprising: 

an input Step for effecting the input of Said integers n and 
m and Said first expressions in advance of executing 
Said input arranging Step; and 

an output arranging Step for effecting the output of Said 
rearranged Second expressions after executing Said 
Output arranging Step. 

19. The enciphering and deciphering method according to 
claim 16, wherein Said enciphering and deciphering method 
is used for enciphering and/or deciphering the RSA ciphers. 

20. The enciphering and deciphering method according to 
claim 19, further comprising: 

an input arranging Step for rearranging a plurality of first 
expressions being input according to an ascending 
order in advance of executing Said arithmetic operating 
Step; and 

an output arranging Step for rearranging a plurality of 
computed Second expressions in correspondence with 
the input Sequence of the corresponding first expres 
Sions after executing Said arithmetic operating Step; 
wherein Said arithmetic operating Step computes an 
ensuing Second expression availing of a group of Said 
power raising values acquired in the course of com 
puting an immediately preceding Second expression. 
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