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(57) Abstract

In order to monitor the traffic in a part of a network a switch or bridge (1) includes a processor and a store. The processor is arranged
to sample the traffic on a random or pseudo-random basis in real time and store the results for analysis by a management entity. The whole
of a packet (10) may be captured and stored by the sampling device or, for more specific monitoring, only a predetermined portion of the

packet may be stored.
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TRAFFIC MONITORING AND CONTROL IN A SWITCH

The present invention relates to computer networks and more
particularly to ethernet, token ring and ATM networks.

In etheret network systems it is known to provide management
facilities which can accumulate traffic statistics from stores located at the
individual ports. These statistics are required in order to efficiently manage the
network. In many cases, the production of these statistics is deemed to be a long
trend analysis lasting many hours or days in order for a network manager to take
decisions regarding an appropriate layout of the network.

While some current systems are exact they are unweildy and costly
since the level of detail is not necessary in order to give an accurate profile of
traffic. Others gather all data in-real time and process it later to compress it for
reduced storage. We propose a scheme to gather only extracts from the data and
process it in real time.

It is known to sub-divide a network into discrete zones by switches or
bridges which already have a microprocessor and an amount of memory in order
to handle traffic passing through the bridge.

The present invention provides a switch or bridge including a processor
and a store which will be used to store data relating to traffic on a part of the
network. We propose a scheme to gather only extracts from the data and process
it in real time which is more cost effective. Traffic will be sampled on a random
or pseudo random basis and details of the traffic at that time stored in the store for
analysis by a management entity.

The advantage of this approach is that it has a low memory overhead
and requires little increase in the number of circuits involved and consequently
has little effect on the overall cost of the network. Further, the sampling and
storing can be done by the processor of a switch or bridge in the background e.g.

by an interrupt routine. It is, however, useful for logging one or more of a
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number of parameters in relation to one or more ports in the bridge or switch. For
example, it may be used to provide the profile of the most frequent users on that
port identified by MAC addresses or the profile of generators of errors or of small
or larger packet sizes and the profile of generators of broadcast/multicast
transmissions. For more flexible capabilities, the facility can be programmed to
capture data from any specified port or indeed any specified packet.

In order that the present invention be more readily understood, an
embodiment thereof will now be described by way of example only with reference
to the accompanying drawings in which:-

Fig. 1 shows the form of a typical packet of information; and

Fig. 2 shows diagrammatically a circuit layout for achieving the
monitoring.

As indicated in Fig. 1, a typical packet 10 of information on an ethernet
network consists of a block of information 11 indicating the destination address
of the packet of information, a source address 12 indicating the device from which
the information is derived, other control information 13, actual data 14 to be
transmitted, and finally a block 15 indicating any errors which have occurred.

The present invention provides a system for storing data relating to one
or more of the destination address, source address, some of the control information
and the errors in stores to allow analysis of traffic on the system. In order to
reduce costs, instead of storing every single transmission, it is intended simply to
sample the traffic and store only predetermined parts of the packet. We consider
that this is best done on a random or pseudo random basis in order to avoid any
possibility of missing cyclically repeating information. One form of apparatus
according to the present invention is shown in more detail in Figure 2. A switch
or bridge 1 is represented as comprising a number of ports 1...n, only two of which
are shown. Data flow through the ports is controlled by a management entity 2.
Each port is identical and includes a number of circuits including a port logic

circuit 3, a data FIFO store 4 for data received by and transmitted by the port and
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a statistics memory section 5 which stores details of all packets generated by the
device(s) (not shown) connected to the port.

In order to sample data flowing through the bridge or switch a pseudo
random generator 20 is provided which generates a sampling pulse.  This
sampling pulse operates a gating circuit 21 which feeds information from the next
complete packet 22 of a stream of data on the data bus of the network after the
timing pulse through an analysis and formatting circuit 23 into the additional
memory 25 and then closes the gate at the end of that packet until such time as the
next timing pulse is generated by the pseudo random timer.

For the sake of completeness, the way in which the packet is captured
will be described. When the pseudo-random generator 20 generates a pulse, the
data is examined for a data sequence indicating the start of a packet. Any data
existing prior to such an indication is simply passed through. Once the start of a
packet is detected, an extract of the packet is stored in a formatted fashion

The sampler 22 is arranged to identify the start of the next complete
packet after the generation of the psuedo-random timing pulse by the generator 20
and then only_extract those relevant portions of the packet. This is possible
because the structure of an ethernet packet is such that the addressing and control
blocks are of known size and in a known position in the packet. Once the start of
a packet is detected it is simply a matter of control in order to capture the desired
part.

Using this technique it is possible to capture and store information from
within the data section 14 of the packet simply by appropriate programming of the
sampler 22.

This low cost technique can be readily implemented and can be used,

- if necessary, to provide details of traffic which could be further utilized in order

to adaptively control various parameters of the network and assist in debugging the
network.

One use of the above described arrangements in the area of so-called
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storm protection and this will now be described in detail.

It is customary in networks for every device to have a unique address
associated with it.  Usually networks are designed to allow a one-to-one
communication between ports of the network to which the deﬁces are attached,
but it is often the case that one port wishes to broadcast the same message to all
other ports within the network. While this is acceptable, one has to guard against
the possibility of a so-called storm of such broadcast data occurring in view of the
fact that this would normally jam buffer stores associated with each port and also
with the fact that the whole network would be slowed down.

When the switch or bridge monitors traffic through it, certain
parameters of the statistics related to the traffic through the bridge or switch can
be utilised in order to detect the onset of a storm condition and takes action to
control the level of such traffic within limits.

Preferably, each port has associated with it one bit which can be
controlled in order to prevent a storm of multicast/broadcast data being forwarded
to all the ports of the switch and jamming the system.

The switch or bridge can simply identify from previous receptions of
requests for multicasts or broadcasts that it will become overloaded and thus
refuse to handle any further requests for multicasts or broadcasts until a suitable
time.

In more detail, it is assumed that the network is an ethernet network
comprising one or more switches or bridges each having a number of ports as well
as a management entity for the switch or bridge. Each of the ports of a switch is
known to the management entity of the switch and each port has storage and logic
circuits.

The logic circuits may be arranged to add to the port number a digital
bit whose value can be altered in response to instructions from the management
entity. The storage circuits may include stores for logging all traffic through the

port including accurate statistics of all broadcast and/or multicast messages created



WO 96/38955 PCT/EP96/02335

10

15

20

by the device attached to the port.

The management entity monitors traffic through all ports of the switch
or bridge and compiles statistics relating to the traffic. Included in the statistics
are the number of occasions multicast/broadcast data is being supplied. On the
basis of the statistics, the management entity makes a decision as to whether to
permit a further multicast/broadcast data message to pass through the switch or
bridge. If the management entity determines that a storm would result from a
further multicast/ broadcast data message which would normally jam the FIFO's
related with each port and also slow down the network, the management entity
then changes the additional bit per port which directs any subsequent
multicast/broadcast message to a non-existent port of the switch. In our system
this is port 31.

It is considered that this system of diversion to a non-existent port is
superior to that of simply turning off a port which is attempting to transmit a
multicast/broadcast message or of detecting all broadcast or multicast traffic input
through the port since the statistics relating to usage of the network are Being
maintained and consequently the management entity can detect when traffic on the
network reduces to such a level that further multicast/broadcast message can be
accommodated. At that point, the additional bit per port can be changed back to
permit multicast/broadcast messages.

This particular method permits unicast messages to be handled by the

network as usual whether or not the storm protection mechanism is in operation.
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CLAIMS:
1. A method of monitoring traffic on a network
comprising,

sampling packets on the network at intervals
to generate a statistical representation of traffic

flow.

2. The method of claim 1, wherein the sampling is
carried out at random or pseudo random intervals.

3. The method of any preceding claim wherein

whole packets are sampled.

4. The method of any of claims 1 to 3, wherein
pre-determined parts of packets are sampled.

5. The method of claims 1 to 4, wherein analysis
of the network traffic is carried out in real time.

6. The method of any of claims 1 to 5, wherein
analysis of the network traffic is carried out not in

real time.

7. The method of any of claims 1 to 6, further
comprising preventing, on the basis of the
representation of traffic flow, devices found to be
producing large quantities of traffic from transmitting
messages when such transmission would be likely to cause
substantial slowing of the network.

8. The method of claim 7, wherein devices are
prevented from transmitting multicasts or broadcasts

in particular when a storm is deemed likely.

9. The method of either of claims 7 or 8 wherein
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devices which are found to be generating large numbers
of multicasts or broadcasts are prevented from

transmitting multicasts or broadcasts.
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