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METHOD FOR ENCRYPTING AND EMBEDDING
INFORMATION IN A VIDEO PROGRAM

This is application is based on priority of pending U.S. Patent application Serial No.
08/167,678 filed December 15, 1993, and U.S. Patent application 08/183,602, filed
January 18, 1994 both of which are incorporated herein by this reference as though set forth
in full.

Background of thé Invention

Field of the Invention:
This invention relates generally to methods for scrambling and encrypting information

embedded in a video program that is transmitted over the air, cable, satellite or telephone

lines, or that is recorded on a video cassette tape.

Description of the Related Art:

Television programs can include closed captioning and other information embedded
in the program. This information can be embedded in the vertical blanking interval (VBI)
lines (described below) of a television video signal. A VBI decoder in a VCR or a television
is used to retrieve the closed captions, which are for the hearing impaired, and other
information from the VBI lines. The closed captions are then displayed as text on the

_ television monitor along with the video.

Other information can also be embedded in the VBI lines. For example, a directory
to programs can be embedded in the VBI lines. The directory can either be transmitted in
the VBI lines during a transmission over the air, cable, satellite or telephone lines or stored
in the VBI lines of a video cassette tape along with the programs on the video cassette tape.
The directory can then be used to control a video cassette recorder (VCR) to access programs
on the video cassette tape. Other information in the VBI lines can include channel specific
program guide (CSPG), program related information (PRI), Instant Information (II), video
magazine (V(M)) packet, and tape identification, program number and absolute address
(TPA) packet, which are described below.

Since the information provides valuable services for users, it is necessary to control
access to the information to only authorized users. Otherwise revenue for the services cannot
be collected.

Summary of the Invention

An object of the present invention is provide methods and apparatus for scrambling
and encrypting information embedded in a video program that is either transmitted or that
is recorded on a video cassette tape.

Another object of the present invention is to provide methods for descrambling and
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Accordingly apparatus and methods for scrambling and encrypting and descrambling
and decrypting are provided. In one embodiment of the present invention a method for
transmitting information having a header portion and a body portion includes the steps of
providing a clock having an output as a function of time, generating a first key based on the
time from the clock and a part of the header portion, using the first key for encrypting the
body portion to generate an encrypted body portion, combining the encrypted body portion
and the header portion to form a data packet, combining a video program and the data packet
to form a composite video signal, and transmitting the composite video signal.

In another embodiment of the present invention a method for receiving transmitted
information having a header portion and an encrypted body portion includes the steps of
providing a clock having an output as a function of the time, generating a first key based on
the time from the clock and a part of the header portion, using the first key for decrypting
the encrypted body portion to generate a decrypted body portion, combining the decrypted
body portion and the header portion to form a data packet, and recording the data packet on
a video cassette tape.

In another embodiment of the present invention a method for recording information
having a body portion and a header portion on a video cassette tape includes the steps of
providing a clock having an output as a function of the time, generating a first key based on
the time from the clock and a part of the header portion, using the first key for encrypting
the body portion to generate an encrypted body portion, embedding the encrypted body
portion' and the header portion within the video program, and recording the video signal on
a video cassette tape. S

In another embodiment of the present invention a method for decrypting recorded
information having a header portion and an encrypted body portion, includes the steps of
providing a clock having an output as a function of the time, generating a first key based on
the time from the clock and a part of the header portion, and using the first key for
decrypting the encrypted body portion to generate a decrypted body portion.

Other objects and many of the attendant features of this invention will be more readily
appreciated as the same becomes better understood by reference to the following detailed
descriptions and considered in connection with the accompanying drawings in which like
reference symbols designate like parts throughout the figures.
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Brief Description of the Drawings

FIG. 1A is a block diagram illustrating an indexing video cassette recorder that
operates with a directory controller to provide access to indexed programs recorded on a
video cassette tape in accordance with principles of the invention.

FIG. 1B is a block diagram of a transmitter in accordance with principles of the
invention.

FIG. 2 is a diagram illustrating the fields, frames and vertical blanking interval of an
interlaced television scanning raster. .

FIG. 3 is a diagram illustrating the timing of the vertical blanking interval (VBI) lines
of an interlaced television scanning raster and the information that can be embedded in the
VBI lines.

FIG. 4 is a schematic view of an embodiment for recorded tapes illustrating storing

‘VISS marks on a control track, TPA packets each containing a tape identification number,

a program number, and an absolute address in a vertical blanking interval line, and a
directory in a vertical blanking interval line in accordance with principles of the invention.

FIG. 5A is a schematic conceptually illustrating the information in a TPA packet in
accordance with principles of the invention.

FIG. 5B is a schematic conceptually illustrating the information in a directory for a
program in accordance with principles of the invention.

FIG. 6 is a schematic conceptually illustrating the header, body and end of a CSPG,
PRI, Instant Information (II), V(M) packet, or directory as stored in a VBI line in accordance
with principles of the invention. _ .

'FIG. 7 is a illustration of the relationship of the Odd/Even bit to the months of a year
according to the present invention.

FIG. 8A is a flow chart of a method for encrypting information embedded in a video
program that is transmitted according to the present invention.

FIG. 8B is a flow chart of a method for encrypting information embedded in a video
program that is recorded on a video cassette tape according to the present invention.

FIG. 9A is a flow chart of a method for decrypting information embedded in a video
program that is transmitted according to the present invention.

FIG. 9B is a flow chart of a method for decrypting information embedded in a video
program that is recorded on a video cassette tape according to the present invention.

FIG. 10 is an illustration of the method of mapping bytes of a body to encrypted bytes
according to the present invention.

FIG. 11 is an illustration of the method of mapping encrypted bytes of a body to
decrypted.bytes according to the present invention.
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Detailed Description
Referring to the drawings, FIG. 1A is a block diagram of an indexing VCR system
10 including a video cassette recorder (VCR) 1 with a video tape cassette 40, a video display

~ 50, and a directory controller 30. The VCR 1 is a conventional video cassette recorder

device and uses any one of many different recording technologies such as BETA, VHS, super
VHS, 8 mm, VHS-C or any other popular technology. Particularly useful are VHS-C
indexed tapes, which can be played directly on a VHS indexing VCR that has a full index
function as described in U.S. application Ser. No. 08/066,666. The cassette 40 is a
conventional video cassette having a magnetic tape 42 packaged in a cartridge or cassette
housing. Even though the size and design of the housing is different for different types of
recording technology, the basic information that goes on the tape itself is similar. The
technology and operation of a VCR are well understood in the art.

The VCR 1 has a button control panel 3 with control buttons, including LOAD 3a,
PLAY 3b, STOP 3c, RECORD 3d, and EJECT 3e, for.controlling the operation of the VCR
1. The LOAD button 3a is optional and is not used on machines which load automatically.
The VCR control logic circuit 21 receives control signals from the button control panel 3 and
controls the overall operation of the VCR 1 by sending control signals to motor control 5,
a video logic circuit 7, and a position logic and counter circuit 9, as well as, to video display
50 and microprocessor controller 31 of the directory controller 30. A clock 80 can be set
to a time and read by the VCR control logic. The VCR control logic 21 can be implemented
with a microprocessor and a memory for storing programs to implement the steps of the
methods of the invention. '

The motor control 5 controls loading and ejecting of the cassette 40 and also controls
movement of the video tape 42 within the video cassette 40 during record, play, search, fast
forward, and rewind operations. The video logic circuit 7 controls the operation of video
read/write head 14 in reading from or recording video signals to the tape 42. As a program
is recorded and played, the tape 42 is passed around capstan 13. The speed of capstan 13
is controlled by motor control 5 to maintain a constant linear tape speed during record, play
and search operations. Search speed is about twice as fast as play speed. In rewind and fast
forward operations the tape speed is controlled by the speed of the supply or take-up reels.
The position logic and counter circuit 9 monitors tape movement through a cassette tape
movement sensor 22 and generates signals that represent tape position.

The directory controller 30 includes a microprocessor controller 31, a random access
memory (RAM) 33 and a directory input/output display and control panel 32. Preferably the
microprocessor controller 31 includes an integrated circuit microprocessor, and a program
store, such as a read-only-memory (ROM), for storing a control program, and a clock for
generating a clock signal for timing functions and providing the time. The time may be set
using the directory input/output display and control panel 32 in a manner known in the art.
Alternatively, the VCR 1 may maintain the time with clock 80. The RAM 33 is a
conventional random access semiconductor memory which interfaces directly with the
microprocessor controller 31. The RAM 33 is preferably non-volatile. Alternatively, the
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RAM 33 is battery backed up.v A portion of the RAM 33 is shown as 33b, which is used for
storing the system software of the microprocessor controller 31. The RAM 33 is also used
for storing the program directory 33a.

The directory input/output display and control panel 32 has an alphanumeric keyboard
32a and special function keys, such as a SEARCH key 32b for commanding searches for data
in the directory 33a and on the tape 42, a MODIFY key 32c for modifying or deleting
directory information in the RAM 33, and an ENTER key 32d for entering program
directory information. Instead of providing special function keys, functions can also be
initiated by entering predefined sequences of conventional keys on the alphanumeric keyboard
32a.

A display 32e is a conventional liquid crystal or other type display for displaying data
being entered on the keyboard 32a, and to display the directory or other information stored
in the RAM 33. Alternately, as discussed below, an on-screen display on video monitor 50a
can be used. The directory information stored in the RAM 33 is processed by the
microprocessor controller 31.

The VCR 1 additionally comprises a character generator circuit 23 coupled to the VCR
control logic circuit 21 and to a character generator read-only memory (ROM) 25. Character
generators are well-known in the art. Typically, the character generator ROM 25 stores a
data table representing pixel or bit patterns of a plurality of alphanumeric characters, such
as the Roman alphabet and the Arabic numerals. Upon command by the VCR control logic
circuit 21 and the character generator circuit 23, the data in the character generator ROM 25
is read and placed in an output signal to the video monitor 50a at a position on the display
determined by coordinates generated by the microprocessor controller 31. The end result is
visual display of a alphanumeric character on the display screen. Character generatoré are
well-known for on screen channel display in television receivers. The video monitor 50a is
preferably 36 characters x 15 rows.

FIG. 1B is a block diagram of a transmitter in accordance with principles of the
invention.  The message body 84, which is described below, is encrypted and scrambled
by encryption and scrambling unit 85. The encryption and scrambling are performed as a
function of information in the header 86, which is further described below. Then header 86
and end code 88 are combined with the encrypted message body by combiner 90. Then the
output of combiner 90 and a video program 82 are combined in combiner 92. The output
of combiner 92, which is a composite video signal can be transmitted via antenna 96 or sent
on a cable via cable output unit 94. The composite video signal can also be transmitted via
satellite or telephone lines.

Television programs can include closed captions embedded in the program. This
information can be embedded in the Vertical Blanking Interval (VBI) lines (described below)
of a television video signal. A VBI decoder 60a in the VCR 1 or in a television is used to
retrieve the closed captions from the VBI lines and then the closed captions are displayed as
text on a video monitor. ’

Other information can also be embedded in the VBI lines. For example, a directory
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to programs can be embedded in the VBI lines. The directory can either be transmitted in
the VBI lines during a transmission or stored in the VBI lines of a video cassette tape along
with the programs on the video cassette tape. The directory can be then be used to control
a video cassette recorder (VCR) to access programs on the video cassette tape. Such a
system is described in application Serial No. 08/066,666, which is incorporated herein by
this reference, as though set forth in full. Other information in the VBI lines can include
channel specific program guide (CSPG), program related information (PRI), Instant
Information (II), a V(M) packet, a TPA packet, which are described below.

For example a program title can be transmitted in the VBI lines along with a program
which is being recorded on a VCR cassette tape. The VBI decoder can retrieve the program
title from the VBI lines and then store the program title and the position of the start of the
program in RAM 33 of directory controller 30 to assist the user in accessing the program in
the future from the VCR cassette tape.

As discussed below the directory can be transmitted in a scrambled and encrypted
form. The directory can be descrambled and decrypted before being stored in the RAM 33
or can be stored in RAM 33 in a scrambled and encrypted form.

As shown in FIG. 1A, VBI decoding can be implemented by coupling an input of a
VBI decoder 60a to the output of a tuner 61, which is generally included in the majority of
VCRs for tuning the VCR to a channel for off-the-air recording. The tuner 61 receives a TV
signal from an antenna 63 or a cable TV signal source 64. Both the decoder, the tuner, and
the interaction of both, are conventional in the art. Examples of commercially available VBI
caption decoders include the TeleCaption 4000 Adaptor, commercially available from
National Caption Institute, Falls Church, Virginia, the Teletext Decoder, available from
Norpak Corporation, Ottawa, Canada, and the VBI Decoder CCD3000 available from ITT
Semiconductor. '

A decoder signal line 65 is coupled from the decoder to the VCR control logic circuit
21. The VCR control logic circuit 21 may be commanded by the microprocessor controller
31 to pass the decoded data to the directory 33a under control of a stored program in the
RAM 33. For example, if the VBI data includes a program title, then the program causes
the VBI information to be stored as a program title in the directory 33a. On command from
a user, the directory contents are displayed on the video monitor 50a and the user can select
a program to access by using keyboard 32a.

Vertical Blanking Interval Lines : :

FIG. 2 is a diagram illustrating the fields, frames and vertical blanking interval of an
interlaced television scanning raster 100. The first field 102 of the television signal starts
at the upper left comer of the screen and writes lines 21, 22, .. 263. At the bottom of the
screen the beam writing the screen retraces in a series of lines back to the top of the screen.
These lines are shown as the vertical blanking interval lines 106. During the retrace the
writing to the screen is blanked; however, because the signal is still present, additional
information can be sent during the vertical blanking interval. There are at least 20 lines in
the vertical blanking interval, and it is possible to have additional VBI lines. After the
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vertical blanking interval, the second field 104 is written on the screen and lines 283, 284,
. . . 525 are interleaved between the lines of the first field 102. The two fields and the
vertical blanking interval together constitute a frame. FIG. 3 is a diagram illustrating the
timing 110 of the vertical blanking interval (VBI) lines 1 to 20. As shown each vertical
blanking interval line 111 occupies a portion of the time span. Each VBI line, such as 19
as shown in FIG. 3, can contain 2 to 4 bytes of information. When a message is embedded
in the VBI lines the message is typically longer than 2 to 4 bytes and is spread across a
number of fields and frames. Closed caption data 112 and extended data services (EDS) data
116 can be embedded in VBI lines. The information contained in a VBI line can include a
channel specific program guide (CSPG), program related information (PRI), Instant
Information (II), a V(M) packet, a TPA packet, or a directory, as indicated by element 114
in FIG. 3.
Recorded Tapes with Information in the VBI Lines

FIG. 4 is a schematic of recorded tapes illustrating storing Video Index Search System
(VISS) marks on a control track, TPA packets each containing a tape identification number,
a program number, and an absolute address in vertical blanking interval lines, and a directory
stored in the vertical blanking interval lines in accordance with principles of the invention.
In FIG. 4 VISS marks 186, 188 and 190 are placed in the control track 166 at the start of
the programs. This can be done at the time the tape is produced or copied from a master

-tape. On a pre-recorded tape the TPA packets 176 and directory 178 are also previously
" stored onto the tape on vertical blanking interval lines 19 and 20, respectively, which are

designated as 167 and 168 in FIG. 4.

Each TPA packet 215 contains a tape identification 214, a program number 216 and
an absolute address 218, as shown in FIG. 5A. The tape identification is a number that
identifies the video cassette tape being used and is constant across the tape. The program
number relates to the number of the program that is recorded on the tape adjacent to the TPA
packet. For example, the TPA packets shown in FIG. 4 as TP,A, correspond to program
number 3. The absolute address in the TPA packet is an indication of the time (or distance)
from the beginning of the tape to the location on the tape at which the particular TPA packet
is written. Since the TPA is written in VBI lines across the tape, the absolute address: varies
across the tape. The TPA packet may also contain a month and year field 220, the use of
which is described below. :

Each directory entry is used to store information about a program stored on the
recording tape. For example, a directory may contain for a program: the program title 205,
the program number 206, the start address 208, the end address 210 and the record speed
212, as shown in FIG. 5B. Additional fields 204 can be provided to allow room for
expansion. In particular the additional field can include fields for program category (PC),
version, and language.

The TPA packets and the directory information can be used along with the VISS marks
for accessing programs on the tape. The directory on the tape is accessed and stored in
directory 33a and displayed to a user, who can then select a program to view. The VCR will

-7-



10

15

20

25

30

35

40

WO 95/17059 PCT/US94/14309

then access the program using the information in the TPA packets stored along the tape and
the information in the directory. By comparing the start address of the program in the
directory with the absolute address in the TPA packet it can be determined whether to
advance or rewind the tape to access the beginning of the selected program, which is marked
by a VISS index mark. Then the program can be played by the VCR. The method of
accessing programs on a pre-recorded tape is further described in U.S. patent application
serial number 08/167,285, filed 12/15/93, which is incorporated herein by this reference, as
though set forth in full.

As described in U.S. patent application serial number 08/167,285, filed 12/15/93,
TPA packets and VISS marks can be recorded on home recorded tapes to assist in accessing
programs on a tape. In the case of home recorded tape the directory is retained in RAM 33
rather than in a VBI line.

Information Transmitted in the VBI Lines

The types of information that can be transmitted in a VBI line include: a channel
specific program guide (CSPG), program related information (PRI), Instant Information (II),
a V(M) packet, TPA packet, and a directory, as indicated by element 114 in FIG. 3.

The format for transmitting the information in a VBI line is shown in FIG. 6. This
same format applies to channel specific program guide (CSPG), program related information
(PRI), Instant Information (II), V(M) packets, TPA packets, and directories that are
transmitted in a VBI line. The transmission begins with a header 242 that includes a start
code 248, a type code 250, and a message ID 252. The type code indicates the type of
message. The message ID can be used to identify a message. ‘_

The header 242 is followed by the body 244, which contains the information of the
niessagc. The body 244 can contain a CSPG, a PRI, an II, V(M) packets, TPA packets, or
a directory.

The CSPG is the combination of the program information for a plurality of programs
that will be transmitted in an upcoming predetermined time on a particular channel. The
information for each program may include:

. Title of program

. Program length in minutes

. Day and time of day of transmission

. Station call letters (e.g. KCET or KCAL) or 4-letter abbreviation of station

name (e.g. SHOW for Showtime)

. Channel number ‘

In addition to the above information, the channel specific program guide may also include
compressed code numbers representing a channel, date, time and length. Also a description
of the programs can be included.

Program related information (PRI), which can also be referred to as Instant
Information (II), is information transmitted in the VBI that is related to a program being
broadcasted which is available upon user command either concurrently with the program or
at a later time. When PRI or II is broadcast, the user is prompted and the user can respond
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with a command to retrieve the PRI or II and either display the PRI or II or perform other
appropriate steps related to the PRI or I. If the PRI or II is encrypted or scrambled then
it is first decrypted and descrambled. Examples of PRI include statistics of baseball players
during a baseball game, recipes given out during a cooking lesson, and problem assignments
and answers after an educational program. The PRI or II can also include a date, time,
channel and length of a program to be broadcast at a later time. In this case when the user
responds to the prompt that PRI or II is available, then a VCR is programmed automatically
to record the program broadcast at a later time.

V(M) packets transmitted in the VBI can be used to mark the beginning of sections
of a video magazine or used to mark the beginning of a program.

The TPA packet and directory information and their use for accessing recorded
programs have been described above.

Following the body 244 is the end 246, which contains a stop code 254 and a
checksum 256.

When the directory and the TPA packets are written in the VBI of a tape, as shown
in FIG. 4 and discussed above, the directory and/or the TPA packets can be encrypted or
unencrypted.

Encrypting Information in VBI Lines

Now that the types and formats of the information have been described, the methods
for encryption and decryption of the information will be discussed. The purpose of
encrypting the information is to protect against unauthorized access of the information.

In general messages embedded within a vertical blanking interval are encoded by
generating a key dependent on time and the message and then using the key to select a table
or tables for mapping portions of the message into an encrypted message. The method of
encryption applies to messages that are transmitted, and to information that is stored on a
recorded tape in the VBI lines. In digital tapes it is not necessary to use VBI lines because
there is an area of tape available for the information. The methods of encryption and
decryption described herein are equally applicable to information that is recorded on a digital
tape.

FIG. 8A is a flowchart of a method for encrypting information embedded in a video
program that is transmitted according to principles of the present invention. The method of
FIG. 8A can be implemented by a program for a microprocessor or a computer at the
transmitter. A message to be transmitted is shown as element 240 in FIG. 8A and
corresponds to element 240 of FIG. 6. As shown the message consists of a start code, type

and message ID that constitute the header of the message. The body of the message, which

can be either CSPG, PRI, II, a V(M) packet or a directory, follows the header. The end
field, which includes a stop code and a checksum, follows the body. The body of the
message is the portion of the message that needs to be protected with encryption.

Shown in FIG. 8B are directory 204 and TPA packet 215, which represents
information to be recorded on a tape.

First, the encryption of the body of the message to be transmitted of FIG. 8A will be
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described and then any modifications for encrypting information that is to be recorded on a
tape, as shown in FIG. 8B will be described.

In step 306 the odd/even bit of the message ID is inspected to determine whether it
is a zero or a one. As shown in FIG. 6 the message ID includes an-odd/even bit. If the
odd/even bit is zero then the month is an odd month. If the odd/even bit is a one then the
month is an even month. The odd/even bit is further described in FIG. 7. As shown in
FIG. 7 the odd/even bit retains its value over a period of two months. For example, as
shown the odd/even bit might be zero during the months of May and June. The reason the
odd/even bit is zero for the months May and June is that the two month period begins during
the month of May which has an odd number 5. The odd/even bit 260 in FIG. 7 is one
spanning the months of June and July. In this case the odd/even bit is a one because the
beginning month June is represented by the numeral 6 which is even. So the odd/even bit
value is determined by whether the first month of a pair of months is odd or even.

The reason to have an odd/even bit is that if a transmission is near the transition
between May and June then the transmitter may believe that the month is May however, the
receiver, for example, a VCR may, according to its internal clock think that it is the month
of June. Suppose this is the case. If the VCR clock indicates June of 1993 and the odd/even
bit is zero then the VCR will know that the transmitter believes that it is May because the
odd/even bit has been set to zero. However, if the odd/even bit is a one then the VCR will
know that the transmitter is transmitting in the month of June.

So in step 306 the first step is to inspect the odd/even bit to determine whether it is
a zero or a one. Note that when transmitting the odd/even bit can be set by the transmitter
to either be a zero or a one. If the odd/even bit has been set to a zero then in stép 308 if
the date of transmission is odd then the next step for a transmission is step 316. On the other
hand, if the date of transmission as tested in step 308 is even then for a transmission the next
step is 314. In step 316 a key is generated based on the month and year of the current month
of transmission and based on the message ID. In step 314 a key is generated based on the
date of the month previous to the month of transmission and based on the message ID. For
example, suppose the odd/even bit is set to zero to indicate odd and suppose the month and
year of transmission is June of 1993, then the key will be generated based on the date of
May 1993 as indicated in step 314.

There are many ways in which the key can be generated based on the month and year
of transmission. For example, the month can be added or subtracted from the year, or the
concatenation of the month and year can be added to the message ID and a remainder module
32 calculated.

Once the key is generated then in step 320 the key is used to look up a second key in
a table. Then in step 322 the second key is used to select a table for encrypting the bytes
of the body of the message in step 324. Once the bytes are encrypted then in step 326 the
start code, type, message ID, encrypted body,' stop code and checksum are concatenated
together to form the encrypted message to be transmitted.

FIG. 10 illustrates the manner of encrypting the bytes of the body of the message. For
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example, suppose a bit of the body is 22 HEX as shown as element 404 in FIG. 10. The
value 22 HEX is used as an address to a table 402 to look up a substitute byte, in this case
53 HEX, designated as element 406 in FIG. 10. As an additional encryption step the looked
up value 53 HEX can then be used as an address to a second table 408 to look up another
substitute value, in this case 7A HEX designated as element 410 in FIG. 10. The original
byte of a body has one bit of parity and after the table lookup another parity bit can be added
in step 412 to produce an encrypted body byte 414. Note that in table 402 the values in the
table from 00 through 1F HEX are mapped into the same values. This also applies to the
first entries in table 408. By not changing the mapping of the lower order entries in the table
the method of encryption is more difficult to determine.

The method of FIG. 8B for encrypting information recorded on a tape such as a
directory as shown in element 204 of FIG. 8B, is similar to the encoding of the body 244
of the message 240 of FIG. 8A. The method of FIG. 8b can be implemented by a program
for a microprocessor or a computer. In the case of FIG. 8B, an odd/even bit is stored as a
portion of the tape identification field as shown as element 219 in FIG. 5A. In step 306 the
odd/even bit is examined to determine whether it is a zero or a one. Again, as in the case
of an encryption for a transmission, the odd/even bit can be selected to be either zero or one.
Then in steps 308 and 310 the month and year that the directory is recorded into the tape is
inspected to determine whether the month is a odd or even month. If the month is
determined to be odd in step 308 then the next step is step 318, and if it is determined to be
even in step 308 then the next step is 312. Similarly, if in step 310 the month is determined
to be odd then the next step is 312 and if the month is determined to be even then the next

- step is 318. In step 312 a key is generated based on the date of the month previous to the

month of recording. The key can also be a function of the tape ID. In step 318 a key is
generated based on the date of the month of recording and can also be a function of the tape
ID. The key that is generated is used in step 320 and step 322 to select tables for encrypting
bytes of the directory. This can be done in the manner described in FIG. 10. Then in step
328 the encrypted directory is written into the VBI lines. Also the month and year of
recording the encrypted directory is written into the TPA packet as shown in element 220
of FIG. 5A. The entire TPA packet 215 can be encrypted in the same manner.

The key based on the month and the tape ID can be generated in the same manner as
indicated for steps 314 and 316.

When a message is received it must be decrypted. FIG. 9A is a flowchart of a method
for decrypting information embedded in a video program that is transmitted according to
principles of the present invention. The method of decrypting shown in FIG. 9A can be
implemented by a microprocessor realization of VCR control logic 21 or by VBI decoder
60a. Element 326 of FIG. 9A, which corresponds to element 326 of FIG. 8A, shows an
encrypted body of a message. In step 364 the odd/even bit contained in the message ID of
the message 326 is examined to determine whether the odd/even bit is a zero or one. If the
odd/even bit is a zero then in step 366 the clock 80 of the VCR is examined to determine
whether the VCR clock is at a month which is odd or even. If the clock 80 month is an odd
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month then the next step is step 374 and if the clock 80 month is even then the next step is
step 372. If the odd/even bit is a one then if the clock 80 month is odd as determined in step
368 the next step is 372 and if the clock 80 month is an even month then the next step is step
374. In step 372 a key is generated based on the date of the month previous to the month
on the clock 80 and can also be generated as a function of the message ID. In step 374 the
key is generated based on the date of the current month on the clock 80 and can also be
generated as a function of the message ID. The method of generating the key based on the
month and the message ID can be as indicated for steps 314 and 316 above. After the key
is generated then in step 378 the key is used to look up a second key in a table which is then
used to select a table or tables for decrypting bytes in step 380. In step 382 the tables for
decrypting bytes are used to decrypt each byte.

FIG. 11 is an illustration of the method of mapping encrypted bytes of a body to
decrypted bytes according to the present invention. As shown in FIG. 11 the encrypted byte
420 is used as an address to table 424. For example, if byte 420 is 7A HEX then this is
used as an address and the output of table 424 is 53 HEX which is represented as element
426 in FIG. 11. This output of table 424 can then be used to look up another substitute byte
in table 428 and in this case 22 HEX is the output of table 428. Then in step 432 the parity
bit is added to the output of the table 428 to complete the mapping of encrypted body byte
420 to decrypted body byte 434.

In step 384 the decrypted body is recorded onto the VCR tape. In step 386 VCR
clock 80 value for the month and the year and the odd/even bit from the message ID is
recorded onto the VCR tape into the TPA packet as shown in FIG. 5A.

The method for decrypting an encrypted directory that has been recorded onto the tape
as indicated in element 328 of FIG. 9B, which corresponds to element 328 of FIG. 8B, is
similar to the decryption of the encrypted body of element 326 of FIG. 9A. The method of
FIG. 9B can also be implemented by a microprocessor. The key difference is that step 376
is substituted for step 374 and step 370 is substituted for step 372. In step 370 a key is
generated based on the month previous to the month that is in the TPA packet of element 328
and can also be generated based on the tape ID. In step 376 the key is generated based on
the date of the month in the TPA packet of element 328 and can also be based on the tape
ID. The key that is generated is again used to look up another key in step 378 and then to
select tables 382 for decrypting the bytes in step 380. The result is a decrypted directory
388. An example of the encryption and decryption will now be given.

For a message that is transmitted, suppose the original message is: "The red fox ran
over the fence." Suppose the year and month of transmission is June of 1993 and suppose
the odd/even bit is set to be odd. Since the odd/even bit is odd and the year and month of
transmission is June of 1993 the key for encrypting the message will be based on May of
1993. After encoding according to FIG. 8., the encrypted message is
funsieu3l;InfEidpak;auefa-ue;faie. The VCR 1 then receives the encrypted message. If the
month and year of VCR clock 80 is June of 1993, then when the VCR reads the odd/even
bit from the message ID and determines it is odd then the key will be generated based on
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May of 1993. The decrypted message will be ""The red fox ran over the fence." Asa
second example, suppose that the encrypted message is recorded on a tape and suppose that
the month and year in VCR clock 80 is December 1993, suppose the year and month
recorded in the TPA packet on the tape is June of 1993 and suppose the odd/even bit
recorded in the TPA packet is odd. Then when the VCR 1 decrypts the encrypted message
it will generate a key based on May of 1993. The decrypted message will be "The red fox
ran over the fence.”

Alternate Method of Encrypting/Decrypting

In an alternate embodiment the encryption and decryption is performed using a secret
key encrypto-system such as the data encryption standard (DES) proposed by IBM and
adopted by NBS in 1978.

Scrambling/De-scrambling of Data

After encryption, the encrypted data can be scrambled by using a scrambling key to
swap the bits of the encrypted data. The scrambling key is preferably a predetermined set
of numbers that are selected from a number that is associated with the data transmitted in the
VBI or recorded in the VBI on tape. For example, for prerecorded tapes, a predetermined
number of bits of the tape identification number are used as a key. For example, seven bits,
such as bits 22-28, of the tape identification number may be used. The tape manufacturer
uses these bits to scramble the data recorded on the tape. In the VCR 1, the tape
identification number 214 is read from the VBI and the predetermined set of bits are used
to de-scramble the encrypted data. As a second example, for transmitted information, a
predetermined number of bits of the type data 250 are used as a key. For example, four bits-
of the type data 250 may be used. The manufacturer of a master tape used by the transmitter
or the transmitter itself may use these bits to scramble the data. The indexing VCR 1 reads
the type data from the transmitted VBI and retrieves the predetermined set of bits as a key.
The indexing VCR 1 then uses this key to descramble the transmitted data.

One example of scrambling and de-scrambling is to apply the 7 bits to pairs of alpha
numeric characters in the data and depending upon whether the bit is one or a zero, swap the
characters. For example, where a one digit appears the characters of the pair are swapped,
where a zero appears, the characters are not swapped. For example, for a seven bit sequence
of 1011001, the phrase CHRISTIE PARKER HALE becomes scrambled by switching the C
and H of the first character pair to read HC for the first one in the seven bit sequence. The
RI is not swapped because the second bit is a zero; the ST is swapped to TS because the
third bit is a 1; the IE is swapped to read EI because the fourth bit is 1; and so forth. In
addition, the pattern is repeated for each set of seven pairs. Spaces are included as a
character. Thus, CHRISTIE PARKER HALE becomes HCRITSEI PAREK RHAEL. By
applying the same seven bit sequence 1011001, the character sequence can be de-scrambled.

-13-



10

15

20

25

30

35

40

WO 95/17059 PCT/US94/14309

Since after encryption the body portion is scrambled, then before decryption the body
portion must first be de-scrambled. It is also possible to perform scrambling before
encryption, which requires de-scrambling before decryption. Both of these combinations are
within the scope of the invention.

The described embodiments of the invention are only considered to be preferred and
illustrative of the inventive concept, the scope of the invention is not to be restricted to such
embodiments. Various and numerous other arrangements may be devised by one skilled in
the art without departing from the spirit and scope of this invention.

It is therefore intended by the appended claims to cover any and all such applications,
modifications and embodiments within the scope of the present invention.
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WHAT IS CLAIMED IS:

1. A method for transmitting information having a header portion and a body

portion comprising the steps of:

providing a clock having an output as a function of time;

generating a first key based on the time from the clock and a part of the header
portion;

using the first key for encrypting the body portion to generate an encrypted
body portion;

combining the encrypted body portion and the header portion to form a data
packet;

combining a video program and the data packet to form a composite video
signal; and

transmitting the composite video signal.

2. A method for recording information having a body portion and a header portion

on a video cassette tape comprising the steps of:

providing a clock having an output as a function of time;

generating a first key based on the time from the clock and a part of the header
portion;

using the first key for encrypting the body portion to generate an encrypted
body portion; ‘ :

embedding the encrypted body portion and the header portion within a video
program to form a composite video signal; and

recording the composite video signal on a video cassette tape.

3.  The method of Claim 1 or 2 further comprising the steps of:
. generating a scrambling key from a part of the header portion;
scrambling the encrypted body portion using the scrambling key; and
embedding the encrypted and scrambled body portion and the header portion
within a video program to form a composite video signal.

4.  The method of Claim 3 wherein the scrambling key comprises a binary form
having bits of either a first or second type, and the method further comprises the steps of:
(@ applying each bit of the scrambling key to a predetermined number of
pairs of characters in the encrypted body portion;
(b)  swapping the characters of the pair if the assigned bit is of a first type;
(c) otherwise, not swapping the characters of the pair if the assigned bit is
of a second type; and '
repeating the steps (a)-(c) for all pairs of characters of the encrypted body
portion.
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5. The method of Claim 1 or 2 wherein the step of generating a first key based on
time from the clock and a part of the header portion comprises the step of generating the first
key based on the month and year from the clock.

6.  The method of Claim 5 wherein the step of
using the first key for encrypting the body portion to generate an encrypted body portion
comprises the step of: '
using the first key to select a first table;
mapping each part of the body portion to a first encrypted part using the first
table; and
concatenating each encrypted part to form an encrypted body portion.

7. The method of Claim 6 wherein each part of the body portion comprises a byte.

8. The method of Claim 7 wherein the step of mapping each part of the body
portion to a first encrypted part using the first table comprises the steps of:
using the first key to select a second table; and
mapping each first encrypted part to a second encrypted part using the second
table.

9. The method of Claim 8 wherein the step of generating the first key based on
the month and year from the clock comprises the step of using the first key to look up a
second key in a third table.

10.  The method of Claim 9 wherein the step of generafing the first key based on

the month and year from the clock comprises the steps of:

providing an odd/even month indication in the header portion;

if the odd/even month indication is odd and the month from the clock is an even
month or if the odd/even month indication is even and the month from the clock is an odd
month then generating the first key based on the month previous to the month and year from
the clock; and

if the odd/even month indication is odd and the month from the clock is an odd
month or if the odd/even month indication is even and the month from the clock is an even
month then generating the first key based on the current month and year from the clock.

11. The method of Claim 1 wherein the step of combining a video program and the

data packet to form a composite video signal comprises the step of embedding the data packet
in the vertical blanking interval lines of the video program.

-16-



10

15

20

25

30

35

40

WO 95/17059 PCT/US94/14309

12. The method of Claim 2 wherein the step of embedding the encrypted body
portion and the header portion within a video program to form a composite video signal
comprises the step of embedding the encrypted body portion and the header portion in the
vertical blanking interval lines of the video program.

13. A method for receiving transmitted information having a header portion and an

encrypted body portion, the method comprising the steps of:

providing a clock having an output as a function of time;

generating a first key based on the time from the clock and a part of the header
portion;

using the first key for decrypting the encrypted body portion to generate an
decrypted body portion;

combining the decrypted body portion and the header portion to form a data
packet; and

recording the data packet on a video cassette tape.

14. A method for decrypting recorded information having a header portion and an
encrypted body portion, the method comprising the steps of:
providing a clock having an output as a function of time;
~ generating a first key based on the time from the clock and a part of the header
portion; and
using the first key for decrypting the encrypted body portion to generate a
decrypted body portion. : |

15. The method of Claim 13 or 14 further comprising the steps of:
generating a de-scrambling key from a part of the header portion; and
de-scrambling the encrypted body portion using the de-scrambling key.

16. The method of Claim 15 wherein the de-scrambling key comprises a binary
form having bits of either a first or second type, and the method further comprises the steps
of:

(@) applying each bit of the de-scrambling key to a predetermined number
of pairs of characters in the encrypted body portion; ’

(b) swapping the characters of the pair if the assigned bit is of a first type;

(c) otherwise, not swapping the characters of the pair if the assigned bit is
of a second type; and

repeating the steps (a)-(c) for all pairs of characters of the encrypted body
portion.

17. The method of Claim 13 or 14 wherein the step of generating a first key based
on time from the clock and a part of the header portion comprises the step of generating the
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first key based on the month and year from the clock.

18. The method of Claim 17 wherein the step of using the first key for decrypting
the encrypted body portion to generate a decrypted body portion comprises the steps of:
using the first key to select a first table;
mapping each part of the encrypted body portion to a first decrypted part using
the first table; and
concatenating each decrypted part to form a decrypted body portion.

19.  The method of Claim 18 wherein each part of the encrypted body portion is a
byte.

20.  The method of Claim 19 wherein the step of mapping each part of the encrypted
body portion to a first decrypted part using the first table comprises the steps of:
using the first key to select a second table; and
mapping each first decrypted part to a second decrypted part using the second
table.

21.  The method of Claim 20 wherein the step of generating the first key based on
the month and year from the clock comprises the step of using the first key to look up a
second key in a third table. '

22.  The method of Claim 19 wherein the step of generating the first key based on

the month and year from the clock comprises the steps of:

receiving an odd/even month indication embedded in the header portion;

if the odd/even month indication is odd and the month from the clock is an even
month or if the odd/even month indication is even and the month from the clock is an odd
month then generating the first key based on the month previous to the month and year from
the clock; and

if the odd/even month indication is odd and the month from the clock is an odd
month or if the odd/even month indication is even and the month from the clock is an even
month then generating the first key based on the current month and year from the clock.

23. | The method of Claim 19 further comprising the steps of:
recording the received odd/even month indication on a video cassette tape; and
recording the output of the clock on the video cassette tape.

24. A method for broadcasting information comprising the steps of:
generating data containing the information;
generating a header related to the information;
generating a scrambling key from a portion of the header;
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scrambling the data using the scrambling key to generate scrambled data;
combining the scrambled data and the header to form a data packet;
generating a video program,

combining the video program and the data packet to form a video signal; and
transmitting the video signal.

25. The method of claim 24 wherein the data packet is broadcast in the vertical
blanking interval of the video signal.

26. The method of claim 24 wherein the scrambling key comprises a binary form
having bits of either a first or second type, and the method further comprises the steps of:
(@) applying each bit of the key to a predetermined number of pairs of
characters in the data;
(b) swapping the characters of the pair if the assigned bit is of a first type;
() otherwise, not swapping the characters of the pair if the assigned bit is
of a second type; and
repeating the steps (a)-(c) for all pairs of characters of the data.

27.  The method of claim 26 wherein the first type is a one and the second type is
a zero.

28. A method for recording information on a video tape comprising the steps of:
generating a tape identification number; .
generating a directory data packet, the directory data packet having directory
information;
‘ generating a scrambling key from a portion of the tape identification number;
scrambling the directory information using the scrambling key to generate a
scrambled directory data packet;
generating a plurality of video programs;
combining the plurality of video programs and the scrambled directory data
packet to form a video signal; and
writing the video signal on the video tape.

29. A video tape comprising: .
a recording medium having a plurality of video frames;
a plurality of video programs recorded on the video tape; and
a directory containing information related to the video programs, a first portion
of the information being scrambled using a scrambling key generated from a second portion
of the information, the directory being recorded in the vertical blanking interval of the video
programs on the tape.
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30. The video tape of claim 29 wherein a second portion of the information
comprises a tape identification number.

31. A method for descrambling data comprising the steps of:

detecting video signals containing video programs and information, the
information having a first portion of unscrambled information and a second portion of
scrambled information; ,

generating a descrambling key from the first portion of unscrambled
information; and .
applying the descrambling key to the second portion of scrambled information
to generate unscrambled information.

32. The method of claim 31 where the step of detecting video signals comprises the
step of detecting video signals from a broadcasted signal.

33.  The method of claim 31 wherein the first portion comprises a tape identification
number.

34.  The method of claim 33 wherein the step of detecting video signals comprises
the step of reading video signals from a recorded tape.

35. A method for retrieving data containing information related to a broadcasted

video program comprising the steps of: '

detecting the data in a video signal;

decrypting the data to form decrypted data;

displaying in temporal proximity to the broadcasted program a prompt on a
television screen informing a user that information related to the broadcasted video program
is available;

detecting user selection commands; and

responding to the detected user commands.

36. The method of claim 35 wherein the decrypted data comprises timer
programming information for a second program to be broadcast at a later time, and the step
of responding to the detected user commands comprises the step of timer programming a
video cassette recorder to record the second program.

37.  The method of claim 36 wherein the timer programming information comprises
the date, time, channel, and length of the second program.
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