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METHOD TO ENHANCE RELIABILITY OF MONITORING DATA FOR EDGE-

CORE DISTRIBUTED ANALYTICS SYSTEMS

BACKGROUND

Field

[0001] The present application is generally directed to Internet of Things (IoT), and more

specifically, to enhancing reliability of monitoring data for distributed analytics systems.

Related Art

[0002] In related art IoT systems, there are systems and methods for the verification of

monitored data to determine if such data can be trusted. Untrusted or uncertain data can lead

to wrong decisions or operations which may result in damage to operational technology (OT)

systems. Thus, related art IoT systems provide implementations for verifying monitored data.

[0003] In a related art implementation, there is a terminal authentication system utilized for

each sensor node. However, such related art implementations tend to consume excessive

resources for sensor nodes. Such resources can include computing resources and memory to

store the authentication keys, and online update functions to maintain the authentication

method of the sensor nodes and the secure connections with the sensor nodes. As sensor

nodes are often required to work for long periods of time (e.g. a few decades), the resource

consumption can be excessive in comparison with the desired implementation.

[0004] In another related art implementation, there is a data cleansing system to avoid

anomalous data. In such related art implementations, the range of values and fluctuations are

estimated and judged as either anomalous or not through the comparison of the sensed data

with the estimation. However, such related art implementations can have limitations. For

example, such related art implementations may only apply to data that can be estimated to a

sufficient confidence level, and may risk filtering normal data that indicates an anomaly

pertaining to an actual incident happens when such data values fall outside the estimation.

[0005] In related art implementations, there has been a need to reduce the volume of data

transmitted via Wide Area Network (WAN) for storage in a data lake. To facilitate such

needs, related art implementations have involved distributed analytics systems. In distributed



analytics systems, rich data is processed at the edge side for extraction of desired feature

values, wherein the desired feature values are transmitted to the core side. Such related art

implementations also have a need to ensure the reliability of the monitored data.

SUMMARY

[0006] Aspects of the present disclosure include a system, which can involve a first apparatus

configured to manage a plurality of sensors. The first apparatus can include a memory,

configured to store a plurality of evaluation categories for data received from the plurality of

sensors, each of the plurality of evaluation categories associated with an anomaly tag, impact

information associated with each of the plurality of evaluation categories, and a data range;

and a processor, configured to, for data received from a sensor of the plurality of sensors,

determine one or more applicable evaluation categories from the plurality of evaluation

categories for the data received from the sensor of the plurality of sensors, based on a

comparison of the data received from the sensor of the plurality of sensors to the data range

associated with the one or more applicable evaluation categories from the plurality of

evaluation categories; calculate a confidence score for the data received from the sensor

based on each of the one or more applicable evaluation categories from the plurality of

evaluation categories and the impact information associated with the each of the one or more

applicable evaluation categories from the plurality of evaluation categories; and transmit the

confidence score and the anomaly tag associated with each of the one or more applicable

evaluation categories to a second apparatus.

[0007] Aspects of the present disclosure include a method for managing a system involving a

first apparatus configured to manage a plurality of sensors. The method can include managing

a plurality of evaluation categories for data received from the plurality of sensors, each of the

plurality of evaluation categories associated with an anomaly tag, impact information

associated with each of the plurality of evaluation categories, and a data range; and for data

received from a sensor of the plurality of sensors, determining one or more applicable

evaluation categories from the plurality of evaluation categories for the data received from

the sensor of the plurality of sensors, based on a comparison of the data received from the

sensor of the plurality of sensors to the data range associated with the one or more applicable

evaluation categories from the plurality of evaluation categories; calculating a confidence

score for the data received from the sensor based on each of the one or more applicable



evaluation categories from the plurality of evaluation categories and the impact information

associated with the each of the one or more applicable evaluation categories from the

plurality of evaluation categories; and transmitting the confidence score and the anomaly tag

associated with each of the one or more applicable evaluation categories to a second

apparatus.

[0008] Aspects of the present disclosure can include a non-transitory computer readable

medium storing instructions for managing a system involving a first apparatus configured to

manage a plurality of sensors, the instructions can include managing a plurality of evaluation

categories for data received from the plurality of sensors, each of the plurality of evaluation

categories associated with an anomaly tag, impact information associated with each of the

plurality of evaluation categories, and a data range; and for data received from a sensor of the

plurality of sensors, determining one or more applicable evaluation categories from the

plurality of evaluation categories for the data received from the sensor of the plurality of

sensors, based on a comparison of the data received from the sensor of the plurality of

sensors to the data range associated with the one or more applicable evaluation categories

from the plurality of evaluation categories; calculating a confidence score for the data

received from the sensor based on each of the one or more applicable evaluation categories

from the plurality of evaluation categories and the impact information associated with the

each of the one or more applicable evaluation categories from the plurality of evaluation

categories; and transmitting the confidence score and the anomaly tag associated with each of

the one or more applicable evaluation categories to a second apparatus.

[0009] Aspects of the present disclosure include a system involving a first apparatus

configured to manage a plurality of sensors. The system can include means for managing a

plurality of evaluation categories for data received from the plurality of sensors, each of the

plurality of evaluation categories associated with an anomaly tag, impact information

associated with each of the plurality of evaluation categories, and a data range; and for data

received from a sensor of the plurality of sensors, means for determining one or more

applicable evaluation categories from the plurality of evaluation categories for the data

received from the sensor of the plurality of sensors, based on a comparison of the data

received from the sensor of the plurality of sensors to the data range associated with the one

or more applicable evaluation categories from the plurality of evaluation categories; means



for calculating a confidence score for the data received from the sensor based on each of the

one or more applicable evaluation categories from the plurality of evaluation categories and

the impact information associated with the each of the one or more applicable evaluation

categories from the plurality of evaluation categories; and means for transmitting the

confidence score and the anomaly tag associated with each of the one or more applicable

evaluation categories to a second apparatus.

BRIEF DESCRIPTION OF DRAWINGS

[0010] FIG. 1 illustrates an example of core-edge distributed analytics system, in accordance

with an example implementation.

[0011] FIG. 2 illustrates an example architecture of the IoT Gateway (GW), in accordance

with an example implementation.

[0012] FIG. 3 illustrates an example of an evaluation method control table, in accordance

with an example implementation.

[0013] FIG. 4 illustrates an example of confidence judgment table which stores the normal

value or range for each sensor node, in accordance with an example implementation.

[0014] FIG. 5 illustrates an example flow chart of the confidence evaluation program, in

accordance with an example implementation.

[0015] FIG. 6 illustrates an example of the historical data for confidence evaluation, which is

utilized to generate the normal value for each method in accordance with an example

implementation.

[0016] FIG. 7 illustrates an example of the data lake, in accordance with an example

implementation.

[0017] FIG. 8 illustrates an example architecture of the core server, in accordance with an

example implementation.

[0018] FIG. 9 illustrates an example of the operation history, in accordance with an example

implementation.



[0019] FIG. 10 illustrates an example of the incident factor table, in accordance with an

example implementation.

[0020] FIG. 11 illustrates a flow chart of the confidence reevaluation program, in accordance

with an example implementation.

[0021] FIG. 12 illustrates an example flow diagram of the notification program, in

accordance with an example implementation.

[0022] FIG. 13 illustrates an example of procedure and message format, in accordance with

an example implementation.

[0023] FIG. 14 illustrates an example flow for IoT GW for processing messages from the

core server, in accordance with an example implementation.

DETAILED DESCRIPTION

[0024] The following detailed description provides further details of the figures and example

implementations of the present application. Reference numerals and descriptions of

redundant elements between figures are omitted for clarity. Terms used throughout the

description are provided as examples and are not intended to be limiting. For example, the

use of the term "automatic" may involve fully automatic or semi-automatic implementations

involving user or administrator control over certain aspects of the implementation, depending

on the desired implementation of one of ordinary skill in the art practicing implementations

of the present application. Selection can be conducted by a user through a user interface or

other input means, or can be implemented through a desired algorithm. Example

implementations as described herein can be utilized either singularly or in combination and

the functionality of the example implementations can be implemented through any means

according to the desired implementations.

[0025] Example implementations described herein are generally directed to data collection

systems. In the example implementations described herein, reliability of the monitored data

may be improved for the distributed analytics systems. In particular, example

implementations can involve a confidence evaluation function both on the edge and the core,

which are configured to communicate with each other via the WAN. The functions can be



configured to use location-specific data to evaluate the data. For example, the location-

specific data of the edge is related to the data source, routing and node behavior. The

location-specific data of the core is information related to the operation history of Operational

Technology (OT) and IoT systems. Example implementations described herein are

configured to evaluate data with multiple perspectives while reducing the volume of

transmission via WAN, which can enhance the reliability of the monitored data.

[0026] In an example implementation described below, the system is configured to manage

reliability of monitoring data to avoid incorrect conclusions or bad decisions from anomalous

data.

[0027] FIG. 1 illustrates an example of a core-edge distributed analytics system, in

accordance with an example implementation. In this example, there are sensor nodes 101 and

IoT GWs 102 in an edge site being associated with edge server 103. Additionally, there is a

core server 106 and a data lake 107 implemented in a cloud as a core. The edge and the core

are connected via wide area network (WAN) 104. The sensor nodes 101 connect to the IoT

GW 102 and send monitoring data 105 to core server 106 through the IoT GW 102. The IoT

GW 102 has a fundamental gateway function, receives data from sensor node 101 and sends

the data 105 to core server 106. IoT GW 102 can also send transmission control functions,

such as aggregation, summarization, and compression. The server 106 receives the data and

stores them to the data lake 107. Example implementations of the present disclosure deploy

confidence evaluation function on the edge. In this example, the function is implemented on

the IoT GW 102. It may be also be implemented on an edge server 103 set beside on IoT GW

102, depending on the desired implementation.

[0028] FIG. 2 illustrates an example architecture of the IoT GW 102, in accordance with an

example implementation. The IoT GW 102 can include a Memory 200, Central Processing

Unit (CPU) 210, Input/Output (I/O) interface 220, Network Interface (I/F) 230, and Internal

Storage 240. Memory 200 is configured to manage confidence evaluation program 201,

evaluation method control table 202, confidence judgment table 203, and historical data 204.

The confidence evaluation program 201 is executed each time the IoT GW 102 receives

monitoring data 105 from sensor nodes 101 and adds a confidence score to the data based on

the evaluation method control table 202 and confidence judgment table 203. The historical

data 204 contains the history of the data transmitted from the edge to the core, and is used to



create confidence judgment table 203. IoT GW 102 can be configured to manage the sensors

101 at the edge site through the use of edge server 103.

[0029] Memory 200 can be configured to store a plurality of evaluation categories for data

received from the plurality of sensors, wherein each of the plurality of evaluation categories

is associated with an anomaly tag, impact information associated with each of the plurality of

evaluation categories, and a data range as illustrated in FIGS. 3 and FIG. 4 .

[0030] CPU 210 can be in the form of physical processors or a combination of software

processes and hardware to execute instructions for the confidence evaluation program 201, as

illustrated in the flow of FIG. 5 and FIG. 14. For example, for data received from a given

sensor of the sensors managed by IoT GW 102 (e.g. through receipt on internal storage 240),

CPU 210 can be configured to execute the flow of FIG. 5 to determine one or more

applicable evaluation categories from the plurality of evaluation categories for the data

received from the sensor of the plurality of sensors, based on a comparison of the data

received from the sensor of the plurality of sensors to the data range associated with the one

or more applicable evaluation categories from the plurality of evaluation categories; calculate

a confidence score for the data received from the sensor based on each of the one or more

applicable evaluation categories from the plurality of evaluation categories and the impact

information associated with the each of the one or more applicable evaluation categories from

the plurality of evaluation categories; and transmit the confidence score and the anomaly tag

associated with each of the one or more applicable evaluation categories to a second

apparatus such as a core server 106.

[0031] CPU 210 is also configured to update ones of the plurality of evaluation categories in

the memory associated with one or more exceptions received from the second apparatus such

as a core server 106. When exceptions are received from a notification as illustrated in FIG.

13, the exceptions can be recorded into the confidence judgement table 203 as illustrated in

FIG. 4 . In this manner, when the confidence score is calculated in accordance with the flow

of FIG. 5, exceptions received from the core server 106 can be applied in the calculation for

the one or more applicable evaluation categories, which can thereby facilitate real time

determination as to whether anomalous data falls under an exception and should not be

filtered. To facilitate such functionality, CPU 210 may be configured to execute the flow

diagram is illustrated in FIG. 14.



[0032] I/O interface 220 is configured to provide an interface for administrators of the IoT

GW 102. Network I/F 230 facilitates connections and data transmission over the WAN 104

between the IoT GW 102 and the core server 106. Internal Storage 240 intakes data from

sensor nodes 101 in real time for real time processing through the use of confidence

evaluation program 201, thereby facilitating functionality for determining the filtering of data

based on a confidence threshold in real time.

[0033] FIG. 3 illustrates an example of an evaluation method control table 202, in accordance

with an example implementation. Each row of the table indicates a method to evaluate the

confidence of the data. The table can include category 300, tag 301, weight 302, and active

flag 303. The category 300 is used to classify methods with the type of data sources. For

example, "Src-Physics" indicates that the IoT GW 102 is to evaluate the data with the

physical layer information related to the transmission from sensor node to IoT GW. Other

categories can include classification based on the evaluation of the data based on the data

coming from a new node, from the data link, or from the network, or other methods

according to the desired implementation. Such evaluation categories are determined to be

applicable or not for the evaluation method based on the source of the data as determined

from the associated node, and whether the flag is set to active or not as illustrated in FIG. 5 .

The tag 301 is used to identify the method to evaluate the data. The weight 302 is impact

information indicative of the influence or impact degree for the confidence score, when the

evaluation method indicates that the data is anomalous. For example, when the data comes

from a new device and the evaluation method tagged "Src-New" determines that the data is

anomalous, then the confidence score is reduced by 50% of the weight. Depending on the

desired implementation, for the calculation of the confidence score, the weights applied can

be stacked. For example, if other anomalies are detected in the data from the new device

example, first the confidence score is reduced by 50% (e.g. 100 to 50), and then the

subsequent anomalous weights are applied on the reduced score (e.g. for a detected anomaly

with a weight of 20%, the score is reduced from 50 to 40). This can be applied by the

confidence evaluation programs on both the IoT GW 102 and the core server 106. The active

flag 303 indicates whether the evaluation method is to be executed (Y) or not (N), and can be

set by an administrator in accordance with a desired implementation.



[0034] FIG. 4 illustrates an example of confidence judgment table 203 which stores the

normal value or range for each sensor node, in accordance with an example implementation.

The table includes node 400, category 401, tag 402, normal range 403, and exception 404.

The category 401 and tag 402 is similar to the category 300 and tag 301 as illustrated in the

evaluation method control table 202 of FIG. 3 . The node column 400 stores the sensor node

ID and the normal range column 403 stores the normal range of values for the sensor node

corresponding to the sensor node ID. The exception 404 is used to store information from the

core server 106, such as instructions to consider every value as normal, to add a normal value

temporarily, to reset the normal value, to recreate the normal value, and so on in accordance

with the desired implementation. For example, the second row (#2) indicates that the IoT GW

102 always receives the data of Sensor 1 from the network device "wlanO", and then the

normal value is set to "wlanO". Hence the confidence evaluation program 201 determines that

an anomaly occurs if the IoT GW 102 receives the data of sensor 1 from another network

device. Exception 404 can be received from core server 106 to provide an exception for an

anomalous reading. For example, the third row (#3) indicates that the IoT GW 102 is to

create an exception for the normal range 403 and not tag them as anomalous until a period of

time T3 is reached. Such an exception could be created due to the updating of equipment,

changing of a location, or so on according to the desired implementation. Similarly, the fifth

row (#5) indicates that the IoT GW 102 is to create an exception and not tag the data link

indicated as [yy-yy-yy-yy] as anomalous, which can be due, for example, to an upgrade to the

equipment.

[0035] FIG. 5 illustrates an example flow chart of the confidence evaluation program 201, in

accordance with an example implementation. The program is executed whenever the IoT GW

102 receives monitoring data from sensor nodes as shown with the flow at 501, and can be

executed as real time processing for determining a confidence score for data and filtering data

based on data not meeting a confidence score. At 502, the confidence evaluation program 201

gathers logs related to the monitoring data, such as input device (Src-Device) and Signal to

Noise Ratio (SNR) of the wireless section (Src-SNR), and statistics related to the node

behavior, such as the frequency of the data generation (Gen-Freq). The confidence evaluation

program 201 can identify the categories provided in the evaluation method control table 202

as illustrated in FIG. 3 that pertain to the given data, which can be implemented with any

desired comparison method in accordance with the desired implementation. At 503, the



confidence evaluation program 201 retrieves the associated methods from the evaluation

method control table 202 based on the identified categories.

[0036] Based on the methods retrieved from the evaluation method control table 202, the

confidence evaluation program 201 determines the confidence score through utilizing each of

the retrieved methods as described from 504 to 508. That is, for each row i retrieved from

evaluation method control table 202, the flow executes an analysis as described from the flow

at 504 to 508. At 504, the confidence evaluation program 201 checks the active column 303

of the evaluation method control table 202 for each row , and skips the rows determined to

be non-active. If the row is indicated as active (Yes) then the flow proceeds to 505, otherwise

(No) the flow proceeds to the next retrieved row i and reverts back to 504.

[0037] At 505, the confidence evaluation program 201 fetches a row with the sensor node ID

400, category 401, and tag 402 from the confidence judgment table 203 as illustrated in FIG.

4 having the same parameters as the row i extracted from evaluation method control table

202. At 506, the confidence evaluation program 201 selects a log to be utilized by the

evaluation method based on logs as determined from the flow at 502, and then determines

whether the log is within the normal range 403 as specified by the confidence judgment table

203. If the data is out of the normal range (Yes), then the flow proceeds to 507, otherwise

(No), the proceeds to the next retrieved row i and reverts back to 504.

[0038] At 507, the confidence evaluation program 201 checks the exception field 404 of the

confidence judgment table 203 to determine if the exceptions apply to the data. If the

monitoring data is still determined to be anomalous without any exceptions (Yes), then the

flow proceeds to 508, otherwise (No), it proceeds to the next retrieved row i .

[0039] At 508, the confidence evaluation program 201 assigns the tag specified in the tag

field 301 of the evaluation method control table 202 to the monitoring data 105. The

confidence evaluation program 201 reduces the confidence score of the monitoring data by

the portion specified in the weight field 302 of the evaluation method control table 202. After

all of the methods corresponding to retrieved rows i from the evaluation method control table

202 are evaluated, the confidence evaluation program 201 sends the monitoring data 105 with

a confidence score and corresponding tags to the core server 106 as illustrated in FIG. 13. If



no anomaly is detected, the confidence score and tags can be omitted to reduce the

transmission volume, depending on the desired implementation.

[0040] In an example implementation, suppose the confidence evaluation program 201

receives data regarding Sensor 1, wherein the S R and RSSI data falls outside of the

expected normal. At 503, the confidence evaluation program 201 thereby selects the

corresponding rows Src-Physics #3 and Src-Physics #4 from evaluation method control table

202. At 504, the confidence evaluation program 201 determines that the selected categories

are active based on the active flag 303 from evaluation method control table 202. At 505, the

confidence evaluation program 201 determines the normal range 403 of the data from the

confidence judgment table 203, and determines that both are out of normal range at 506. At

507, the confidence evaluation program 201 will determine that there is an exception made

for the Src-RSSI tag based on row #3 of the confidence judgment table 203 and discards the

anomaly tag. Confidence evaluation program 201 determines that the Src-SNR tag has no

exception and proceeds to 508 to assign the Src-SNR tag to the data. At 509, the confidence

evaluation program 201 decreases the confidence score based on row #4 from evaluation

method control table 202, which decreases the score by 10% (e.g. from 100 to 90). After the

data evaluation, the confidence evaluation program 201 transmits the data with the

confidence score of 90 and the tag of Src-SNR to the core server 106, as shown at 510.

[0041] FIG. 6 illustrates an example of the historical data 204 for confidence evaluation,

which is utilized to generate the normal value for each method in accordance with an

example implementation. The historical data 204 can include timestamp 600, node 601, tag

602, and value 603. The timestamp column 600 stores the time that the IoT GW 102 receives

the data 105 from the sensor node 101. The node column 601 stores the sensor node ID and

the tag column 602 stores the tag ID indicating the evaluation method. The value column

603 stores information used for the evaluation method. For example, the first row (#1)

indicates that IoT GW 102 received data from sensor 1 from network device "wlanO" at time

Tl.

[0042] FIG. 7 illustrates an example of the data lake 107, in accordance with an example

implementation. Data lake 107 stores the data received from the IoT GW 102. The

information in the data lake can include timestamp 700, node 701, key 702, value 703,

confidence 704, and tag 705.



[0043] The timestamp 700, node 701, key 702 and value 703 columns are the same as

described with respect to the historical data 204 in FIG. 6 . In example implementations, there

is a confidence score 704 and tag 705. These columns are provided for the confidence

evaluation program 201. In example implementations where data size needs to be reduced,

these columns can be left blank if the confidence score is higher than a threshold. The

confidence column 704 stores the confidence score of the data. The tag column 705 stores the

tags of the confidence judgment table 203. The tags 705 indicate what kind of anomaly was

detected by the IoT GW 102.

[0044] FIG. 8 illustrates an example architecture of the core server, in accordance with an

example implementation. The core server 106 can include a memory 800 configured to

manage confidence reevaluation program 801, data analysis program 802, notification

program 803, operation history 804, and incident factor table 805. The core server 106 can

further include a CPU 810, I/O 8 11, Network I/F 812, and internal storage 813. The

confidence reevaluation program 801 is executed periodically, or can be executed when the

data analysis program 802 demands the data from the data lake 107, depending on the desired

implementation. The data analysis program 802 retrieves the data having a confidence score

exceeding a threshold, and then analyzes the retrieved data. Through this example

implementation, the precision of the analysis can thereby be improved.

[0045] The memory 800 can be configured to manage operation a second memory configured

to manage operation history of the IoT GW 102 and the plurality of sensors 101. CPU 810 is

configured to execute the confidence reevaluation program 801 as illustrated in the flow of

FIG. 11, wherein for the confidence score of the data associated with the each of the one or

more applicable evaluation categories being below a threshold, CPU 810 is configured to

conduct a comparison of an operation type associated with the anomaly tag with the operation

history of the IoT GW 102 and the plurality of sensors 101 and, for the comparison indicative

of the operation history of the IoT GW 102 and the plurality of sensors 101 being applicable

to the data, update the confidence score based on the operation history as illustrated in the

flow from 1102 to 1107 of FIG. 11 . Such thresholds can be set at any level in accordance

with the desired implementation, and can be generated by any means or set by the

administrator.



[0046] CPU 810 can be configured to, for the comparison indicative of the operation history

of the IoT GW 102 and the plurality of sensors 101 being applicable to the data, send a

notification to the IoT GW 102, the notification comprising a command associated with the

data, one or more affected sensors from the plurality of sensors 101, and an exception for the

anomaly tag through the execution of a notification program 803 as illustrated in FIG. 12 and

FIG. 13. To facilitate the execution of the generation of the notification, CPU 810 can be

configured to conduct the comparison of the operation type associated with the anomaly tag

with the operation history of the IoT GW 102 and the plurality of sensors 101 through

retrieval of logs from the operation history associated with the operation type, and buffer the

retrieved logs for use in generating the notification to be sent to the IoT GW 102 as illustrated

at the flow of FIG. 11 .

[0047] CPU 810 can also be configured to conduct the comparison of the operation type

associated with the anomaly tag with the operation history of the IoT GW 102 through a

determination of ones of the plurality of sensors that are affected by an anomaly indicated in

the anomaly tag.

[0048] FIG. 9 illustrates an example of the operation history 804, in accordance with an

example implementation. The operation history 804 is configured to store an operation log

which includes not only the IoT system change logs, but also the facility change log and IT

system log. Operation history 804 can include entries for timestamp 901, site 902, node 903,

operation type 904, and influence 905. The influence column 905 stores the node IDs that are

influenced by the operation. The operation type 904 indicates the type of operation conducted

at timestamp 901 for a corresponding site 902 and node 903. The operation type 904 can be

utilized to determine the operation had an impact on corresponding data tagged as anomalous,

based on a comparison of the operation type to the operation type and corresponding anomaly

tag in the incident factor table 805 as described in FIG. 10.

[0049] FIG. 10 illustrates an example of the incident factor table 805, in accordance with an

example implementation. The incident factor table 805 indicates the relationship between

operation type 1001 and anomaly tag 1002. For example, the rows from second to four

indicates that the operation which changes the location of a sensor node in the edge site

affects the evaluation methods tagged as "Src-RSSI", "Src-SNR" and "Src-Path". The table is

used by the confidence reevaluation program 801 for determining if the operation conducted



in the operation history 804 caused any anomalous data that should not be considered

anomalous and that should have a corresponding exception.

[0050] FIG. 11 illustrates a flow chart of the confidence reevaluation program 801, in

accordance with an example implementation. The confidence reevaluation program 801 is

executed periodically, or can be executed when data analysis program 802 demands the data

from data lake 107. The confidence reevaluation program 801 can be executed for batch time

processing to reevaluate the data the IoT GW 102 has filtered due to having a confidence

score that falls below a threshold, so as to determine if the data truly should be filtered by the

IoT GW 102. The confidence reevaluation program 801 fetches the data received from the

IoT GW 102 from data lake 107 and reevaluates the confidence score with the incident factor

table 805 and the operation history 804, whereupon the confidence reevaluation program 801

updates the confidence score stored in the data lake 107 if there is an exception to the

anomalous tag to the data. If such an exception exists, then the data lake 107 can also be

configured to remove the anomaly tags from the data.

[0051] At first, the confidence reevaluation program 801 fetches rows from data lake 107 that

have not been processed yet at 1101. Then, the confidence reevaluation program 801

reevaluates the confidence score of each row from the flow from 1102 to 1108.

[0052] At 1102, the confidence reevaluation program 801 compares the confidence score

with a threshold. If the comparison indicates that the confidence score is less than the

threshold (Yes), then the flow continues the process for the row at 1103, otherwise (No), the

flow proceeds back to 1102 to process the next row i . At 1103, the confidence reevaluation

program 801 retrieves the operation types 1001 related to the anomaly tag 1002, or searches

for entries with the anomaly tag 1002 of the row from the incident factor table 805 as

illustrated in FIG. 10. At 1104, the confidence reevaluation program 801 searches logs with

the operation type 904, node ID 903 and timestamp 901 of the row from the operation history

804 as illustrated in FIG. 9 to determine if any operations were conducted that might have

caused the anomalous data. At 1105, if the search does find related logs (Yes), then the

confidence reevaluation program 801 executes the update confidence process at 1106,

otherwise (No), the flow proceeds to execute the flow at 1102 for the next row i . The update

confidence process indicates that the confidence score is to be returned to the value before the

reduction of the tagged method. Further details are provided with respect to FIG. 14. At



1107, the confidence evaluation program 801 stores the logs retrieved from the flow at 1104

for sending the modified notification to the IoT GW 102.

[0053] After all rows i are processed, confidence evaluation program 801 proceeds to 1108

and executes the notification program 803 with the logs stored at the flow of 1107.

[0054] In the example as described for FIG. 5, suppose confidence evaluation program 801

receives the data transmitted regarding the Src-S anomaly tag. At 1102, suppose that the

confidence score falls below the threshold for the S data. At 1103, the confidence

evaluation program 801 retrieves operations associated with the tag based on incident factor

table 805 as illustrated in FIG. 10. In this example, the anomaly tag Src-SNR is associated

with the change location operation as illustrated in row #3 of FIG. 10. At 1104, the

confidence evaluation program 801 then searches the operation history 804 as illustrated in

FIG. 9, and determines that a change location operation has occurred at time T3 for Sensor 1,

as illustrated in row #3 of FIG. 9 . Because the sensor and operation type match the

parameters of the data received, the confidence evaluation program determines that the

change location operation at T3 is applicable to the received data at 1105, and proceeds to

1106 to remove the impact of the Src-SNR tag to the confidence score (e.g. reverting the

score from 90 back to 100), and then proceeds to 1107 to store the retrieved operation history

(row #3 of FIG. 9) in a send buffer. The confidence evaluation program 801 then executes the

notification program 803 at 1108 with the retrieved operation history from 1107.

[0055] FIG. 12 illustrates an example flow diagram of the notification program 803, in

accordance with an example implementation. The notification program 803 can be executed

periodically or invoked by the confidence reevaluation program 801, depending on the

desired implementation. The notification program 803 takes the logs stored at 1107 of FIG.

11 to prepare a notification to inform the IoT GW 102 regarding non-anomalous data,

whereupon the IoT GW 102 can cease discarding such data and tagging such data as

anomalous after receiving the notification. At 1201, the notification program 803 fetches the

operation history logs which are received from the notification program 803 or which are

retrieved from the operation history 804. At 1202, the notification program 803 retrieves

anomaly tags 1002 from incident factor table 805 with the operation type 1001 of the row

utilized to determine the selection of rows. At 1203, the notification program 803 adds a

message that includes the node ID, anomaly tag, and exception to the send buffer. In example



implementations, the node IDs are retrieved from the influence column 905 associated with

the operation type 1001 corresponding to the data from the operation history table 804.

[0056] In example implementations, exceptions are included into the message to be

transmitted based on the operation type 1001 and exceptions associated with the operation

type. For example, in reference to the incident factor table 805 of FIG. 10, each of the

operation types may be associated with an exception for a particular sensor or device. For

example, if the operation type is change location, then an exception may be provided that the

anomaly tag is ignored until a particular time in which the location change is completed (e.g.

T3). Exceptions can be generated and implemented in any form according to the desired

implementation.

[0057] After all rows i are processed, the notification program 803 sends the messages in the

send buffer to the IoT GW 102 at 1204. Upon receipt, the IoT GW 102 is configured to

discard the categories based on the received exceptions and the associated operation types. In

an example implementation, confidence judgment table 203 is updated based on the received

exceptions for the designated categories, as illustrated in FIG. 14.

[0058] In the example as provided in FIG. 5 and FIG. 11, the operation history (row #3 of

FIG. 9) is retrieved at 1201, whereupon the anomaly tags Src-S , Src-RSSI, and Src-Path

tags are retrieved from the incident factor table 805 of FIG. 10 at the flow of 1202, due to

their association with the change location operation. At 1203 a message is constructed which

includes the node ID affected (Sensor 1), anomaly tags (Src-SNR, Src-RSSI, and Src-Path),

and associated exceptions are prepared to the send buffer. At 1204, a message is transmitted

containing the information to the IoT GW 102.

[0059] FIG. 13 illustrates an example of procedure and message format, in accordance with

an example implementation. The message from the IoT GW 102 to the core server 106

includes sensing data 1300, confidence score 1301 and anomaly tags 1302. To reduce the

transmission volume, the confidence score 1301 and anomaly tags 1302 can be omitted when

the confidence score is higher than a threshold. The message from the core server 106 to the

IoT GW 102 includes command 1303, node ID 1304, anomaly tags 1305, and exceptions

1306. Commands associated with the data 1303 can include commands to set or reset the

data, to re-evaluate the data, to discard based on anomaly tags, and so on, depending on the



desired implementation. The message from the core server 106 is mainly used to inform

which anomaly tags are authorized by the core server 106 and do not need to be reported any

more, or to provide exceptions for particular data points.

[0060] FIG. 14 illustrates an example flow for IoT GW 102 for processing messages from the

core server, in accordance with an example implementation. The flow begins at 1401, when a

message from the core server 106 is received by IoT GW 102 based on the flow at 1204 of

FIG. 12. At 1402, the IoT GW 102 updates the confidence judgment table 203 with the

exceptions indicated in the received message. Such example implementations can include

updating the exception column 404 in the confidence judgment table 203 based on the

exceptions received. At 1403, the IoT GW 102 discards the categories that are indicated by

the message from the corresponding confidence score evaluation associated with the message

as executed from FIG. 5, and then at 1404, the confidence score for the original transmission

is updated. For example, suppose that the original transmission included a detection of

anomalies based on a new device, but is now considered to be an exception. Originally, such

an anomaly would reduce the confidence score by 50% (e.g. from 100 to 50) in accordance

with the evaluation method control table as illustrated in FIG. 3 . As the weighting is stacked,

the subsequent anomalous weights are applied on the reduced score (e.g. for a detected

anomaly with a weight of 20%, the score is reduced from 50 to 40). Should the new device be

considered as an exception, then the category is discarded, which would restore the 50% loss

from the original confidence score (e.g. revert back to 100), whereupon subsequent

anomalous weights that did not have an exception are stacked based on the discarded

categories (e.g. for a detected anomaly with a weight of 20%, the score is thereby reduced

from 100 to 80).

[0061] In the example provided in FIGS. 5, 11 and 12, at 1401, the IoT GW 102 receives the

message regarding the node ID affected (Sensor 1), and the anomaly tags (Src-SNR, Src-

RSSI, and Src-Path). At 1402, the IoT GW 102 thereby updates the confidence judgment

table 203 of FIG. 4 based on the exceptions received from the

[0062] Some portions of the detailed description are presented in terms of algorithms and

symbolic representations of operations within a computer. These algorithmic descriptions and

symbolic representations are the means used by those skilled in the data processing arts to

convey the essence of their innovations to others skilled in the art. An algorithm is a series of



defined steps leading to a desired end state or result. In example implementations, the steps

carried out require physical manipulations of tangible quantities for achieving a tangible

result.

[0063] Unless specifically stated otherwise, as apparent from the discussion, it is appreciated

that throughout the description, discussions utilizing terms such as "processing,"

"computing," "calculating," "determining," "displaying," or the like, can include the actions

and processes of a computer system or other information processing device that manipulates

and transforms data represented as physical (electronic) quantities within the computer

system's registers and memories into other data similarly represented as physical quantities

within the computer system's memories or registers or other information storage,

transmission or display devices.

[0064] Example implementations may also relate to an apparatus for performing the

operations herein. This apparatus may be specially constructed for the required purposes, or it

may include one or more general-purpose computers selectively activated or reconfigured by

one or more computer programs. Such computer programs may be stored in a computer

readable medium, such as a computer-readable storage medium or a computer-readable signal

medium. A computer-readable storage medium may involve tangible mediums such as, but

not limited to optical disks, magnetic disks, read-only memories, random access memories,

solid state devices and drives, or any other types of tangible or non-transitory media suitable

for storing electronic information. A computer readable signal medium may include mediums

such as carrier waves. The algorithms and displays presented herein are not inherently related

to any particular computer or other apparatus. Computer programs can involve pure software

implementations that involve instructions that perform the operations of the desired

implementation.

[0065] Various general-purpose systems may be used with programs and modules in

accordance with the examples herein, or it may prove convenient to construct a more

specialized apparatus to perform desired method steps. In addition, the example

implementations are not described with reference to any particular programming language. It

will be appreciated that a variety of programming languages may be used to implement the

teachings of the example implementations as described herein. The instructions of the



programming language(s) may be executed by one or more processing devices, e.g., central

processing units (CPUs), processors, or controllers.

[0066] As is known in the art, the operations described above can be performed by hardware,

software, or some combination of software and hardware. Various aspects of the example

implementations may be implemented using circuits and logic devices (hardware), while

other aspects may be implemented using instructions stored on a machine-readable medium

(software), which if executed by a processor, would cause the processor to perform a method

to carry out implementations of the present application. Further, some example

implementations of the present application may be performed solely in hardware, whereas

other example implementations may be performed solely in software. Moreover, the various

functions described can be performed in a single unit, or can be spread across a number of

components in any number of ways. When performed by software, the methods may be

executed by a processor, such as a general purpose computer, based on instructions stored on

a computer-readable medium. If desired, the instructions can be stored on the medium in a

compressed and/or encrypted format.

[0067] Moreover, other implementations of the present application will be apparent to those

skilled in the art from consideration of the specification and practice of the teachings of the

present application. Various aspects and/or components of the described example

implementations may be used singly or in any combination. It is intended that the

specification and example implementations be considered as examples only, with the true

scope and spirit of the present application being indicated by the following claims.



CLAIMS

What is claimed is

1 . A system, comprising:

a first apparatus configured to manage a plurality of sensors, the first apparatus

comprising:

a memory, configured to store a plurality of evaluation categories for data received

from the plurality of sensors, each of the plurality of evaluation categories associated with

an anomaly tag, impact information associated with each of the plurality of evaluation

categories, and a data range; and

a processor, configured to:

for data received from a sensor of the plurality of sensors:

determine one or more applicable evaluation categories from the plurality of

evaluation categories for the data received from the sensor of the plurality of sensors,

based on a comparison of the data received from the sensor of the plurality of sensors

to the data range associated with the one or more applicable evaluation categories

from the plurality of evaluation categories;

calculate a confidence score for the data received from the sensor based on

each of the one or more applicable evaluation categories from the plurality of

evaluation categories and the impact information associated with the each of the one

or more applicable evaluation categories from the plurality of evaluation categories;

and

transmit the confidence score and the anomaly tag associated with each of the

one or more applicable evaluation categories to a second apparatus.

2 . The system of claim 1, further comprising the second apparatus, the second apparatus

comprising:

a second memory configured to manage operation history of the first apparatus and the

plurality of sensors; and

a second processor configured to, for the confidence score of the data associated with the

each of the one or more applicable evaluation categories being below a threshold:

conduct a comparison of an operation type associated with the anomaly tag with the

operation history of the first apparatus and the plurality of sensors;



for the comparison indicative of the operation history of the first apparatus and the

plurality of sensors being applicable to the data, update the confidence score based on the

operation history.

3 . The system of claim 2, wherein the second processor of the second apparatus is

configured to, for the comparison indicative of the operation history of the first apparatus

and the plurality of sensors being applicable to the data, send a notification to the first

apparatus, the notification comprising a command associated with the data, one or more

affected sensors from the plurality of sensors, and an exception for the anomaly tag.

4 . The system of claim 3, wherein the second processor of the second apparatus is

configured to conduct the comparison of the operation type associated with the anomaly

tag with the operation history of the first apparatus and the plurality of sensors through

retrieval of logs from the operation history associated with the operation type, and buffer

the retrieved logs for use in generating the notification to be sent to the first apparatus.

5 . The system of claim 2, wherein the processor of the first apparatus is configured to update

ones of the plurality of evaluation categories in the memory associated with one or more

exceptions received from the second apparatus.

6 . The system of claim 5, wherein the processor of the first apparatus is configured to

calculate the confidence score based on the one or more exceptions associated with the

one or more applicable evaluation categories.

7 . The system of claim 2, wherein the second processor of the second apparatus is

configured to conduct the comparison of the operation type associated with the anomaly

tag with the operation history of the first apparatus through a determination of ones of the

plurality of sensors that are affected by an anomaly indicated in the anomaly tag.

8 . A method for managing a system involving a first apparatus configured to manage a

plurality of sensors, the method comprising:

managing a plurality of evaluation categories for data received from the plurality of

sensors, each of the plurality of evaluation categories associated with an anomaly tag,

impact information associated with each of the plurality of evaluation categories, and a

data range; and

for data received from a sensor of the plurality of sensors:

determining one or more applicable evaluation categories from the plurality of

evaluation categories for the data received from the sensor of the plurality of sensors,



based on a comparison of the data received from the sensor of the plurality of sensors

to the data range associated with the one or more applicable evaluation categories

from the plurality of evaluation categories;

calculating a confidence score for the data received from the sensor based on

each of the one or more applicable evaluation categories from the plurality of

evaluation categories and the impact information associated with the each of the one

or more applicable evaluation categories from the plurality of evaluation categories;

and

transmitting the confidence score and the anomaly tag associated with each of

the one or more applicable evaluation categories to a second apparatus.

9 . The method of claim 8, further comprising:

managing operation history of the first apparatus and the plurality of sensors; and

for the confidence score of the data associated with the each of the one or more

applicable evaluation categories being below a threshold:

conducting a comparison of an operation type associated with the anomaly tag

with the operation history of the first apparatus and the plurality of sensors;

for the comparison indicative of the operation history of the first apparatus and the

plurality of sensors being applicable to the data, updating the confidence score based

on the operation history.

10. The method of claim 9, further comprising, for the comparison indicative of the operation

history of the first apparatus and the plurality of sensors being applicable to the data,

sending a notification to the first apparatus, the notification comprising a command

associated with the data, one or more affected sensors from the plurality of sensors, and

an exception for the anomaly tag.

11 . The method of claim 10, further comprising conducting the comparison of the operation

type associated with the anomaly tag with the operation history of the first apparatus and

the plurality of sensors through retrieval of logs from the operation history associated

with the operation type, and buffering the retrieved logs for use in generating the

notification to be sent to the first apparatus.

12. The method of claim 10, further comprising updating ones of the plurality of evaluation

categories in the memory associated with one or more exceptions received from the

second apparatus.



13. The method of claim 12, wherein the calculating the confidence score is based on the one

or more exceptions associated with the one or more applicable evaluation categories.

14. The method of claim 9, wherein the conducting the comparison of the operation type

associated with the anomaly tag with the operation history of the first apparatus is through

a determination of ones of the plurality of sensors that are affected by an anomaly

indicated in the anomaly tag.

15. A non-transitory computer readable medium storing instructions for managing a system

involving a first apparatus configured to manage a plurality of sensors, the instructions

comprising:

managing a plurality of evaluation categories for data received from the plurality of

sensors, each of the plurality of evaluation categories associated with an anomaly tag,

impact information associated with each of the plurality of evaluation categories, and a

data range; and

for data received from a sensor of the plurality of sensors:

determining one or more applicable evaluation categories from the plurality of

evaluation categories for the data received from the sensor of the plurality of sensors,

based on a comparison of the data received from the sensor of the plurality of sensors

to the data range associated with the one or more applicable evaluation categories

from the plurality of evaluation categories;

calculating a confidence score for the data received from the sensor based on

each of the one or more applicable evaluation categories from the plurality of

evaluation categories and the impact information associated with the each of the one

or more applicable evaluation categories from the plurality of evaluation categories;

and

transmitting the confidence score and the anomaly tag associated with each of

the one or more applicable evaluation categories to a second apparatus.
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