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ceive a content that is subject to screening obligations. When such a content
is received at a device, a watermark extraction record is obtained and ac-
cessed to fulfil content screening obligations. Upon the receipt of such an ex-
traction record, verification of the received extraction record is carried out
based on a verification rate. If the verification is successtul for an extraction
record with permissive information, the verification rate is decreased, thereby
reducing the processing load of the device. If the verification is unsuccessful,
the verification rate is increased, which can adversely aftect the processing
load of the device.
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ENHANCED CONTENT MANAGEMENT BASED ON WATERMARK
EXTRACTION RECORDS

RELATED APPLICATIONS

[0001] This application claims priority from U.S. Patent Application No. 13/304,097,
which was filed on November 23, 2011. The entire content of the before-mentioned patent

application is incorporated by reference as part of the disclosure of this application.

FIELD OF INVENTION

[0002] The present application generally relates to the field of content management.
More particularly, the disclosed embodiments relate to using extraction records associated

with a media content to carry out content management.
BACKGROUND

[0003] This section is intended to provide a background or context to the disclosed
embodiments that are recited in the claims. The description herein may include concepts that
could be pursued, but are not necessarily ones that have been previously conceived or
pursued. Therefore, unless otherwise indicated herein, what is described in this section is not
prior art to the description and claims in this application and is not admitted to be prior art by

inclusion in this section.

[0004] Watermarks are substantially imperceptible signals embedded into a host
content. The host content may be any one of audio, still image, video or any other content
that may be stored on a physical medium or transmitted or broadcast from one point to
another. Watermarks are designed to carry auxiliary information without substantially
affecting fidelity of the host content, or without interfering with normal usage of the host
content. For this reason, watermarks are sometimes used to carry out covert communications,
where the emphasis is on hiding the very presence of the hidden signals. In addition, other
widespread applications of watermarks include prevention of unauthorized usage (e.g.,
duplication, playing and dissemination) of copyrighted multi-media content, proof of

ownership, authentication, tampering detection, content integrity verification, broadcast
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monitoring, transaction tracking, audience measurement, triggering of secondary activities
such as interacting with software programs or hardware components, communicating
auxiliary information about the content such as caption text, full title and artist name, or
instructions on how to purchase the content, and the like. The above list of applications is not
intended to be exhaustive, as many other present and future systems can benefit from co-

channel transmission of main and auxiliary information.

[0005] Designing a watermarking system requires reaching the proper balance
between transparency (imperceptibility) of embedded watermarks, robustness of embedded
watermarks (i.e., the watermark's ability to withstand intentional and unintentional signal
distortions) and security requirements of the system (i.e., the extent to which embedded
watermarks can evade detection, deletion and/or manipulation by unauthorized parties). Such
a balancing act must be carried out while limiting the average and/or maximum number of
processing operations (i.e., the processing load) and memory usage below particular levels
that are often imposed for practical software and/or hardware implementations of watermark
embedder and/or a watermark extractor. The reduction of processing load is particularly
important when devices with limited processing, memory and/or battery resources receive
media content that must be evaluated to determine the copyright status of the received content

based on the watermarks that are embedded therein.
SUMMARY

[0006] This section is intended to provide a summary of certain exemplary
embodiments and is not intended to limit the scope of the embodiments that are disclosed in

this application.

[0007] The disclosed embodiments relate to devices, methods and systems that
facilitate evaluation of received content that are subject to watermark screening obligation in
an efficient and secure manner, while enhancing the content user's experience. One aspect of
the disclosed embodiments relates to a method that includes receiving, at a content handling
device, a content subject to a content screening obligation, accessing a watermark extraction
record associated with the received content to determine whether the watermark extraction
record comprises permissive information or restrictive information. Upon a determination

that the watermark extraction record comprises permissive information, the method further
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includes verifying the watermark extraction record based on a verification rate, where the
verifying comprises conducting watermark extraction operations for extracting at least one
embedded watermark from the received content to assess validity of the permissive
information. If the verifying is successful, the method further includes allowing access to the

received content.

[0008] In one embodiment, the verification rate is representative of how frequently
the watermark extraction record is to be verified, and the verification rate is decreased
subsequent to the successful verifying. In one variation, the verification rate is selected to
effect random verification of the extraction record according to a probability value. In one
embodiment, the permissive information is indicative of allowing unrestricted access to the
received content, while in another embodiment, the watermark verification operations result
in extraction of at least one copy control watermark, and the validity of the permissive
information is assessed by comparing a copy control state of the extracted copy control

watermark to a copy control state of the extraction record.

[0009] According to one embodiment, the above noted method further comprises, if
the verifying is unsuccessful, effecting access to the received content in conformance with a
content use policy associated with the extracted watermark(s). In one exemplary
embodiment, where the verification rate is representative of how frequently the verifying of
the watermark extraction record is to be carried out, the verification rate is increased
subsequent to the unsuccessful verifying. In yet another embodiment, upon determination
that the watermark extraction record comprises restrictive information, the above noted
method includes effecting access to the received content in conformance with a content use

policy associated with the extraction record, and increasing the verification rate.

[0010] In one embodiment, upon determination that the watermark extraction record
comprises restrictive information, the above noted method includes verifying the watermark
extraction record based on the verification rate, where the verifying comprises conducting
watermark extraction operations for extracting at least one embedded watermark from the
received content to assess validity of the restrictive information. If the verification of the
restrictive information is successful, the method also includes effecting access to the received
content in conformance with a content use policy associated with the extraction record, and

increasing the verification rate. In still another embodiment, the above noted method further
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includes, if the verification of the restrictive information is not successful, effecting access to
the content in conformance with a content use policy associated with the extracted
watermark(s), and increasing the verification rate. In one exemplary embodiment, where the
method further includes providing a notification to a user of the content handling device

indicative of an unauthorized content access.

[0011] According to one embodiment, accessing the extraction record comprises
transmitting a request for the extraction record, where the request comprising content
identification information associated with the received content, and receiving the extraction
record. In one exemplary embodiment, the content identification information comprises a
hash value, a content name and a content size. In such and embodiment, the content
identification information can include one or more hash values that are calculated based on
one or more segments of the received content, and at least one of a number of segments, an
extent of each segment, and a location of each segment within the received content is selected

pseudo-randomly.

[0012] In yet another embodiment, where upon receiving the content, the extraction
record can not be located, content screening operations are conducted based on a particular
screening rate, where the content screening operations comprise watermark extraction
operations for extracting one or more watermarks. In such an embodiment, access to the
received content is effected in conformance with a content use policy associated with the
extracted watermarks, and an extraction record is saved including results of the content
screening operations. In one exemplary embodiment, the screening rate is representative of
how often content without extraction records received by the content handling device is to be
subjected to content screening operations, and the screening rate is increased upon
determination that a first extraction record received by the content handling device and
associated with a first content contains permissive or restrictive information that is contrary
to content access information associated with watermarks embedded in the first content. In
another exemplary embodiment, the screening rate is decreased upon determination that a
second extraction record received by the content handling device and associated with a
second content contains permissive information that is consistent with content access

information associated with watermarks embedded in the second content.
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[0013] Another aspect of the disclosed embodiments relates to a method that includes
receiving, at a content handling device, a content subject to a content screening obligation,
accessing a watermark extraction record associated with the received content, verifying the
watermark extraction record based on a verification rate, where the verifying comprising
conducting watermark extraction operations for extracting at least one embedded watermark
from the received content to assess validity of the extraction record. Such a method, if the
verifying is successful, also includes effecting access to the received content in conformance

with content use policy associated with the watermark extraction record.

[0014] Another aspect of the disclosed embodiments relates to a method that includes
receiving, at a content handling device, a streaming content subject to a content screening
obligation, allowing access to the received streaming content for a duration of a grace
interval, selecting at least one segment of the streaming content during the grace interval,
calculating one or more hash value(s) for the selected segment(s), requesting a watermark
extraction record, the request comprising the calculated hash value(s), and if the extraction
record is not received within the grace interval, allowing access to the received streaming
content for an extended grace interval if the extended grace interval duration is within a grace

interval extension limit.

[0015] In one exemplary embodiment, the extraction record is not received within the
grace interval, the extended grace interval duration exceeds the grace interval extension limit,
and the content handling device commences content screening operations comprising
watermark extraction operations for extracting one or more watermarks from the received
streaming content. In another exemplary embodiment, such a method further includes
allowing access to the received streaming content for a duration of an initial access period
spanning an initial portion of the received streaming content. In yet another exemplary
embodiment, the hash value is calculated for a content segment that spans an entire duration

of the grace interval.

[0016] Another aspect of the disclosed embodiments relates to a method that includes,
at a receiver device at a database, receiving a request for a service, the request comprising a
plurality of hash values calculated based on a plurality of segments of a content, comparing
the plurality of received hash values to a plurality of hash values associated with a record

stored at the database, and if a match is found between at least a fraction of the plurality of
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received hash values and the plurality of hash values associated with the record, transmitting,
using a transmitter device, the requested service to a requesting entity. In one exemplary
embodiment, the request further comprises a content name and a content size. In such an
exemplary embodiment, the comparing comprises comparing the content name to a content
name associated with the record stored at the database, and if a match is obtained, comparing
the content size to a content size associated with the record stored at the database, and only if
a match is obtained, then comparing the plurality of received hash values to the plurality of

hash values associated with the record stored at the database.

[0017] Another aspect of the disclosed embodiments relates to a device that includes
a processor, and a memory comprising processor executable code. The processor executable
code, when executed by the processor, configures the device to receive a content subject to a
content screening obligation, access a watermark extraction record associated with the
received content, and determine whether the watermark extraction record comprises
permissive information or restrictive information. Upon determination that the watermark
extraction record comprises permissive information, the processor executable code, when
executed by the processor, also configures the device to verify the watermark extraction
record based on a verification rate, where the verifying includes conducting watermark
extraction operations for extracting at least one embedded watermark from the received
content to assess validity of the extraction record. If the verification of the watermark
extraction record is successful, the processor executable code, when executed by the

processor, configures the device to allow access to the received content.

[0018] Another aspect of the disclosed embodiments relate to a device that includes a
processor and a memory that includes processor executable code. The processor executable
code, when executed by the processor, configures the device to receive a content subject to a
content screening obligation, access a watermark extraction record associated with the
received content to determine whether the watermark extraction record comprises permissive
information or restrictive information. Upon determination that the watermark extraction
record comprises permissive information, the processor executable code, when executed by
the processor, also configures the device to verify the watermark extraction record based on a
verification rate, where the verifying includes conducting watermark extraction operations for

extracting at least one embedded watermark from the received content to assess validity of
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the permissive information. If the verification of the extraction record is successful, the
processor executable code, when executed by the processor, configures the device to allow

access to the content.

[0019] Another aspect of the disclosed embodiments relates to a computer program
product, embodied on a non-transitory computer readable medium, that includes program
code for receiving, at a content handling device, a content subject to a content screening
obligation, program code for accessing a watermark extraction record associated with the
received content to determine whether the watermark extraction record comprises permissive
information or restrictive information. Upon determination that the watermark extraction
record comprises permissive information, the program product also includes program code
for verifying the watermark extraction record based on a verification rate, where the verifying
comprises conducting watermark extraction operations for extracting at least one embedded
watermark from the received content to assess validity of the permissive information; and if
the verifying is successful. The computer program product further includes program code for

allowing access to the received content.

[0020] Another aspect of the disclosed embodiments relates to a device that includes
a receiver configured to receive a content subject to a content screening obligation, an
extraction record processing component configured to access a watermark extraction record
associated with the received content and to determine whether the watermark extraction
record comprises permissive information or restrictive information. The device also includes
a watermark extractor configured to conduct watermark extraction operations for extracting
at least one embedded watermark from the received content in response to the extraction
record processing component's determination that is indicative of presence of permissive
information. In such a device, the extraction record processing component is further
configured to verify the extraction record based on a verification rate by assessing validity of
the permissive information using the extracted watermark(s), and, if the validity of the
permissive information is confirmed, to produce an indication that access to the received

content is allowed.

[0021] Another aspect of the disclosed embodiments relates to a device that includes
a receiver configured to receive a streaming content subject to a content screening obligation,
and a processing component configured to produce an indication that access to the received
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streaming content is allowed for a duration of a grace interval, select at least one segment of
the streaming content during the grace interval, and calculate one or more hash value(s) for
the selected segment(s). The processing component is further configured to request a
watermark extraction record, where the request comprises the calculated hash value(s), and if
the extraction record is not received within the grace interval, determine if a grace interval
extension limit has been reached, and if a grace interval extension limit has not been reached
produce an indication that access to the received streaming content is allowed for an extended

grace interval.

[0022] Another aspect of the disclosed embodiments relates to a device that includes
a receiver configured to receive a request for a service at a database, where the request
comprises a plurality of hash values calculated based on a plurality of segments of a content.
The device also includes a processing component configured to compare the plurality of
received hash values to a plurality of hash values associated with a record stored at the
database, and a transmitter configured to transmit the requested service to a requesting entity
in response to a determination of the processing component that a match is found between at
least a fraction of the plurality of received hash values and the plurality of hash values

associated with the record.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] FIG. 1 is a block diagram of a watermarking system that can accommodate the

disclosed embodiments.

[0024] FIG. 2 illustrates a set of operations that can be carried out as part of

utilization of watermark extraction records in accordance with an exemplary embodiment.

[0025] FIG. 3 illustrates a set of operations that can be carried out in response to
obtaining extraction records that contain restrictive information in accordance with an

exemplary embodiment.

[0026] FIG. 4 illustrates a set of operations that can be carried out at a database

containing extraction records in accordance with an exemplary embodiment.

[0027] FIG. 5 illustrates a set of operations that can be carried out to facilitate the use

of extraction records for a streaming content in accordance with an exemplary embodiment.
-8-
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[0028] FIG. 6 illustrates a set of operations that can be carried out to facilitate the use

of extraction records for a streaming content in accordance with an exemplary embodiment.

[0029] FIG. 7 illustrates an exemplary content handling device that may be used to

accommodate the some of disclosed embodiments.

[0030] FIG. 8 illustrates a simplified diagram of a device within which various

disclosed embodiments may be implemented.

[0031] FIG. 9 illustrates a set of operations that can be carried out to provide a service

in accordance with an exemplary embodiment.
DETAILED DESCRIPTION OF CERTAIN EMBODIMENTS

[0032] In the following description, for purposes of explanation and not limitation,
details and descriptions are set forth in order to provide a thorough understanding of the
disclosed embodiments. However, it will be apparent to those skilled in the art that the
present invention may be practiced in other embodiments that depart from these details and

descriptions.

[0033] Additionally, in the subject description, the word “exemplary” is used to mean
serving as an example, instance, or illustration. Any embodiment or design described herein
as “exemplary” is not necessarily to be construed as preferred or advantageous over other
embodiments or designs. Rather, use of the word exemplary is intended to present concepts

in a concrete manner.

[0034] Watermarks can be embedded into a host content using a variety of watermark
embedding techniques by, for example, manipulating the least significant bits of the host
signal in time or frequency domains, insertion of watermarks with an independent carrier
signal using spread spectrum, phase, amplitude or frequency modulation techniques, and
insertion of watermarks using a host-dependent carrier signal such as feature modulation and
informed-embedding techniques. Most embedding techniques utilize psycho-visual or
psycho-acoustical (or both) analysis of the host content to determine optimal locations and
amplitudes for the insertion of watermarks. This analysis typically identifies the degree to

which the host signal can hide or mask the embedded watermarks as perceived by humans.
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[0035] An embedded host content is often stored and/or transmitted to another
location using a variety of storage and/or transmission channels. These channels are
characterized by inherent noise and distortions, such as errors due to scratches and
fingerprints that contaminate data on optical media, noise in over-the-air broadcasts of audio-
visual content, packet drops in streaming of multi-media content over the Internet or from a
media server, and the like. Additional impairments that can affect fidelity of the embedded
watermarks may be due to various signal processing operations that are typically performed
on multimedia content such as lossy compression, scaling, rotation, analog-to-digital
conversion and the like. In most digital watermarking applications, the embedded
watermarks must be able to maintain their integrity under such noise and distortion

conditions.

[0036] The security of embedded watermarks is another aspect of watermarking
systems. In certain applications, such as proof of ownership, source authentication, piracy
tracing, access control of copyrighted content, it is essential that embedded watermarks resist
intentional manipulations aimed at detecting the presence of watermarks, deciphering the data
carried by those watermarks, modifying or inserting illegal values (forgery), and/or removing

the embedded watermarks.

[0037] Another consideration in designing a watermarking system is the watermark
payload capacity. This requirement depends on the specific application of the watermarking
system. Typical applications range from requiring the detection of only the presence of the
watermarks (i.e., requiring single-state watermarks) to requiring a few tens of bits of auxiliary
information per second. In the latter case, the embedded watermarks may be used to carry
identification and timing information such as serial numbers and timestamps, metadata, such

as captions, artist names, purchasing information, etc.

[0038] Another factor in designing practical watermarking systems is computational
costs of the embedding and/or extraction units. This factor becomes increasingly important
for consumer electronic devices or software utilities that must be implemented with a limited
silicon real estate or computational requirements. This factor can be strongly related to the
intended use of the watermarking systems. For example, watermarks for forensic tracing of
piracy channels, such as those that embed different codes in each copy of content distributed

over Internet, require a simple embedder and may tolerate a complex and costly forensic

-10-



WO 2013/078243 PCT/US2012/066138

extractor. On the other hand, copy-control systems designed to prevent unauthorized access
to multi-media content in consumer electronic devices, for example, may tolerate a

sophisticated embedder but require a simple and efficient extractor.

[0039] Yet another important factor in designing a watermarking system is the
probability of false watermark detections. A false watermark can be produced when a
watermark is detected from an unmarked content, or may be due to the detection of a
watermark value that is different from the originally embedded watermark value. The desired
levels of false watermark detection can also vary depending on the intended application of the
watermarking system. For example, in copy-control applications, the probability of false
detections must be very low (e.g., in the order of 107 since executing a restrictive action
(e.g., stopping the playback of the content) due to a false watermark detection on a legally
purchased content is bound to frustrate users and have negative implications for device
manufacturers and/or content providers. On the other hand, for broadcast monitoring
applications that, for example, track the number of times that a feature song has been
broadcast in order to generate royalty payments or popularity charts, a relatively higher false
detection rate (e.g., in the order of 10 may be tolerated since the presence of a few false

detections may have very little effect on the final outcome of the counts.

[0040] Another important factor that impacts the overall performance of the
watermarking system is the selection of a particular technology for watermark embedding
and extraction. Making an optimum tradeoff between the above noted requirements, in view

of the particular application at hand, is a very challenging task.

[0041] FIG. 1 is an exemplary watermarking system that can accommodate the
disclosed embodiments. The original host content 102 is embedded with watermarks using
the watermark embedder 104. The embedded host content 106 may be subject to additional
signal processing operations such as compression, encryption, scrambling, modulation, and
the like, prior to being stored and/or transmitted through one or more transmission/storage
media 108. The watermark embedder 104 (or a device that is in communication with, or
controls the operations of, the watermark embedder 104) may also be in communication with
a storage device (e.g., the storage device 118 or another storage device) in order to store
certain information related to the embedded host content 106. The stored information can
include, but is not limited to, various content identification information including content

-11-



WO 2013/078243 PCT/US2012/066138

name, content size, an industry-standard content identifier, value of embedded watermarks,
copyright status of the content, content owner, hash values associated with content (as will be
described in further detail in the sections that follow), and the like. Some or all the stored

information can comprise an extraction record.

[0042] The transmitted and/or stored embedded content can be accessed by one or
more content handling devices (e.g., content handling device A 110, content handling device
B 112, content handling device C 114, etc.). A content handling device may receive a
content and evaluate and/or process the content is some way. In one example, a content
handling device can receive a content, extract embedded watermarks from the content or
otherwise evaluate a copy control status of the content, and display, transfer, playback, copy
and/or record the received content. A content handling device (such as the content handling
device A 110) may further be in communication with one or more storage devices 116, 118
within a local network 122 or outside of the local network 122. A content handling device
(such as content handling device A 110) may be in communication with other content
handling devices (e.g., handling device B 112 and content handling device C) and may
delegate some of its operations to one or more devices inside or outside of the local network
122. Communications with entities that reside outside of the local network 122 may be
conducted through the gateway 120. It should be noted that in some example embodiments,
the transmitted embedded host content may be received at a content handling device (such as
the content handling device C) that is not part of a local network and subsequently processed

with minimal or no communications with other entities.

[0043] Typical watermark-based copy control applications, such as those deployed in
secure digital music initiative (SDMI), digital versatile disc-audio (DVD-A) and advanced
access content system (AACS), require watermark screening prior or concurrently with each
content use on each compliant device. Watermark screening and/or content screening are
used in some embodiments to refer to operations that include, but are not limited to,
examination of a content based on the value or state of the watermarks that are embedded
therein in order to determine whether a use of the content conforms to a content use policy.
The content use policy can, for example, include one or more rules governing the use of
content, including, but not limited to, the conditions under which certain uses result in the

taking of an enforcement action. Such enforcement actions include, but are not limited to, the
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elements of a content use policy that relate to an operation or a function that is performed
when a specified type of use occurs, such as stoppage of content playback, transfer or
recording, playback of a modified content (e.g., at lower resolution or shortened duration),
insertion of advertisements, warning notices, and the like. The content use policy can also
contain rules that do not control “usage” per se. For example, the content use policy can
contain rules that report on the use of the content to a network server, or present an

advertisement to the user, or take other actions.

[0044] It should be also noted that the term watermark extraction can refer to
operations that include, but are not limited to, examination of a content to determine the
presence of a watermark, and possible assessment of the auxiliary data within the detected
watermark. In this context, watermark extraction can be carried out by a watermark extractor
that can be configured to extract, process, decode and analyze the embedded watermarks to
discern the presence of watermarks, to obtain the payload value of the embedded watermarks
and, in some scenarios, discern some or all of the content use policy associated with the
embedded watermarks. During extraction, the watermark is typically not removed from the
content. However, the disclosed embodiments can also readily accommodate watermark

extraction algorithms that remove the embedded watermarks during the extraction process.

[0045] Various operations, such as the extraction of watermarks from a content, the
assessment of the content use policy associated with the extracted watermarks and the
application of appropriate enforcement actions, can be distributed among one or more trusted
entities and/or performed at different times (e.g., prior to content use) at one or more entities.
Such a division/spreading of operations can result in a reduction of overall and/or peak
processing load and is particularly advantageous in mobile device applications with limited
battery life, or on multitasking platforms where spared processing power are available for use
by other parallel processes. In one example scenario, the watermark extraction operations are
conducted prior to the usage of a content to produce an extraction record that is securely
stored. Such an extraction record can be utilized in subsequent uses of the same content and
further enables the execution of watermark extraction independently from the actual content
use, when, for example, the content handling device has spare cycles that can be dedicated to
watermark extraction. Additionally, or alternatively, some or all of watermark extraction

operations can be delegated to another device with more processing power or more spare
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cycles. The usage of extraction records, however, requires adequate security considerations

to ensure secure storage, communication and/or utilization of the stored extraction record.

[0046] The reuse of extraction records can create a number of security challenges that
do not exist in scenarios where each content use is accompanied with concurrent watermark
extraction. An example that illustrates the vulnerability of using extraction records involves
an attacker that attempts to replace a legitimate content (e.g., authorized for use) with a
pirated content after the extraction record of the legitimate content is created and saved, while
concealing such a replacement. In this scenario, a device may associate the extraction record
of the legitimate content with the pirated content and allow access to the pirated content. In
another example, an attacker may attempt to tamper with the extraction records by, for
example, replacing a record that indicates unauthorized use with a record that indicates
authorized use while concealing such a replacement. Again, the objective is to enable access
to the pirated content. In yet another example, an attacker may attempt to interfere with the
exchange of information between the device that stores the extraction record (e.g., a database,
cloud, another device, etc.) and the content handling device that receives the content subject
to screening obligation. This type of attack is sometimes referred to as the man-in-the-middle
attack. One objective of this type of attack may be to associate a permissive extraction record

with a content that is not authorized for use.

[0047] There are various cryptographic techniques that can be deployed to thwart the
above noted attacks with various levels of complexity and security. However, cryptographic
techniques can be compromised as evidenced, for example, with content scrambling system
(CSS) that was designed to protect DVDs from piracy. Further, some cryptographic
techniques can be computationally expensive, which increases the processing load at the

moment of content use.

[0048] Some of the disclosed embodiments provide methods, systems and computer
program products that mitigate the above noted security risks associated with the use of
extraction records, and further discourage attacks on a watermarking system that utilize such
extraction records. These embodiments facilitate the utilization of extraction records in cases
where the extraction record carries permissive information (e.g., content is permitted for free
use on a particular device), as well as in cases where the extraction record carries restrictive
information (e.g., enforcement action is needed to protect content).
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[0049] FIG. 2 illustrates a set of operations 200 that can be carried out as part of
utilization of watermark extraction records in accordance with an exemplary embodiment. At
202, upon receiving a content that is subject to a watermark screening obligation, a search for
a watermark extraction record for the received content takes place. At 204, a determination is
made whether or not the extraction record is found. If the determination at 204 indicates that
an extraction record could not be located (i.e., "NO" at 204), the operations 200 continue at
206, where operations associated with content screening are performed. If the determination
at 204 indicates that an extraction record has been found (i.e., "YES" at 204), the operations
200 continue at 208, where the extraction record is accessed. The operations at 202 and 208
can include, but are not limited to, retrieving the extraction record from a storage location
that is local (e.g., internal) or external to the media handling device. In some example
embodiments, the extraction record is located within a secure network (e.g., a living network
alliance (DLNA) network), an un-secure network, or a network with unknown security
capabilities. The operations at 202 and 208 can also include transmitting a request to a
database for receiving the extraction record, as well as various handshaking and/or
authentication operations that may be necessary for establishing a link between the content
handling device and the database. In some instances, however, the extraction record of a
particular content may not exist in the accessed database. In these cases, the content handling
device may try to access one or more alternative databases. For example the device may first
attempt to retrieve the extraction record from a home-based storage location, and if it fails,

the device may then try to retrieve the extraction record from a cloud-based storage location.

[0050] Still some content may not have an extraction record in any of the databases.
In this case, the device may have to screen the content concurrently or prior to content use.
Before describing the remaining operations of FIG. 2, it is instructive to examine FIG. 3,
which describes the operations that may be carried out as part of block 206 of FIG. 2. FIG. 3
illustrates a set of operations 300 that can be carried out when an extraction record is not
found in accordance with an exemplary embodiment. At 302, it is determined whether or not
to carry out content screening operations. In one example embodiment, the determination at
302 is made based on a screening rate, R, which can, for example, be defined as the ratio of
number of contents without an extraction record that is screened to the total number of
accessed contents without extraction records. The value of the screening rate, R, can be

adjustable based on content use patterns as will be described in the sections that follow. The
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specified screening rate can be selected, for example, by using a random or a pseudorandom
number generator to trigger the screening of content without an extraction record with
probability R. In another example, the device may screen every M-th content that does not
have an extraction record, where M = round(1/R). In some embodiments, the screening rate,
R, is bounded by a minimum value (i.e., K< R <1, where K> 0). As will be described in
connection with operations 220 and 228 of FIG. 2, in some embodiments, if the value of R is
greater than K while the operations 200 are taking place, the operations at 220 can include
decreasing the probability, R, in one or more steps until the minimum value, K, is reached,
and operations 228 can include increasing the probability, R, in one or more steps until it

reaches the value of 1.

[0051] Referring back to FIG. 3, if the determination at 302 indicates that content
screening is not needed (i.e., "NO" at 302), the operations 300 continue at 304, where access
to the received content is allowed. If the determination at 302 indicates that content
screening is needed (i.e., "YES" at 302), the operations 300 continue at 306, where content
screening operations are carried out. The operations at 306 can include extracting
watermarks from the received content and analyzing the payload of the extracted watermarks
to ascertain the associated copyright status of the content. At 308, access to the received
content is effected in conformance with the content use policy associated with the screening
results. For example, if no watermarks are extracted or the extracted one or more watermarks
are indicative of free and full access to the content, the received content may be allowed to be
accessed by the user with no restrictions. In other examples, the content use policy may
allow the user to view the content at a lower resolution, at a time-delayed basis, view only a
portion of the content, do not view the content, do not copy or transfer the content, and/or
other operations as provided by the content use policy. It should be noted that the above list
of content access permissions or prohibitions are only examples of how content access can be
effected in conformance with content use policies. Therefore, additional or alternate
operations can be carried out based on the appropriate policies. At 310, the results of the
screening operation are saved as an extraction record. For example, the extraction record
may be saved locally, and/or reported to one or more databases to allow future access to the

content based on the saved extraction record.
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[0052] Referring to FIG. 2, at 210 it is determined whether or not the watermark
extraction record that was accessed at 208 includes permissive information. Permissive
information can, for example, indicate that the associated content can be freely copied, played
back or otherwise consumed. If the determination at 210 indicates that the extraction record
does not include permissive information (i.e., "NO" at 210), the operations 200 continue at
212 where operations associated with restrictive information are performed. Additional
details regarding with operations 212 will be discussed in connection with FIG. 4 in the
sections that follow. If the determination at 210 indicates that the extraction record includes
permissive information (i.e., "YES" at 210), the operations 200 continue at 214 to determine
whether or not to verify the extraction record. The determination at 214 can be made using a
verification rate, P, which can, for example, be defined as the ratio of the number of verified
extraction records to the number of retrieved extraction records. The value of P is less or
equal to one, and for devices that are rarely accessing unauthorized content, the value of P is
typically much less than one, which results in significant savings in processing load and/or
reduced delays in accessing the content. Note that the verification rate, P, can be dynamically
adjusted. For example, the decision as to verify an extraction record can be carried out using
a random or a pseudorandom number generator that randomly (or pseudo-randomly) selects
to verify the extraction record with probability P. In another example, the device may verify
every N-th extraction record, where N = round(1/P). Alternatively, the verification rate, P,
can be selected deterministically to occur at predetermined instances in time or at

predetermined content access attempts.

[0053] Referring back to FIG. 2, if the determination at 214 indicates that extraction
record is not to be verified ("NO" at 214), then access to the received content is allowed at
222. However, if the determination at 214 indicates that the extraction record is to be verified
("YES" at 214), the operations 200 continue at 216, where the extraction record is verified.
The operations at 216 can include attempting to extract one or more watermarks from the
content, and determining whether or not the extracted watermarks contain information that is
consistent with the permissive information obtained from the extraction record. The
watermark extraction that is conducted as part of the verification operations at 216 must be
done prior to, or concurrently with, the content use, which may delay content use or increase
the processing load at the device. In some embodiments, as part of operations at 216, a copy

control state of an extracted watermark is compared to a copy control state of the extraction
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record to determine if the two match one another. For example, a successful verification is
obtained if the accessed extraction record indicates that a content can be accessed with no
restrictions, and the extraction attempts also result in the extraction of watermarks with
specific payloads that indicate free access to the content is permissible (and/or if no

watermarks are detected).

[0054] At 218, it is determined if the verification operations at 216 were successful.
If the determination at 218 indicates a successful verification (i.e., "YES" at 2108), the
operations 200 continue at 220, where the verification rate is either decreased, or is
untouched. In some embodiments, the verification rate, P, is bounded by a minimum value
(i.e., L<P <1, where L. > 0). As such, in these embodiments, if the value of P is greater than
L while the operations 200 are taking place, operations at 220 can include decreasing the
probability, P, in one or more steps, with a minimum limit of L. In one example
embodiment, the value of L is set to 0.01 and the initial or default value of P is 0.1. That is,
there is a 10% chance that a verification operation is conducted when the watermark
extraction record is accessed. With each successful verification of an extraction record, the
value P is multiplied by 0.9. However, P is not allowed to drop below the minimum level of
0.01. The value of L and the choice as to whether or not to decrease the verification rate (or
leave it unchanged) at 220 are design parameters than can be selected based on, for example,
the application of the watermarking system, the type of watermarks that are extracted, the
content usage policy, and the like. The operations at 220 can also include decreasing the
screening rate, R, as was discussed in connection with FIG. 3. As noted earlier, in some
example embodiments, the screening rate, R, is bounded by a minimum value (i.e., K<R <
1, where K > 0). In a specific example, K has a value of 0.1 and the initial or default value of
R is 0.5. That is, there is a 50% chance that content without an extraction record is screened.
In this example, with each successful verification of the extraction record, the value R can be
multiplied by, for example, 0.9 (i.e., reduced by 10%) at 220. However, the value of R is not
allowed to drop below the minimum value of 0.1. The value of K and the choice as to
whether or not to decrease the screening rate (or leave it unchanged) at 220 are design
parameters than can be selected based on, for example, the application of the watermarking
system, the type of watermarks that are extracted, the content usage policy, and the like. The

operations 200 next continue at 222, where access to the received content is allowed.
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[0055] Referring to FIG. 2, if the determination at 218 indicates that the verification
operations are not successful (i.e., "NO" at 218), the operations 200 continue at 224, where
access to the content is effected in conformance with content use policy associated with the
extracted watermarks. A failure in verification operation can, for example, include extracting
a watermark that is indicative of a "no copy allowed" state, while the accessed extraction
record indicates the content is, for example, freely accessible. In this example scenario, the
operations at 224 may provide for unrestricted viewing of the content while preventing
copying of the content. The operations at 224 can alternatively, or additionally, include
notifying a user of the content handling device (or a content owner) that an unauthorized use
of the content may be in progress. Such a notification, as will be described in the sections
that follow, can present alternative options to the user to allow authorized usage of the
content. The operations 200 next continue at 226, where the extraction record is
saved/updated with the results of the extraction record verification operations. For example,
the verification results can be reported to a database with an additional indication that the
verification of the extraction record for the received content has failed. The database may

then save/update the extraction record with the new verification results.

[0056] The operations 200 next continue at 228, where the content verification rate is
increased, if possible (i.e. if it has not already reached its maximum allowable value of, for
example, 1). In one example embodiment, the operations at 228 include increasing the value
of probability, P, or reducing the extraction record count between verification operations.
Further, at 228, the screening rate, R, of content without an extraction record can be
increased, if the screening rate is not already at its maximum value of, for example, 1. A
verification failure that is detected at 218 can indicate that the security of the watermarking
system has been compromised and the accessed extraction record cannot be trusted. As a
consequence, the operations at 228 increase the verification rate, thereby requiring additional
watermark extractions to take place. This, in turn, increases the processing load for
subsequent content uses and/or results in delays in accessing subsequent contents due to
screening operation that are carried out prior to the content use. Furthermore, a failed
verification may trigger an increase in screening rate for content without verification record,

which can also increase the processing load and/or cause delays in accessing the content.
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[0057] In one example embodiment, if a verification failure is detected at 218, the
verification rate, P and/or screening rate, R, are set to one at 228. In this example
embodiment, every subsequent content use (e.g., at a particular device or by a particular user)
is subject to content screening operations that include watermark extraction. In some
example implementations, the probability (or rate) of verification can be reduced upon
subsequent authorized usages of the content, as illustrated at 220. In other example
embodiments, the obligation to extract watermarks for every content use subsequent to a
verification failure may remain in place until the device is reset by an authorized party or
entity. As a result, the opportunity to reduce the processing load of the content handling
device, or to achieve prompt access to the content, and to obtain other associated advantages,
can be fully or partially forfeited when such an attack on the watermarking system is
launched. Therefore, there is no significant incentive for a professional attacker to tamper
with the usage of watermark extraction records, or for the users to utilize such workarounds.
On the other hand, authorized uses of content in accordance with proper extraction records
can reduce the processing load or avoid delays in accessing the content, thereby rewarding
users that comply with content usage rules. The operations that are described in FIG. 2
further reduce security requirements on all elements of the extraction record exchange, which

in turn makes this exchange less processing intensive.

[0058] FIG. 4 illustrates a set of operations 400 that may be carried out in response to
obtaining extraction records that contain restrictive information (e.g., as part of operations
212 in FIG. 2) in accordance with an exemplary embodiment. At 402, the decision to verify
the watermark extraction record is made. One objective of this verification is to identify an
attack where the extraction records are maliciously forged to contain restrictive record in
order to create user discontent and compromise the system. Another objective of this
verification is to identify an attack where an extraction record with more restrictive
information is replaced with an extraction record with less restrictive information. Similar to
the discussions in connection with FIG. 2, the operations at 402 may be based on a random
(or pseudo-random) decision making process with probability, Q, or carried out
deterministically with a regular frequency. If the determination at 402 indicates that
verification is not selected (i.e., "NO" at 402), the operations 400 continue at 404, where
access to the content is effected in conformance with the content use policy of the extraction

record. Next, at 406, the verification rate, P, and, optionally, the screening rate, R, are
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increased, if the respective rates are not already at their maximum value. It should be noted
that, in some embodiments, the verification of the extraction record is not performed at all
when the extraction record includes restrictive information. Therefore, in such embodiments,
the operations 400 merely consist of effecting access to the content based on content use
policy associated with the extraction record, and sometimes increasing the verification and/or

screening rates.

[0059] Referring back to FIG. 4, if the determination at 402 indicates that verification
of the extraction record need to be carried out (i.e., "YES" at 402), the operations 400
continue at 408, where the extraction record is verified. The operations at 408 can include
attempting to extract one or more watermarks from the content, and determining whether or
not the extracted watermarks contain information that is consistent with the restrictive
information obtained from the extraction record. The watermark extraction that is conducted
as part of the verification operations at 408 are carried out prior to, or concurrently with, the
content use, which may delay content use or increase the processing load at the device. In
some embodiments, as part of the operations at 408, a copy control state of an extracted
watermark is compared to a copy control state of the extraction record to determine if the two

match one another.

[0060] At 410, the determination is made as to whether or not the verification was
successful, and if so (i.e., "YES" at 410), the operations 400 continue at 404 and 406. If, on
the other hand, the verification of the extraction record was not successful (i.e., "NO" at 410),
the operations 400 continue at 412, where access to the received content is effected in
conformance with the content use policy associated with the extracted watermarks. The
operations 400 then continue at 414, where the extraction record is saved/updated with results
of the extraction record verification operations. For example, the verification results can be
reported to a database with an indication that the verification of the extraction record for the
received content has failed. The database may then save/update the extraction record with
the new verification results. At 418, the verification rate is increased (if already not at the
maximum value of, for example, 1), and the screening rate is optionally increased (if already
not at the maximum value of, for example, 1). It should be noted that the increases in
verification and/or screening rates at 406 and 418 may be carried out using the same or

different incremental steps. As such, in some embodiments, the verification and/or screening
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rates increase at a faster pace (i.e., in larger increments) if carried out as part of operations at
418 compared to increases that are effectuated as part of operations at 406. Similarly, the
increases in the verification and/or screening rates as part of operations at 228 in FIG. 2 may
be carried out using a different increment than those carried out as part of operations at 406

and/or 418 of FIG. 4.

[0061] In order to minimize the chances of not having an extraction record in any of
the databases, an extraction record may be generated for every professionally- released
content. The produced extraction records may then be stored at a generally accessible
location, such as at a database that is accessible through the Internet, or reside in the cloud, to
facilitate access to extraction records by all devices that can establish a connection (e.g., a
secure connection) with the storage location. In some embodiments, the extraction records
are added to a database of extraction records by the content owner or a trusted third party
(e.g., a content distributor). Those extraction records can be created by watermark
embedders themselves (e.g., as part of watermark embedding process), or by devices that
access content and comply with watermark extraction obligation and content use policy. In
some cases, the devices that are used for the purpose of database population with extraction
records may be configured with a specially adjusted verification rate, R, of unity (i.e., R=1)
in order to ensure that each content access attempt results in the creation of an extraction

record.

[0062] In some embodiments, the extraction records can be automatically created by
the first compliant device that screens a particular instance of the content. The extraction
records can then be transferred to the generally accessible location for subsequent use by the
same device or other devices. In these embodiments, care must be taken to ensure that the
compliant device has not been compromised. To this end, a variety of handshaking and
authentication protocols may be used to verify and/or to authenticate the compliant device.
All compliant devices that subsequently encounter the identical instance of the content may
use the extraction record created by the first device. However, in some embodiments, if the
content is transformed in a certain way (e.g., content encryption is removed, content is edited,
recompressed to a smaller size, etc.), the content is treated as a new content instance that
requires a new extraction record. It should be noted that some copyrighted content is

distributed exclusively in encrypted format and, therefore, the existence of an unencrypted
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copy of the content can be indicative of unauthorized content tampering. It is thus important
to efficiently and reliably discriminate different instances of the same content and to create a
separate extraction record for each unique content instance. In some embodiments, two
instances of a content are considered to be identical if they are bit-by-bit identical to one
another. However, in certain implementations, a bit-by-bit comparison of contents is not
feasible. As such, in some embodiments that will be discussed in the sections that follow, the
determination as to whether or not two content instances are identical is carried out by

comparing one or more aspects of the two content instances.

[0063] Another example scenario that requires the extraction of watermarks is the
case where a user-generated content (as opposed to a professionally-released content) is
accessed for the first time. Watermark extraction for such a user-generated content may be
necessary since many pirated movies are distributed over the Internet under the disguise of
user generated content. According to some embodiments, if a user generated content is
encountered for the first time by a compliant device, a watermark extraction processes may
take place to generate an extraction record. The generated extraction record can be
communicated to a generally accessible location, and subsequently accessed by all compliant

devices that encounter the same instance of the content at a later time.

[0064] In another exemplary scenario, watermark extraction may be necessary if a
device that receives a content cannot communicate with another entity to obtain the
associated extraction records. Such a scenario can arise, for example, if the device
communication link is disabled by the user, the device is in a remote or isolated location, or
the device is not equipped to communicate with other entities, and the like. In these cases,
the device can perform watermark extraction operations concurrent with, or prior to, content
usage. In some embodiments, a compliant device (e.g., a device that access content, comply
with watermark extraction obligation and/or otherwise is considered a trusted or authorized
device) is capable of storing the extraction record locally (e.g., locally within the device or
within a compliant network such as a DLNA network). In these embodiments, the necessity
to communicate (at least directly) with an "outside" entity is avoided. Therefore, a user
device that encounters a content for a first time may create an extraction record that is stored
locally and accessed when the content is subsequently accessed by the device or another

device in the local network.
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[0065] As discussed in connection with Figures 2 through 4, the use of existing
extraction records can reduce the processing load of a complaint content handling device or
reduce content access delay, which are caused by watermark extraction operations. The
occasional invocation of the watermark extractor only increases the processing load or
content access delay intermittently, and can become even less burdensome if the content is
used according to its intended content use policy that results in reducing the number of times

that watermark extraction is performed (see, for example, operations at 220 in FIG. 2).

[0066] Extraction records that are used in accordance with various disclosed
embodiments can be associated with each unique instance of a content. These extraction
records can contain information including, but not limited to, presence or absence of
embedded watermarks, one or more payload values (or states) associated with watermarks
that are embedded in the content, an associated time stamp that designates the temporal
location of the extracted watermark within the content, one or more hash values associated
with the content and/or extraction record, one or more digital signatures associated with the
content and/or extraction record, CRC and/or error correction parity symbols associated with
the content, a file name identifying the content and/or extraction record, a file size associated
with the content, additional information identifying the content (e.g., a serial number, an
industry standard identification code, etc.), as well as other information that can facilitate

utilization of the extraction record.

[0067] Identification and retrieval of extraction records that reside at a database can
be done based on identity (e.g., the name) of a particular content instance. However, such an
identification technique requires a different content name for each unique instance of the
content. As such, this identification scheme fails to discriminate between multiple instances
of a content (e.g., authorized versus tempered with content), which may all have the same
identity. Moreover, an attacker may attempt to populate the database with false extraction
records associated with known content names in order to cause system malfunctioning and
user complaints. For example, an attacker could maliciously try to create an extraction record
that includes restrictive information for a content with that should be associated with
permissive information. Therefore it is important to be able to discriminate between different

versions of a content in a fashion that is also hard to forge.
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[0068] In some embodiments, one or more hash functions are used to identify each
unique instance of a content. A hash function can be construed as any procedure that takes an
input block of data and returns a fixed size output block of data (i.e., a hash value) such that
any change in input data is very likely to produce a change in the hash value. It is to be noted
that error detection or error correction codes (such as cyclic redundancy codes, Reed-
Solomon codes, etc.) can provide such functionality, as well as cryptographically secure hash
functions (such as MD35 and SHA-1). Using a hash function, a hash value (also referred to as
a bit string identifier) can be generated for each unique instance of the content, or portions of
that instance of the content. The generated hash value(s) can be associated with the
corresponding extraction record and stored at the database. It should be noted that
throughout this document, sometimes the term "association" (or its variants) with respect to
the extraction record is used to convey that the extraction record is linked in some fashion
with a particular type of information. For example, an extraction record can be associated
with one or more corresponding hash values. Such an association can include, but is not
limited to, one or more of: placing the hash value(s) in the extraction record, using the hash
value(s) as part of the file name that identifies the extraction record, indexing (or mapping)

the extraction record based on the hash value.

[0069] In one embodiment, the extraction records are associated with multiple types
of information. For example, an extraction record is not only associated with the hash
value(s) but also with the associated content name and, optionally, with the content size.
FIG. 5 illustrates a set of operations 500 that can be carried out at a database containing
extraction records in accordance with an exemplary embodiment. At 502, the database (e.g.,
the storage location or locations that contain content extraction records) receives a request for
a particular extraction record from a requesting entity. The request for the extraction record
can include one or more types of content identification information such one or more hash
values, a content name and a content size. The requesting entity can transmit the request
directly or indirectly to the database. Such a requesting entity can be a complaint content
handling device that has received a content subject to screening obligation. In some
embodiments, one or more handshaking and/or authentication operations (not shown) are
conducted before and/or after receiving the request at 502 to authenticate the credentials of

the requesting entity. 'This way, communications with unauthorized devices may be avoided.
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[0070] At 504, it is determined whether or not the database contains an extraction
record with the same content name as the one that appears in the request. If an associated
extraction record is not found (i.e., "NO" at 504), the operations 500 continue at 512, where a
message is transmitted to the requesting entity indicating that an extraction record cannot be
found. The operations at 512 can also include requesting from the requesting entity to
conduct watermark screening operations and transmit the generated extraction record to the
database. If the determination at S04 indicates that a content name match is found (i.e.,
"YES" at 504), the operations 500 continue at 506, where it is determined if the extraction
record is associated with the same content size as provided by the requesting entity. If the
content size fails to match (i.e., "NO" at 506), the operations 500 continue at 512 to inform
the requesting entity that no match is found, and to optionally asking the requesting device to

perform screening operations and provide the extraction record to the database.

[0071] If the determination at 506 indicates that a content size match is obtained (i.e.,
"YES" at 506) the operations 500 continue at 508 to determine if the hash value(s) of the
extraction record match the hash value(s) provided as part of the request at 502 well enough,
as described below. If the determination at 508 indicate that the hash value(s) do not match
well enough (i.e., "NO" at 508), the operations 500 continue at 512. Otherwise, if hash
value(s) match well enough (i.e. "YES" at 508), the operations 500 continue at 510, where the

extraction record is provided to the requesting entity.

[0072] It should be noted that the operations 500 provide for verification of three
different types of content identification information (i.e., content name, content size and hash
value(s)) in order to establish a particular level of confidence that the correct extraction
record has been provided to the requesting party. Further, the use of a multi-level search
enables a finer differentiation of different variations of the same content. For example, the
operations at 508 allow different versions of a content with the name and file size to be
differentiated. It is, however, understood that the operations 500 of FIG. 5 can utilize fewer
or additional types of content identification information to conduct fewer or additional
matching operations. Further, in some embodiments, the order in which the information
types are matched may be modified. An important consideration in implementing the set of
operations 500 of FIG. 5 is that the probability of false attack detection should be very small.

False attack detection may occur when the calculated hash value (e.g., the bit-string
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identifier) by chance matches another hash value in the database that is associated with an
extraction record with permissive information, while the actual content is unauthorized for
use. The chances of occurrence of this event are reduced by including content name and
content size verification in the operations 500 of FIG. 5. Furthermore, the probability of false
attack detection can be minimized by increasing the length of bit sting/hash value that
identifies the content. Additionally, database management policies can be implemented to
reduce the chances of false attack detection. For example, extraction records from database
that haven’t been accessed over a predefined period of time can be systematically purged to
not only reduce the probability of false attack detection, but to also reduce the processing

load and memory requirements within the database.

[0073] In some embodiments, in order to minimize the processing load, hash
calculations may be executed only on a fraction of the content data. For example, a few
kilobytes of content data may be used for hash calculations even though the content size may
be several megabytes. In some embodiments, in order to prevent an attacker from
manipulating the content to produce a particular hash, the selection of content segments that
are used for hash calculations is made cryptographically secure. For example, the selection
of content segments is carried out using a cryptographic technique that utilizes a secret key.
In some embodiments, at least one of a number of segments, an extent of each segment, and a
location of each segment within the received content is selected pseudo-randomly. In some
embodiments, content segments are selected in a content dependent fashion. This way, the
hash values that are calculated for the selected segments can accommodate contents of
different sizes. Further, if the selection pattern of content segments for a particular content is

somehow discovered by an attacker, this knowledge cannot be used to attack other contents.

[0074] In some embodiments, the location of content segments selected for hash
value calculations can be done by the database of extraction records (i.e., an entity that
resides at the database) upon receiving a request for an extraction record for a content with a
specified name and size. The location of data segments may be communicated from the
database to the requesting device in a cryptographically secure fashion. This way, an attacker
cannot ascertain the location of content segments, and circumvention attempts that involve
replacing select segments of an unauthorized content with authorized content segments can

be thwarted. Alternatively, the selection of content segments for hash calculations that are,
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for example, conducted as a function of content name and size, can be programmed within

the device in a cryptographically secure fashion.

[0075] In many practical scenarios, a content may get damaged when distributed
through a noisy communication channel. For example, optical disks can be scratched, and
files that are electronically distributed using packet networks may get corrupted due to packet
loss. When a corrupted content is received at a content handling device with screening
obligations, the content handling device may request the associated extraction record from a
database using one or more hash values. The hash values that accompany such a request are
calculated using the damaged content segments and, therefore, cannot be matched against the
hash values that are associated with the stored extraction record. As a result, the content
handling device may be forced to perform watermark screening operations. In some
embodiments, in order to reduce the chances of performing unnecessary watermark screening
operations, multiple hash values are calculated for each content based on distinct content data
subsets. If a fraction of calculated hash values match the hash values associated with a stored
extraction record, then a successful content identification is declared and the corresponding
extraction record is retrieved and transmitted to the requesting party. This way, there is an
increased probability that the extraction record associated with a particular content can be
identified even in the presence of some content damage. In some embodiments, the distinct
content data subsets that are used for multiple hash value calculations are selected pseudo-
randomly in a cryptographically secure manner in order to thwart an attacker's attempts to
identify and manipulate the distinct content data subsets. In some embodiments, the selected
content data comprise only a fraction of the entire content data in order to achieve efficient

content identification.

[0076] FIG. 9 illustrates a set of operations 900 that can be carried out to provide a
service in accordance with an exemplary embodiment. Such a service can include, but is not
limited to, providing one or more of an extraction record, a content, one or more
advertisements and the like, to a requesting entity. At 902, a request for a service is received.
Such a request includes a plurality of hash values calculated based on a plurality of segments
of a content. At 904, the plurality of received hash values are compared to a plurality of hash
values associates with a record at the database. At 906, it is determined if at least a fraction

of the received hash values match the corresponding hash values associated with the stored
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record. If the determination at 906 is indicative of a successful match between at least a
fraction of the received and stored hash values (i.e., "YES" at 906), the operations 900
continue at 908, where the requested service is provided to the requested entity. If the
determination at 906 is indicative of an unsuccessful match between at least a fraction of the
received and stored hash values (i.e., "NO" at 906), the operations 900 continue at 910, where

an indication is provided that the requested service cannot be rendered.

[0077] As noted earlier, the use of only a partial match between the plurality of
received and stored hash values can be particularly advantageous when a content is partially
damaged due to, for example, content handling and/or content transmission through a noisy
transmission channel. The use of a plurality of hash values provides a powerful identification
scheme for such a content. In particular, when a first received hash value is successfully
matched against a stored hash value, such a match confirms the identity of the associated
content segment with a very high level of confidence since hash values are hard to forge. In
fact, in some scenarios, such a single match may be sufficient by itself to uniquely identify a
content. When a second received hash value is successfully matched against another stored
hash value, such a match increases the confidence in content identification even more. This
confidence level is further improved with each additional matching of hash values.
Moreover, since, according to some embodiments, the selection of particular content
segments for hash calculations is done in a pseudo-random fashion that is dictated by the
database, matching of two or more received and stored hash values provides an even higher
confidence that hash values are not forged by an attacker. Multiple hash value matching is
also advantageous in scenarios where an attacker attempts to circumvent content copyright
protection by combining a pirated content with segments of an authorized content and hopes

that hash function calculations will be executed on legitimate content segments only.

[0078] The use multiple content segments for hash calculations in the presence of
content damage can be illustrated by considering the following example. A movie that is
professionally created and stored on a DVD is divided into a number of Video Object Units
(VOU-s). A subset, I, of the VOU-s is randomly selected by the extraction record database,
where the selection may be different for each content title and content size. The device
attempting to access the content computes the bit-stream identifiers (e.g. hash values) for

each of the selected VOU-s, and submits them to the database. The database may decide that
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submitted hash values identify the content adequately if at least a particular number, I, of the
VOU-s match the stored hash values, where 0 < I < J. For example, for [ =J/2, a content is
identified when only half of the computed hash values match the stored hash values. In the
above example, the unmatched hash values (which, in this example, can make up to almost
50% of the VOU-s) can be attributed to content damage. However, the remaining VOU-s
that are correctly matched, are considered to provide a well-enough match with negligible

probability of false identification.

[0079] According to some embodiments, calculation of hash values for a content that
is distributed in encrypted format is performed on the encrypted content. This way, it is
possible to discriminate content that is protected by different encryption algorithms or is not
encrypted at all. For example, in a content protection scheme, only certain encryption
techniques may be authorized or trusted and, therefore, a content that is encrypted with a
trusted technique is likely to be associated with a different enforcement action than a content
that is encrypted with an encryption technique that is not trusted. Moreover, even different
trusted encryption techniques may be subject to different enforcement actions. Calculation of
hash values using the encrypted content further reduces the additional processing load that is

associated with decrypting the content and then calculating the hash values.

[0080] Often content is distributed electronically in small chunks or packets in a
packet network. In such cases, the content chunks are received at the destination and
reassembled prior to content use. In some exemplary embodiments, calculation of the hash
values is conducted after the content is reassembled in the desired order in order to avoid
keeping track of distinct hash values that depend on content distribution protocols. In some
embodiments, hash values are calculated on strings of data with known positions within the
content as a whole. In some instances of content, such as in a DVD data structure, the
content is divided into units with internal information about its location within the content
that can be used to facilitate the selection and identification of content segments for hash
calculations. For example, the location of each video object unit in DVD data structure is
known and, therefore, can be used as known reference points to facilitate hash calculations.
In some embodiments, the location of each string of data that is subject to hash calculation
can be obtained according to a symbol (e.g., byte) count relative to a reference location, such

as the beginning, of the content. Each segment of the content that is a candidate for hash
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calculations can be identified by a beginning and an end location relative to the reference

point, and each such segment can be used to calculate a hash function.

[0081] The disclosed embodiments further facilitate the utilization of extraction
records when a user receives streaming content (also referred to as a real-time content) that is
subject to screening obligation. In a streaming scenario, content playback starts before the
entire content is delivered to the content handling device. In such a scenario, it may not be
possible to calculate hash values for the entire content, as could be done when an entire
content file is present on the content handling device. According to some embodiments,
performance of devices that handle streaming content can be improved by introducing a grace
period, during which the content may be accessed (e.g., played back, recorded, transferred,
copied, etc.) without screening or extraction record retrieval. During the grace period, one or
more hash values can be calculated and used to request the associated extraction record. The
hash value in a streaming application is calculated on a fraction of the content during the
grace interval in order to reduce processing load. The selection of the particular content
segments during the grace period can be carried out in a pseudo-random and
cryptographically secure fashion. Similar to the non-streaming scenario, multiple hash values
can be calculated per grace interval, and extraction record identification at the database can
take place based on finding a match for a fraction of the calculated hash values. The grace
interval may have a pre-determined duration that is selected to meet security and operational
requirements of the watermarking system. Such a grace interval may be modified or updated

as needed.

[0082] In some embodiments, the generation of content identification information
(e.g., the generation of hash values) for a streaming content is more efficiently carried out by
calculating hash values once per grace interval. If content damage (e.g. due to intentional
attacks or packet loss) renders the calculated hash value unusable, the content handling
device may simply abandon content identification for the duration of that particular grace
interval, and grant another grace interval that allows unrestricted user access to the streaming
content. This procedure can be repeated, but an upper limit on the number of consecutive
grace interval extensions can be provided in order to thwart an attacker's attempts to simulate
content damage to avoid screening of the content. For example an audiovisual content may be

streamed with one-minute grace interval. During the grace interval, access to the content is
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permitted and the hash value is calculated. At the end of grace interval the calculated hash
value is compared to the hash value stored in the extraction record, and if a match is found,
extraction record is used to effect content access in conformance with the use policy. If no
match is found, the device may assume that the content damage may have caused the hash
value mismatch and, therefore, commence the next grace interval. In one example,
embodiment, this procedure of allowing additional grace intervals may be limited to up to
five grace intervals, and after five successive hash mismatches, it is assumed that the content

does not have saved extraction record, and the screening operation is commenced.

[0083] FIG. 6 illustrates a set of operations 600 that can be carried out to facilitate the
use of extraction records for a streaming content in accordance with an exemplary
embodiment. At 602 a streaming content is received at a content handling device with
content screening obligations. For example, such a streaming content may be an audio or
video content that is received in real-time from a database at a content handling device with
screening obligations. At 604, the content handling device allows access (e.g., rendering,
display, playback, etc.) to the content for the duration of a grace interval. It should be noted
that in some embodiments, there is a time lag (i.e., latency) between the operations at 602 and
604. Such a time lag may be necessary for conducting various signal processing operations
(e.g., to decompress, descramble, acquire synchronization between multiple streams, etc.) on
the received content, or may be mandated by broadcast rules (e.g., 7-second delay mandated
by the Federal Communication Commission (FCC)). During the time lag, the streaming

content is often buffered in memory.

[0084] Referring back to FIG. 6, at 606, at least one content segment of the content
during the grace interval is selected. In one example embodiment, only a single segment is
selected at 606. At 608, a hash value for the selected content segment is calculated. As noted
earlier, the operations at 608 are not limited to calculating a hash value in the classic
definition of a hash function. But rather, in some embodiments, operations at 608 can include
obtaining one or more identification values, including but not limited to, a CRC value, an
error correction code value, and the like, to identify the selected segment in an efficient

manner.

[0085] At 610, a request for the extraction record is transmitted that includes the

calculated hash value(s). The request at 610 is communicated directly, or indirectly through
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another entity, to the database containing the extraction records. The request at 610 can
include additional information, such as a content name or other content identifying
information. Upon the receipt of the request, the database conducts a search to locate the
extraction record. The operations at the database can, for example, be carried out using some
or all of the operations 400 that are illustrated in FIG. 4. At 612, it is determined whether or
not the extraction record is received. The operations at 612 can include evaluating a response
that is received from the database. Such a response can include the requested extraction
record (if found) or a message indicating that the requested extraction record cannot be
located. It may be possible that subsequent to transmitting the request at 610, the content
handling device does not receive a response within the desired time period (e.g., by the time
the grace interval, or a fraction thereof, expires). In this case, the content handling device

may assume that the extraction record is not found.

[0086] If the determination at 612 indicates that the extraction record is received (i.e.,
"YES" at 612), the operations 600 continue at 614, where the extraction record is utilized to
fulfill the content screening obligation in an efficient manner. For example, some or all of
the operations 200 and 300 that are illustrated in FIGS. 2 and 3, respectively, can be carried
out at 614. If, on the other hand, the determination at 612 indicates that the extraction record
is not received (i.e., "NO" at 612), the operations 600 continues at 616, where it is determined
if the grace interval limit has been reached. Such a limit can be set and/or updated according

to the content usage rules and policies.

[0087] If the determination at 616 indicates that the grace interval limit is reached
(i.e., "YES" at 616), the operations 600 continue at 618, where content screening operations
are commenced. In some embodiments, the operations at 618 include watermark extraction
operations that are carried out in parallel with allowing access to the content. In other
example embodiments, the operations at 618, which include watermark extraction operations,
are carried out prior to allowing access to the content. In the latter example embodiments, the
user may experience some delay in accessing the content. If the determination at 616
indicates the grace internal limit has not been reached (i.e., "NO" at 616), the operations 600
continue at 620, where the grace interval is extended. The operations 600 then return to 604

to allow content access for the duration of extended grace interval.
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[0088] In some embodiments, watermark extraction records can be verified randomly
by extracting watermarks from randomly selected segments of the content. This random
verification operation can be carried out regardless of whether the content is received in full
or is received in a streaming fashion. In some example embodiments that relate to streaming
applications, the content handling device randomly selects a particular grace interval and
performs content screening operations in parallel with hash value calculation while content is
being accessed (e.g., as part of the grace interval). At the end of the grace interval, the
extraction record is compared against the results of the content screening operations. If the
extraction record and the content screening results do not match, the use of extraction records
may be abandoned and/or other mitigating actions may be taken, as, for example, illustrated

in Figures 2 through 4.

[0089] In some embodiments, the streaming content includes an associated extraction
record as part of the streaming content overhead. Such an extraction record can be
incorporated within the streaming content by a compliant or trusted streaming server. In
some variations of these embodiments, the content handling device that receives the
streaming content calculates the hash value for full segment of the content corresponding to
one grace interval, and compares the calculated hash value to the hash value provided as part
of the extraction record, with occasional watermark extractions to verify the received
extraction record. This approach is particularly advantageous when the incorporated
extraction record is also used as the grace interval delimiter, thus helping the content

handling device to correctly identify grace interval boundaries.

[0090] According to some embodiments, when the extraction record information is
indicative of unauthorized use of the content, the user is informed promptly about the content
status. In a file-based application, where the entire content is available to the content
handling device prior to content use, the user can be prompted immediately after the
detection of an unauthorized use. In content streaming applications, the user can also be
prompted immediately after the determination of an unauthorized use, as well as when the
grace interval expires. This is contrasted with user notifications that are provided in some
copy control systems where substantial playback time may elapse before an enforcement
action, and the associated user notification, is effectuated. For example, some watermark-

based copy management systems allow more than 20 minutes of playback time before an
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enforcement action commences. In contrast, the user notification that is provided based on
extraction records in accordance with the disclosed embodiments can provide user
notifications within a few minutes (or even a few seconds) of content playback. Another
advantage of using extraction records to fulfill screening obligations is that can provide a
copyright protection system that is not solely reliant on watermark extractor implementations
developed by various third party implementers. As such, extraction-record-based screening
can cure certain deficiencies (e.g., bugginess) of some watermark extractor implementations

that can potentially lead to the detection of fewer or incorrect watermarks.

[0091] According to some embodiments, upon determination of unauthorized use of
the content, the user may be offered some options beyond the enforcement action associated
with the detected watermark states. Moreover, provided options may change over time. For
instance, a user may be offered an opportunity to access the content by paying a small fee.
Alternatively, or additionally, the user can be offered to view or listen to advertisements in
exchange for not implanting the enforcement action. Furthermore, a user may be informed as
to how to obtain an authorized instance of the content, or where the content is presented in
theaters. These and other enhanced responses, once approved by the content owner or
another authorized party, can provide reasonable alternatives to the strict enforcement actions

that are sanctioned by the content usage rules.

[0092] In providing enhanced responses to unauthorized use, it is important to be able
to correctly and automatically identify the received content. As noted earlier, such an
identification can be carried out (albeit not a very reliably) by reading the content's name.
Additional information can assist in content identification, including the use of content size

and hash values.

[0093] In some watermarking systems, content identification can carried out more
reliably by embedding specific watermarks in the content to carry content identification
codes. Such a content may also be embedded with copy control watermarks that often
require a smaller payload. The embedded content identification codes can be associated with
content metadata during the embedding process. Alternatively, the content identification
codes can be associated with content metadata after the content is released to public. In this
alternate scenario, an extractor can be used to extract the embedded watermarks from an

already released content to obtain the content identification codes and populate the
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appropriate metadata database. The link between the embedded identification codes and the
content metadata can be stored at a database and available for access from compliant devices.
During content use at a content handling device, an extractor may find an embedded content
identification code and retrieve the associated metadata over the Internet to effect reliable
content identification. However, in some cases content may be distorted and watermark
extraction by the content handling device may be difficult. For example, a distorted content
may be produced when a movie that is being shown in a movie theatre is camcordered. In
those cases, it is possible, even likely, that copy control watermarks are extracted much
sooner than the content identification codes. Therefore, an enforcement action associated
with the copy control watermarks may commence prior to the identification of the content

and/or presentation of alternate options to the user.

[0094] According to the disclosed embodiments, a trusted party or entity may
download contents that are intended to be protected by copy control watermarks but are still
offered over the Internet for unauthorized use. The trusted party can then evaluate the
content, and produce an extraction record comprising one or more associated hash value for
each content instance. The produced extraction record also includes the correct copy control
status and correct content metadata. Subsequently, a compliant content handling device may
receive the same content that is downloaded over the Internet. The content handling device
calculates the hash value and retrieves the extraction record. This record may provide
enhanced options that are more flexible than the standard enforcement actions. In the
absence of such an extraction record, the complaint device enforces the standard actions,
which are often more restrictive and inflexible than the enhanced options. As a consequence,
the user has no incentive to obstruct the extraction record retrieval. Moreover, fulfilling
content screening obligations based on the disclosed embodiments that use extraction records
does not suffer from the delayed content identification problem associated with embedded
content identification codes. In fact, content identification code embedding may not be

needed at all in systems that utilize extraction records.

[0095] In some embodiments, a user may have the option of disabling some or all of
the enhanced options (e.g., coupons, advertisements, etc.) which may be offered to the user.
While such enhanced options were previously described in the context of extraction records

with restrictive information, these and other enhanced features can be provided to the user
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even if the extraction record contains permissive information. However, a user may not wish
to receive and/or view the enhanced options while using the content. Therefore, in some
embodiments, the user is given the option disable some or all of the advanced options for
content that is being used in accordance with its authorized making authorized use of the

content.

[0096] One consideration when retrieving extraction records from a remote location
(e.g., the cloud) is that there may be a delay associated with establishing the link between the
content handling device and the remote location, calculating the hash values, transmitting the
request for extraction records, and receiving the response from the remote location. Such a
delay can become an inconvenience to the user in both the streaming and file-based content.
According to some embodiments, in order to remove this inconvenience and to encourage
users to participate in extraction record production and exchange, when the content is initially
accessed, an initial access period is designated, during which the user can access the content
without fulfilling screening operations (i.e., the content is freely accessible regardless of copy
protection status of the content). The initial access period differs from the grace interval
described in connection with the streaming content in that it is provided for only the initial
portion of the content and is not extendable. Moreover, according to the disclosed
embodiments, the presence of both the initial access period and grace interval is not
precluded in content streaming applications. In one example, the initial access period is
increased to include the grace interval duration. In one example embodiment, the initial
access period is selected to be 30 seconds. If the extraction record cannot be retrieved during
the initial access period, the content handling device initiates watermark screening operations

that includes watermark extractions.

[0097] FIG. 7 illustrates an exemplary content handling device 700 that may be used
to accommodate the some of disclosed embodiments. The content handling device 700 may
conduct one or more operations such as rendering, recording, copying, transferring and/or
playback of an input content 702. The input content 702 may be communicated to the
content handling device 700 through one or more communication channels comprising wired
and/or wireless communication channels, magnetic, optical, Flash and/or other computer
readable media, or other sources. The communication components 710 may be configured to

receive the input content 702, to communicate with other entities such as storage device 714
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and other content handling devices (not shown). FIG. 7 also illustrates processing
components 704 that can be configured to conduct at least some of the operations that are
discussed in connection with Figures 2 through 5. The processing components can include a
watermark extractor 706 that is configured to extract embedded watermarks from the input
content 702. The processing components 704 further can include extraction record
processing components 708 that can be configured to request and receive watermark
extraction records, select one or more segments of the content, compute hash values, verify
the extraction records, provide indications as to whether or not verification of extraction
records were successful, provide notifications to the users, and the like. Some of the
operations that are depicted in flow diagrams of Figures 2 to 5 may be carried out by
components or subcomponents within the content handling device 700 that are not shown in

HIG. 7.

[0098] FIG. 7 also illustrates one or more storage units 712 that can reside within the
content handling device 700. Such storage units 712 can store the input content 702 (e.g., in
encrypted, partially encrypted or clear format), watermark extraction records associated with
various contents, content authentication information, compliance rules associated with the
usage of embedded content and the associated enforcement actions, as well as computer
program code that can be retrieved in order to implement any one of the functionalities of the
disclosed embodiments. As such, the storage unit 712 can be in communication with various
components of the content handling device 700, such as the processing components 704, one
or more micro processors, digital signal processing units, display drivers components, etc.
within the content handling device 700. These components can retrieve and utilize the
information, the computer codes and the content that are stored on the storage units 712. The
content handling device 700 can also provide an output content 718, as well as notifications
and additional information, to a user of the content handling device. One or more
components of a content handling device, such as the content handling device 700 of FIG. 7,
are capable of producing indications (e.g., signals, bit values, etc.) to one or more
components of the content handling device and/or to an external entity. Such signals can, for
example, enable or inhibit a particular operation by other components and/or provide
notifications to other components, entities, or even users of the components. Those
components that receive such indications may use the received indication(s) to perform

various operations. In one example, the extraction record processing components 708
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provide an indication to the watermark extractor 706 to commence conducting watermark

extraction operations that may or may not result in the detection of watermarks.

[0099] It is understood that the various embodiments of the present disclosure may be
implemented individually, or collectively, in devices comprised of various hardware and/or
software modules and components. In describing the disclosed embodiments, sometimes
separate components have been illustrated as being configured to carry out one or more
operations. It is understood, however, that two or more of such components can be combined
together and/or each component may comprise sub-components that are not depicted.
Further, the operations that are described in various figures of the present application are
presented in a particular sequential order in order to facilitate the understanding of the
underlying concepts. It is understood, however, that such operations may be conducted in a
different sequential order, and further, additional or fewer steps may be used to carry out the

various disclosed operations.

[0100] In some examples, the devices that are described in the present application can
comprise a processor, a memory unit, an interface that are communicatively connected to
each other, and may range from desktop and/or laptop computers, to consumer electronic
devices such as media players, mobile devices and the like. For example, FIG. § illustrates a
block diagram of a device 800 within which various disclosed embodiments may be
implemented. The device 800 comprises at least one processor 802 and/or controller, at least
one memory 804 unit that is in communication with the processor 802, and at least one
communication unit 806 that enables the exchange of data and information, directly or
indirectly, through the communication link 808 with other entities, devices, databases and
networks. The communication unit 806 may provide wired and/or wireless communication
capabilities in accordance with one or more communication protocols, and therefore it may
comprise the proper transmitter/receiver antennas, circuitry and ports, as well as the
encoding/decoding capabilities that may be necessary for proper transmission and/or
reception of data and other information. The exemplary device 800 that is depicted in FIG. 8
may be integrated into as part of a content handling device to carry out some or all of the

operations that are described in connection with Figures 2, 3 and 5.

[0101] In some embodiments, the device 800 of FIG. 8 may also be incorporated into

a device that resides at a remote database containing watermark extraction records to perform
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some or all of the operations that are described in connection with FIG. 5. In these
embodiments, the processor 804 can be configured to process a request received from a
content handling device to, for example, determine if the hash values that are included in the

received request match an extraction record at the database.

[0102] Various embodiments described herein are described in the general context of
methods or processes, which may be implemented in one embodiment by a computer
program product, embodied in a computer-readable medium, including computer-executable
instructions, such as program code, executed by computers in networked environments. A
computer-readable medium may include removable and non-removable storage devices
including, but not limited to, Read Only Memory (ROM), Random Access Memory (RAM),
compact discs (CDs), digital versatile discs (DVD), Blu-ray Discs, etc. Therefore, the
computer-readable media described in the present application include non-transitory storage
media. Generally, program modules may include routines, programs, objects, components,
data structures, etc. that perform particular tasks or implement particular abstract data types.
Computer-executable instructions, associated data structures, and program modules represent
examples of program code for executing steps of the methods disclosed herein. The
particular sequence of such executable instructions or associated data structures represents
examples of corresponding acts for implementing the functions described in such steps or
processes. A content that is embedded with watermarks in accordance with the disclosed
embodiments may be stored on a storage medium. In some embodiments, such a stored
content that includes one or more imperceptibly embedded watermarks, when accessed by a
content handling device (e.g., a software or hardware media player) that is equipped with a
watermark extractor and/or a content screening component, can trigger a watermark
extraction process and/or alternate operations that are intended to fulfill a content screening
obligation, as well as subsequent operations by the content handling device components that

are disclosed in the present application.

[0103] The foregoing description of embodiments has been presented for purposes of
illustration and description. The foregoing description is not intended to be exhaustive or to
limit embodiments of the present invention to the precise form disclosed, and modifications
and variations are possible in light of the above teachings or may be acquired from practice of

various embodiments. The embodiments discussed herein were chosen and described in
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order to explain the principles and the nature of various embodiments and its practical
application to enable one skilled in the art to utilize the present invention in various
embodiments and with various modifications as are suited to the particular use contemplated.
The features of the embodiments described herein may be combined in all possible

combinations of methods, apparatus, modules, systems, and computer program products.
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WHAT IS CLAIMED IS:

1. A method, comprising:

receiving, at a content handling device, a content subject to a content screening
obligation;

accessing a watermark extraction record associated with the received content to
determine whether the watermark extraction record comprises permissive information or
restrictive information; and upon determination that the watermark extraction record
comprises permissive information,

verifying the watermark extraction record based on a verification rate, the verifying
comprising conducting watermark extraction operations for extracting at least one embedded
watermark from the received content to assess validity of the permissive information; and
upon a determination that the verifying is successful,

allowing access to the received content.

2. The method of claim 1, wherein:
the verification rate is representative of how frequently the watermark extraction
record is to be verified; and

the verification rate is decreased subsequent to the successful verifying.

3. The method of claim 2, wherein the verification rate is selected to effect random

verification of the extraction record according to a probability value.

4. The method of claim 1, wherein the permissive information is indicative of allowing

unrestricted access to the received content.

5. The method of claim 1, wherein

the watermark verification operations result in extraction of at least one copy control
watermark; and

the validity of the permissive information is assessed by comparing a copy control

state of the extracted copy control watermark to a copy control state of the extraction record.

6. The method of claim 1, further comprising:
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upon a determination that the verifying is unsuccessful,effecting access to the
received content in conformance with a content use policy associated with the extracted

watermark(s).

7. The method of claim 6, wherein
the verification rate is representative of how frequently the verifying of the watermark
extraction record is to be carried out; and

the verification rate is increased subsequent to the unsuccessful verifying.

8. The method of claim 1, wherein upon a determination that the watermark extraction
record comprises restrictive information,

effecting access to the received content in conformance with a content use policy
associated with the extraction record; and

increasing the verification rate.

9. The method of claim 1, wherein upon a determination that the watermark extraction
record comprises restrictive information,

verifying the watermark extraction record based on the verification rate, the verifying
comprising conducting watermark extraction operations for extracting at least one embedded
watermark from the received content to assess validity of the restrictive information; and
upon a determination that the verification of the restrictive information is successful,

effecting access to the received content in conformance with a content use

policy associated with the extraction record, and

increasing the verification rate.

10. The method of claim 9, further comprising:

upon a determination that the verification of the restrictive information is not
successful,

effecting access to the content in conformance with a content use policy associated
with the extracted watermark(s); and

increasing the verification rate.
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11. The method of claim &, further comprising providing a notification to a user of the

content handling device indicative of an unauthorized content access.

12. The method of claim 1, wherein accessing the extraction record comprises:
transmitting a request for the extraction record, the request comprising content
identification information associated with the received content; and

receiving the extraction record.

13. The method of claim 12, wherein the content identification information comprises a

hash value, a content name and a content size.

14. The method of claim 12, wherein

the content identification information comprises one or more hash values that are
calculated based on one or more segments of the received content; and

at least one of a number of segments, an extent of each segment, and a location of

each segment within the received content is selected pseudo-randomly.

15. The method of claim 1, further comprising, upon receiving the content and a failure
to locate the extraction record,

conducting content screening operations based on a particular screening rate, the
content screening operations comprising watermark extraction operations for extracting one
or more watermarks;

accessing the received content in conformance with a content use policy associated
with the extracted watermarks; and

saving an extraction record including results of the content screening operations.

16. The method of claim 15, wherein

the screening rate is representative of how often content without extraction records
received by the content handling device is to be subjected to content screening operations;
and

the screening rate is increased upon a determination that a first extraction record

received by the content handling device and associated with a first content contains
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permissive or restrictive information that is contrary to content access information associated

with watermarks embedded in the first content.

17. The method of claim 16, wherein the screening rate is decreased upon a determination
that a second extraction record received by the content handling device and associated with a
second content contains permissive information that is consistent with content access

information associated with watermarks embedded in the second content.

18. A method, comprising:

receiving, at a content handling device, a content subject to a content screening
obligation;

accessing a watermark extraction record associated with the received content;

verifying the watermark extraction record based on a verification rate, the verifying
comprising conducting watermark extraction operations for extracting at least one embedded
watermark from the received content to assess validity of the extraction record; and upon a
determination that the verifying is successful,

effecting access to the received content in conformance with content use policy

associated with the watermark extraction record.

19. A device, comprising:

a receiver configured to receive a content subject to a content screening obligation;

an extraction record processing component configured to access a watermark
extraction record associated with the received content and to determine whether the
watermark extraction record comprises permissive information or restrictive information; and

a watermark extractor configured to conduct watermark extraction operations for
extracting at least one embedded watermark from the received content in response to the
extraction record processing component's determination that is indicative of presence of
permissive information;

wherein the extraction record processing component is further configured to verify the
extraction record based on a verification rate by assessing validity of the permissive
information using the extracted watermark(s), and, upon successful verification of the
validity of the permissive information, to produce an indication that access to the received

content is allowed.
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20. The device of claim 19, wherein the verification rate is representative of how
frequently the verifying is to be carried out; and
the extraction record processing component is configured to decrease the verification

rate subsequent to confirmation of validity of the permissive information.

21. The device of claim 20, wherein the verification rate is selected to effect random

verification of the extraction record according to a probability value.

22. The device of claim 19, wherein the permissive information is indicative of allowing

unrestricted access to the received content.

23. The device of claim 19, wherein upon extraction of a at least one copy control
watermark, the extraction record processing component is configured to confirm the validity
of the permissive information by comparing a copy control state of the extracted copy control

watermark to a copy control state of the extraction record.

24. The device of claim 19, wherein the extraction record processing component is
configured to, upon a failure to verify the permissive information, produce an indication to
enable access to the received content in conformance with a content use policy associated

with the extracted watermark(s).

25. The device of claim 24, wherein the verification rate is representative of how
frequently the extraction record verification is to be carried out and the extraction record
processing component is configured to increase the verification rate upon a failure to verify

the validity of the permissive information.

26. The device of claim 19, wherein the extraction record processing component is
configured to, upon determination that the watermark extraction record comprises restrictive
information, produce an indication that access to the received content is to be effected in

conformance with a content use policy associated with the extracted watermark(s).
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27. The device of claim 19, wherein the extraction record processing component is
configured to, upon determination that the watermark extraction record comprises restrictive
information,

verify the watermark extraction record based on the verification rate, the verifying
comprising conducting watermark extraction operations for extracting at least one embedded
watermark from the received content to assess validity of the restrictive information; and
upon a determination that the verification of the restrictive information is successful,

produce an indication to effect access to the received content in conformance

with a content use policy associated with the extraction record, and

increase the verification rate.

28. The device of claim 19, wherein the extraction record processing component is further
configured to, upon determination that verification of the restrictive information is not
successful,

produce an indication to effect access to the content in conformance with a content
use policy associated with the extracted watermark(s); and

increase the verification rate.

29. The device of claim 28, wherein the extraction record processing component is further
configured to produce a notification to a user of the device indicative of an unauthorized

content access.

30. The device of claim 19, further comprising a communication component configured
to

transmit a request for receiving the extraction record, the request comprising content
identification information associated with the received content, and

receive the extraction record.

31. The device of claim 30, wherein the content identification information comprises a

hash value, a content name and a content size.

32. The device of claim 30, wherein
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the content identification information comprises one or more hash values that are
calculated based on one or more segments of the received content; and
at least one of a number of segments, an extent of each segment, and a location of

each segment within the received content is selected pseudo-randomly.

33. The device of claim 19, wherein the extraction record processing component is further
configured to, upon receiving a first indication that the extraction record can not be located,

provide a second indication to the watermark extractor to enable content screening
operations to be conducted based on a particular screening rate, the content screening
operations comprising watermark extraction operations for extracting one or more
watermarks;

provide a third indication to effect access to the received content in conformance with
a content use policy associated with the extracted watermarks; and

save an extraction record that includes results of the content screening operations.

34. The device of claim 33, wherein the screening rate is representative of how often
content without extraction records received by the device is to be subjected to content
screening operations; and

the screening rate is increased upon determination that a first extraction record
received by the device and associated with a first content contains permissive or restrictive
information that is contrary to content access information associated with watermarks

embedded in the first content.

35. The device of claim 34, wherein the screening rate is decreased upon a determination
that a second extraction record received by the device and associated with a second content
contains permissive information that is consistent with content access information associated

with watermarks embedded in the second content.

36. A device, comprising:

a processor; and

a memory comprising processor executable code, the processor executable code,
when executed by the processor, configures the device to:

receive a content subject to a content screening obligation;
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access a watermark extraction record associated with the received content;

determine whether the watermark extraction record comprises permissive
information or restrictive information; and upon determination that the watermark extraction
record comprises permissive information,

verify the watermark extraction record based on a verification rate, the
verifying comprising conducting watermark extraction operations for extracting at least one
embedded watermark from the received content to assess validity of the extraction record;
and upon a determination that the verification of the watermark extraction record is
successful,

allow access to the received content.

37. A computer program product, embodied on a non-transitory computer readable
medium, comprising:

program code for receiving, at a content handling device, a content subject to a
content screening obligation;

program code for accessing a watermark extraction record associated with the
received content to determine whether the watermark extraction record comprises permissive
information or restrictive information; and upon determination that the watermark extraction
record comprises permissive information,

program code for verifying the watermark extraction record based on a verification
rate, the verifying comprising conducting watermark extraction operations for extracting at
least one embedded watermark from the received content to assess validity of the permissive
information; and upon a determination that the verifying is successful,

program code for allowing access to the received content.

38. A method, comprising:
receiving, at a content handling device, a streaming content subject to a content
screening obligation;
allowing access to the received streaming content for a duration of a grace interval;
selecting at least one segment of the streaming content during the grace interval;
calculating one or more hash value(s) for the selected segment(s);
requesting a watermark extraction record, the request comprising the calculated hash

value(s); and
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upon a failure to receive the extraction record within the grace interval, allowing
access to the received streaming content for an extended grace interval if the extended grace

interval duration is within a grace interval extension limit.

39, The method of claim 38, wherein
the extraction record is not received within the grace interval;
the extended grace interval duration exceeds the grace interval extension limit; and
the content handling device commences content screening operations comprising
watermark extraction operations for extracting one or more watermarks from the received

streaming content.

40. The method of claim 38, further comprising
allowing access to the received streaming content for a duration of an initial access

period spanning an initial portion of the received streaming content.

41. The method of claim 38, wherein the hash value is calculated for a content segment

that spans an entire duration of the grace interval.

42. A method, comprising:

at a receiver device at a database, receiving a request for a service, the request
comprising a plurality of hash values calculated based on a plurality of segments of a content;

comparing the plurality of received hash values to a plurality of hash values
associated with a record stored at the database; and

upon a determination that a match is found between at least a fraction of the plurality
of received hash values and the plurality of hash values associated with the record,

transmitting, using a transmitter device, the requested service to a requesting entity.

43, The method of claim 42, wherein
the request further comprises a content name and a content size; and
the comparing comprises:
comparing the content name to a content name associated with the record

stored at the database, and upon obtaining a match,
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comparing the content size to a content size associated with the record stored
at the database, and only upon obtaining a content size match, then
comparing the plurality of received hash values to the plurality of hash values

associated with the record stored at the database.

44. A device, comprising:

a receiver configured to receive a streaming content subject to a content screening
obligation; and

a processing component configured to:

produce an indication that access to the received streaming content is allowed for a
duration of a grace interval;

select at least one segment of the streaming content during the grace interval;

calculate one or more hash value(s) for the selected segment(s);

request a watermark extraction record, the request comprising the calculated hash
value(s);

upon a failure to receive the extraction record within the grace interval, determine if a
grace interval extension limit has been reached; and

if a grace interval extension limit has not been reached produce an indication that

access to the received streaming content is allowed for an extended grace interval.

45. The device of claim 44, wherein the processing component is further configured to
produce an indication that content screening operations must commence, if the extraction
record is not received within the grace interval and the extended grace interval duration
exceeds the grace interval extension limit, wherein the content screening operations comprise
watermark extraction operations for extracting one or more watermarks from the received

streaming content.
46. The device of claim 46, wherein the processing component is further configured to

produce an indication that access to the received streaming content is allowed for duration of

an initial access period spanning an initial portion of the received streaming content.
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47. The device of claim 46, wherein the processing component is configured to calculate

the hash value for a content segment that spans an entire duration of the grace interval.

48. A device, comprising:

a receiver configured to receive a request for a service at a database, the request
comprising a plurality of hash values calculated based on a plurality of segments of a content;

a processing component configured to compare the plurality of received hash values
to a plurality of hash values associated with a record stored at the database; and

a transmitter configured to transmit the requested service to a requesting entity in
response to a determination of the processing component that a match is found between at
least a fraction of the plurality of received hash values and the plurality of hash values

associated with the record.

49, The device of claim 48, wherein
the request further comprises a content name and a content size; and
the processing component configured to:
compare the content name to a content name associated with the record stored
at the database, and if a match is obtained,
compare the content size to a content size associated with the record stored at
the database, and only if a match is obtained, then
compare the plurality of received hash values to the plurality of hash values

associated with the record stored at the database.
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