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CREDENTIAL MANAGEMENT SYSTEM

CROSS-REFERENCE TO RELATED APPLICATIONS
The present application claims the benefit of U.S. Provisional Patent Application No.
61/598,219, filed on February 13, 2012, which is hereby incorporated by reference in its entirety.

BACKGROUND
The present invention generally relates to credentials, and more particularly, but not
exclusively, relates to a credential management service. Credentials may be used in various
systems and managed in various ways. Some existing systems have various shortcomings
relative to certain applications. Accordingly, there remains a need for further contributions in

this area of technology.

SUMMARY
One embodiment of the present invention is a unique credential management service.
Other embodiments include apparatuses, systems, devices, hardware, methods, and combinations
for credential management services. Further embodiments, forms, features, aspects, benefits,
and advantages of the present application shall become apparent from the description and figures

provided herewith.
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BRIEF DESCRIPTION OF THE FIGURES

The description herein makes reference to the accompanying figures wherein like
reference numerals refer to like parts throughout the several views, and wherein:

FIG. 1 is a schematic block diagram of an exemplary system.

FIG. 2 is a schematic block diagram of a computing device.

FIG. 3 is a schematic block diagram of a credential and a reader device.

FIG. 4 is a schematic block diagram of an exemplary system including a cloud credential
management service.

FIG. 5 is a schematic flow diagram for an exemplary process for enrolling a reader
device.

FIG. 6 is a schematic flow diagram for an exemplary process for enrolling a host device.

FIG. 7 is a schematic block diagram of an exemplary system including a cloud credential
management service.

FIG. 8 is a schematic flow diagram for an exemplary process for transmitting a credential
to a mobile device.

FIG. 9 is a schematic block diagram of an exemplary cloud credential management
service.

FIG. 10 is a schematic flow diagram of an exemplary cloud credential management
service.

FIG. 11 is a schematic flow diagram of an exemplary system including a cloud credential

management service and a credential administration app.
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DETAILED DESCRIPTION OF REPRESENTATIVE EMBODIMENTS

For the purposes of promoting an understanding of the principles of the invention,
reference will now be made to the embodiments illustrated in the drawings and specific language
will be used to describe the same. It will nevertheless be understood that no limitation of the
scope of the invention is thereby intended. Any alterations and further modifications in the
described embodiments, and any further applications of the principles of the invention as
described herein afe contemplated as would normally occur to one skilled in the art to which the
invention relates.

FIG. 1 illustrates a schematic block diagram of an exemplary system 100, which includes
a cloud credential management service 102 that, among other things, communicates information
and data to and/or from mobile devices 104, reader devices 106, and other devices such as
computers 108, printers, or the like.

The cloud credential management service 102 may generate and deliver credentials 110
to the mobile devices 104, reader devices 106, and other devices such as computers 108. The
credentials 110 may be in several different formats or types. In addition, the cloud credential
management service 102 may generate keys 111 and transmit the keys 111 to the reader device
106 for use. The keys 111 may be several different formats or types.

In the embodiment shown in FIG. 1, the system 100 is an access control system. It is
contemplated that in other embodiments, the system 100 may be a payment system, transit
system, or any other system. |

The mobile device 104 may be a mobile phone, such as a cell phone or smartphone, a
tablet computer, such as an iPad, a smartcard, or any other type of mobile computing device. In
the embodiment shown in FIG. 1, the mobile device 104 is a mobile phone. The mobile device
104 may store one or more credentials and it is contemplated that the credentials are of different
types. In addition, the mobile device 104 may store the one or more credentials in a secure
element. The secure element may be part of the mobile device 104. It is contemplated that the
secure element may be in an accessory coupled to the mobile device 104. It is further
contemplated that the secure element may be in an secure digital (SD) card, a subscriber identity
module (SIM) card, a universal integrated circuit card (UICC), or the like. It is further
contemplated that the secure element may be embedded in the mobile device 104 such as being

attached to the logic board of the mobile device 104.



WO 2013/123079 PCT/US2013/025973

The reader device 106 may be part of system for access control, payment, transit,
vending, or any other application. In addition, the reader 106 includes one or more
communication modules such as an NFC system 107 to communicate with a communication
module such as an Near Field Communication (NFC) system 105 of the mobile device 104. The
NFC systems 105 and 107 may each include an NFC transceiver.- It is contemplated that other
types of wireless technologies other than or in addition to NFC may be utilized such as Bluetooth
low energy, among others. In the embodiment shown in FIG. 1, the reader device 106 is an NFC
reader for an electronic lock. The reader device 106 may store the credentials 110 and/or keys
111 in a secure access module (SAM). It is also contemplated that the reader device 106 may
store keys 111 of several different formats or types.

Generally, the credential 110 is a string of bits of variable length. The length of the
credential 110 depends on the type or format of the credential 110. The present application
allows mobile devices 104 to be utilized as a credential 110 for access control, payment, transit,
vending, or any other application. In the embodiment shown in FIG. 1, the credential 110 is a
credential for an access control system.

In an access control system, the credential 110 may include information such as keys,
access bits, a facility code, and/or a badge identifier. The credential 110 may be any type of
credential such as a MIFARE Classic or MIFARE DESFire EV1. In a payment system, the
credential 110 may have a different format and include different information that is pertinent
determining whether a payment should be granted or denied.

The credential 110 is sometimes referred to as a virtual credential so that the credential
110 is not confused with a traditional plastic card credential. The credential 110 is capable of
being stored in a mobile device 104 in which the mobile device 104 is configured to emulate or
behave like a contactless smartcard and transmit at least some of the credential 110°s data, e.g.,
facility code and badge ID, to the reader device 106.

The cloud credential management service 102 is generally implemented with one or more
servers executing operating logic with a processing device. The instructions and operating logic
are defined in the different aspects of the present application.

Generally, a provider makes the cloud credential management service 102 available to
one or more customers over the Internet. More than one customer may connect to and utilize the

various services provided by the cloud credential management service 102 concurrently. It is
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contemplated, that in some embodiments, credential management services may be provided
without using a cloud service.

The various mobile devices 104, reader devices 106, and other devices 108 each include
components, programming, and circuitry suitable to its particular application, and also include
communication circuitry operatively coupled their respective antennas for communication over
the Internet or NFC (or similar technology) or both.

The circuitry in the NFC systems 105 of the mobile devices 104, the NFC systems 107 in
the reader devices 106, and communication modules in other devices 108 may be configured to
provide appropriate signal conditioning to transmit and receive desired information (data), and
correspondingly may include filters, amplifiers, limiters, modulators, demodulators, CODECs,
digital signal processing, and/or different circuitry or functional components as would occur to
those skilled in the art to perform the desired communications.

In one nonlimiting form, the NFC systems 105 of the mobile devices 104, the NFC
systems 107 of the reader devices 106, and communication modules of the other devices 108
include circuitry to store or process information, modulate or demodulate a radio-frequency (RF)
signal, or the like, or a combination thereof. The information may include a credential,
identification information, status information, or any other type of information that would occur
to those skilled in the art.

FIG. 2 is a schematic block diagram of a computing device 200. The computing device
200 is one example of a cloud credential management service, mobile device, reader device,
and/or other device configuration which may be utilized in connection with the cloud credential
management service 102, mobile device 104, reader device 106, and/or other device 108 shown
in FIG. 1. Computing device 200 includes a processing device 202, an input/output device 204,
memory 206, and operating logic 208. Furthermore, computing device 200 communicates with
one or more external devices 210.

The input/output device 204 may be any type of device that allows the computing device
200 to communicate with the external device 210. For example, the input/output device 204 may
be a NFC system including an antenna and chip, a Bluetooth system including an antenna and
chip, transceiver, network adapter, network card, interface, or a port (e.g., a USB port, serial
port, parallel port, an analog port, a digital port, VGA, DVI, HDMI, FireWire, CAT 5, or any

other type of port or interface). The input/output device 204 may be comprised of hardware,
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software, firmware, and/or state machines. It is contemplated that the input/output device 204
may include more than one transceiver, network adapter, network card, or port.

The external device 210 may be any type of device that allows data to be inputted to or
outputted from the computing device 200. For example, the external device 210 may be an NFC
system, a Bluetooth system including a Bluetooth antenna and Bluetooth chip, a mobile device,
an accessory, a reader device, equipment, a handheld computer, a diagnostic tool, a controller, a
computer, a server, a processing system, a sensor, a printer, a display, an alarm, an illuminated
indicator such as a status indicator, a keyboard, a mouse, or a touch screen display. Furthermore,
it is contemplated that the external device 210 may be integrated into the computing device 200.
For example, the computing device 200 may be a mobile phone, a handheld diagnostic tool, a
smartphone, a laptop computer, or a tablet computer in which case the display would be an
external device 210, but the display is integrated with the computing device 200 as one unit,
which is consistent with the general design of mobile phones, handheld diagnostic tools,
smartphones, laptop computers, tablet computers, and the like. It is further contemplated that
there may be more than one external device in communication with the computing device 200.
The computing device 200 is one example of an external device 210.

Processing device 202 can be a programmable type, a dedicated, hardwired state
machine; or a combination of these; and it can further include multiple processors, Arithmetic-
Logic Units (ALUs), Central Processing Units (CPUs), Digital Signal Processors (DSPs), or the
like. Processing devices 202 with multiple processing units may utilize distributed, pipelined,
and/or parallel processing. Processing device 202 may be dedicated to performance of just the
operations described herein or may be utilized in one or more additional applications. In the
depicted form, processing device 202 is of a programmable variety that executes algorithms and
processes data in accordance with operating logic 208 as defined by programming instructions
(such as software or firmware) stored in memory 206. Alternatively or additionally, operating
logic 208 for processing device 202 is at least partially defined by hardwired logic or other
hardware. Processing device 202 can be comprised of one or more components of any type
suitable to process the signals received from input/output device 204 or elsewhere, and provide
desired output signals. Such components may include digital circuitry, analog circuitry, or a

combination of both.
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Memory 206 may be of one or more types, such as a solid-state variety, electromagnetic
variety, optical variety, or a combination of these forms. Furthermore, memory 206 can be
volatile, nonvolatile, or a mixture of these types, and some or all of memory 206 can be of a
portable variety, such as a disk, tape, memory stick, cartridge, or the like. In addition, memory
206 can store data that is manipulated by the operating logic 208 of processing device 202, such
as data representative of signals received from and/or sent to input/output device 204 in addition
to or in lieu of storing programming instructions defining operating logic 208, just to name one
example. As shown in FIG. 2, memory 206 may be included with processing device 202 and/or
coupled to the processing device 202.

FIGs. 3-7 illustrate an exemplary embodiment of the present application. As seen in FIG.
3, credentials 302 (e.g., credentials 110) and reader systems 304 (e.g., reader device 106) share a
secret key or secret information 306. The credential 302 may be based on the secret key or
secret information 306. The credential 302 may be part of symmetric key system.

FIG. 4 illustrates an exemplary cloud credential management service 308 (e.g., cloud
credential management service 102) that includes a master key 303. The cloud credential service
308 uses the master key 303, among other data, to generate credentials 302 and custom keys 309
(e.g., keys 111). The cloud credential management service 308 transmits the virtual credentials
302 to a credential host 310, such as the mobile device 104. The credential host 310 transmits at
least a portion of the credential 302 to the credential reader system 304 (e.g., reader device 106)
for access, payment, transit, or any other application.

The cloud credential management service 308 also communicates with the credential
reader system 304 by transmitting and/or receiving custom keys 309 and virtual credentials 302.
The reader system 304 uses the custom keys 309 to communicate with the credential host 310
because the master key 303, custom keys 309, and credentials 302 share secret information 306.

In some embodiments, the reader system 304 may receive virtual credentials 302 from
the cloud credential management service 308 and store them locally to make an access control
decision. For example, when a user presents a credential host 310 to the reader system 304, the
reader system 304 uses the custom keys 309 to access the virtual credential 302 stored in the
credential host 310. If the reader system 304 has the correct custom key 309, the credential host
310 will transmit at least a portion of the credential 302 (e.g., a facility code and badge ID) to the

reader system 304. The reader system 304 may then compare the credential 302 received from
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the credential host 310 to the credentials 302 downloaded from the cloud credential management
service 208 to determine if there is a match. If there is a match, then the reader system 304 may
grant access to the user of the credential host 310 by unlocking a door. If there is not a match,
then the reader system 304 will not unlock a door.

As shown in FIG. 4, mobile device credentials 302 and reader systems 304 may be
programmed via Internet connections. Secret information 306 and/or keys 309 can now be
managed in a cloud service 308 and may be transmitted to reader systems 304. The cloud
credential management service 308 may keep track of matching credential hosts 310 (e.g.,
smartphones) and credential readers systems 304 via Internet connections to ensure that the
credentials 302 on credential hosts 310 and keys 309 correspond to the same secret information
306. Secret information 306 and/or keys 309 can be securely distributed to reader systems 304 at
arbitrary frequencies and/or using various technologies. Virtual credentials 302 can be generated
and delivered to credential hosts 310 (e.g., mobile devices 104) on demand.

FIG. 5 illustrates an exemplary process 311 for enrolling a reader system 304 with the
cloud credential management service 308. Operations illustrated are understood to be exemplary
only, and operations may be combined or divided, and added or removed, as well as re-ordered
in whole or in part.

Process 311 begins at operation 312 in which the reader system 304 authenticates with
the cloud credential management service 308. The reader system 304 may transmit a unique ID
(e.g., the reader system’s serial number) and/or a password or PIN. In another embodiment, the
reader system 304 may use a certificate to authenticate, which generally includes a public key
and a private key to encrypt/decrypt messages between the reader system 304 and the cloud
credential management service 308. In some embodiments, the reader system 304 transmits a
token to the cloud credential management service 308.

Process 311 then proceeds from operation 312 to operation 314. At operation 314, the
cloud credential management service 308 transmits an authentication status, which may include a
token, to the reader system 304.

Process 311 then proceeds from operation 314 to operation 316. Once authenticated, at
operation 316, the reader system 304 then requests to be enrolled with the credential
management service 308 by sending a request along with a specifier such as a unique ID (e.g., a

device ID or an email address of the site administrator). In some embodiments, the specifier may
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include set-up or configuration information about a particular reader system 304. In some
embodiments, the specifier may include the location of the reader system 304. The reader
system 304 may also send the token to the credential management service 308 to ensure an
authenticated communication.

Process 311 then proceeds from operation 316 to operation 318. At operation 318, the
credential management service 308 sends custom keys 309 to the reader system 304. The
custom keys 309 may be stored at the credential management service 308 or may be generated
by the service 308 based on the specifier (e.g., a unique ID) sent by the reader 304. The custom
keys 309 are unique to the reader 304.

FIG. 6 illustrates an exemplary process 320 for enrolling a host 310 (e.g., a mobile device
104) with the cloud credential management service 308. Operations illustrated are understood to
be exemplary only, and operations may be combined or divided, and added or rémoved, as well
as re-ordered in whole or in part.

Process 320 begins at operation 322 in which the credential host 310 authenticates with
the cloud credential management service 308 by transmitting a user ID and PIN, such as an email
address and password. The credential host 310 may also transmit a globally unique identifier
(GUID) to the cloud credential management service 308. In another embodiment, the credential
host 310 may use a certificate to authenticate, which generally includes a public key and a
private key to encrypt/decrypt messages between the credential host 310 and the cloud service
308.

Process 320 proceeds from operation 322 to operation 324. At operation 324, the cloud
credential management service 308 transmits an authentication status, which may include a
token, to the credential host 310.

Process 320 proceeds from operation 324 to operation 326. Once authenticated, at
operation 326, the credential host 310 then requests to be enrolled with the credential
management service 308 by sending a request along with a specifier such as a unique device ID.
The unique device ID may be the serial number or unique number associated with the NFC
system 105 that is part of the credential host 310 (e.g., mobile device 104). The credéntial host
310 may also send the token to the credential management service 308 to ensure an authenticated

communication.
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Process 320 proceeds from operation 326 to operation 328. At operation 328, the
credential management service 308 generates a virtual credential 302 and sends the virtual
credential 302 to the credential host 310. The credential management service 308 may generate
the virtual credential 302 based on the unique device ID by hashing the unique ID with the
master key 303.

FIG. 7 illustrates an exemplary system 330 in which a cloud credential management
service 308 shares a secret key or secret information 306 by distributing credentials 302 and/or
custom keys 309 to devices, readers, and systems through web services 332. For example, the
devices, readers, and systems may include a mobile phone 334, an access control system 336, a
biometric device 338, and/or a lock/reader 340.

FIG. 8 illustrates another embodiment of the present application including an exemplary
process 400 in which a mobile device 402, such as a smartcard or mobile phone, or a card
programming device downloads a mobile or virtual credential 404 from a cloud credential
management service 406. Operations illustrated are understood to be exemplary only, and
operations may be combined or divided, and added or removed, as well as re-ordered in whole or
in part.

Process 400 begins at operation 407 in which the cloud credential management service
406 transmits an invitation 401 to the mobile device 402. The invitation 401 may be an email,
push notification, and/or a text message. The invitation 401 is processed by an application 403
in the mobile device 402. The invitation 401 includes a uniform resource identifier (URI) that
includes a uniform resource locator (URL) to the cloud credential management service 406 for
downloading the credential 404.

The cloud credential management service 406 may transmit the invitation 401 to mobile
device 402 in response to receiving a credential request from a customer. The information in the
credential request from the customer may be stored in a database in the cloud credential
management service 406. It is contemplated that the invitation 401 may come from a customer
and not the cloud credential management service 406.

Process 400 then proceeds from operation 407 to operation 408. At operation 408, the
mobile device 402 authenticates with the cloud credential management service 406 by the
application 403 using the URL in the invitation 401. The URL may include arguments in a
query string such as a user 1D, PIN, and/or GUID. The user ID may be an email address. The

10
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PIN may be a password. For example, the mobile device 402 connects to the cloud credential
management service 406 using a Hypertext Transfer Protocol Secure (HTTPS) connection,
which uses Secure Sockets Layer (SSL).

Process 400 then proceeds from operation 408 to operation 410. At operation 410, upon
receiving an acceptable user ID and PIN (such as by comparing the received user ID and PIN to
the ones received in the database in the cloud credential management service 406), the cloud
credential management service 406 sends an authentication status, which may include a token, to
the mobile device 402. Once the device 402 has been authenticated, the communications
between the device 402 and the cloud credential management service 406 may occur over secure
sockets, such as using secure sockets layer (SSL), over the Internet.

Process 400 then proceeds from operation 410 to operation 412. At operation 412, the
device 402 then sends a unique device identifier to the credential management service 406 along
with the token. It is contemplated that in some embodiments the token is not sent. The unique
device ID may be the serial number or unique number associated with the NFC system 105 that
is part of the mobile device 402 (e.g., mobile device 104).

Process 400 then proceeds from operation 412 to operation 414. At operation 414, the
credential management service 406 then generates a unique diversified credential 404 using the
unique device identifier that is hashed using a master key (e.g., master key 303).

Process 400 then proceeds from operation 414 to operation 416. At operation 416, the
unique diversified credential 404 is then sent from the cloud credential management service 406
to the mobile device 402. For example, the cloud credential management service 406 may
encrypt the credential 404 and encapsulate the encrypted credential in a package such as a
JavaScript Object Notation (JSON) object, an XML-format message to the mobile device 402, or
the like. The cloud credential management service 406 may then transmit the package to the
mobile device 402.

The application 403 on the mobile device 402 receives, unpackages, and/or decrypts the
credential 404. The mobile device 402 may store the credential 404 in a secure element. The
mobile device 402 may then use the unique diversified credential 404 for access control,
payment, transit, vending, or any other application. Generally, with this method of delivery,
credentials 404 can be securely programmed onto cards, phones, and other devices remotely,

rather than with a card programmer.

11
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FIGs. 9 and 10 illustrate another embodiment of the present application of an exemplary
system 500 in which different types of credentials 502 may be generated and hosted in a cloud
credential management service 504. There are credentials of different types (e.g., CISA,
XceedID, etc.) and each credential type has distinct algorithms which take source information
and encode it so that the credential can be transmitted to a credential host (mobile device 104,
e.g., a smartcard or smartphone). Virtual credential generators 505 generate the various types of
credentials 502 supported by the cloud credential management service 504. The credential 502
is then presented to and read by a credential reader system 106 (as shown in FIG. 1). The
credential generators 505 may include a processing device and operating logic configured to
generate the particular type of credential requested using information such as a unique device
identifier that is hashed with a master key 303.

As seen in FIG. 9, by virtualizing these credentials 502 (i.e., generating them in a central
cloud credential management service 504 rather than on type specific programmers) several
features may be realized. For example, worldwide encoding schemes can be consolidated into
one central cloud credential management service 504. Rather than creating and selling hardware
devices that create credentials, the virtual credentials 502 themselves may be sold, which are
hosted by and delivered to a mobile device 104 such as a smartphone. Virtual credentials 502
may be written to any credential host (e.g., a mobile device 104 such as a smartcard, smartphone,
or the like). Virtual credentials 502 can be generated by the cloud credential management
service 504 in multiple formats (e.g., prox, MIFARE Classic, MIFARE DESFire EVI, optical,
XceedID, elSA, bar code, QR code) depending on the requesting host. Virtual credentials 502
can be generated and encoded for multiple regions and localities (e.g., Americas, Europe, Asia
etc.). Customers of the cloud credential management service 504 may purchase these virtual
credentials 502 and have them generated on demand by the cloud credential management service
504.

FIG. 10 illustrates a schematic flow diagram of an exemplary process 506. Operations
illustrated are understood to be exemplary only, and operations may be combined or divided, and
added or removed, as well as re-ordered in whole or in part.

Process 506 begins at operation 508 in which an owner or provider 510 of the cloud

credential management service 504 creates and maintains customer information in the cloud

12



WO 2013/123079 PCT/US2013/025973

credential management service 504. For example, the cloud credential management service 504
may store customer information, among other data, in a database 507.

Process 506 proceeds from operation 508 to operation 512. At operation 512, the
provider 510 allocates any type of credential 502 to customers 514 using the cloud credential
management service 504. For example, a customer may purchase 500 credentials for their
company. The cloud credential management service 506 may allocate 100 virtual credentials for
the customer’s employees who may download the credentials once generated.

Process 506 proceeds from operation 512 to operation 516. At operation 516, customers
514 may assign credentials 502 to end-users 518 using the cloud credential management service
504. For example, the customer may send a credential request to the cloud credential
management service 504 that includes information about the user, information about site,
information about the format and type of credential, and/or other similar information. The
credential request may be a web service call.

Process 506 proceeds from operation 516 to operation 520. At operation 520, the end-
‘users 518 may receive notifications (e.g., an email, push notification, or text message)
concerning the availability of credentials 502 at the cloud credential management service 504.

Process 506 proceeds from operation 520 to operation 522. At operation 522, the end-
users 518 enroll and download credentials 502 from the cloud credential management service
504. As described with respect to FIG. 8, an application on the mobile device of the end-user
518 utilizes the URL in the notification to enroll with the cloud credential management service
504. Once enrolled, the cloud credential management service 504 generates a credential 502
based on the unique device ID and a master key. After the credential 502 is generated, the cloud
credential management service 504 may encrypt the credential and transmit the encrypted
credential in a JSON object or an XML format-message. An application on the mobile device
receives, unpackages, and/or decrypts the credential 502.

FIG. 11 illustrates a schematic flow diagram of an exemplary process 600 of the present
application in which a reader device 602, such as an offline lock, is manageable through NFC.
To reset the lock 602, a button on the lock is pressed and a master credential 604 is presented
close to the lock 602. The master credential 604 then becomes the mechanism for adding new

access credentials 606, 612, 614 to the lock. After the master credential 604 is programmed, the

13
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master credential 604 is presented to the lock 602, then within a few seconds an access credential
606 is presented. The access credential 606 is then granted access to the lock 602.

In FIG. 11, a credential administration application or app 608, in the form of operating
logic 208 as in FIG. 2, for a mobile device (e.g., 104), such as an NFC-enabled smartphone 610,
acts like (i.e., emulates) the master credential 604 and several access credentials 606, 612, 614.

In one embodiment, to program credentials 606, 612, 614 on the lock 602, a smartphone
610 includes the credential administration app 608. The lock 602 is initialized with the
credential administration app 608 on the smartphone 610 by emulating the master credential 604.
Then, access credentials 606, 612, 614 may be programmed from the same smartphone 610
using the credential administration app 608. For example, the credential administration app 608
on the smartphone 610 may toggle back and forth between emulating the master credential 604
and emulating the access credentials 606, 612, 614.

In one embodiment, a notification such as an email 616 may be sent to the end-user NFC-
enabled phone 618 with a link (e.g., a URL) or instructions on how to download the access
credential 606 from the cloud credential management service 620. It is contemplated that the
notification may also be a push notification, text message, or any other type of electronic
message.

In another embodiment, an email 616, containing the access credential 606, may be sent
to an end-user NFC-enabled phone 618. In yet another embodiment, a physical access card (not
shown) may be programmed using the credential administration app 608 on the smartphone 610
as a card programmer.

It is contemplated that the cloud credential management service 620 may transmit the
master credential 604 and/or access credentials 606, 612, 614 to the smartphone 610 for use. It is
also contemplated that the smartphone 610 may transmit the programmed access credentials 606,
612, 614 to the cloud credential management service 620 for distribution.

The following are operations for managing credentials in an offline lock 602 as shown in
FIG. 11. Operations illustrated are understood to be exemplary only, and operations may be
combined or divided, and added or removed, as well as re-ordered in whole or in part.

Process 600 begins at operation 1 in which the credential administration app 608 on the
smartphone 610 is launched, and ‘master credential’ is selected in the app 608. The NFC-

enabled smartphone 610 may be presented to the lock/reader 602. The lock 602 may provide
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visual and audible feedback that the master credential 604 has been programmed. In addition,
this will place the lock 602 in a building, construction, or programming mode so that access
credentials can be programmed into the lock 602.

Process 600 then proceeds from operation 1 to operation 2. At operation 2, ‘create new
access credential’ may be selected and the smartphone 610 first emulates the master credential
604, waits for a second or two, and then emulates a new access credential 606. The lock 602
may provide visual and audible feedback that the new access credential 606 has been created or
granted access.

Process 600 proceeds from operation 2 to operation 3, which is generally the same as
operation 2 except a new distinct ‘access’ credential 612 is created or granted access. Similarly,
operation 4 is generally the same as operation 2 except that yet another distinct ‘access’
credential 614 is created or granted access.

Process 600 proceeds from operation 4 to operation 5. At operation 5, on the credential
administration app 608 on the smartphone 610, ‘send credential to user’ can be selected and an
email 616 is sent to an end-user with a link (e.g., a URL) to enroll and download the credential
606 as discussed with respect to FIGs. 8 and 10. It is contemplated that in some embodiments
the email include the credential rather than a link for downloading the credential. It is
contemplated that the notifications, such as email 616, may be sent by a computing device other
than the smartphone 610 such as by the cloud credential management service 620 or by the
computer 619 of the administrator of the access control system.

The end-user receives the email 616, authenticates, and downloads the access credential
606 to their NFC enabled phone 618 from the cloud credential management service 620.
Operation 6 is generally the same as operation 5 except a different credential 612 is sent to
smartphone 622 via a link in email 623. Operation 7 is generally the same as operation 5 except
a different credential 614 is sent to smartphone 624 via a link in email 625. This aspect of the
present application may simplify the programming of offline electronic locks and simplify the
distribution of credentials to offline lock users.

It is contemplated that the various aspects, features, computing devices, processes, and
operations from the various embodiments may be used in any of the other embodiments unless

expressly stated to the contrary.
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The various aspects of the processes in the present application may be implemented in
operating logic 208 as operations by software, hardware, artificial intelligence, fuzzy logic, or
any combination thereof, or at least partially performed by a user or operator. In certain
embodiments, operations represent software elements as a computer program encoded on a
computer readable medium, wherein the cloud credential management service, mobile device,
and/or reader device performs the described operations when executing the computer program.

One embodiment of the present application includes a method, comprising: enrolling a
reader system with a cloud credential management service; enrolling a host with the cloud
credential management service; and transmitting a virtual credential to the host from the cloud
credential management service.

Additional features of the embodiment may include: wherein the host is a mobile device;
and/or transmitting a custom key to the reader system.

Another embodiment of the present application includes a method, comprising:
transmitting, with a mobile device, a user ID and PIN to a cloud credential management service;
receiving, with the mobile device, an authentication status from the cloud credential management
service; transmitting, with the mobile device, a device ID to the cloud credential management
service; and receiving, with the mobile device, a diversified credential from the cloud credential
management service.

Additional features of the embodiment may include: wherein the mobile device is a
mobile phone; wherein the authentication status includes a token; and/or wherein the mobile
device transmits the token with the device ID.

Yet another embodiment of the present application includes a method, comprising:
receiving, with a cloud credential management service, a user ID and PIN from a mobile device;
transmitting, with the cloud credential management service, an authentication status including a
token to the mobile device; receiving, with the cloud credential management service, a device ID
from the mobile device; generating, with the cloud credential management service, a diversified
credential based on the device ID; and transmitting, with the cloud credential management
service, the diversified credential to the mobile device.

Another embodiment of the present application includes a method, comprising: hosting a

cloud credential management service over the Internet; providing access to the cloud credential
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management service to a customer to allow the customer to assign a credential to an end-user's
mobile device; and transmitting the credential to the end-user's mobile device.

Additional features of the embodiment may include: wherein the mobile device is a
mobile phone; and/or wherein the cloud credential management service is structured to generate
credentials in a plurality of formats.

Yet another embodiment of present application includes a method, comprising: hosting a
cloud credential management service; receiving, with the cloud credential management service,
requests to generate credentials in a plurality of formats; and delivering, with the cloud credential
management service, the credentials to mobile devices.

Additional features of the embodiment may include: wherein the format includes at least
one of prox, Mifare, EVL, optical, XceedlD, and elSA; and/or wherein the credential is structured
to be read by a reader.

Another embodiment of the present application includes a system, comprising: a plurality
of servers having processing devices and operating logic in memory, wherein the operating logic
when executed includes a cloud credential management service; a customer computer operable to
connect to the cloud credential management service over the Internet and assign credentials to
end-users; and a plurality of mobile devices of the end-users, wherein the mobile devices are
structured to receive the credentials from the cloud credential management service.

Yet another embodiment of the present application includes a system, comprising: a
reader coupled to a door lock, wherein the reader is structured to open the door lock when a
registered credential is presented; an administrative mobile device including means for
selectively transmitting wirelessly a master credential and an end-user credential to the reader to
register the reader to accept the end-user credential; and a server including means for hosting a
cloud credential management service, wherein the server is structured to transmit the end-user
credential to an end-user mobile device.

Additional features of the embodiment may include: wherein the mobile device is a
mobile phone.

Yet another embodiment of the present application includes a method, comprising:
programming a plurality of credentials in a reader with a mobile phone; notifying end-users to
download credentials from a cloud credential management service; and providing, with the cloud

credential management service, credentials to the end-users.

17



WO 2013/123079 PCT/US2013/025973

Another embodiment of the present application includes a method, comprising: receiving
a notification with a mobile device; utilizing, with the mobile device, information in the
notification to request a server to generate a credential; receiving, with the mobile device, a
package from the server; extracting the credential from the package; and storing the credential in
a secure element of the mobile device.

Additional features of the embodiments may include: wherein the notification is at least
one of an email, a text message, and a push notification; wherein the package is at least one of a
JSON object and an XML-formatted message; decrypting the credential before storing the
credential in the secure element; wherein the information includes a uniform resource locator;
authenticating the mobile device with the server based on an argument string in the URL; and/or
wherein the mobile device is a mobile phone.

Yet another embodiment of the present application includes a method, comprising:
transmitting, from a reader device, a request for a server to generate a reader key, wherein the
request includes a specifier; receiving the reader key from the server; and storing the reader key
in a secure access module of the reader device.

Additional features of the embodiments may include: utilizing, with the reader device, the
reader key to communicate with a mobile device to receive at least a portion of a mobile device
credential from the mobile device; transmitting, from the reader device, a request for the server
to transmit one or more reader device credentials to the reader device; receiving, with the reader
device, the one or more reader device credentials from the server; and storing the one or more
reader device credentials in the secure access module of the reader device; and/or determining,
with the reader device, whether to grant an action request based on analysis of the at least a
portion of the mobile device credential and one or more of the reader device credentials.

Another embodiment of the present application includes a system, comprising: a server
configured with non-transitory computer executable instructions to generate a credential based
on a unique device identifier and a master key, to encrypt the credential, and to encapsulate the
encrypted credential in a package; and a mobile device in communication with the server,
wherein the mobile device is configured with non-transitory computer executable instructions to
authenticate with the server, to transmit the unique device identifier to the server, and to

download the package from the server.
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Additional features of the embodiments may include: wherein the server is further
configured with non-transitory computer executable instructions to generate a reader key based
on a specifier and the master key; a reader device in communication with the server, the reader
device configured with non-transitory computer executable instructions to authenticate with the
server, to transmit the specifier to the server, and to download the reader key from the server;
wherein the mobile device comprises a NFC communication module configured to transmit at
least a portion of the credential to a NFC communication module of the reader device; wherein
the reader device includes a secure access module to store the reader key; wherein the system is
one of an access control system, a payment system, a transit system, and a vending system;
wherein the server includes a plurality of credential generators, wherein each of the credential
generators is configured to generate a different type of credential; wherein the mobile device is
configured to receive and store a plurality of credentials, wherein each of the plurality of
credentials is a different type of credential; and/or wherein the mobile device is a mobile phone.

Yet another embodiment of the present application includes a method, comprising:
providing, with at least one server, a cloud credential management service including generating
credentials of at least two different types; receiving, with the server, a credential request from a
customer computer to assign a virtual credential to a mobile device; and transmitting, with the
server, the virtual credential to the mobile device.

Additional features of the embodiments may include: wherein the mobile device is a
mobile phone; generating the virtual credential based on a unique device identifier and a master
key; encrypting the virtual credential; and encapsulating the virtual credential in a package
before transmitting the virtual credential to the mobile device; receiving a key request from the
customer computer to assign a reader key to a reader device; and transmitting the reader key
from the server to the reader device; generating the reader key based on a specifier and a master
key; and/or wherein the server is in communication with a plurality of customer computers,
wherein the plurality of customer computers include at least two different customers.

Another embodiment of the present application includes an apparatus, comprising: one or
more servers communication with a plurality of customer computers, wherein the one or more
servers are configured with non-transitory computer executable instructions to manage

credentials of a plurality of different types, to receive credential requests from the customer
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computers, to generate virtual credentials in response to the credential requests, and to deliver the
virtual credentials to mobile devices.

Additional features of the embodiments may include: wherein the one or more servers are
configured with non-transitory computer executable instructions to encrypt the virtual
credentials, to encapsulate the encrypted credentials in packages, and to deliver the virtual
credentials to the mobile devices by transmitting the packages to the mobile devices; wherein the
one or more servers are configured with non-transitory computer executable instructions to
receive key requests from the customer computers, generate reader keys for reader devices in
response to the key requests, and to deliver the reader keys to the reader device; wherein the
virtual credentials include at least one of access control credentials, payment credentials, transit
credentials, and vending credentials; wherein the mobile device is a mobile phone.

Yet another embodiment of the present application includes a system, comprising: a
plurality of servers configured with non-transitory computer executable instructions to receive
credential requests and generate virtual credentials, wherein the virtual credentials are in a
plurality of formats; a plurality of customer computers configured with non-transitory computer
executable instructions to connect to the servers to request assignment of the virtual credentials
to end-users; and a plurality of mobile devices of the end-users, wherein the mobile devices are
configured with non-transitory computer executable instructions to receive the virtual credentials
from the servers.

Additional features of the embodiments may include: a reader device configured to
receive a reader key from the plurality of servers; and/or wherein the system is at least one an
access control system, a payment system, a transit system, and a vending system.

Another embodiment of the present application may include a method, comprising:
managing credentials of a plurality of different types; receiving credential requests from the
customer computers to assign virtual credentials to mobile devices; generate virtual credentials in
response to the credential requests; and deliver the virtual credentials to mobile devices.

Additional features of the embodiments may include: encrypting the virtual credentials;
encapsulating the encrypted credentials in packages; and delivering the virtual credentials to the
mobile devices by transmitting the packages to the mobile devices; receiving key requests from
the customer computers; generating reader keys for reader devices in response to the key

requests; and delivering the reader keys to the reader device; wherein the virtual credentials
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include at least one of access control credentials, payment credentials, transit credentials, and
vending credentials; and/or wherein the mobile device is a mobile phone.

Yet another embodiment of the present application may include a method, comprising:
presenting a mobile device within a field of a reader device; emulating a master credential with
the mobile device to place the reader device in a programming mode; and emulating a plurality
of user credentials with the mobile device to program the user credentials into the reader device;

Additional features of the embodiments may include: receiving, with the mobile device,
at least one of the master credential and the user credentials from a server; transmitting, with the
mobile device, the user credentials to the server; wherein the reader device is an electronic lock;
wherein the mobile device is a mobile phone; transmitting a notification to mobile phones
associated with the user credentials, wherein the notification includes a status of an associated
user credential; wherein the notification is one of an email and a text message; wherein the
notification includes the corresponding user credential; wherein the notification includes a
uniform resource locator associated with a server, wherein the server is configured to store the
user credentials and provide the user credentials for downloading.

Another embodiment of the present application includes a system, comprising: a reader
device configured to actuate a lock when presented with a registered user credential; and an
administrative mobile device configured to wirelessly transmit a master credential to the reader
device to place the reader device in a programming mode, wherein the administrative mobile
device is further configured to wirelessly transmit a user credential to the reader device when the
reader device is in the programming mode to register the user credential in the reader device.

Additional features of the embodiments may include: wherein the administrative mobile
device is a mobile phone; a server configured to transmit the user credential to a user mobile
device; wherein the server is further configured to generate credentials in a plurality of formats;
wherein the server is further configured to transmit the master credential to the administrative
mobile device.

Another embodiment of the present application includes an apparatus, comprising: a
mobile phone configured to wirelessly emulate a master credential to place a reader device in a
programming mode and to wirelessly emulate a plurality of user credentials to program the user

credentials into the reader device.
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Additional features of the embodiments may include: wherein the mobile phone is
configured to receive at least one of the master credential and the user credentials from a server;
wherein the reader device is an electronic lock; wherein the mobile phone is configured to
transmit a notification to user mobile phones associated with the user credentials; wherein the
notification is one of an email and a text message; and/or wherein the notification includes the
corresponding user credential.

While the invention has been illustrated and described in detail in the drawings and
foregoing description, the same is to be considered as illustrative and not restrictive in character,
it being understood that only the preferred embodiments have been shown and described and that
all changes and modifications that come within the spirit of the inventions are desired to be
protected. It should be understood that while the use of words such as preferable, preferably,
preferred or more preferred utilized in the description above indicate that the feature so described
may be more desirable, it nonetheless may not be necessary and embodiments lacking the same
may be contemplated as within the scope of the invention, the scope being defined by the claims
that follow. In reading the claims, it is intended that when words such as “a,” “an,” “at least
one,” or “at least one portion” are used there is no intention to limit the claim to only one item
unless specifically stated to the contrary in the claim. When the language “at least a portion”
and/or “a portion” is used the item can include a portion and/or the entire item unless specifically

stated to the contrary.
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CLAIMS
WHAT IS CLAIMED IS:

1. A method, comprising:

receiving a notification with a mobile device;

utilizing, with the mobile device, information in the notification to request a server to
generate a credential;

receiving, with the mobile device, a package from the server;

extracting the credential from the package; and

storing the credential in a secure element of the mobile device.

2. The method of claim 1, wherein the notification is at least one of an email, a text

message, and a push notification.

3. The method of claim 1, wherein the package is at least one of a JSON object and an

XML-formatted message.

4. The method of claim 1, further comprising:

decrypting the credential before storing the credential in the secure element.

5. The method of claim 1, wherein the information includes a uniform resource locator.

6. The method of claim 5, further comprising:

authenticating the mobile device with the server based on an argument string in the URL.
7. The method of claim 1, wherein the mobile device is a mobile phone.
8. A method, comprising:

transmitting, from a reader device, a request for a server to generate a reader key, wherein

the request includes a specifier;

receiving the reader key from the server; and
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storing the reader key in a secure access module of the reader device.

9. The method of claim 8, further comprising:
utilizing, with the reader device, the reader key to communicate with a mobile device to

receive at least a portion of a mobile device credential from the mobile device.

10.  The method of claim of 9, further comprising:

transmitting, from the reader device, a request for the server to transmit one or more
reader device credentials to the reader device;

receiving, with the reader device, the one or more reader device credentials from the
server; and

storing the one or more reader device credentials in the secure access module of the

reader device.

11. The method of claim 10, further comprising:
determining, with the reader device, whether to grant an action request based on analysis
of the at least a portion of the mobile device credential and one or more of the reader device

credentials.

12. A system, comprising:

a server configured with non-transitory computer executable instructions to generate a
credential based on a unique device identifier and a master key, to encrypt the credential, and to
encapsulate the encrypted credential in a package; and

a mobile device in communication with the server, wherein the mobile device is
configured with non-transitory computer executable instructions to authenticate with the server,
to transmit the unique device identifier to the server, and to download the package from the

server.
13, The system of claim 12, wherein the server is further configured with non-transitory

computer executable instructions to generate a reader key based on a specifier and the master

key.
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14. The system of claim 13, further comprising:
a reader device in communication with the server, the reader device configured with non-
transitory computer executable instructions to authenticate with the server, to transmit the

specifier to the server, and to download the reader key from the server.

15.  The system of claim 14, wherein the mobile device comprises a NFC communication
module configured to transmit at least a portion of the credential to a NFC communication

module of the reader device.

16. The system of claim 14, wherein the reader device includes a secure access module to

store the reader key.

17. The system of claim 12, wherein the system is one of an access control system, a

payment system, a transit system, and a vending system.

18. The system of claim 12, wherein the server includes a plurality of credential generators,

wherein each of the credential generators is configured to generate a different type of credential.

19. The system of claim 18, wherein the mobile device is configured to receive and store a
plurality of credentials, wherein each of the plurality of credentials is a different type of

credential.
20. The system of claim 12, wherein the mobile device is a mobile phone.

21. A method, comprising:

providing, with at least one server, a cloud credential management service including
generating credentials of at least two different types;

receiving, with the server, a credential request from a customer computer to assign a
virtual credential to a mobile device; and

transmitting, with the server, the virtual credential to the mobile device.
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22. The method of claim 21, wherein the mobile device is a mobile phone.

23. The method of claim 21, further comprising:

generating the virtual credential based on a unique device identifier and a master key.

24. The method of claim 23, further comprising;:
encrypting the virtual credential; and
encapsulating the virtual credential in a package before transmitting the virtual credential

to the mobile device.

25. The method of claim 23, further comprising;:
receiving a key request from the customer computer to assign a reader key to a reader
device; and

transmitting the reader key from the server to the reader device.

26. The method of claim 25, further comprising:

generating the reader key based on a specifier and a master key.

27.  The method of claim 21, wherein the server is in communication with a plurality of
customer computers, wherein the plurality of customer computers include at least two different

customers.

28. An apparatus, comprising:

one or more servers communication with a plurality of customer computers, wherein the
one or more servers are configured with non-transitory computer executable instructions to
manage credentials of a plurality of different types, to receive credential requests from the
customer computers, to generate virtual credentials in response to the credential requests, and to

deliver the virtual credentials to mobile devices.
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29. The apparatus of claim 28, wherein the one or more servers are configured with non-
transitory computer executable instructions to encrypt the virtual credentials, to encapsulate the
encrypted credentials in packages, and to deliver the virtual credentials to the mobile devices by

transmitting the packages to the mobile devices.

30. The apparatus of claim 28, wherein the one or more servers are configured with non-
transitory computer executable instructions to receive key requests from the customer computers,
generate reader keys for reader devices in response to the key requests, and to deliver the reader

keys to the reader device.

31. The apparatus of claim 28, wherein the virtual credentials include at least one of access

control credentials, payment credentials, transit credentials, and vending credentials.

32. The apparatus of claim 28, wherein the mobile device is a mobile phone.

33. A system, comprising:

a plurality of servers configured with non-transitory computer executable instructions to
receive credential requests and generate virtual credentials, wherein the virtual credentials are in
a plurality of formats;

a plurality of customer computers configured with non-transitory computer executable
instructions to connect to the servers to request assignment of the virtual credentials to end-users;
and

a plurality of mobile devices of the end-users, wherein the mobile devices are configured
with non-transitory computer executable instructions to receive the virtual credentials from the

SETVeErS.

34.  The system of claim 33, further comprising:

a reader device configured to receive a reader key from the plurality of servers.

35. The system of claim 33, wherein the system is at least one an access control system, a

payment system, a transit system, and a vending system.
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36. A method, comprising:

managing credentials of a plurality of different types;

receiving credential requests from the customer computers to assign virtual credentials to
mobile devices;

generate virtual credentials in response to the credential requests; and

deliver the virtual credentials to mobile devices.

37. The method of claim 36, further comprising:
encrypting the virtual credentials;
encapsulating the encrypted credentials in packages; and
delivering the virtual credentials to the mobile devices by transmitting the packages to the

mobile devices.

38. The method of claim 36, further comprising:
receiving key requests from the customer computers;
generating reader keys for reader devices in response to the key requests; and

delivering the reader keys to the reader device.

39, The method of claim 36, wherein the virtual credentials include at least one of access

control credentials, payment credentials, transit credentials, and vending credentials.

40. The method of claim 36, wherein the mobile device is a mobile phone.

41. A method, comprising:

presenting a mobile device within a field of a reader device;

emulating a master credential with the mobile device to place the reader device in a
programming mode; and

emulating a plurality of user credentials with the mobile device to program the user

credentials into the reader device.
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42.  The method of claim 41, further comprising:
receiving, with the mobile device, at least one of the master credential and the user

credentials from a server.

43. The method of claim 41, further comprising:

transmitting, with the mobile device, the user credentials to the server.

44, The method of claim 41, wherein the reader device is an electronic lock.

45.  The method of claim 41, wherein the mobile device is a mobile phone.

46.  The method of claim 41, further comprising:

transmitting a notification to mobile phones associated with the user credentials, wherein

the notification includes a status of an associated user credential.

47.  The method of claim 46, wherein the notification is one of an email and a text message.
48. The method of claim 46, wherein the notification includes the corresponding user
credential.

49, The method of claim 46, wherein the notification includes a uniform resource locator

associated with a server, wherein the server is configured to store the user credentials and

provide the user credentials for downloading.

50. A system, comprising:

a reader device configured to actuate a lock when presented with a registered user
credential; and

an administrative mobile device configured to wirelessly transmit a master credential to
the reader device to place the reader device in a programming mode, wherein the administrative

mobile device is further configured to wirelessly transmit a user credential to the reader device
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when the reader device is in the programming mode to register the user credential in the reader

device.

51. The system of claim 50, wherein the administrative mobile device is a mobile phone.

52. The system of claim 50, further comprising:

a server configured to transmit the user credential to a user mobile device.

53. The system of claim 52, wherein the server is further configured to generate credentials

in a plurality of formats.

54. The system of claim 52, wherein the server is further configured to transmit the master

credential to the administrative mobile device.

55. An apparatus, comprising:
a mobile phone configured to wirelessly emulate a master credential to place a reader
device in a programming mode and to wirelessly emulate a plurality of user credentials to

program the user credentials into the reader device.

56. The apparatus of claim 55, wherein the mobile phone is configured to receive at least one

of the master credential and the user credentials from a server.

57. The apparatus of claim 55, wherein the reader device is an electronic lock.

58. The apparatus of claim 55, wherein the mobile phone is configured to transmit a

notification to user mobile phones associated with the user credentials.

59. The apparatus of claim 58, wherein the notification is one of an email and a text message.
60. The apparatus of claim 58, wherein the notification includes the corresponding user
credential.

30



WO 2013/123079 PCT/US2013/025973
1/9

100\
110
105
104/
. 106 108
210—] External Device
200—
204—1"] 1/0
202—~{_| Processing Device
206—\\ Memory
Operating
208~ _—11 Logic
206—_| Memory

FIG. 2

SUBSTITUTE SHEET (RULE 26)



WO 2013/123079 PCT/US2013/025973

2/9

< Shared Secret >

506
Credential Reader System

FIG. 3

502

/4
&

Credential Management Service

308

/ \ 502
302

Virtual Keys & Virtual | 306
Credentials Credentials

302 \
S 304

309

Virtual
Credentials ‘/
Credential Host Credential Reader
FIG. 4 System

SUBSTITUTE SHEET (RULE 26)

./

504



WO 2013/123079

PCT/US2013/025973

3/9

304 Enroll Reader
Credential Reader System

Reader, lock, access control,
payment, transit, vending,
or other system

512

|

,/318

509

Credential Management Service

W e 17

Authenticate

314
*—L Authentication Status ———

316
g— Enroll Reader with Specifier

Custom Keys

FIG. §

SUBSTITUTE SHEET (RULE 26)

308



WO 2013/123079 PCT/US2013/025973
4/9

320

310 Enroll Host
Credential Host Credential Management Service

Smart card, smart phone,

printer, or other

322\ )

/&

Authenticate - 308

324
~—C——— Authentication Status ————

526
__j__ Enroll Host with Specifier ———

,/ 328
Virtual Credential

502

FIG. 6

SUBSTITUTE SHEET (RULE 26)



WO 2013/123079 PCT/US2013/025973
5/9

330
— [ 3%
336 ) j
- <>
Access Control System ,/ 308 Biometno Device

Web Service Web Service

Shared

33 Key

522

X
Web Service ﬂ

Sl
522

Lock/Reader

FIG. 7

SUBSTITUTE SHEET (RULE 26)



WO 2013/123079 PCT/US2013/025973
6/9

400

Other System Credential Management Service

Mobile phone,
card programmer,

Or other device

A/

401 407 \‘ 406
~ Invitation

403
'/ Authenticate

410
*——-L Authentication Status ——— 414
412 /
—\‘ Unique Device ID

—«] Generate

,/ 416 Diversified
Diversified Credential ——— | | Credential

404

FIG. 8

SUBSTITUTE SHEET (RULE 26)



WO 2013/123079 PCT/US2013/025973
7/9

200

Credential Management Services

W

Xceed!ID Credentials

XceedID Credential

505/\Generator N ’
o

CISA Credentials

&

Optical Credentials

CISA Credential
Generator

Optical Credential
Generator

FIG. 9

SUBSTITUTE SHEET (RULE 26)



WO 2013/123079 PCT/US2013/025973
8/9

506

l 5087

Create and Maintain .
Customer Information Provider

204 / Allocate

Any Type
Credential to 512 514

Customers\\/

Cl’edentlaJ Assjgn
Management ~— Credentials to —

Services End-Users

\\4516

Customers

Receive Notification
\ N 520
Enroll &

Download
Credentials

n—"
FIG. 10

End-Users

518J

SUBSTITUTE SHEET (RULE 26)



PCT/US2013/025973

WO 2013/123079

9/9

719

1ussald

ussalid

Jussald
/ —~— X

[enuapaiD
$S900Y
yoes a.0Jaq
uesald

/m_EoUQO

S

009
709

enuapal .
m_mmmow< 0 HH mUMHH

/

//@

Z _m;c?y
$S000Y N

N reinws (

]

-

@MDCL
\ 719 1e| m

I [euspaID
SSe00V Sre|nw Am

%\\

orejnwiy (1

101SBN

=

J\

[enuspaln (o0
rewsg(Q
mN@
¢e9

619
m [enuepal)
c_EU< __mEm_ (Z
aug
W W N
ddy
UIUIPY YHAA 3 _mzcmbo\_o
suoyduews rew3 (s
0N

20IM9S JUswWabeuey jenuspal)

¢ Jasn

SUBSTITUTE SHEET (RULE 26)



INTERNATIONAL SEARCH REPORT

International application No.
PCT/US2013/025973

A. CLASSIFICATION OF SUBJECT MATTER
IPC(8) - HO4L 9/00 (2013.01)
USPC - 705/76

According to International Patent Classification (IPC) or to both national classification and IPC

B.  FIELDS SEARCHED

IPC(8) - HO4B 1/38; HO4L 9/00, 9/08, 9/14, 9/18, 9/32 (2013.01)

Minimum documentation searched (classification system followed by classification symbols)

USPC - 370/389; 455/41.1, 410, 411, 466, 705/14.23, 14.29, 16, 18,75, 76

CPC - G06Q 20/327, 20/3278, 30/0222 (2013.01)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Patbase, Google Patent, Google Scholar

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
Y US 2008/0260149 A1 (GEHRMANN) 23 October 2008 (23.10.2008) entire document 1-40

Y US 2006/0165060 A1 (DUA) 27 July 2006 (27.07.2006) entire document 1-11, 14-16, 18-19, 21-40
Y US 2011/0145580 A1 (AURADKAR et al) 16 June 2011 (16.06.2011) entire document 3,12-27, 29, 37

Y US 2006/0010324 A1 (APPENZELLER et al) 12 January 2006 (12.01.2006) entire document 12-20, 23-26

Y US 2011/0035604 A1 (HABRAKEN) 10 February 2011 (10.02.2011) entire document 11, 14-16

D Further documents are listed in the continuation of Box C.

[

* Special categories of cited documents:

“A” document defining the general state of the art which is not considered
to be of particular relevance

“E” earlier application or patent but published on or after the intemational
filing date

“L” document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

“O” document referring to an oral disclosure, use, exhibition or other
means

“P” document published prior to the international filing date but later than
the priority date claimed

o

“yr

wyn

“&”

later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

document member of the same patent family

Date of the actual completion of the international search

11 June 2013

Date of mailing of the international search report

25JUN 2013

Name and mailing address of the ISA/US

Mail Stop PCT, Attn: ISA/US, Commissioner for Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No.  571-273-3201

Authorized officer:

Blaine R. Coperiheaver

PCT Helpdesk: 571-272-4300
PCT OSP: 571-272-7774

Form PCT/ISA/210 (second sheet) (July 2009)




INTERNATIONAL SEARCH REPORT . International application No.
PCT/US2013/025973

Box No. I1 Observations where certain claims were found unsearchable (Continuation of item 2 of first sheet)

This international search report has not been established in respect of certain claims under Article 17(2)(a) for the following reasons:

1. D Claims Nos.:

because they relate to subject matter not required to be searched by this Authority, namely:

2. D Claims Nos.:

because they relate to parts of the international application that do not comply with the prescribed requirements to such an
extent that no meaningful international search can be carried out, specifically:

3. D Claims Nos.:

because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4(a).

Box No. III  Observations where unity of invention is lacking (Continuation of item 3 of first sheet)

This International Searching Authority found multiple inventions in this international application, as follows:

See Extra Sheet

1. D As all required additional search fees were timely paid by the applicant, this international search report covers all searchable
claims.

2. [:] As all searchable claims could be searched without effort justifying additional fees, this Authority did not invite payment of
additional fees.

3. D As only some of the required additional search fees were timely paid by the applicant, this international search report covers
only those claims for which fees were paid, specifically claims Nos.:

4. VA No required additional search fees were timely paid by the applicant. Consequently, this international search report is
restricted to the invention first mentioned in the claims; it is covered by claims Nos.:

1-40

Remark on Protest D The additional search fees were accompanied by the applicant’s protest and, where applicable, the
payment of a protest fee.

|:| The additional search fees were accompanied by the applicant’s protest but the applicable protest
fee was not paid within the time limit specified in the invitation.

D No protest accompanied the payment of additional search fees.

Form PCT/ISA/210 (continuation of first sheet (2)) (July 2009)



INTERNATIONAL SEARCH REPORT International application No.

PCT/US2013/025973

Continuation of Box No. il

Group |, claims 1-40, drawn to transmitting a request to a server that provides a credential management service, the request to generate
. a credential, receiving the credential from the server and extracting and storing the credential in a secure element.

Group |l, claims 41-60, drawn to emulating a master credential with the mobile device to place the reader device in a programming mode

and emulating a plurality of user credentials with the mobile device to program the user credentials into the reader device to actuates a

lock.

The inventions listed as Groups |-l do not relate to a single general inventive concept under PCT Rule 13.1 because, under PCT Rule
13.2, they lack the same or corresponding special technical features for the following reasons: the special technical feature of the Group
linvention: to transmitting a request to a server that provides a credential management service, the request to generate a credential,
receiving the credential from the server and extracting and storing the credential in a secure element as claimed therein is not present in
the invention of Group Il. The special technical feature of the Group Il invention: emulating a master credential with the mobile device to
place the reader device in a programming mode and emulating a plurality of user credentials with the mobile device to program the user
credentials into the reader device to actuates a lock as claimed therein is not present in the invention of Groups I.

Groups | and Il lack unity of invention because even though the inventions of these groups require the technical feature of a mobile
device and a reader in communication with each other and with a server, used to request and obtain user credentials/keys, this technical
feature is not a special technical feature as it does not make a contribution over the prior art in view of US 2006/0165060 A1 (DUA) 27
July 2006 (27.07.2006), Fig. 8, paragraphs 26, 38-39, 41, 57, 351-355, 404, 405; and US 2011/0035604 A1 (HABRAKEN) 10 February
2011 (10.02.2011), Abstract, figures 1, 4-6, paragraphs 79-83, 104, 107-110.

Since none of the special technical features of the Group | or |l inventions are found in more than one of the inventions, unity of invention
is lacking.
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