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METHOD FOR FRAUD DETECTION USING
MULTIPLE SCAN TECHNOLOGIES

CROSS-REFERENCES TO RELATED
APPLICATIONS

[0001] This application is a continuation of and claims
priority to U.S. Provisional patent application Ser. No.
10/989,768 entitled “APPARATUS, SYSTEM, AND
METHOD FOR FRAUD DETECTION USING MULTIPLE
SCAN TECHNOLOGIES” and filed on Nov. 16, 2004 for
Robert William Kruppa, which is incorporated herein by ref-
erence.

BACKGROUND OF THE INVENTION

[0002] 1. Field of the Invention

[0003] This invention relates to detecting fraud and more
particularly relates to detecting fraud using multiple scan
technologies.

[0004] 2. Description of the Related Art

[0005] Retail point of sale (“POS”) devices are often con-
figured to read the characters imprinted on a medium such as
a paper check using magnetic ink. The characters typically
include bank information such as bank routing numbers and
the number of the bank account that the check is drawn upon.
The POS device may recognize the characters and commu-
nicate the recognized bank information to another POS sys-
tem such as a cash register or to an enterprise computer
system.

[0006] The POS system may recognize characters using
recognition modules. For example, the POS system may use
a magnetic ink character recognition (“MICR”) module to
magnetically recognize a character. The MICR module mag-
netically may include a magnetic scanner, scanning the mag-
netic ink of the character and decoding the scan to recognize
the character. Many POS devices also employ an optical
character recognition (“OCR”) module to optically recognize
the character. The OCR module may include an optical scan-
ner that optically scans the character. In addition, the OCR
module decodes the scan to recognize the character.

[0007] The decoded character data comprises recognition
results. The recognition results of the MICR module and the
OCR module typically comprise a plurality of character can-
didates, each including a confidence level. For example, rec-
ognition results may comprise the character candidate ‘2’
with a confidence level of ninety-five percent (95%), the
character candidate ‘3’ with a confidence level of sixty-five
percent (65%), and the character candidate ‘8” with a confi-
dence level of forty-three percent (43%). The POS device
selects the ‘2’ character candidate from the recognition results
based on the confidence level.

[0008] The recognition results of the OCR module may be
used to clarify the recognition results of the MICR module. In
one embodiment, if a MICR recognition result for a character
is indeterminate, the OCR module’s recognition result may be
used to clarify the MICR recognition results. For example, if
the MICR module recognition results were a ‘8’ character
candidate with an eight-four percent (84%) confidence level
and a ‘9’ character candidate with a confidence level of eight-
two percent (82%), the recognition results may be considered
indeterminate. The OCR module’s recognition result of the
character candidate ‘9’ with a ninety-three percent (93%)
confidence level and the character candidate ‘8’ with a forty-
eight percent (48%) confidence level may be used to resolve
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the indeterminate recognition result from MICR module and
the select the 9’ character candidate.

[0009] The MICR module and the OCR module may also
have conflicting recognition results. Conflicting recognition
results may be caused by fraud. Characters may be fraudu-
lently imprinted on a check in order to mimic a valid financial
instrument. For example, characters mimicking bank infor-
mation may be printed on a blank check. A forger may create
a printed check that includes one or more characters in the
bank information that cannot be recognized by the MICR
module, the OCR module, or both modules.

[0010] Unfortunately, the POS device cannot always detect
fraud or resolve recognition conflicts with only the recogni-
tion results of the MICR module and the OCR module. For
example, fraudulent bank information on a check may
include anomalies that cause the recognition results of the
MICR module and the OCR module to disagree. The POS
device may be unable to resolve conflicting recognition
results or detect fraud from the recognition result conflict
using only the MICR and OCR modules because the POS
device is limited to two sets of recognition results.

[0011] From the foregoing discussion, it should be apparent
that a need exists for an apparatus, system, and method that
detects fraud using at least three recognition modules. Ben-
eficially, such an apparatus, system, and method would
increase the ability of a POS device to detect fraudulent
information.

SUMMARY OF THE INVENTION

[0012] The present invention has been developed in
response to the present state of the art, and in particular, in
response to the problems and needs in the art that have not yet
been fully solved by currently available fraud detection meth-
ods. Accordingly, the present invention has been developed to
provide an apparatus, system, and method for fraud detection
that overcome many or all of the above-discussed shortcom-
ings in the art.

[0013] The apparatus to detect fraud is provided with a
logic unit containing a plurality of modules configured to
functionally execute the necessary steps of detecting fraudu-
lent printed characters at a retail POS device. These modules
in the described embodiments include a MICR module, a first
OCR module, a second OCR module, a voting module, and a
results module.

[0014] The MICR module magnetically recognizes a char-
acter imprinted on a medium using magnetic ink. The
medium may be a check and bank information may comprise
the character. The MICR module generates recognition
results from recognizing the character. In one embodiment,
the recognition results comprise a plurality of character can-
didates each with a confidence level. The first OCR module
optically recognizes the character using a first OCR algorithm
and also generates recognition results. In addition, the second
OCR module optically recognizes the character using a sec-
ond OCR algorithm, generating recognition results.

[0015] The voting module determines if the character is
potentially fraudulent based on the recognition results of the
MICR module, the first OCR module, and the second OCR
module. In one embodiment, the voting module uses a look-
up table to determine if the character is potentially fraudulent.
The results module communicates a fraud indicator if the
character is potentially fraudulent. In one embodiment, the
results module communicates the fraud indicator to the dis-
play of a POS device.
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[0016] A system of the present invention is also presented
to detect fraud. The system may be embodied in a POS receipt
printer/scanner. In particular, the system, in one embodiment,
includes a memory module, a processor module, and a detec-
tion module comprising a MICR module, a first OCR module,
a second OCR module, a voting module, and a results mod-
ule. In one embodiment, the detection module also includes a
transport module.

[0017] The MICR module may include a magnetic scanner.
In addition, the MICR module magnetically recognizes a
character imprinted on a check with magnetic ink using a
magnetic recognition algorithm. The first OCR module may
also include an optical scanner. In one embodiment, the opti-
cal scanner optically scans the check and records the scan.
The first OCR module optically recognizes the character from
the scan using a first OCR algorithm. In addition, the second
OCR module optically recognizes the character from the scan
using a second OCR algorithm.

[0018] The voting module determines if the character is
potentially fraudulent based on the recognition results of the
MICR module, the first OCR module, and the second OCR
module. In a certain embodiment, the voting module stores
the potentially fraudulent character determination to the
memory module. The results module communicates a fraud
indicator if the character is potentially fraudulent. In one
embodiment, the results module communicates the fraud
indicator such as a warning message to the display of a dis-
play

[0019] Inoneembodiment, the transport module transports
the check relative to the magnetic scanner and the optical
scanner, enabling the magnetic and optical scans. In addition,
the voting module may direct the transport module to re-
transport the check relative to the magnetic scanner and the
optical scanner so that the check may be re-scanned in
response to the recognition results of the MICR module, the
first OCR module, and the second OCR module.

[0020] A method of the present invention is also presented
for detecting fraud. The method in the disclosed embodi-
ments substantially includes the steps necessary to carry out
the functions presented above with respect to the operation of
the described apparatus and system. In one embodiment, the
method includes optically recognizing a character using a
first OCR algorithm, optically recognizing the character
using a second OCR algorithm, magnetically recognizing the
character, determining if the character is potentially fraudu-
lent, and communicating a fraud indicator.

[0021] A first OCR module optically recognizes a character
using a first OCR algorithm and a second OCR module opti-
cally recognizes the character using a second OCR algorithm.
In addition, a MICR module magnetically recognizes the
character using a magnetic recognition algorithm. A voting
module determines if the character is potentially fraudulent.
In one embodiment, the voting module uses a decision tree to
determine if the character is potentially fraudulent. If the
character is potentially fraudulent, a results module may com-
municate a fraud indicator.

[0022] Reference throughout this specification to features,
advantages, or similar language does not imply that all of the
features and advantages that may be realized with the present
invention should be or are in any single embodiment of the
invention. Rather, language referring to the features and
advantages is understood to mean that a specific feature,
advantage, or characteristic described in connection with an
embodiment is included in at least one embodiment of the
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present invention. Thus, discussion of the features and advan-
tages, and similar language, throughout this specification
may, but do not necessarily, refer to the same embodiment.
[0023] Furthermore, the described features, advantages,
and characteristics of the invention may be combined in any
suitable manner in one or more embodiments. One skilled in
the relevant art will recognize that the invention can be prac-
ticed without one or more of the specific features or advan-
tages of a particular embodiment. In other instances, addi-
tional features and advantages may be recognized in certain
embodiments that may not be present in all embodiments of
the invention.

[0024] The present invention detects a potentially fraudu-
lent character from the recognition results ofa MICR module,
a first OCR module employing a first OCR algorithm, and a
second OCR employing a second OCR algorithm. In addi-
tion, the present invention communicates a fraud indicator if
the character is potentially fraudulent.

[0025] As is well known by those skilled in the art, MICR
technology is based upon the magnetic characteristics of a
character. The OCR technology is based upon the optical
characteristics of a character. If the two technologies present
different decoding results this may be a result of poor mag-
netic or optical characteristics or may be an indicator of a
fraudulent check. When the two OCR recognition engines,
which are usually in agreement, present different results from
that of the MICR engine or if the two OCR results differ this
can be used as an indicator of a potentially fraudulent check
and for an operator to more critically view the customer’s
identification.

[0026] It is understood that there is no total solution for
capturing or identifying all fraudulent checks. However, as
technology continues to view the characteristics of the MICR
encoded characters in more detail (such as described via this
invention) the level of detection will be enhanced which will
result in lower amount of fraudulent checks that are pro-
cessed. These features and advantages of the present inven-
tion will become more fully apparent from the following
description and appended claims, or may be learned by the
practice of the invention as set forth hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0027] In order that the advantages of the invention will be
readily understood, a more particular description of the inven-
tion briefly described above will be rendered by reference to
specific embodiments that are illustrated in the appended
drawings. Understanding that these drawings depict only
typical embodiments of the invention and are not therefore to
be considered to be limiting of its scope, the invention will be
described and explained with additional specificity and detail
through the use of the accompanying drawings, in which:
[0028] FIG.1is aschematic block diagram illustrating one
embodiment of a POS system in accordance with the present
invention;

[0029] FIG. 2 is a schematic block diagram illustrating one
embodiment of a fraud detection apparatus of the present
invention;

[0030] FIG. 3 is a perspective drawing illustrating one
embodiment of a POS system of the present invention;
[0031] FIG. 4 is a schematic flow chart diagram illustrating
one embodiment of a fraud detection method in accordance
with the present invention;

[0032] FIG. 5 is a schematic block diagram illustrating one
embodiment of a look-up table of the present invention;
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[0033] FIG. 6 is a schematic flow chart diagram illustrating
one embodiment of a decision tree method of the present
invention; and

[0034] FIG. 7 is a schematic block diagram illustrating one
embodiment of a fraud detection host of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

[0035] Many ofthe functional units described in this speci-
fication have been labeled as modules, in order to more par-
ticularly emphasize their implementation independence. For
example, a module may be implemented as a hardware circuit
comprising custom very large scale integration (“VLSI”) cir-
cuits or gate arrays, off-the-shelf semiconductors such as
logic chips, transistors, or other discrete components. A mod-
ule may also be implemented in programmable hardware
devices such as field programmable gate arrays, program-
mable array logic, programmable logic devices or the like.
[0036] Modules may also be implemented in software for
execution by various types of processors. An identified mod-
ule of executable code may, for instance, comprise one or
more physical or logical blocks of computer instructions,
which may, for instance, be organized as an object, procedure,
or function. Nevertheless, the executables of an identified
module need not be physically located together, but may
comprise disparate instructions stored in different locations
which, when joined logically together, comprise the module
and achieve the stated purpose for the module.

[0037] Indeed,amoduleof executable code may bea single
instruction, or many instructions, and may even be distributed
over several different code segments, among different pro-
grams, and across several memory devices. Similarly, opera-
tional data may be identified and illustrated herein within
modules, and may be embodied in any suitable form and
organized within any suitable type of data structure. The
operational data may be collected as a single data set, or may
be distributed over different locations including over different
storage devices, and may exist, at least partially, merely as
electronic signals on a system or network.

[0038] Reference throughout this specification to “one
embodiment,” “an embodiment,” or similar language means
that a particular feature, structure, or characteristic described
in connection with the embodiment is included in at least one
embodiment of the present invention. Thus, appearances of
the phrases “in one embodiment,” “in an embodiment,” and
similar language throughout this specification may, but do not
necessarily, all refer to the same embodiment.

[0039] Furthermore, the described features, structures, or
characteristics of the invention may be combined in any suit-
able manner in one or more embodiments. In the following
description, numerous specific details are provided, such as
examples of programming, software modules, user selec-
tions, network transactions, database queries, database struc-
tures, hardware modules, hardware circuits, hardware chips,
etc., to provide a thorough understanding of embodiments of
the invention. One skilled in the relevant art will recognize,
however, that the invention can be practiced without one or
more of the specific details, or with other methods, compo-
nents, materials, and so forth. In other instances, well-known
structures, materials, or operations are not shown or described
in detail to avoid obscuring aspects of the invention.

[0040] FIG.1is aschematic block diagram illustrating one
embodiment of a POS system 100 of the present invention.
The system 100 includes a processor module 105, a memory
module 110, a bridge module 115, a communication module
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155, a user interface module 160, a printer module 165, a
display module 170, and a detection module 175 comprising
a MICR module 120, a first OCR module 125, a second OCR
module 130, a voting module 135, a results module 140, and
a transport module 145.

[0041] The memory module 110 stores digital instructions
and data. In one embodiment, the memory module 110 com-
prises a volatile memory such as a random access memory
(“RAM”). Alternatively, the memory module may comprise a
non-volatile memory such as a flash RAM. The memory
module 110 may also include a programmable read only
memory (“PROM”) containing software instructions. The
processor module 105 executes the software instructions and
manipulates the data as is well known to those of ordinary
skill in the art.

[0042] The processor module 105 and the memory module
110 communicate through the bridge module 115 with the
detection module 175, the communication module 155, the
user interface module 160, the printer module 165, and the
display module 170. The communication module 155 com-
municates with one or more external devices. In one embodi-
ment, the communication module 155 communicates with
another POS system such as a cash register. In an alternate
embodiment, the communication module 155 communicates
over a network to an enterprise computer system.

[0043] The user interface module 160 receives user data
input and commands. In one embodiment, the user interface
module 160 includes one or more input keys. In an alternate
embodiment, the user interface module 160 is configured as a
touch screen. In one embodiment, the printer module 165
prints a customer receipt. In addition, the printer module 165
may print upon a medium such as a check. The display mod-
ule 170 conveys information to the user. In one embodiment,
the display module 170 is configured as one or more light
emitting diodes (“LED”) each conveying a specified mes-
sage. In an alternate embodiment, the display module 170
displays a plurality of pixels in for example a liquid crystal
display (“LCD”).

[0044] The system 100 processes the medium. In one
embodiment, the medium is a check and includes one or more
characters imprinted with a magnetic ink. Each character is
magnetically and optically recognizable. The characters may
comprise bank information such as a bank routing number
and a bank account number. The system 100 recognizes the
characters using the MICR module 120, the first OCR module
125, and the second OCR module 130 recognition modules
120, 125, 130 with each recognition module 120, 125, 130
contributing recognition results. The system 100 may employ
the recognition results from the at least three recognition
modules 120, 125, 130 to process the medium as part of a
transaction. In addition, the system 100 may employ the
recognition results to detect fraud.

[0045] The first OCR module 125 may include an optical
scanner 185. The optical scanner 185 optically scans a char-
acter. In addition, the first OCR module 125 may comprise
one or more software programs executing on the processor
module 105. The first OCR module 125 recognizes the char-
acter by scanning the character and decoding the character
using a first OCR algorithm. In one embodiment, the first
OCR module 125 generates recognition results. The recogni-
tion results may comprise a plurality of character candidates.
For example, the first OCR module 125 may decode a scan of
a character and generate the recognition result of three char-
acter candidates such as ‘2, ‘3, and ‘8. In addition, the
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recognition result may include a confidence level such as
eighty percent (80%) for each character candidate. The con-
fidence level may be a probability that the character candidate
corresponds to the character.

[0046] The second OCR module 130 recognizes the char-
acter using a second OCR algorithm from the scan of the
optical scanner 185. In addition, the second OCR module 130
also generates recognition results. The second OCR module
130 may also comprise one or more software programs
executing on the processor module 105.

[0047] The MICR module 120 may include a magnetic
scanner 180. In addition, the MICR module 120 may com-
prise one or more software programs that execute on the
processor module 105. The magnetic scanner 180 magneti-
cally scans the character. The MICR module 120 recognizes
the character by employing a magnetic recognition algorithm
to decode magnetic scan. In addition, the MICR module 120
generates recognition results from the application of the mag-
netic recognition algorithm. Although the system 100 is
depicted with one MICR module 120 and two OCR modules
125,130, any number of MICR modules 120 and two or more
OCR modules 125, 130 may be employed.

[0048] The voting module 135 determines if the character
is potentially fraudulent based on the recognition results of
the MICR module 120, the first OCR module 125, and the
second OCR module 130. In one embodiment, the voting
module 135 is configured as a software program executing on
the processor module 105. The results module 140 commu-
nicates a fraud indicator if the voting module 135 determines
the character is potentially fraudulent. For example, the
results module 140 may communicate a warning message to
the display module 170. The system 100 detects potential
fraud using at least three recognition modules 120, 125, 130.
[0049] Inoneembodiment, the transport module 145 trans-
ports the medium relative to the magnetic scanner 180 and the
optical scanner 185, enabling the magnetic and optical scans
of'the character. In a certain embodiment, the transport mod-
ule 145 comprises one or more motorized rollers. The trans-
port module 145 may re-transport the medium relative to the
magnetic scanner 180 and the optical scanner 185 based on
the recognition results of the MICR module 120, the first
OCR module 125, and the second OCR module 130. For
example, if the recognition results of the first OCR module
125 and the second OCR module 130 generate conflicting
recognition results for a character, the transport module 145
may re-transport the medium and the optical detection mod-
ule 185 may re-scan the medium. In addition, the first OCR
module 125 and the second OCR module 130 may again
decode the character and generate recognition results.
[0050] FIG.2 is a schematic block diagram illustrating one
embodiment of a fraud detection apparatus 200 of the present
invention. The first OCR module 125 optically recognizes a
character using a first OCR algorithm. The character is
printed with a magnetic ink and may be recognized optically
and magnetically. For example, the character may comprise a
magnetic character from a font such as E-13B or CMC-7.
Alternatively, the character may comprise an OCR font such
as OCR-A and OCR-B.

[0051] Inoneembodiment, the first OCR module 125 com-
prises an optical scanner 185 and scans the character. In an
alternate embodiment, the first OCR module 125 receives the
scan of the character. The first OCR module 125 further
decodes the scan using a first OCR algorithm and generates
recognition results. In addition, the second OCR module 130
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also optically recognizes the character using a second OCR
algorithm, generating additional recognition results. In one
embodiment, the second OCR module 130 decodes the scan
produced by the optical scanner of the first OCR module 125.

[0052] The MICR module 120 magnetically recognizes the
character using a magnetic recognition algorithm and gener-
ates recognition results. In addition, the MICR module 120
may detect the magnetic signal strength of the magnetic ink of
the character. The MICR module 120 may detect no magnetic
signal, a low-strength magnetic signal, or an expected
strength magnetic signal. The low-strength magnetic signal
as used herein refers to a magnetic signal strength fifty per-
cent (50%) less than a specified magnetic signal strength for
characters imprinted with magnetic ink. The specified mag-
netic signal strength may apply to financial instruments such
as checks and may vary from country to country. The
expected strength magnetic signal as used herein refers to a
magnetic signal strength greater than fifty percent (50%) of
the specified magnetic signal strength.

[0053] The voting module 135 determines if the character
is potentially fraudulent based on the recognition results of
the MICR module 120, the first OCR module 125, and the
second OCR module 130. In addition, the voting module 135
may base the determination in part on the magnetic signal
strength of the character. For example, the voting module 135
may determine that a character is potentially fraudulent if the
character has no detectable magnetic signal.

[0054] In one embodiment, the voting module 135 uses a
look-up table to determine if the character is potentially
fraudulent. In a certain embodiment, the voting module 135
may define a plurality of relationships based on the recogni-
tion results. The relationships may include but are not limited
to: the MICR module’s 120 character candidate with the
highest confidence level being equivalent to the first OCR
module’s 125 character candidate with the highest confidence
level; the first OCR module’s 125 character candidate with
the highest confidence level being equivalent to the second
OCR module’s 130 character candidate with the highest con-
fidence level; and the MICR module’s 120 character candi-
date with the highest confidence level being equivalent to the
second OCR module’s 130 character candidate with the high-
est confidence level.

[0055] The voting module 135 may use the plurality of
relationships as conditions that address the look-up table and
select a result. For example, if the character candidate with
the highest confidence level of the MICR module 120, the first
OCR module 125, and the second OCR module 130 are the
same, and if the MICR module 120 detected the expected
magnetic signal strength at the character, the voting module
135 may determine that the character is not potentially
fraudulent. Alternatively, if the character candidate with the
highest confidence level of the MICR module 120 differs
from the character candidate with the highest confidence level
of the first OCR module 125 and the second OCR module
130, the voting module 135 may determine that the character
is potentially fraudulent.

[0056] The results module 140 communicates a fraud indi-
cator if the voting module 135 determines the character is
potentially fraudulent. In one embodiment, the results mod-
ule 140 communicates the fraud indicator to the display mod-
ule 170 of a POS system 100 such as a printer, cash register,
and the like. For example, the results module 140 may illu-
minate an LED to indicate that a check is potentially fraudu-
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lent and to prompt an operator to refuse to accept the check,
ask for additional identification, or the like.

[0057] Using the recognition results of at least three recog-
nition modules such as the MICR module 120, the first OCR
module 125, and the second OCR module 130 allows the
apparatus 200 to determine if a character is potentially
fraudulent with increased accuracy by expanding the avail-
able information when two recognition modules disagree. For
example, if the recognition results of the MICR module 120
and the first OCR module 125 are not equivalent, the voting
module 135 may use the recognition results of the second
OCR module 130 to improve the recognition of the character
and determine if the character is potentially fraudulent.
[0058] FIG. 3 is a perspective drawing illustrating one
embodiment of a POS system 300 of the present invention.
The system 300 includes a paper drum 305, an exit slot 310,
a user input 315, and an LED 320. In one embodiment, the
system 300 is a TI 8 printer manufactured by International
Business Machines Corporation of Armonk, N.Y.

[0059] The paper drum 305 contains a replaceable roll of
paper or other printable medium. The system 300 imprints
characters on the paper using thermal printing technology,
impact printing technology, or the like. The printed paper
emerges from the exit slot 310.

[0060] The user input 315 comprises a push button and is
configured to receive user input. In one embodiment, the user
input 315 is configured as the user interface module 160 of
FIG. 1. The LED 320 may indicate one or more status states
of the system 300. In one embodiment, the LED 320 is the
display module 170 of FIG. 1. In a certain embodiment, the
LED 320 displays a fraud indicator.

[0061] The following schematic flow chart diagrams that
follow are generally set forth as logical flow chart diagrams.
As such, the depicted order and labeled steps are indicative of
one embodiment of the presented method. Other steps and
methods may be conceived that are equivalent in function,
logic, or effect to one or more steps, or portions thereof, of the
illustrated method. Additionally, the format and symbols
employed are provided to explain the logical steps of the
method and are understood not to limit the scope of the
method. Although various arrow types and line types may be
employed in the flow chart diagrams, they are understood not
to limit the scope of the corresponding method. Indeed, some
arrows or other connectors may be used to indicate only the
logical flow of the method. For instance, an arrow may indi-
cate a waiting or monitoring period of unspecified duration
between enumerated steps of the depicted method. Addition-
ally, the order in which a particular method occurs may or
may not strictly adhere to the order of the corresponding steps
shown.

[0062] FIG. 4 is a schematic flow chart diagram illustrating
one embodiment of a fraud detection method 400 of the
present invention. A first OCR module 125 optically recog-
nizes 405 a character imprinted on a medium such as a check
using a first OCR algorithm. In one embodiment, the first
OCR algorithm is a line segmentation OCR algorithm as is
well known to those skilled in the art. In an alternate embodi-
ment, the first OCR algorithm is a hidden Markov model OCR
algorithm. Recognizing 405 the character generates recogni-
tion results.

[0063] A second OCR module 130 optically recognizes
410 the character using a second OCR algorithm and gener-
ating recognition results. In one embodiment, the second
OCR algorithm is a statistical pattern recognition OCR algo-
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rithm. The second OCR algorithm may also be a line segmen-
tation or a hidden Markov model OCR algorithm, but must
differ from the first OCR algorithm.

[0064] A MICR module 120 magnetically recognizes 415
the character using a magnetic recognition algorithm and
generates recognition results. The character is imprinted
using a magnetic ink. In one embodiment, the character is
organized on a seven by eleven (7x11) square grid. In an
alternate embodiment, the character is organized as seven
vertical bars separated by spaces of varying size.

[0065] A voting module 135 determines 420 if the charac-
ter is potentially fraudulent. In one embodiment, the voting
module 135 uses a decision tree to determine 420 if the
character is potentially fraudulent. In addition, the voting
module 135 may employ information on the strength of the
magnetic signal from the MICR module 120 to determine 420
if the character is potentially fraudulent. Although in the
depicted embodiment, the voting module 135 determines if
one character is potentially fraudulent, the voting module 135
may determine if a plurality of characters are potentially
fraudulent.

[0066] If the voting module 135 determines 420 the char-
acter is potentially fraudulent, a results module 140 may
communicate 425 a fraud indicator. For example, the results
module 140 may communicate 425 a fraud indicator instruc-
tion via a LCD display module 170 directing an operator to
ask for photographic identification or to get approval from a
manager. In one embodiment, the results module 140 stores
435 the potentially fraudulent character determination. For
example, the results module 140 may append the potentially
fraudulent character determination to a transaction that is
stored.

[0067] Inone embodiment, if the voting module 135 deter-
mines 420 the character is not potentially fraudulent, the
results module 140 communicates 430 an acceptance indica-
tor. In one embodiment, the acceptance indicator communi-
cates 430 that no additional approval or documentation is
required to accept a check. For example, the results module
140 may illuminate an acceptance LED display module 170
indicating that the check is accepted. Alternatively, the results
module 140 may communicate 430 an acceptance message
via a LCD display module 170 to the operator. The method
400 detects potentially fraudulent characters using the recog-
nition results from at least three distinct algorithms.

[0068] FIG. 5 is a schematic block diagram illustrating one
embodiment of a look-up table 500 of the present invention.
The look-up table comprises a plurality of conditions includ-
ing a no magnetic signal condition 505, a low strength mag-
netic signal condition 510, a MICR result equals first OCR
result condition 515, a MICR result equals second OCR result
condition 520, and a first OCR result equals second OCR
result condition 525. The table 500 further comprises a plu-
rality of table entries 535, each with a unique set of condition
values 505, 510, 515, 520, 525 and a communication value
530.

[0069] A voting module 135 may determine ifa characteris
potentially fraudulent by comparing a set of observed condi-
tions values to the condition values 505, 510, 515,520, 525 of
the look-up table 500 and selecting a table entry 535 with
corresponding conditions. For example, if the MICR result
equals second OCR result condition 520 is asserted or equal
to one (1) and all other conditions 505, 510, 515, 525 are not
asserted or equal to zero (0), the voting module 135 may
select the corresponding table entry 535d. In addition, results
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module 140 may communicate the communication value 530
of corresponding table entry 5354 as the fraud indicator. The
look-up table 500 may be used to determine 420 if a character
is potentially fraudulent and provide an appropriate fraud
indicator or acceptance indicator.

[0070] FIG. 6 is a schematic flow chart diagram illustrating
one embodiment of a decision tree method 600 of the present
invention. A voting module 135 determines 605 if a character
has a magnetic signal. Ifthe character has no magnetic signal,
the results module 140 may communicate 630 a significant
fraud indicator and the decision tree method 600 terminates.
The significant fraud indicator may indicate that the character
is likely to be fraudulent and direct, for example, that an
operator should not accept a medium such as a check
imprinted with the character.

[0071] If the character has a magnetic signal, the voting
module 135 may further determine 610 if the character has a
low magnetic signal strength. In one embodiment, the voting
module 135 determines 610 has a low magnetic signal
strength by comparing the character’s signal strength to a
specified value. If the character has a low strength magnetic
signal, the results module 140 communicates 645 a fraud
indicator and the method 600 terminates.

[0072] If the character does not have a low strength mag-
netic signal, the voting module 135 determines 615 if the
MICR module 120 recognition results are equivalent to the
first OCR module 125 recognition results. For example, the
voting module 135 may compare the highest confidence level
character candidate of the MICR module 120 to the highest
confidence level character candidate of the first OCR module
125 and determine 615 the recognition results are equivalent
if both the highest confidence level character candidates are
equivalent.

[0073] Ifthe MICR module 120 recognition results are not
equivalent to the first OCR module 125 recognition results,
the voting module 135 determines 640 if the first OCR mod-
ule 125 recognition results are equivalent to the second OCR
module 130 recognition results. If the first OCR module 125
recognition results are equivalent to the second OCR module
130 recognition results, the results module 140 communi-
cates 625 an acceptance indicator and the method 600 termi-
nates. If the first OCR module 125 recognition results are not
equivalent to the second OCR module 130 recognition
results, the results module 140 communicates 645 a fraud
indicator and the method 600 terminates.

[0074] If the MICR module 120 recognition results are
equivalent to the first OCR module 125 recognition results,
the voting module 135 determines 620 if the first OCR mod-
ule 125 recognition results are equivalent to the second OCR
module 130 recognition results. If the first OCR module 125
recognition results are not equivalent to the second OCR
module 130 recognition results, the transport module 145
re-transports 635 the medium of the character allowing a
optical scanner 185 to re-scan the character. In addition, the
voting module 135 again determines 640 if the first OCR
module 125 recognition results are equivalent to the second
OCR module 130 recognition results. If the first OCR module
125 recognition results are equivalent to the second OCR
module 130 recognition results, the results module 140 com-
municates 625 an acceptance indicator and the decision tree
method 600 terminates. If the first OCR module 125 recog-
nition results are not equivalent to the second OCR module
130 recognition results, the results module 140 communi-
cates 645 a fraud indicator and the method 600 terminates.
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[0075] If the voting module 135 determines 620 that the
first OCR module 125 recognition results are equivalent to the
second OCR module 130 recognition results, the results mod-
ule 140 communicates 625 an acceptance indicator and the
decision tree method 600 terminates. The method 600 detects
a potentially fraudulent character using conditions derived
from three or more recognition modules 120, 125, 130.
[0076] FIG. 7 is a schematic block diagram illustrating one
embodiment of a fraud detection host 700 of the present
invention. The host 700 may be an enterprise computer sys-
tem in communication with a POS system 100. In the
depicted embodiment, the host 700 includes a MICR module
120, a first OCR module 125, a second OCR module 130, a
voting module 135, a results module 140, and a communica-
tions interface module 705.

[0077] The communications interface module 705 receives
a magnetic scan of a character from a magnetic scanner 180
and an optical scan of the character from an optical scanner
185. In one embodiment, the POS system 100 comprises the
magnetic scanner 180 and the optical scanner 185. The MICR
module 120 recognizes the character using a magnetic rec-
ognition algorithm. The first OCR module 125 also recog-
nizes the character using a first OCR algorithm and the second
OCR module 130 recognizes the character using a second
OCR algorithm. The voting module 135 determines if the
character is potentially fraudulent based on the recognition
results of the MICR module 120, the first OCR module 125,
and the second OCR module 130. In addition, the results
module 140 communicates a fraud indicator if the character is
potentially fraudulent. In one embodiment, the results mod-
ule 140 communicates the fraud indicator through the com-
munications interface module 705 to the POS system 100.
[0078] The present invention detects a potentially fraudu-
lent character from the recognition results of a MICR module
120 employing a magnetic character recognition algorithm, a
first OCR module 135 employing a first OCR algorithm, and
a second OCR 130 employing a second OCR algorithm. In
addition, the present invention communicates a fraud indica-
tor if the character is potentially fraudulent. Thus, the present
invention detects potential fraud using the recognition results
of at least three recognition modules. The present invention
may be embodied in other specific forms without departing
from its spirit or essential characteristics. The described
embodiments are to be considered in all respects only as
illustrative and not restrictive. The scope of the invention is,
therefore, indicated by the appended claims rather than by the
foregoing description. All changes which come within the
meaning and range of equivalency of the claims are to be
embraced within their scope.

What is claimed is:

1. A method for detecting fraud, the method comprising:

magnetically scanning a single row of Magnetic Ink Char-
acter Recognition (“MICR”) characters imprinted on a
medium using magnetic ink, recognizing individual
MICR characters within the single row of MICR char-
acters, and detecting a magnetic signal strength of the
magnetic ink of the MICR characters;

scanning the single row of MICR characters and recogniz-
ing individual MICR characters within the single row of
MICR characters using a first Optical Character Recog-
nition (“OCR”) algorithm;

scanning the single row of MICR characters and recogniz-
ing individual MICR characters within the single row of
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MICR characters using a second OCR algorithm,
wherein the second OCR algorithm differs from the first
OCR algorithm;
determining if a MICR character is potentially fraudulent
based on the recognition results of the magnetic scan, the
scan using the first OCR algorithm, and the scan using
the second OCR algorithm, wherein determining that a
MICR character is potentially fraudulent comprises one
or more of determining that the magnetic signal strength
of the MICR character is lower than a predetermined
value and the character recognized by the magnetic scan,
the character recognized by the scan using the first OCR
algorithm, and the character recognized by the scan
using the second OCR algorithm are not identical; and
communicating a fraud indicator in response to determin-
ing that a MICR character is potentially fraudulent.
2. The method of claim 1, further comprising transporting
the medium relative to a location where the medium is opti-
cally and magnetically scanned.
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3. The method of claim 2, further comprising re-transport-
ing the medium based on the recognition results of the scan
using the first OCR algorithm, the scan using the second OCR
algorithm, and the magnetic scan.

4. The apparatus of claim 1, wherein the medium is con-
figured as a check.

5. The apparatus of claim 1, wherein determining if a
MICR character is potentially fraudulent further comprises
using a look-up table.

6. The apparatus of claim 1, wherein determining if a
MICR character is potentially fraudulent further comprises
using a decision tree.

7. The apparatus of claim 1, wherein the recognition results
of'the magnetic scan, the scan using the first OCR algorithm,
and the scan using the second OCR algorithm each comprise
a plurality of character candidates each with a confidence
level.



