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The technical field of the invention is that of cellular communication

networks.

The problem addressed is as follows. A mobile terminal, in order to be
able to use the services of a cellular communication network, must have a

subscription to a service provider.

Such a subscription is given expression by a universal subscriber identity
module (USIM) card. A USIM card is a microcircuit card of the secure memory
type. Said memory contains all the identifiers enabling the cellular
communication network to recognise said subscription and enabling the
terminal to use the services of the cellular communication network. Such a
USIM card is sometimes placed non-removably in a terminal, for example by
soldering. However, usually, a USIM card is installed in a terminal by means of
a card reader and is thus removable.
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It may happen that a subscription is granted an advantageous tariff by a
provider subject to particular use, for example with a type of terminal.

This is the case, for example, with a machine terminal used in an
intermachine environment for effecting a data transmission, such as a remote
measurement, between a sensing machine terminal and a data-collecting
machine terminal. The intermachine communication conditions are very
different from mobile telephony communication conditions. A service provider
may thus offer a subscription dedicated to a machine terminal with a tariff suited
to these conditions. However, it is essential that such a subscription cannot be

used with a mobile telephony terminal, for which the tariff is unsuitable.

It would be advantageous to be able to reinforce such a tariff policy in
complete security without risking that an advantageous tariff subscription be
moved in order to be inserted and used in a terminal that is not authorised to

use said tariff.

The objective of the invention is to propose a solution for preventing a
subscription at the given tariff to be used in a terminal that is not authorised to
use said subscription, without giving rise to constraints for the user of the

terminal or for the operator.

To this end, the present invention makes provision for adding, to a ceflular
communication network, an access control method that allows access only after
positive verification of the conditions of use. More precisely, the present
invention for this purpose provides a method of controlling access to a cellular
communication network, for a terminal identified by a terminal identifier with a
subscription identified by a subscription identifier, comprises the following steps
performed by means of at least one processor:

- creation, in a database recorded in data storage means, of at least one
record associating a plurality of subscription identifiers comprising at least one
subscription identifier with a plurality of terminal identifiers comprising at least
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one terminal identifier,

- verification that said terminal together with said subscription are indeed
authorised to use the cellular communication network, by verification of the
presence in the database of at least one record comprising the subscription
identifier of said subscription associated with the terminal identifier of said
terminal, said verification being performed at each connection attempt of said
terminal or said subscription to the cellular communication network,

- authorisation of access or refusal of access from the terminal to the

subscription according to the result of the verification step.

Thus, during an attempt at connection, if in the database the identifier of
the terminal is not associated with the subscription identifier then access to the

network is refused. In the contrary case access is authorised.

According to another embodiment, the invention relates to a method of
controlling access to a cellular communication network, for a terminal identified
by a terminal identifier with a subscription identified by a subscription identifier,
comprising the following steps performed by means of at least one processor:

- creation, in a database recorded in data storage means, of at least one record
associating a plurality of subscription identifiers comprising at least one
subscription identifier with a plurality of terminal identifiers comprising at least
one terminal identifier, the plurality of terminal identifiers of the record being
formed by one or more terminal identifiers and/or by one or more terminal
identifier ranges and/or by one or more terminal identifier prefixes, each prefix
being deemed to comprise all the terminal identifiers beginning with said prefix,
- checking that said terminal together with said subscription are indeed
authorised to use the cellular communication network, by verifying the presence
in the database of at least one record comprising the subscription identifier of
said subscription associated with the terminal identifier of said terminal or
associated with a prefix of an identifier of said terminal,

the record also comprising a “value mode” that determines how, during the
verification step, the presence of the terminal identifier of said terminal is to be
verified among the terminal identifiers of the plurality of terminal identifiers of

4
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the record, the “value mode” indicating either that the terminal identifier of said
terminal must be verified exactly, or that the terminal identifier of said terminal.
must be verified for a limited part to its prefix,

said verification being performed at the time of each attempt at connection of
said terminal or of said subscription to the cellular communication network,

- authorisation of access or refusal of access of said terminal to said network

according to the result of the verification step.

As will be described in more detail subsequently, this embodiment makes
it possible to choose how it is wished to authorise the functioning of a
subscription identifier, typically an IMSI carried by SIM card, with the equipment
in which this SIM card is liable to be inserted.

According to the value indicated in the record, it will be possible to choose:
- to authorise the functioning of the subscription identifier only if the identifier of
the terminal that wishes to access the network appears among the terminal
identifiers included in the record. Thus all the figures of the identifier of the
terminal that wishes to access the network must appear in one of the terminal
identifiers in the record. '

If the record includes only a single terminal identifier, then the SIM card
will not be able to be used in equipment other than the terminal for which the

terminal identifier is indicated in the record.

If the record comprises a plurality of terminal identifiers or one or more
terminal identifier ranges, then the SIM card will be able to be used only in the
equipment for which the terminal identifier belongs to this plurality of terminal
identifiers or this/these terminal identifier ranges.

- to authorise the functioning of the subscription identifier only if the terminal
identifier of the terminal that wishes to access the network has a prefix that
corresponds to one or more prefixes included in the record. Thus it suffices that
only the figures of the prefix of the terminal identifier that wishes to access the
network appear in one of the prefixes included in the record, for the terminal to

5
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be authorised to access the network.

Thus the SIM card will not be able to be used in equipment other than
those for which the terminal identifier has the prefix indicated in the record.

As will appear more precisely in detail hereinafter, the invention thus offers a
flexible and effective solution for preventing a SIM card being removed from an
apparatus for which it is intended in order then to be used in another apparatus.
Moreover, this solution can easily be configured to adapt easily to the various

possible cases of use.

Optionally, the invention also comprises at least any one of the optional

features and steps indicated below.

According to another feature of the invention, the step of creating a record
in the database is automatically done at the time of a first attempt at connection
of a terminal and of a subscription, the record thus created comprising a
plurality of subscription identifiers comprising at least the subscription identifier
of said subscription associated with a plurality of terminal identifiers' comprising

at least the terminal identifier of said terminal.

According to another feature of the invention, a plurality of subscription
identifiers is defined by at least one range defined by a minimum subscription
identifier and a maximum subscription identifier, and is deemed to comprise all
the subscription identifiers included between said minimum subscription

identifier and said maximum subscription identifier.

According to another feature of the invention, a plurality of terminal
identifiers are defined by at least a terminal identifier prefix, and are deemed to

comprise all the terminal identifiers beginning with said prefix.

According to another feature of the invention, a record in the database
also comprises a “verification mode” taking its values from: “no verification” for
6
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which the subscription identifier of the subscription is not verified, “static
verification” for which the subscription identifier of the subscription is verified in
relation to the terminal identifier and the records in the database, and “dynamic
verification” for which a record in the database is created/updated, the
“verification mode” of said record being, after creation, changed from “dynamic

verification” to another value.

According to another feature of the invention, a record in the database
also comprises a “value mode” taking its values from: “IMEI” for which a
terminal identifier is verified exactly, and “TAC” for which a terminal identifier is

verified for a limited part to its prefix.

According to another feature of the invention, the verification and
authorisation steps are |mplemented by intercepting control messages,
necessarily passing through a module, when there is an attempt at connection

of a terminal to the cellular communication network.

According to another feature of the invention, said module is a location’
register module.

According to another feature of the invention, said module is an equipment

identity register.

According to another feature of the invention, said terminal is a sensor
dedicated to a machine. It is configured to transmit over the network information
that it captures. This information is typically transmitted to a server connected to

said network and associated with an application.

According to another feature of the invention, the method being applied to
an intermachine environment dedicated to machine terminals, the verification
and authorisation steps are used by intercepting control messages, necessarily
passing through a module substituted, with regard to said machine terminals,
for a location register module and/or an equipment identity register module.

7
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Preferably, said module fulfils the function of location register module and

equipment identity register module.

At least any one of the previous steps is executed by means of at least

one data processor.

According to another aspect, the present invention relates to a computer
program product or to a non-transient medium that can be read by a computer,
the product or the medium comprising instructions which, when they are
implemented by at least one processor, executes at least the following steps of
the method according to the invention:

- verification that said terminal together with said subscription are indeed
authorised to use the cellular communication network, by verifying the presence
in the database of at least one record comprising the subscription identifier of
said subscription associated with the terminal identifier of said terminal, said
verification being done at the time of each attempt at connection of said
terminal or of said subscription to the cellular communication network,

- authorisation of access or refusal of access of the terminal o the

subscription according to the result of the verification step.

Advantageously, according to a particular embodiment, the computer
program product also comprises instructions which, when they are effected by
at least one processor, executes the step of creation, in a database, of at least
one record associating a plurality of subscription identifiers comprising at least
one subscription identifier with a plurality of terminal identifiers comprising at

least one terminal identifier.

According to another aspect, the present invention relates to a system of
controlling access to a cellular communication network, for a terminal identified
by a terminal identifier with a subscription identified by a subscription identifier
(IMSI). The system comprises:

- data storage means comprising a database, the database comprising at least
one record associating a plurality of subscription identifiers comprising at least
8
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one subscription identifier with a plurality of terminal identifiers comprising at
least one terminal identifier,

- verification means configured to verify, at the time of each attempt at
connection of said terminal or of said subscription to the cellular communication
network, that said terminal together with said subscription are indeed authorised
to use the cellular communication network, by verifying the presence in the
database of at least one record comprising the subscription identifier of said
subscription associated with the terminal identifier of said terminal,

- means arranged to authorise access or refuse access of said terminal to said

network according to the result of the verification.

According to another aspect, the present invention provides a method of
controlling access to a cellular communication network, for a terminal identified
by a terminal identifier with a subscription identified by a subscription identifier,
comprising the following steps:

- creation, in a database, of at least one record associating a plurality cof
subscription identifiers comprising at least one subscription identifier with a
plurality of terminal identifiers comprising at least one terminai identifier,

- verification that said terminal together with said subscription are indeed
authorised to use the cellular communication network, by verification, in a
database comprising at least one record associating a plurality of subscription
identifiers comprising at least one subscription identifier with a plurality of
terminal identifiers comprising at least one terminal identifier, of the presence in
the database of at least one record comprising the subscription identifier of said
subscription associated with the terminal identifier of said terminal, said
verification being done at the time of each attempt at connection of said
terminal or of said subscription to the cellular communication network,

-~ authorisation of access or refusal of access of the terminal to the

subscription according to the result of the verification step.

The record associating a plurality of subscription identifiers with a plurality
of terminal identifiers may be created at the first attempt at connection of the
terminal to the network. It may also be created before the first attempt at

9
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connection of the terminal to the network.

Other features, details and advantages of the invention will emerge more
clearly from the detailed description given below by way of indication in relation
to drawings in which:

- figure 1 presents the format of a subscription identifier IMSI,

-  figure 2 presents the format of a terminal identifier IMEI,

- figure 3 presents the format of an example of a record of the

database according to the invention,

- figure 4 presents a flow diagram of the exchanges between modules
when a terminal attempts to connect to a cellular network according
to a first embodiment of the invention,

- figure 5 presents a flow diagram of the exchanges between modules
when a terminal attempts to connect to a cellular network according

to a second embodiment of the invention.

A subscription or USIM card is identified uniquely by a subscription
identifier or international mobile subscription identity, or IMSI. As illustrated in
figure 1, such a subscription identifier IMSI typically comprises 14 or 15 digits,
also referred to as digital characters. These digits are distributed as illustrated
in three first mobile country code (MCC) digits, followed by two (in Europe) or
three (in North America) mobile network code (MNC) digits, themselves
followed by eight mobile subscription identification number (MSIN) digits
uniquely identifying a subscription.

A terminal is identified uniquely by a terminal identifier or international
mobile equipment identity (IMEI). As illustrated in figure 2, such a terminal
identifier IMEI typically comprises 15 or 17 digits. These digits are distributed as
illustrated in eight first type allocation code (TAC) digits defining a type of
terminal, followed by six other serial number (SN) digits, themselves followed by

a last check digit CTL, used as a checksum of the other digits.

The present invention is not limitative of a terminal type. A terminal may be
10
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any equipment able to connect to a wireless communication network in order to
send and preferably receive messages. Thus, in the context of the present
invention, a terminal may be a sensor provided with a transmitter. Such a
sensor may for example capture a temperature, a current, a pressure, a light
signal, a digital or analogue value, etc. In the context of the present invention, a
terminal may also have a user interface such as a mobile telephone, a personal
digital assistant (PDA), a digital graphical tablet or a portable personal

computer.

The terminal identifier IMEI is unique for a given terminal, in that the serial
number SN is unique in a given type TAC. It should be noted that the TAC,
which defines a terminal type, is a prefix of the terminal identifier IMEI. By
verifying/comparing an IMEI only for the initial prefix part of the TAC, it is
possible to include all the terminal identifiers IMElI and therefore all the
terminals of this same type TAC. This makes. it possible to define an association
rule for a single terminal by compéring the entire terminal identifier IMEI, or for a
terminal type by comparing only the prefix part of the terminal identifier, that is
to say the TAC part of its IMEI. The prefix/TAC is thus used as a mask auring a
step of verifying the presence of a given terminal identifier in a plurality -of

terminal identifiers.

The method according to the invention is intended to be used in a cellular

communication network environment. It aims to determine whether a terminal

MT and a subscription are authorised together to access and use said cellular

communication network.

To this end the method comprises the following steps. During a first
preparatory phase a step of creating a database DB and where applicable the
records 10 that it contains is performed. During a second use phase a

verification step and authorisation step are performed.

The database DB can be managed by any cellular communication network
module. It may also be distributed over several modules distributed in the
11
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cellular communication network.

The creation of a record 10 in the database DB is typically prior to the use
phase. Thus, according to one embodiment, there are.created, with a database
management tool, records 10 defining the terminals, groups of terminals or
types of terminals that are authorised to use the cellular communication network
and with which subscription, or which groups of subscriptions. However,
according to an embodiment described later, the creation of a record 10 may

also be concomitant with the use.

A record 10, an embodiment of which is illustrated in figure 3, associates a
plurality 11 of subscription identifiers comprising at least one subscription
identifier 12 with a plurality 15 of terminal identifiers IMEI comprising at least

one terminal identifier 16.

During the verification step, the method verifies when a terminal MT
attempts to access the services of the cellular communication network with a

subscription, which the terminal MT/subscription pair is authorised for such

- access. To do this, the method runs through the database DB in order to verify

the presence of at least one record 10 comprising together the subscription
identifier IMSI of said subscription and the terminal identifier IMEI of said
terminal MT.

Such verification is advantageously performed at the time of each attempt
at connection of a terminal MT or of a subscription to the cellular

communication network.

Next the authorisation step takes place. During this step, according to the
result of the verification step, the method authorises access or not and permits
connection to the cellular communication network. If a record 10 has been
found that comprises together the subscription identifier IMSI of the subscription
and the terminal identifier IMEI of the terminal MT, candidates for the use of the
cellular communication network, the method authorises the connection. The

12
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method refuses it in the contrary case.

The creation of a record 10 in the database DB may be done well before
the use of the database DB during a proprietary phase. According to an
advantageous embodiment, it is possible to create a record 10 automatically in
the database DB at the first attempt at connection of a terminal MT and of a
subscription. Thus, if a terminal MT or a subscription is not known to the
database DB, and no record 10 is yet present in the database DB comprising
the terminal identifier IMEI of said terminal or the subscription identifier IMSI of
said subscription, such a record 10 may be created at the first attempt at
connection of said terminal MT and said subscription. Said record 10 is then
created, which comprises a plurality of subscription identifiers comprising at
least the subscription identifier IMSI of said subscription associated with a
plurality of terminal identifiers comprising at least the terminal identifier IMEI of
said terminal MT. This automatic creation may be modified or adapted
according to certain configuration parameters of the method, which are detailed

later.

The function of a record 10 of the database DB is associating at least one
subscription identifier IMSI and at least one terminal identifier IMEIL. However, in
order to facilitate the definition of the subscription/terminal pairs authorised and
the filling of the database DB, without requiring creating a record 10 per
subscription/terminal pair, possibilities are provided for grouping together the
subscription/terminal pairs within the same record 10. A grouping may be done
on the subscription identifiers, on the terminal identifiers or on both at the same

time.

In a record 10, a plurality 11 of subscription identifiers comprises at a
minimum only a single subscription identifier 12. It may also comprise a list ora
set of subscription identifiers 12-14. In this case, during a verification step, a
candidate subscription identifier IMSI is compared with all the subscription
identifiers 12-14 included in the record 10.

13
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Another advantageous means of including a larger number of subscription
identifiers in a record 10 is to use a range. A range is defined by a minimum
subscription identifier and a maximum subscription identifier. This amounts to
including in the relevant record 10 all the subscription identifiers included
between said minimum subscription identifier and said maximum subscription
identifier. In this case, during a verification step, a candidate subscription
identifier IMSI is compared with the minimum subscription identifier and with the
maximum subscription identifier, in order to verify whether or not it belongs to
the range. This amounts to comparing it with all the subscription identifiers

included in the range, and therefore in the record 10.

Such a subscription identifier range is advantageous in that it typically
comprises a continuous series of subscription identifiers as delivered by a
supplier during a wholesale purchase. This is typically the case with

intermachine environments where many subscriptions are necessary.

The above two means may also be combined. It is thus possible to include
in a record 10 a list or a set comprising one or more subscription identifiers

and/or one or more subscription identifier ranges.

In this case also, during a verification step, a candidate subscription
identifier IMSI is compared with all the subscription identifiers thus included or
defined by the record 10.

Likewise, in a record 10, a plurality 15 of terminal identifiers comprises at a
minimum a single terminal identifier. It may also comprise a list or a set of
terminal identifiers 16-18. In this case, during a verification step, a candidate
terminal identifier IMEI is compared with all the terminal identifiers 16-18
included in the record 10.

Another advantageous means of including a larger number of terminal

identifiers in a record 10 is, like the subscription identifiers, using a range.

14
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Another advantageous means of including a larger number of terminal
identifiers in a record 10 is considering a terminal identifier prefix. The indication
of a prefix amounts to indicating the first n digits of a terminal identifier. Such a
prefix then defines, like a mask, all the terminal identifiers that have the same
prefix, that is to say that have the same first n digits as said prefix. ‘This
amounts to including in the rel;ava'nt record 10 all the terminal identifiers that
have the same first n digits as said prefix.’

In this case, during a verification step, only the prefix of a candidate
identifier IMEI is compared with the definition prefix contained in the record 10,
in order to verify that the prefixes correspond and that the candidate terminal

identifier IMEI is included in the record 10.

Such a prefix is advantageous in that it makes it possible to define a large
number of terminal identifiers. According to a particular embodiment, where the
prefix comprises the first n=8 digits, said prefix is merged with the TAC that
defines a terminal type. Thus it is advantageously possible to define a record 10
that defines a possible association between a subscription or a plurality of

subscriptions and at least one terminal type

Thus it is possible to associate a subscription, or set, or range of

subscriptions, with one or more terminals, or types of terminal.

The above three means may also be combined. It is thus possible to
include in a record 10 a list or a set comprising one or more terminal identifiers
and/or one or more ranges of terminal identifier and/or one or more terminal

identifiers prefixes.

In this case also, during a verification step, a candidate terminal identifier
IMEI is compared with all the terminal identifiers thus included or defined by the
record 10.

By combining, it is possible, in the same record 10, to associate a plurality
15
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of subscription identifiers comprising zero or several subscription identifiers and
zero or several subscription identifier ranges with a plurality of terminal
identifiers comprising zero or several terminal identifiers, zero or several
terminal identifier ranges and zero or several terminal identifier prefixes, or even

zero or several ranges of terminal identifier prefixes.

In order to specify the method of performing the steps of creation and
verification or authorisation, it is possible to add configuration parameters to the
method. Such parameters may be associated with each record 10 in the
database DB, or with the method itself, for example in the form of a default

parameter for any new record 10.

Such a parameter may be a “verification mode” 19. This “verification
mode” 19 specifies the modalities of the verification step and may take as

N ou

values “none”, “static check” and “dynamic check”.

Associated with a record 10, such a “verification mode” 19 determines how

the verification step is performed. For a record 10 for which the “verification

‘mode” 19 has the value “none”, the subscription identifier IMSI of this

subscription is not verified. Thus, if a candidate subscription identifier IMSI is
found to be present in a record 10 allocated a “verification mode” positioned at
‘none”, said candidate subscription is authorised to access the cellular

communication network without any other form of verification.

In an application dedicated to an intermachine environment, the objective
is mainly to verify that subscriptions with a specific tariff, dedicated to machine
terminals, are not used in telephones. On the other hand, a conventional
telephony subscription can be used in a machine terminal. It may thus be
associated, in a record 10 in the database DB, with a “verification mode”
positioned at “none”. The disadvantageous tariff for such an intermachine
application of such a telephony subscription may however dissuade from such a
use.

16
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For a record 10, the “static verification” value is the most usual value. In
this case, the subscription identifier IMSI of the candidate subscription is
verified with the terminal identifier IMEI of the candidate terminal in relation to
the records 10 in the database DB. It is thus verified that there exists at least
one record 10 in the database DB comprising both the subscription identifier
IMSI of the candidate subscription and the terminal identifier IMEI of the
candidate terminal, in order to authorise access or not of said

terminal/subscription pair.

For a record 10, the value “dynamic verification” is used for a record 10 in
the database (DB) intended to be created/updated at the first attempt at
connection to the cellular communication network. This “dynamic verification”
value is temporary in that it is modified as soon as the record 10 is

created/updated, in order to take a new value from “none” or “static verification”.

Associated with the method, as a default value, such a “verification mode”
determines the value taken by the “verification mode” of a newly created record
10.

Thus it may be decided that, for any new terminal/subscription pair that
has never been “seen” by the method, and for which no record 10 exists in the
database DB, a new record 10 is created which by default takes a “verification

mode” value equal for example to “dynamic verification”.

Another parameter may be a “value mode” 20. This “value mode” 20
specifies the modalities of the verification step and may take “IMEI” or “TAC” as
values.

Associated with a record 10, such a “value mode” 20 determines how the
candidate terminal identifier IMEI is compared with the terminal identifiers 16-18
of the plurality 15 of terminal identifiers of the record. If the value is “IMEI", a
candidate terminal identifier IMEI is verified exactly, that is to say it is verified
that the entire terminal identifier is present in the plurality 15. On the other hand,
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if the value is “TAC”, a candidate terminal identifier IMEI is verified for a limited
part to its prefixed TAC, that is to say it is verified that at least the prefix of the
terminal identifier is present in the plurality 15.

Associated with the method, as default value, such a “value mode”
determines the way of creating a new record 10. At the time of an automatic
creation of a new record 10, this record 10 is allocated at least one subscription
identifier equal to the candidate subscription identifier IMSI. It is also allocated
at least one terminal identifier. This terminal identifier thus populates the
plurality 15 of terminal identifiers. The entire terminal identifier IMEI is added if
the default “value mode” is “IMEI". The prefix of the terminal identifier, that is to
say the terminal identifier reduced to its TAC, is added if the default “value
mode” is “TAC".

Concerning the implementation more particularly of the verification and
authorisation steps, the method according to the invention advantagecusly
proceeds by interception of the signalling messages. Thus the method is
advantageously implemented at a module, with the essential passage of these
signalling messages, when an attempt is made at connecting a terminal MT to

the cellular communication network.

Several cellular communication network modules may thus be candidates
for performing such interception of the signalling messages. The description
that follows is given with reference to a cellular communication network of the

GSM type. It can however be extended to any type of netWork.

A module responsible among other things for locating a terminal MT,
advantageous in that it is necessarily contacted at each change of location of a
terminal MT, including at each new connection to the network, is a home

location register or HLR module.

Another candidate, responsible for blocking a stolen terminal MT,
advantageous in that it is necessarily contacted at each new connection to the
18
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network, is an equipment identity register (EIR) module.

With reference to figures 4 and 5, there are respectively presented an
embodiment based on a location register HLR and an embodiment based on an
equipment identity register EIR by means of flow diagrams of the messages |
exchanged between modules in a cellular communication network. The various
modules are, from left to right, a terminal MT, a mobile switching centre (MSC)
module and a home location register module HLR with regard to figure 4 and an
equipment identity register module EIR with regard to figure 5. All the messages
shown in the diagrams in figures 4 and 5 are signalling messages. In a GSM
network, using for éxample SS7, they use typically the mobile application part
(MAP) protocol. Only messages important for understanding have been shown
in these two figures 4, 5. Other messages, which are optional or non-essential
to understanding, have been omitted. Likewise, according to the configuration
of the network, other intermediate modules may appear, such as VLR, the
acronym for “visited location register’, which relay the messages. These
“secondary” messages and modules have intentionally been omitted for
reasons of simplification. The present invention naturally extends to the

methods including these additional messages arnd modules.

With reference to the diagram in figure 4, when a terminal MT attempts to
connect to a cellular communication network, it dialogues wirelessly with a base
station or BS. In this base station BS the terminal MT comes more particularly in
contact with a mobile switching centre module MSC. The terminal MT sends an
attach request 1 to the mobile switching centre MSC. In this request, the
subscription identifier IMSI of the subscription used is typically included. This
subscription identifier IMSI is conventionally used as an identifier in the cellular

communication network and is usually transmitted with a signalling message.

On the other hand, the terminal identifier IMEI is not necessarily known to
the network. Thus, according to the invention, if the terminal identifier IMEI is
not known, the mobile switching centre MSC proceeds with an identity request
2, by means of a message 2, sent to the terminal MT. The latter responds to the
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mobile switching centre MSC with an identity response message 3, along with
said terminal identifier IMEI.

For any new terminal MT connecting, the mobile switching centre MSC
informs a location register module HLR responsible for taking stock of the
position of the terminal MT. This is done typically by means of a location update
message 4, intended for said location register HLR. This message is
conventionally accompanied by the subscription identifier IMSI. According to the
invention, the method adds thereto the terminal identifier IMEI. Alternatively,
according to the invention, the terminal identifier IMEI may be communicated to

the location register HLR by any other communication means.

The location register HLR is thus in possession of the two identifiers, the
subscription identifier IMSI and the terminal identifier IMEI. The location register
HLR is thus in a position to implement the various steps of the method. In
relation to a database DB of which it may or may not be the manager and which
may or may not be distant from the HLR, the location register HLR can create a
new record 10, or can check whether there exists at least one record 10 in the
database DB, which comprises together the subscription identifier IMS] and the

terminal identifier IMEI. This is done during a check database step 5.

At the end of such a check, the authorisation step may be proceeded with,
depending on the result of the check. If the check is positive, the location
register module HLR, according to the invention, returns a location update
acknowledgement message 6 to the mobile switching centre module MSC. If
the check if negative, the location register module HLR does not return the
acknowledgement message 6. It may or may not send an error message to the
terminal MT, or inform another module in the network of this erroneous

connection attempt.

On reception, where applicable, of the location update acknowledgement
message 6, the mobile switching centre MSC, subject to any other conditions
prior to a connection being validated, informs the terminal MT that the
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connection is authorised by an attack accept message 7.

With reference to the diagram in figure 5, when a terminal MT attempts to
connect to a cellular communication network, the first three steps are the same

as for the example in figure 4.

For any new terminal MT connecting, the mobile switching centre MSC
informs an equipment identity register module EIR responsible for listing the
terminals that are prohibited, for example because they have been declared
stolen. This module thus has a list of terminal identifiers IMElI and each new

terminal that connects to the network must be checked.

For this purpose the mobile switching centre MSC sends to the equipment
identity register module EIR a message 8 checking the terminal identifier IMEI,
“check IMEI”, along with said terminal identifier IMEI in order to check that said
terminal is not prohibited.

This message may be accompanied by the subscription identifier IMSI.
Failing this, according to the invention, the method adds thereto the

subscription identifier IMSI.

According to one embodiment, a missing identifier among the subscription
identifier IMSI or the terminal identifier IMEI may be obtained by a direct
interrogation command. Such a command according to a remote file
management (RFM) protocol, may for example be a “provide local information”
command, sent to a cellular communication network module able to respond
thereto, such as a location register HLR, or a short message service centre
(SMSC) module, or directly the USIM card.

The location register EIR is thus in possession of the two identifiers, the
subscription identifier IMSI and the terminal identifier IMEI. The Iocatio.n register
EIR is thus in a position to implement the various steps of the method. In
relation to a database DB of which it may or may not be the manager and which
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may or may not be distant from the EIR, the location register EIR can create a
new record 10, or can check whether there exists at least one record 10 in the
database DB, which comprises together the subscription identifier IMSI and the
terminal identifier IMEI. This is done during a check database step 9.

At the end of such a check, the authorisation step may be proceeded with,
depending on the result of the check. If the check is positive, the location
register module EIR, according to the invention, returns a location update
acknowledgement message 10 to the mobile switching centre module MSC. If
the check if negative, the location register module EIR does not return the
acknowledgement message 10. It may or may not send an error message to
the terminal MT, or inform another module in the network of this erroneous

connection attempt.

On reception, where applicable, of the location update acknowledgement
message 10, the mobile switching centre MSC, subject to any other conditions
prior to a connection being validated, informs the terminal MT that the

connection is authorised by an attach accept message 7.

According to an advantageous embodiment, the method according to the
invention is applied to an intermachine environment. In such an environment,
the terminals are machines, or machine terminals, and the cellular

communication network is used to transmit data between these machines.

In such an environment it is advantageous to manage said machine
terminals by means of a particular MLR module. A precise description of such
an MLR module is for example given in the European patent application N°
11306123.8 filed on 9 September 2011 by the same applicant.

Such a module MLR is substituted, for the machine terminals and
management thereof, for certain modules in the cellular communication
network. Among these modules are the location register module HLR and the
equipment identity register EIR. Thus, in such an environment comprising an
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MLR module, this MLR module advantageously implements the method
according to the invention. For this purpose said MLR module intercepts the
check messages in order to implement the verification and authorisation steps.
These check messages necessarily pass through the MLR module since the
latter is substituted, at least with regard to the machine terminals, for the
location register module HLR and/or the equipment identity register module

EIR. The flow diagrams of the exchanges are also shown by figures 4 and 5.

The invention is not limited to the embodiments described above but
extends to any embodiment in accordance with the spirit thereof.
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We Claim :

1. A method of controlling access to a cellular communication network, for a
terminal (MT) identified by a terminal identifier (IMEI) with a subscription
identified by a subscription identifier (IMSI), characterised in that it comprises
the following steps performed by means of at least one processor:

- creation, in a database (DB) recorded in data storage means, of at least one
record (10) associating a plurality of subscription identifiers (11) comprising at
least one subscription identifier (12) with a plurality of terminal identifiers (15)
comprising at least one terminal identifier (16), the plurality (15) of terminal
identifiers of the record (10) being formed by one or more terminal identifiers
and/or by one or more terminal identifier ranges and/or by one or more terminal
identifier prefixes (TAC), each prefix being deemed to comprise all the terminal
identifiers beginning with said prefix (TAC),

- checking that said terminal (MT) together with said subscription are indeed
authorised to use the cellular communication network, by verifying the presence
in the database (DB) of at least one record (10) comprising the subscription
identifier (IMSI) of said subscription associated with the terminal identifier (IMIE)
of said terminal (MT),

the record (10) also comprising a “value mode” (20) that determines how the
presence of the terminal identifier (IMEI) of said terminal (MT) is to be verified
among the terminal identifiers of the plurality (15) of terminal identifiers (16) of
the record (10), the “value mode” indicating either that the terminal identifier
(IMEI) of said terminal (MT) must be verified exactly, or that the terminal
identifier (IMEI) of said terminal (MT) must be verified for a limited part to its
prefix (TAC), |

said verification being performed at the time of each attempt at connection of
said terminal (MT) or of said subscription to the cellular communication network,
- authorisation of access or. refusal of access of said terminal (MT) to said

network according to the result of the verification step.

2. A method according to claim 1, where the step of creating a record (10)
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in the database (DB) is automatically done at the time of a first attempt at
connection of a terminal (MT) and of a subscription, the record (10) thus
created comprising a plurality of subscription identifiers (11) comprising at least
the subscription identifier (IMSI) of said subscription associated with a plurality
(15) of terminal identifiers comprising at least the terminal identifier (IMEI) of
said terminal (MT).

3. A method according claim 1 or 2, where a plurality (11) of subscription
identifiers is defined by at least one range defined by a minimum subscription
identifier and a maximum subscription identifier, and is deemed to comprise all
the subscription identifiers included between said minimum subscription

identifier and said maximum subscription identifier.

4. A method according to any one of claims 1 to 3, where a record (10) in
the database (DB) also comprises a “verification mode” (19) taking its values
from: “none” for which the subscription identifier (IMSI) of the subscription is not
verified, “static verification” for which the subscription identifier (IMSI) of the
subscription is verified in relation to the terminal identifier (IMEI) and the records
in the database, and “dynamic verification” for which a record (10) in the
database (DB) is created/updated, the “verification mode” of said record (10)

being, after creation, changed from “dynamic verification” to another value.

5. A method according to any one of claims 1 to 4, where the record (10) in
the database (DB) relating to the “value mode” (20) takes its values from: “IMEI”
for which a terminal identifier (IMEI) is verified exactly, and “TAC” for which a
terminal identifier (IMEI) is verified for a limited part to its prefix (TAC).

6. A method according to any one of claims 1 to 5, where the “value mode”

determines the manner of creating a new record (10) at the time of an

automatic creation of a new record (10) done at a first connection attempt of a

terminal (MT), the record (10) being allocated at least one subscription identifier
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equal to the subscription identifier (IMS!) of said associated subscription and

“also being allocated at least one terminal identifier populating said plurality (15)

of terminal identifiers and corresponding, according to the value of the “value
mode”: either to the entire terminal identifier (IMEI) of said terminal (MT) or to a
prefix (TAC) of the terminal identifier of said terminal (MT).

7. A method according to any one of claims 1 to 6, where the verification
and authorisation steps are implemented by interception of the check
messages, necessarily passing through a module, when a terminal (MT)

attempts to connect to the cellular communication network.

8. A method according to claim 7, where said module is a location register
module (HLR).
9. A method according to claim 7 or 8, where said module is an equipment

identity register module (EIR).

10. A method according to any one of the preceding claims, in which the
terminal (MT) is a sensor dedicated to a machine for transferring information

captured by the sensor to a server connected to said network.

11. A method according to any one of claims 1 to 9, applied to an
intermachine environment dedicated to machine terminals, where the
verification and authorisation steps are implemented by intercepting the check
messages, necessarily passing through a module (MLR) substituted, with
regard to said machine terminals, for a location register module (HLR) and/or

an equipment identity register module (EIR).

12. Computer program product comprising instructions which, when they are

implemented by at least one processor, executes at least the following steps of

the method according to any one of the preceding claims:

- verification that said terminal (MT) together with said subscription are indeed

authorised to use the cellular communication network, by verifying the presence
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in a database (DB) of at least one record comprising the subscription identifier
(IMSI) of said subscription associated with the terminal identifier (IMEI) of said
terminal (MT) or associated with an identifier prefix (TAC) of said terminal (MT);
said verification being made according to the “value mode” (20) and said
verification being performed at each attempt at connection of said terminal (MT)
or said subscription to the cellular communication network,

- authorisation of access or refusal of access of said terminal (MT) to said

network according to the result of the verification step.

13. A system for controlling access to a cellular communication network, for
a terminal (MT) identified by a terminal identifier (IMEI) with a subscription
identified by a subscription identifier (IMSI), wherein it comprises:
- data storage means comprising at least one database (DB), the database
(DB) comprising at least one record (10) associating a plurality (11) of
subscription identifiers comprising at least one subscription identifier (12) with a
plurality (15) of terminal identifiers comprising at least one terminal identifier
(16), the plurality (15) of terminal identifiers of the record (10) being formed by
one or more terminal identifiers and/or by one or more ranges of terminal
identifiers and/or by one or more terminal identifier prefixes (TAC), each prefix
being deemed to comprise all the terminal identifiers beginning with said prefix
(TAC),
- verification means configured so as to verify, at each attempt at connection of
said terminal (MT) or said subscription to the cellular communication network,
that said terminal (MT), together with said subscription, are indeed authorised to
use the cellular communication network, by verifying the presence in the
database (DB) of at least one record compfising the subscription identifier
(IMSI) of said subscription associated with the terminal identifier (IMEI) of said
terminal (MT),
the record (10) also comprising a “value mode” (20) that determines how the
presence of the terminal identifier (IMEI) of said terminal (MT) is to be verified
among the terminal identifiers in the plurality (15) of terminal identifiers (16) of
the record (10), the “value mode” indicating either that the terminal identifier
(IME!) of said terminal (MT) must be verified exactly, or that the terminal
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identifier (IMEI) of said terminal (MT) must be verified for a limited part to its
prefix (TAC),

- means arranged to authorise access or refuse access of said terminal (MT) to
said network according to the result of the verification.

14. A system according to the preceding claim, in which data storage means,
the verification means and the means arranged to authorise access or refuse

access are included in a single module.

Dated this 11™ day of July, 2014

FOR BUZZINBEES

Patent Agent No.: IN/PA 291
KRISHNA & SAURASTRI ASSOCIATES
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ABSTRACT
TITLE.: METHOD OF CONTROLLING ACCESS TO A CELLULAR NETWORK

A method of controlling access to a cellular communication network, for a
terminal (MT) identified by a terminal identifier (IMEI) with a subscription
identified by a subscription identifier (IMSI), characterised in that it comprises
the following steps:

- creation in a database (DB), of at least one record (10) comprising at least one
subscription identifier (12) with at least one terminal identifier (16),

- checking that said terminal (MT) together with said subscription are indeed
authorised to use the cellular communication network, by verifying the presence
in the database (DB) of at least one record comprising the subscription identifier
(IMSI) of said subscription associated with the terminal identifier (IMIE) said
verification being performed at the time of each attempt at connection of said
terminal (MT) or of said subscription,

- authorisation of access or refusal of access of said terminal (MT) to said
network according to the result of the verification step.

The invention also comprises a system and a computer program product to
implement the method.
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