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(57) Abstract: A system for managing consumption of power supplied by an electric utility to power consuming devices includes
at least one client device and a server. Each client device operates at least partially responsive to control messages received from the
server and controls operation of one or more controllable devices. Each controllable device selectively enables and disables a flow
of power to one or more of the consuming devices. The server stores information, on a per client device basis, relating to power
consumed by the consuming devices. When a power reduction is requested by the utility, the server selects, based on client device
information stored in the database, at least one client device to which to issue a power reduction message that indicates at least one
of an amount of power to be reduced and an identification of a controllable device to be instructed to disable a flow of power.
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SYSTEM AND METHOD FOR ACTIVE POWER LOAD MANAGEMENT

BACKGROUND OF THE INVENTION
[0001] Field of the Invention

[0002] The present invention relates generally to the field of electrical power load control
systems and more particularly to a method and system for actively contrblling power load
management for individual customers and optionally tracking power savings for both the

individual customer as well as the overall electric utility.

[0003] Description of Related Art

~ [0004] The increased awareness of the impact of carbon emissions from the use of fossil
fueled electric generation combined with the increased cost of producing peak pbwer during high
load conditions has increased -the need for 'a_lternative solutions utilizing load control as a .
mechanism to defer, or in some cases eliminate, the need for the deployment of additional

- generation capacity by electric utilities. Existing electric utiliﬁes are pressed for methods to defer
or eliminate the need for construction of fossil-based electﬁcity géneration. Today, a patchwork
of systems exist to implement demand response load management programs, whereby various
radio subsystems in various frequency bands utilize “one-way” transmit only methods of
communication. Under these programs, RF controlled relay switches are typically attached to a
customer’s air conditioner, water heater, or pool pump. A blanket command is sent out to a
specific geographic area whereby all receiving units within the range of the trénsmitting station
(e.g., typically a paging network) are turned off during peak hours at the election of the powef
utility. After a period of time when the peak load has passed, a second blanket command is sent
to turn on those devices that have been turned off. |
[0005] While tele4m'etering has been used for the express purpose of reporting energy usage,
no techniques exist for calculating power consumption, carbon gas emissioﬁs, sulfur dioxide
(SOy) gas emissions, and/or nitrogen dioxide (NO;) emissions, and reporting the state of a
particular device under the control of a two-way positive control load management device. In
particular, one way wireless communications devices have been utilized to de-activate electrical

*appliances, such as heating, ventilation, and air-conditioning (HVAC) units, water heaters, pool

pumps, and lighting, froman existing electrical supplier or distribution partrier’s network. These
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devices have typically been used in combination with wireless paging receivers that receive “on”
or “off” commands from a paging transmitter. Additionally, the ohe-way devices are typically
connected to a serving electrical supplier’s control center via landline trunks, or in some cases,
microwave transmission to the paging transmitter. The customer subscribing to the load
management program receives a discount for allowing thé serving electrical supplier (utility) to
connect to their electrical appliances and deactivate thosé appliances duﬁng high energy usage
periods. |
[0006] While one-way devices are genérally industry standard and relatively inexpensive to
implement, the lack of a return path from the receiver, combined with the lack of information on
the actual dévices connected to the receiver, make the system highly inefficient for measuring the
actual load shed to thé serving utility. While the differential current draw is measurable on the
serving electric utility’s transmission lines, the actual load shed is approximate and the location
of the load deferral is approximated at the control center of the serving utility.

[0007] One exemplary tele-metering system is disclosed in U.S. Patent No. 6,891,838 B1.
This patent describes details surrounding a mesh communication of residential devices and the
reporting and control of those devices, via WANS, to a computer.. The stated design goal in this
patent is to facilitate the “monitoring and control of re‘sidential‘ automation systems.” This patent
does not explain how a serving utility or customer could actively control the devices to facilitate
the reduction of electricity. In contrast, this patent discloses techniques that could be utilized for
reporting information that is being displayed by the serving utility’s power meter (as do many
other prior aﬁplicatfons in the field of tele-metering). _

- [0008] An additional exemplary tele-metering system is disclosed in U.S. Patent Application
Publication No. 2005/0240315 A1. The pi‘imary purpose of this publ_ished application is not to
control utility loads, but rather “to providé an improved interactive system for remotely
monitoring and _establishi.ng the status of a customer utility load.” A stated goal of this
. publication is to rcduce the.amount of time utility field personnel have to spend in the field
servicing meters by ﬁtilizing wireless technology. ‘

[0009] Another prior art system is disclosed in U.S. Patent No. 6,633,823 B2, which
describes, in detail, the use of proprietary hardware to remotely turn off or turn on devices within
a building or residence. While initially this prior art generally describes a system that would

assist utilities in managing power load control, the prior art does not contain the unique attributes
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necessary to construct or implement é complete systerh. In particular, this patent is deficient in
the areas of security, load accuracy of a controlled device, and me;thods discloéing how a
customer utilizing applicable hardware might set parameters, such as temperature set points,
customer preference information, and cuétomer overrides, within an intelligent algorithm that
reduces the probability of customer dissatisfaction and service cancellation or churn.

[0010] Attempts have been made to bridge the gap between one-way, un-verified power load
control management systems and positive control verified power load control management
systems. However, until receritly, technologies such as smart breakers and command relay
devicés were not considered for usé inresidential and commercial environments primarily due to
- high cost entry points, lack of customer demand, and the cost of power generation relative to the
cost of implementing load control.

[0011] - One such gap-bridging attempt is described in U.S. Patent Appliéation-Publi'cation
No. US 2005/0065742 Al. This publication discloses a system and method for remote power
management using IEEE 802 based Wireless communication links. The system disclosed in this
publication includes an on-premise processor (OPP), a host prbcessor, and an end device. The
host processor issues power management commands to the OPP, which in turn relays the
commands to the end devices under its management. While the disclosed OPP does provide
some intelligence in the power managément system, it does not determine which end devices -
under its control to turn-off during a power reduction event, instead relying on the host device to
make such decision. For example, during a-pc‘iwer reduction event, the end device must request
permission from the OPP to turn on. The request is forwafded to the host device for a decision
on the request in view of the parameters of the on-going power reduction event. The system also
contemplates periodic readiﬁg of utility meters by the OPP and étorage of the read data in the
OPP for later communication to the host device. The OPP may also include intelligehce to
indicate to the host processor that the OPP will not be able to comply with a power reduction
command due to the inability of a load under the OPP’s control to be deactivated. However,
neither the host prdcessor nor the OPP determine which loads to remove in order to satisfy a
p(iwer reduction command from an electric utility, particularly when the command is issued by
one of several utilities under the management of a power management éystem. Further, neither
the host processor nor the OPP tracks or accumulates power saved and/or carbon credits earned

on a per customer or per utility basis for future use by the utility and/or customer. Still further,
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the system of this publication lacks a reward incentive program to customers based on their
participation in the power management system. . Still further, the system described in this
-publication does not provide for secure communications between the host processof and the OPP,

and/or between the OPP and the end device. As a result, the described system lacks many

features that may be necessafy for avcommercially viable implementation.

[0012] Therefore, a need exists for a system and method for active power load management

for individual customers that is' optionally capable of tfacking power savings for the individual

customer as well as the electric utility to thereby overcome the shortcomings of the prior art.

BRIEF DESCRIPTION OF THE DRAWINGS

- [0013] FIG. 1 is a block diagram of an IP-based active power load management system in
‘accordance with an exemplary embodiment of the present invention.

[0014] FIG. 2 is a block diagram illustrating an exemplary active load director (ALD) server
as shown in the system of FIG. 1.

[0015]  FIG. 3 is a block diagram illustrating an exemplary active load client and smart
breaker inodule as shown in the system of FIG. 1. '

[0016] " FIG. 4 is an operational flow diagram illustrating a method for automatically
scheduling service calls in an active power load management system in accordance with one
exemplary embodiment of the present invention.

[0017] 'FIG 5 is an operational flow diagram illustrating a method for activating new
subscribers in an active power load management system in accordance with another exemplary
-embodiment of the present 1nvent1on

[0018]) - FIG: 6 is an operational flow diagram illustrating a method fer managing events-
occurring in an active power load management system in accordance with yet another exemplary
‘embodiment of the present invention. | _

[0019] | FIG. 7 is an operational flow diagram illustrating a method for actively reducing |
consumed power and tracking power savings on an individual customer basis in an active power
load management system in accordance with another exemplary embodiment of the present
invention.

[0020] FIG. 8 is an operational flow diagram illustrating a method for tracking cumulative

power savings of an electric utility in an active power load management system during a power
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savings event in accordance with yet another exemplary embodiment of the present invention.

DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS

[0021] Before describing in detail exemplary embodiments that are in accordance with the
present invention, it should be observed that the embodiments reside primarily in combinat'ions
of apparatus compone_hts and processing steps related to actively managing power loading on an
individual subscriber basis and optionélly tracking power savings incurred by both individual
subscribers and an electric utility. Accordingly, the apparatus and method components have been
represented where appropriate by conventional syfrlbolé in the drawings, showing only those
specific details that are pertinent to undefsténding the embodiments of the present invention so as
not to obscure the disélosuré with details that will be readily apparent to those of ordinary skill in
the art having the benefit of the description herein.

[0022] In this document, relational terms, such as “ﬁrst” and“‘second,” “top” and “bottom,”
and the like, may be used solely to distinguish one entity or element from another entity or
element without necessarily requiring or implying any physical or logical relationship or order

k217

between such entities or elements. The terms “comprises,” “comprising,” or any other_variatidn
thereof are intended to cover a noh—excl_usive inclusion, such that a process, method, article, or
épparétus that comprises a list of elements does not include only those elements, but may include
other elements not expressly listed or inherent to such process, method, article, or apparatus. The

* term “plurality of” as used in connection with any object or action means two or more of such

(19}

object or action. A claim element proceeded by the article “a” or “an” does not, without more
constraints, preclude the existence of additional identical elements in the process, method, article,
~or apparatus that includes the element. Additionally, the term “ZigBee” refers to any wireless
communication protocol adopted by the Institute of Electronics & Electrical Engineers (IEEE)
according to standard 802.15.4 or any successor standard(s), the term “Wi-Fi” refers to any
communication protocol adopted by the IEEE under standard 802.11 or any successor
Standard(s), the term “WiMax” refers to any communication protocol adopted by the IEEE under
standard 802.16 or any successor standard(s), and the tefm “Bluetooth” refefs to any short-range
communication protocol implementing IEEE standard 802.1 5.1 or any successor standard(s).

[0023] It will be appreciated that embodiments of the invention described herein may be

comprised of one or more conventional processors and unique stored program instructions that
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control the one or more processors to implement, in conjunction with certain non-processor
- circuits, some, most, or all of the functions for managing power load distribution and tracking
individual éubscriber power consumption and savings in one or more power load management
systems as described herein. The non-processor circuits may include, but are not limited to, rédio
receivers, radio transmitters, antennas, modems, signal drivers, clock circuits, power source
circuits, relays, meters, smart breakers, current sensors, and user input devices. As su_éh, these
functions may be interpreted as steps of a method to distribute information and control signals
between devices in é power load management system. Alternatively, some or all functions could
be iniplemented by a state machine that has no stored program instructions, or in one or more
‘application specific integrated circuits (ASICs), in which each function or some combinations of
functions are implemented as custom logic. Of course, a combination of the two approaches
could be used. Thus, methods and means for these functions have been described herein.
Further, it is expected that one of ordinary skill in the art, notwithstanding possibly significant
effort and many desigﬁ choices motivated by, for example, available time, current technology,
and economic considerations, when guided by the concepts and principlés disclosed herein, will
be readily capable of generating such software instructions, programs and integrated circuits
(ICs), and appropriately arranging and functionally integrating such non-processor circuits,
without undue experimentation.
[0024] Recently, the IEEE has released improved WiMax wireless standards that have
facilitated the consideration of new technologies to improve the response and control of power’
load control devices employing smart breaker technologies. Embodiments of the present
invention expand upon and enhance prior technologies by, among other things, employing
WiMax or IP-based load control in a system with the ability to monitor, in real time, the amount
of power deferred (or carbon, SO, or NO; eliminated). Thése improvements allow new options
for electric utiliti.es to defer or invest in new power generation that is friendlier to the
environment. ‘
[0025] IP-based power management is advanfageous over existing systems for many reasons.
For example, positive-control allows a system controller to receive a response from an end
device installed at a customer location, which indicates that the actual target device has turned
“off” or “on.” Additionally, each equipment identifier is unique and each IP address is either

dynamicaily assigned when the device is activated (e.g., through use of the dynamic host

-6-



WO 2009/032161 PCT/US2008/010199

configuration protocol (DHCP)) or statically assigned by the serving IP network, thereby
providing enhanced security to protect against an act of random terrorism or sabotage
~ inadvertently shutting down power services. Existing power management systems, including
those utilizing radio subsystems, do not address security problems adequately and thus are rhoré
likely susceptible to hostile or malicious acts. | |
[0026] IP-based systems are also bandwidth or network efficient. For example, IP devices
are controlled via the 7-layer Open Systems Interconnection (OSI) model whereby the payload of
each packet can contain a message or “change in state” and does not require synchronous
communication. This method of transmission allows for very minimum overhead and low data
rates on abfoadband network. Additionally, IP devices can report many states, including “no
power.” For example, the active load client 300 may be implemented. with a battery backup
mechanism to provide backup or éuxiliary power to the active load client 300 when AC power is
lost. In this caSe, when battery backup is invoked, the active load client 300 can report a “no
power” condition. Alternatively, a “no power” condition may be assumed if an active load client
300 fails to timely respond to a message(e.g., a poll or other message)vfrom the ALD server 100,
~ particularly where multiple active load clients 300 in a géo grabhic area fail to timely respond to
the ALD server messaging. Because the geographic location of each customer premises and
active load client 300 may be known at the time of installation or thereafter (e.g., using GPS
coordinates), such network outages may be located on a per meter basis.

[0027] Oneof the most beneficial advantages of an IP-based power management system, as
provided in one embodiment of the preéent invention, is accurate feporting of the actual amount
of power saved by each customer on an individual basis. Embodiments of the present invention
monitor and calculate }ﬁrecisely how many kilowatts (or carbon credits) are being generated or
saved per customer instead of merely providing an estimate. Furthermore, embodiments of the
present invention provide means for tracking the actual amount of deferred load and pollutants
according to generation mix, serving utility and geographic area.

[0028] Embodiments of the present inventidn include an exemplary system for supporting a
serving utility or power distributor (e.g., such as a municipality, electric cooperative, or any other
wholesale or retail producer of electric power), methods for providing continuous, real time
active power control in the system, and a method for determining how much actual load may be

controlled at any given time for the purposes of conservation, alternative power generation and
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the creation of carbon (and other gaseous emissions) credits.

[0029] Additional embodiments of the present invention provide a system that impleménts
the exemplary methods through the unique use of load information, location of customers
consuming electricity, changes in state of controlled devices, current sensing, customer set
points/prefe_fences and artificial intelligence (e.g., as implemented through software) to optimize
the pfesentation of load available to the serving utility for control.

[0030] Generally, the embodiments disclosed in the present invention are directed towards
the real time (active) control of residential and commercial electrical devices that generally are
240V or less. Howevér, ‘'specific features and functions may also be applicable to larger
commercial installations that are greater than 240V. The description herein is intended to
provide a practical impl'ementation of real time load management for either voluntary or
involuntary participants over large géographies and ideally for many serving electrical power
producers, whole_Salers or disfributors. The exemplary methods and systems disclosed in the
present invention may be implemented by an individual utility provider, or a third party
monitoring service that tracks and manages power loading for one or more utilities. This
application describes the necessary methods and generally describes software subsystems for both
a host function (e.g., an active load director (ALD) server) and a companion active load client
(ALC).

[0031] One embodiment of the present invention controls power distribution for a variety of
electric utility compémies by actively monitoring the amount of power needed by each utility and
supplying the required power by redirecting power from participating customers. In this
embodiment, customers agree to allow the power management system to disable certain power-
consuming devices during peak loading times of the day. Smart breakers, which have the ability
to be switched on or off remotely, are installed for specific devices in an electric service control
panel accessed by a known IP address. Alternatively, IP-addressable smart appliances maybe
used. The power management system determines the amount of steady-state power each device
~ consumes when turned on and logs the information in a database for each subscriber. For
example, a current sensor on each smart appliance or within each smart breaker may measure the
amount of current consumed by each monitored device. An active load client then multiplies the
amount of current consumed by the operating voltage of the device to obtain the power

consumption, and transmits the power consumption to the ALD server. When the serving utility
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needs more power than it is currently able to supply, the power load management system
~ automatically adjusts the power distribution by turning off specific loads on an individual
. subscriber basis. Because the amount of power consumed by each specific load is known, the
system can determine precisely which loads to turn off and tracks the power savings generated by
each customer as a result of this short-term outagé.

[0032]  The present invention can be more readily understood with reference to FIGs. 1-8, in
which like reference numerals designate like items. FIG. 1 depicts an exeniplary IP-based active
power load management system 10 in accordance with one embodiment of the present invention.
The exemplary power management system 10 monitors and manages power distribution via an
active load director (ALD) server 100 connected between one or more utility control centers
(UCCs) 200 (one shown) and one or more active load clients (ALCs) 300 (one shown). The
ALD server 100 may communicate with the utility control center 200 and each active load client
300 either directly or through a network 80 usiﬁg the Intemet Prqtocol (IP) or any other
connection-based protocols. For example, the ALD server 100 may communicate using RF
systems operating via ohe or more base stations 90 (one shown) using one or more wireless
communication protocols, such as Global System for Mobile communications (GSM), Enhanced
Data GSM Environment (EDGE), High Speed Packet Access (HSDPA), Time Division Multiple
Access (TDMA), or Code Division Multiple Access data standards, including CDMA 2000,
CDMA Revision A, and CDMA Revision B. Altematively, or additionally, the ALD server 100
may communicate via a digital subscriber line (DSL) capable connection, cable televiéion Based
IP capable connection, or any combination thereof. Inthe exeﬁlplaJy 'emquirhent shown in FIG.
1, the ALD server 100 communicates with one or more active load cliehts 300 using a
combination of traditional IP-based communication (e.g., over a trunked line) to a base station 90
and a wireless channel implementing the WiMax protocol for the “last mile” from the base
station 90 to the active load ciient 300.

[0033] Each active load client 300 is accessible through a specified address (e.g., IP address)
and controls and monitors the state of individual smart breaker modules or intelligent appliancés
60 installed in thé business or residence 20 to which the active load client 300 is associated (e.g.,
connected or supporting). Each active load client 300 is associated with a single residential or
commercial customer. In one embodiment, the active load client 300 communicates with a

residential load center 400 that contains smart breaker modules, which are able to switch from an
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“ON” (active) state to an “OFF” (inactive), and vice versa, responsive to s,ign'aling from the
active load clieﬁt 300. Smart breaker modules mayvinclude, for/example, smart breaker panels
manufactured by Schneider Electric SA under the trademark “Square D” or Eaton Corporation
under the trademark “Cutler-Hammer” for installation during new construction. For retro—ﬁtting
existing buildings, smart breakers having meéns fqr individual identification and control may be
used. Typically, each smart breaker controls a single aﬁpliance (e.g., a washer/dryer 30, a hot
water heater 40, an HVAC unit 50, or a pool pump 70). | '
[0034] Additibnaliy, the active load clieht 300 may control individual smart appliances
directly (e.g., withouf communicating with the residential load center 300) via one or more of a
variety of known communication protocols (e.g., [P, Broadband over PowerLine (BPL) in its
various forms, including through specifications promulgated or being developed by the
HOMEPLUG Powerline Alliance and the IEEE, Ethernet, Bluetooth, ZigBee, Wi-Fi, WiMax,
etc.). Typically, a smart appliénce 60 includes a power control module (not shown) having-
communication abilities. The power control module is installed in-line with the power supply to
the appliance, between the actual appliance and the power source (e.g., the power control module
is plugged into a power outlet at the home or business and the power cord for the appliance is
plugged into the power control module). Thus, when the power control module receives a
command to turn off the appliance 60, it disconnects the actual power supplying the appliance 60.
Alternatively, a smért appliance 60 may include a power control module integrated directly into
“the appliance, which may receive commands and control the operation of the appliance directly
(e.g.,a smért thermostat may perform such functions as raising or lowering the set temperature,
switching an HVAC unit on or off, or switching a fan on or off).
[0035] Referring now to FIG. 2, the ALD server 100 may serve as the primary interface to
customers, as well as to service personnel. Iﬁ the exemplary embodiment depicted in FIG. 2, the
ALD server 100 includes a utility control center (UCC) security interface 102, a UCC command
processor 104, a master event manager 106, an ALC manager 108, an ALC security interface
110, an ALC interface 112, a web browser interface 114, a customer sign-up application 116,
customer personal settings 138, a customer reports application 118, a power savings application
120, an ALC diagnostic manager 122, an ALD database 124, a service dispatch manager 126, a
trouble ticket generator 128, a call center manager 130, a carbon savings application 132, a utility

P & C database 134, a read meter application 136, and a security device manager 140.
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[0036] Using the web browser interface 1 14, in one embodiment, customers interact with the
- ALD server 100 and subscribe to some or all of the services offered by the power load
management system 10 via a customer sign-up application 116. In accordance with the customer
sign-up appljcation 116, the customer specifies customer peréondl settings 138 that contain
informatioh relating to the customer and the customer’s residence or businéss, and deﬁneé the
~ extent of service to .wh.ich the customer wishes to subsc;ribe. Additional details of the customer
sign-up application 116 are discussed below. Clis_tomers may also use the web browser interface
114 to access and modify information pertaining to their existing accounts.
[0037] The ALD server 100 also includes a UCC security interface 102 which provides
security and encryption between the ALD server 100 and a utility company’s control center 200
to ensure that no third party is aﬁle to provide unauthorized directions to the ALD server 100. A
UcCcC comfnand processor 104 receiVes and sends messages between the ALD server 100 and the
utility control center 200. Similarly, an ALC security interface 110 provides security and
encryption between the ALD server 100 and each active load client 300 on the system 10,
‘ensuring that no third parties can send directions to, or receive information from, the active load
client 300. The security teéhniques employed by the ALC security interface 110 and the UCC
' secufity‘inte'rface 102 may include conve'ntionél' symmetric key or asymmetric key algorithms,
such as Wireless Encryption Protocol (WEP), Wi-Fi Protected Access (WPA and WPA?2),
‘Advanced Encryption Standard V(AES), Pretty Good Privacy (PGP), or proprietary encryption
techniques. ' | ‘ .
[0038] . " In one ,embodiment,. the commands that can be received by the UCC command
processor 104 from the electric utility’s control center 200 include a “Cut” command, a “How
Much” command, an “End Event” command, and a “Read Meters” command. The “Cut”
“command ihstructs the ALD server 100 to reduce a specified amount of power for a specified
amount of time. The specified amount of power may be an instantaneous amount of power or an
average amount of power consumed per unit of time. The “Cuf” command may also optionally
ihdicafc general geographic areas or specific locations for power load reduction. The “How
Much” command requests information for the amount of power (e.g., in megawatts) that can be
reduced by the requesting utility control center 200. The “FEnd Event” command stops the present
ALD server 100 transaction. The “Read Meters” command instructs the ALD server 100 td read

the meters for all customers serviced by the requesting utility.
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[0039] © The UCC command processor 104 may send a response to a “How Much” comrnand
or an “Event Ended” statu.s confirmation to a utility control center 200. A response to a “How
Much” command returns an amount of power that can be cut.  An “Event Ended”
acknowledgement message confirms that the present ALD server transaction has ended.
[0040] The master event manager 106 maintains the overall status of the power load activities
controlled by the power management system 10. The master event manager 106 maintains a
separate state for each utility that is controlled and tracks the current power usage within each
utility. The master event manager 106 also tracks the 'manégement condition of each utility (e.g.,
whether or not each utility is currently being managed). The master event manager 106 receives
instructions in the form of transaction requests from the UCC command processor 104 and routes
instructions to components necessary to complete the requested transaction, such as the ALC
manager 108 and the power savings application 120.
[0041]  The ALC manager 108 routes instructions between the ALD server 100 and each
active load client 300 within the system 10 through an ALC interface ‘1 12. Forinstance, the ALC
manager' 108 tracks the state of every active load client 300 serviced by specified utilities by
commnnicating with the active load client 300 through an individual IP address. The ALC
interface 112 translates instructions (e.g., transactions) received from the ALC manager 108 into
the proper message structure understood by the targeted active load client 300 and then sends the
message to the active load client 300. Likewise, when the ALC interface 112 receives messages
, Afrom an active load client 300, it translates the message into a form understood by the ALC
manager 108 and routes the translated message to the ALC manager 108.
[0042] The ALC manager 108 receives from each active load client 300 that it services, either
periodically or responsive to polling messages sent by the ALC manager 108, messages
containing the present power consumption and the status (e.g., “ON” or “OFF”) of each device
controlled by the active load client 300. Alternatively, if individual device metering is not
available, then the total power consumption and load management status for the entire active load
client 300 may be reported. The information contained in each status message is stored in the
ALD database 124 in a record associated with the specified active load client 300. The ALD
database 124 contains all the information necessary to manage every customer account and power
distribution. In one embodiment, the ALD database 124 contains customef contact information,

such as names, addresses, phone numbers, email addresses, and associated utility companies for
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all customers having active load clients 300 installed at their residences or businesses, as well as
a description of specific operating instructions for each managed device (e.g., IP-addressable
smart breaker or appliance), device status, and device diagnostic history. _

[0043] There are several types of messages that the ALC manager 108 may receivé from an
active load client 300 and proceSs accordingly. One such message is a security alert message. A
security alert message originates from én optional security'or safety monitoring system installed
in the residence or business and coupled to the active load client 300 (é.g., wireléssly orviaa
wired connection). When a security alert message is received, the ALC manager 108 accesses the
ALD database 124 to obtain routing information for determining where to send the alert, and then
sends the alert as directed. For example, the ALD manager 108 may be programmed to send the
alert or another message (e. g.,. an electronic mail messége or a pre-recorded voice message) to a
security monitoring service company and/or the owner of the residence or business.

[0044] Another message communicated between an active load client 300 and the ALC
manager 108 is a report trigger message. A report trigger message alerts the ALD server 100 that
a predetermined amount of power has been consumed by a specific device monitored by an active
load client 300. When a report trigger message is received from an active load client 300, the
ALC manager 108 logs the»informatidn containéd in the message in the ALD database 124 for
the customer associated with the information-supplying active.load client 300. The power
consumption information is then used by the ALC manager 108 to determine the active load
client(s) 300 to which to send a power feductio‘n_ or “Cut” message during a power reduction
event.

[0045]  Yet another message exchanged between an active load client 300 and the ALC
Ihanager 108 is a status response message. A status response message reports the type and status
of each device controlled by the active load client 300 to the ALD server 100. When a status
response message is received from an active load client 300, the ALC manager' 108 logs the
information contained in the message in the ALD database 124. -

[0046] In one embodiment, upon receiving instructions (e.g., a “Cut” instruction) from the
master event manager 106 to reduce power consumption for a specified utility, the ALC manager
108 determines whicha'ctive load clients 300 and/or individually controlled devices to switch to
the “OFF” state based upon present powér consumption data stored in the ALD database 124.

The ALC manager 108 then sends a message to each selected active load client 300 cbntaining
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instructions to turn off all or some of the devices undef the active load client’s control.

[0047] In another embodiment, a power savings application 120 may be optionally included
to calculate the total amount of power saved by each utility during a power reduction event
(referred to herein as a “Cut event”), as well as the amount of power saved for each customer
whose active load client 300 reduced the amount of power delivered. The power sa\?ings
application 120 accesses the data stored in the ALD database 124 for each customer serviced by a
particular utility and stores the total cumulative power savings (e.g., in megawatts per hour)
accumulated by each utility for each Cut event in which the utility participated as an entry in the
utility Power and Carbon (“P&C”) database 134. '

[0048] In a furthér émbodiment, an optional carbon savings appiication 132 uses the
information produced by the power savings application 120 to determine the amount of carbon
saved by each utility and by each customer for every Cut event. _Cafbon savings information
(e.g., type of fuel that was used to generafe power for the customer set that was included in the
just completed event, power saved in the prior event, governmental standard calculation rates,
and/or other data, suchv as generation mix per serving u;ility and geography of the customer’s
location and the location of the nearest power source) is stored in the ALD database 124 for each
active load client 300 (customer) and in the utility P&C database 134 fof each utility. The carbon
savings applicatioh 132 calculates the total equivalént carbon credits saved for each active load
client 300 (customer) and utility participating in the previous Cut event, and stores the
information in the ALD database 124 and the utility P&C database 134, respectively. -

[0049] Additionally, the ALC manager 108 automatically provides for smooth operation of
the entire power load manégement system 10 by optionally interacting with a service dispatch
manager 126. For example, when a new customer subscribes to participate in the power load
management system 10, the service dispatch manager 126 is notified of the new subscription
from the customer sign-up application 116. The service dispatch manager 126 then sends an
activation request to the ALC manager 108. Upon receiving the activation request from the
service dispatch manager 126, the ALC manager 108 may sends a query request for information
to the new active load client 300 and, upon receipt of the information, provides it to the service
dispatch manager 126. Additionally, if at any time the ALC manager 108 detects that a particular
active load client 300 is not functioning properly, the ALC manager 108 may send a réquest for

service to the service dispatch manager 126 to arrange for a service call to correct the problem.

-14-



WO 2009/032161 PCT/US2008/010199

[0050] In another embodiment, the service dispatch manager 126 may also receive requests
for service from a call center manager 130 that provides support to an 6perations center (not
showh), which receives telephone calls from customers of the power load management system
10. When a customer calls the operatiohs center to request service, the call center mahager 130
logs the servic¢ call in the ALD database 124 and sends a “Service” trénsaction message to the
service dispatch manager 126. When the service call has been completed, the call center manager
| 130 receives a completed notification from the service dispatch manager 126 and records the
original service call as “closed” in the ALD database 124. |
[0051] In yet another embddiment, the service dispatch manager 126 may also instruct an
ALC diagnostic manager 122 to perform a series of diagnostic tests for any active load client 300
for which the service dispatch manager 126 has received a service request. After the ALC
diagnostic manager 122 has performed the diagnostic procedure, it returns the results to the
.service dispatch manager 126. The service dispatch manager 126 then iﬁvokes a troublé ticket
generator 128 to produce a report (e.g., trouble ticket) that includes information (some of which
was retrieved by the service dispatch manager 126 from the ALD database 124) pertaining to the
required service (e.g., customer name, addresé, any special consideration for 'accessing the
neCesSary equipment, and the results of the diagnostic process). A residential customer service
technician may then use the information providebd in the trouble ticket to select the type of
equipment and replacement parts necessary for performing a service call.
[0052] ~ A read meter épplication 136 may be optionally invoked when the UCC command
processor 104 receives a “Read Meters” or equivalent command from the utility control center
200. The read meter application 136 cycles through the ALD database 124 and sends a read
meter message or command to each active load client 300, or those active load clients 300
specifically identified in thé UCC’s command, via the ALC manager 108. The information
received by the ALC managér 108 from the active load client 300 is logged in the ALD database
124 for each customer. When all the active load client meter infbrmation has been received, the
- information is sent to the requesting utility control center 200 using a business to business (e.g.,
ebXML) or other desired protocol.
[0053] The optional security device management block 140 includes program instructions for
handling security systerh messages received by the 'secun'ty interface 110. The security device

management block 140 includes routing information for all security system messages and may
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further inclﬁde messaging options on a per customer or sérvice company basis. For example, one
security service may require an email alert from the ALD server 100 upon the occurrence of a
| security event; whereas, another security service may requiré that the message sent from the in-
building system be passed on by the active load client 300 and the ALD server 100 directly to the
security service company. ’ | '
[0054]) In a further embodiment, the ALD server 100 also includes a customer reports
application 118 that generates reports to be sent to individual customers detailing the amount of
power saved during a previous billing cycle. Each report may contain a cumulative total of-
power savings over the prior billing cyclé, details of the amount of power saved per controlled
device (e.g., breaker or appliance), power savings from utility directed events, power savings
from customer directed events, devices being managed, total carbon equivalents used and saved
during the period, and/or specific details for each Cut event in which the customer’s active load
client 300 participated. Customers may alsb receive incentives and awards for pérticipationiin
the power load managemenf system 10 through a customer rewards program 150. For example,
the utilities or a third party system operator may enter into agreements with product and/or
service providers to offer system participants discounts on products and services offered by the
providers based upon certain participation levels or milestones. The rewards program 150 may
be setup in a mahner similar to conventional frequent flyer programs in which points are
accumulated for power saved (e.g., one point for each megawatt saved or deferred) and, upon
accumulation of predetermined levels of points, the customer can select a product or service
discount. Alternatively, a serving utility may offer a customer a rate discount for participating in
the system 10. '

[0055] FIG. 3 illustrates a block diagram of an exemplary active load client 300 in
accordance with one embodiment of the present invention. The depicted active load client 300
includes a Linux-based operating system 302, a status response generator 304, a smart breaker
module controller 306, a smart device interface 324, a communications interface 308, a security
interface 310, an IP-based communication converter 3 12, adevice control manager 314, a smart
breaker (B1-BN) counter manager 316, a report tri gger application 318, an IP router 320, a smart
meter interface 322, a security device interface 328, and an IP device interface 330. The active
lbad client 300, in this embodiment, is a corhputer or processor-based system located on-site at a

customer’s residence or business. The primary function of the active load client 300 is to manage
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the power load levels of controllable devices located at the residence or business, which the
éctive load client 300 oversees on behalf of the customer. In an exemplary embodirhent, the
software running on the active load client 300 operates using the Linux embedded operating
system 302 to manage the hardware and the general software environmént. One skilled in the art
will readily recognize that othef operating systems, such as Microsoft’s faﬁlily of operating
systems, Mac OS, and Sun OS, among others, may be alternatively used. Additionally, the active
load client 300 may include DHCP client functionality to enable the active load client 300 to
dynamically request IP addresses for itself and/or one or more controllable devices 402-412, 420,
460 managed thereby from a DHCP server on the host IP network facilitating communications
between the active load client 300 and the ALD server 100. The active load client 300 may
fufther include router functionality and maintain a routing table of assigned IP addresses in a
memory of the active load client 300 to facilitate delivery of messages from the active load client
300 to the controllable devices 402-412, 420, 460, | |

[0056] A communications interface 308 facilitates connectivity between the active load client
300 and the ALD server 100. Communication between the acﬁve ldad client 300 and the ALD
server 100 may be based on any type of IP or other connection protocol, including but not limited
to, the WiMax protocol. Thus, the communications intefface'308 may be a wired or wireless
modem, a wireless access point, or other appropriate intéfface. | |

[0057] A standard IP Layer-3 router 320 routes messages received by the communications
interface 308 to both the active load'cliént 300 and to any other locally connected device 440.
The router 320 determines if a received message is directed to the active load client 300 and, if
so0, passes the message to a security interface 310 to be _décryptéd. The security interface 310
provides protection for the conteht_s of the messages exghaﬁged between the ALD server 100 and
the active load client 300. The message content is encrypted and decrypted by the security
interface 310 using, for example, a symmetric encryption key composed of a combination of the
[P address and GPS data for the active load client 300 or-any other combination of known
information. If the message is not dirécted to the active load client 300, then it is passed to the IP
device interface 330 for delivery to one or more locally connected devices 440. For example, the
IP router 320 may be programmed to route power load management system mésséges as well as
conventional Internet messages.- In such a case, the active load client 300 may function as a

gateway for Internet service supplied to the residence or business instead of using separate
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Internet gateways or routers.

[0058]  AnIP based communication éonvertef 312 opens incoming messages from the ALD
server 100 and directs them to the appropriate function within the active load client 300. The
convertéf 312 also receives messagés from various active load client 300 functions (e.g.,adevice
control manager 314, a status response generator 304, and a report trigger'application 318),
packages the messbages in the form expectéd by the ALD server 100, and then passes them on to
the security interface 310 for encryption.

[0059]  The device control manager 314 processes power management commands for various
controllable devices logically connected to the active load client 300. The devices can be either
smart breakers 402—-412 or other IP based devices 420, such as smart appliances with individual
control modules (not shown). _The device control manager 3 14 also prbcesses “Query Request”
or equivalent commands or messages from the ALD server 100 by querying a status response
generator 304 which maintains the type and status of each device controlled by the active load
client 300, and providing the statuses to the ALD server 100. The “Query Request” message may
~ include information other than mere status requests, such as temperature set points for thermally
controlled devices, time intervals during which load control is permitted or prohibited, dates
~ during which load control is permitted or prohibited, and priorities of ldevice control (e.g., during
a power reduction event, hot water heater and pool pump are turned off before HVAC unit is
turned off). If teniperature set points or other non-status infoﬁhation are included in a “Query
Request” message and there is a device attached to the active load client 300 that can process the
information, the temperature set points. ‘or. other information are sent to that device 420 via a
smart device interface 324.

--[0060]  The status response generator 304 receives status messages from the ALD server 100
and, responsive thereto, polls each controllable device 402-412, 420, 460 under the active load
client’s control to determine whether the controllable device 402-412, 420, 460 is acﬁve and in
good operational order. Each controllable device 402-412, 420, 460 responds to the polls with -
operational information (e.g., activity status and/or error reports) in a status response message.
The active load client 300 stores the status responses in a memory associated with the status
response generator 304 for reference in connection with power reduction events.

[0061] The smart device interface 324 facilitates IP or other address-based communications

to individual devices 420 (e.g., smartvapplia.nce power control modules) that are attached to the
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active load client 300. The connectivify can be through one of several different types of
networks, including but not limited to, BPL, ZigBee, W{-Fi, Bluetooth, or direct Ethernet
‘communications. Thus, the smart device interface 324 is a rﬁodem adapted for use in or on the
| network connecting the smart devices 420 to the active load cliept 300. The smart device
interface 324 also allows the device control manager 314 to manage those devices that have the
capability to sense temperature settings and respond to temperature variations.
[0062] The smart breaker module controller 306 formats, sends, and receives messages,
including power control instructions, to and from the smart breaker module 400. In one
embodiment, the communiéatio_ns is preferably through é BPL connection. In such embodiment,
the smart breaker modﬁle controller 306 includes a BPL modem and operations software. The
smart breaker médule 400 contains individual smart breakers 402-412, wherein each smart
breaker 402-412 includeé an applicable modem (e.g., a BPL modem when BPL is the networking
technology employed) and is preferably in-line with power supplied to a single appliance or other
device. The B1-BN counter manager 316 determines and stores real time power usage for each
installed smart breaker 402-412. For éxample, the counter maﬁager 316 tracks or counts the
amount of power used by each smart breaker 402-412 and stores the counted amounts of power
in a memory of the active load client 300 associated with the counter manager 316. When the
counter for any breaker 402-412 reaches a predeterminéd limit, the counter manager 316 provides
an identification number corresponding to the smart breaker 402-412 and the corresponding
“amount of power (power nﬁmber) to the report trigger application 318. Once the information is
passed to the report.trigger application 318, the counter hmager 316 resets the countver for the
applicable breaker 402-412 to zero so that information can once again be collected. The report
--trigger application 318 then creates a reporting message containing identification information for
the active load client 300, identification information for the particular smart breaker 402-412, and
the power number, and sends the report to the IP based communication converter 312 for
transmission to the' ALD server 100. ’
[0063] The smart meter interfabe 322 manages eithér smart meters 460 that communicate
using BPL or a current sensor 452 connected to a traditional poWer meter 450. When the active
load client 300 receives a “Read Meters” command or message from the ALD server 100 and a
smart meter 460 is attached to the active load client 300, a “Read Meters” commanq is sent to the

meter 460 via the smart meter interface 322 (e.g., a BPL modem). The smart meter interface 322
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receives a reply to the “Read Meters” message from the smart meter 460, formats this
information along with identification information for the active load client 300, and provides the
formatted message to the IP based communication converter 312 for transmission to the ALD
server 100.
‘ [0064] A security device interface 328 transfers security messages to and from any attached
security devicé. For example, the security device interface 328 may be coupled by wire or
wirelessly to a monitoring or security system that includes motion sensors, mechanical sensors,
opticalA sensors, electrical sensors,. smoke detectors, carbdn monoxide detectors, and/or other
safety and security monitoring devices. When the monitoring system detects a security or safety
problem (e.g., break-in, fire, excessive carbon monoxide levels), the monitoring system Sends its
alarm bs_ignal to the security interface 328, which in turn forwards the alarm signal to the IP
network through the ALD server 100 for delivery to the target IP address (e.g., the secufity
monitoring service provider). The security device interface 328 may also be capable of
communicating with the attached seéurity device through the IP device interface to recognize a
notification message from the device that it has lost its line based telephone connection. Once
that notification has been received, an alert message is formatted and sent to the ALD server 100
~through the IP based communication converter 312.
[0065] Operation of the power management system 10 in accordance with exemplary
embodiments will now be described. In one embodiment,‘customers initially sign up for power
‘ load management services using a web browser. Using the web browser, the customer accesses a
.power managément system provider’s. website through the web browser interface 114 and
‘provides his or her name and address information, as well as the type of equipment he or she
would like to have controlled by the power load management system 10 to save energy at peak
load times and to accumulate power savings or carbon credits (which may be used to receive
reward incentives based upon the total amount of power or carbon saved by the customer). The
customer may also agree to allow management of power consumption during non-peak times to
sell back excess power to the utility, while simultaneously accumulating power savings or carbon
credits. ' ‘
[0066] The customer sign up application 116 creates a database entry for each customer in
the ALD database 124. Each customer’s contact information and load management preferences

are stored or logged in the database 124. For example, the customer may be given several simple
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optiohs for managing any number of devices or class of devices, including parameters for
managing the devices (e.g., how long each type of device may be switched off and/or define
hours when the devices may not be switched off at all). In particular, the customer may also be
able to provide specific parameters for HVAC operations (e.g., set control points for the HVAC
system specifying both the low and high temperature ranges). Additionally, the customer may be
given an option of receiving a not_i.ﬁcation (e.g., an email messége, Instant Message, Text
Message, or recorded phone call, or any combination thereof) when a power management event
: oécurs. When the customer completes entering data, a “New Service” or equivalent transaction
message or command is sent to the sérvicg dispatch manager 126.

[0067] FIG. 4 illustrates an exemplary operational ﬂow diagram 500 providing steps
executed by the ALD server 100 (e.g., as part of the service d_isp’atchl manager 126) to manage
service requests in the exemplary power load management system 10, in accordance with one
embodiment of the present invention. The steps of FIG. 4 are preferably implemented as a set.of
computer instructions (software) stored in a memory (not shown) of the ALD server 100 and
executed by one or more pfocessors (not shown) of the ALD server 100. Pursuant to the logic

flow, the service dispatch manager 126 receives (502) a transaction message or command and

* - determines (503) the type of transaction. Upon receiving a “New Service” transaction message,

the service dispatch manager 126 schedules (504) a service person (e.g., technician) to make an
initial installation visit to the new customer. The service dispatch manager 126 then notifies
(506) the scheduled service person, or dispatcher of service personnel, of an awaiting service call
using, for example, email, text messaging, and/or instant messaging notifications.

[0068] In one embodiment, respbnsive to the service call notification, the service person
obtains the new customer’s name and address, a description of the desired service, and a service
time from a service dispatch manager service log. The service person obtains an active load
client 300, all necessary smart breaker modules 402-412, and all necessary smart switches to
install at the customer location. The service person notes any missing information from the.
customer’s database information (e.g., the devices being controlled, type make and model of each
device, and any other information the system will need to function correctly). The service person
installs the active load client 300 and smart breakers 402-412 at the new customer’s location. A
global positioning satellite (GPS) device may optionally be used by the service person to

determine an accurate geographic location of the new customer building, which will be added to
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the customer’s entry in the ALD database 124 and may be used to create a symmetric encryption
key to facilitate secure communications between the ALD server 100 and the acti\}e load client
300. The physical location of the installed active load client 300 is also entered into the
customer’s entry. Smart switch devices may be installed by the service person or left at the
customer location for installation by the customer. After the aqtive load client 300 has been
installed, the service dispatch managér 126 receives (508) a report from the service person, via a
service log, indicating that the installation is complete. The service dispatch manager 126 then
sends (510) an “Update” or equivalent transactioh message to the ALC manager 108.

[0069] Returning t.o block 503, When a “Service” or similar transaction message or command
is received, the service dispatch manager 126 schedules (512) a sérvice person to make a service
call to the specified customer. The service dispatch manager 126 then sends (514) a “Diagnose™
or similar transaction to the ALC diagnostic manager 122. The ALC diagnostic manager 122
returns the results-of the diagnostic procedure to the service dispatch manager 126, which then
notifies (516) the service person of the service call and pfovides him or her with the results of the
diagnostic procedure uéing a conventional trouble ticket. The service person uses the diagnostic
procedure results in the trouble ticket to select the type of equipment and replacement parts
necessary for the service call. | ‘ |

[0070] FIG. 5 illustrates an exemplary operational flow diagram ‘600 prbviding steps
executed by the ALD server 100 (e.g., as part of the ALC ménager 108) to confirm customer
sign-up to the power load.manageme‘ntv systern 10, in accordance with one embodiment of the
present invention. The steps of FIG. 5 are preferably implemented as a set of computer
instructions (Soﬁware) stored in a memory (not shown) of the ALD server 100 and executed by
one or more processors (not shown) of the ALD server 100.- In accordance with the logic flow,
the ALC manager 108 receives (602) an “Update” or similar transacﬁon message or command
from the service dispatch manager 126 and uses the [P address specified in the “Update” message
to send (604) out a “Query Request” or similar message or command to the active load client
300. The “Query Request”v message includes a list of devices the ALD server 100 expects to be
managed. Ifthe customer information input at customer sign-up includes temperature set points
for one or more load-controllable devices, that information is included in the “Query Request”
message. The ALC manager 108 receives (606) a query reply containing information about the

active load client 300 (e.g., current WiMax band being used, operational state (e.g., functioning
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or not), setting of all the counters for measuring current usage (e.g., all are set to zero at initial set
up time), status of devices being controlled (e.g., either switched to the “on” state or “off” state)).
The ALC manager 108 updates (608) the ALD database 124 with the latest sfatus information
obtained from the active load client 300. If the ALC nianager 108 detects .(610), from the query
reply, that the active load clienf 300 is functioning properly, it sets (612) the customer state to
“active” to allow participation in ALD server activities. However, if the ALC manager 108
detects (610) that the active load client 300 is not functioning properly, it sends (614) a “Service”
or similar transaction'message or command to the service dispatch managér 126.
[0071] FIG. 6 illustrates an exemplary operational flow diagram 700 providing steps
executed by the ALD server 100 (e.g., as part of the master event manager 106) to manage events
in the exempl_ary power load management system 10, in accordance with one embodiment of the‘
present invention. The steps of FIG. 6 are preferably implemented as a set of computer
instructions (software) stored in a memory (not shown) of the ALD server 100 and executed:by
one or more processors (not shown) of the ALD server 100. Pursuant to the logic flow, the
master event manager 106 tracks (702) current power usage within each utility being managed by
the ALD server 100. When the master event manager 106 receives (704) a transaction message
or command from the UCC command processor 104 or the ALC manager 108, the master event
ménager 106 determines (706) the type 6f transaction received. Upon receiVing a “Cur”
transaction from the UCC command processor 104 (resulting from a “Cut” command issued By
_the utility control center 200), the master event manager 106 places (708) the utility in a managed
logical state.A The master event manager then sends (710) a “Cut” transaction or event message
or command to the ALC manager 108 identifying the amount of power (e.g., in megawatts) that
must be removed from the power system supplied by the utility. The amount of power specified
for reduction in a “Cut” command may be an instantaneous amount of power or an average
amount of power per unit time. Finally, the master event manager 106 notifies (711) every
customer that has chosen to receive a notification (e.g., through transmission of an email or other
pre-established notification technique) that a power management event is in process. -
[0072] Returning to block 706, when the master event manager 106 receives a “How Much”
or other equivalent power ihquiry transaction message or command from the UCC -comménd
processor 104 (resulting from a “How Much” or equivalent power inquiry éommand issued by

the utility control center 200), the master event manager 106 determines (712) the amount of
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power that may be temporarily removed from a particular utility’s managed system by accessing
the current usage information for that utility. The current-usage information is derived, in one
embodiment, by aggregating the total available load for the servihg util‘ity, as determined from
the customer usage information for the utility stored in the ALD database 124, based on the total
amount of power that may have to be supplied to the utility’s customers in view of the statuses of
each of the active load clients 300 and their respectively controllable load devices 402-412, 420,
460 during the load control interval identified in the How Much message.

[0073) Each utility may 1ndlcate a maximum amount of power or maximum percentage of
power to be reduced during any power reduction event. Such maximums or limits may be stored
in the utility P&C database 134 of the ALD server 100. and downloaded to the master event
manager 106. In one embodiment, the master event manager 106 is programmed to remove a
default one percent (1%) of the utility’s current power consilmptio_n during any particular power
management period (e.g., one hour). In alternative embodiments, the master event manager 106
may be programmed to remove other fixed percentages of current power consumption or varying
percentages of current power cons.umptionvbased on the current power consumption (e.g., 1%
when power consumption is at system maximum and 10% when power consumption'is at only
50% of system maximum). Based on the amount of power to be removed, the master event
manager 106 sends (710) a “Cuf” or equivalent event meesage to the ALC manager 108
indicating the amount of power (e.g., in megawatts) that must be removed from the utility’s
power system (e.g., 1% of the current usage), and notifies (711) all customers that have chosen to
receive a.notification that a power management event is in process. The master event manager
106 also sends a response to the utility control center 200 via the UCC command processor 104
advising the utility control center 200 as to the quantity of power that can be temporarily reduced
by the requesting utility. | ' '
[0074] Returning once again to block 706, when the master event manager 106 receives an
“Ergd Event” or equivalent transaction message or command from the UCC command processor
104 (resulting from an “End Event” command issued by the utility control center 200), the
master event manager 106 sets (714) the state of the current event as “Pending” and sends (716)
an “End Event” or equivalent transaction message or command to the ALC manager 108. When
the ALC manager 108 has performed the steps necessary to end the present event (e.g., a power

reduction or Cut event), the master event manager 106 receives (718) an “Event Ended” or
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equivalent transaction from the ALC manager 108 and sets (720) the utility to a logical “Not

Managed” state. , The master event manager 106 then notifies (722) each customer that has

chosen to receive a notification (e.g., through transmission of an email or other pre-established

notiﬁcaﬁon mechanism) that the power management event has ended. Finally, the master event

managef 106 sends an “Event Ended” or equivalent transaction message or command to the
power savings application 120 and the utility control center 200 (via the UCC command

processor 104). |

[0075] | Turning now to FIG. 7, exemplary operational flow diagram 800 illustrates steps

executed by the ALD server 100 (e.g., as part of the ALC manager 108) to manage power

consumption in the exemplary power load management system 10, in accordance with one

embodiment of the present invention. The éteps of FIG. 7 are preferably implemented as a set of
computer instructions (software) stored in a memory of the ALD server 100 and executed by one
or more processors of the ALD server 100. In accordance with the logic flow, the ALC manager
108 tracks (802) the state of each managed active load client 300 by receiving messages,
periodically or responsive to polls issued by the ALC manager 108, from every active load client
300 that the ALC manager 108 maﬁages. These messages indicate the present states of the active
load clients 300. The state includes the present consumption of power for each controllable
device 402-412, 420 controlled By the active load client 300 (or the total power consumption for
all controllable devices 402-412, 420 controlled by the active load client 300 if individual device
metering is not available) and the status of each device 402-41 2,420 (e.g., either “Off” or “On”).
_ The ALC manager. 108 stores. or logs (804).the power consumptién and device status
information in the ALD database 124 in arecord corresbonding to the speciﬁed active load client
300 and its associated customer and serving utility.

[0076] When the ALC manager 108 receives (806) a transaction message from the master
event manager 106, the ALC manager 108 first determines (808) the type of transaction received.
If the ALC manager 108 receives a “Cut” or equivalent transaction message or command from
the master event manager 106, the ALC manager 108 enters (810) a “Manage” logical state. The
ALC manager 108 then determines (812) which active load clients 300 and associated devices
402-41 2., 420 operating on the utility specified in the “Cus” message to switch to the “Off” state.
Ifalocation (e.g., list of GPS coordinates, a GPS coordinate range, a geographic area, ora power

grid reference area) is included in the “Cus” transaction message, only those active load clients
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300 within the specified location are selected for switching to the “Off” state. In other words, the
ALC manager 108 selects the group of active load client devices 300 to which the issue a “Turn
Off” transaction message based at least partially on the geographic location of each active load
client 300 as such location relates to ahy location identified in the received “Cut” transaction
message. The ALD database 124 contains information on the present power consumption (and/or
the average power consumption) for each controllable device 402-412, 420 connected to each
active load client 300 in the system 10. The ALC manager 108 utilizes the stored power
consumption information to determine how many, -and to select which, devices 402-412, 420 to
turn off to achieve the power reduction requiréd by the “Cut” message. The ALC manager 108
then sends (814) a “Turn Off” or eqﬁivalent‘ transaction message or command to each active load
client 300, along with a list of the devices to be turned off and a “chahge,state to off” indicatijor.l
for each device 402-412, 420 in the list. The ALC rhanager 108 then logs (816) the amount of
power (either actual or average), as determined from the ALD database 124, saved for each active
load client 300, along with a time stamp indicating when the power was reduced. The ALC
manager 108 then schedules (818) transactions for itself to “T: urﬁ On” each tured-off device
after a predetermined period of time (e.g., which may have been set from a utility specified
- default, set by instructions from the customer, or othefWise programmed into the ALC manager
108). | |
[0077] Returning back to block 808, when the ALC manager 108 receives a “Turn On” or
equivalent transaction message or command from the master event manager 106 for a specified
active load client 300, and the ALC manager’s state is currently in a “Manage” state, the ALC
manager 108 finds (820) one or more active load clients 300 that are in the “On” state and do not
~have any of their managed devices 402-412, 420 turned off (and are in the specified location if so
required by the original “Cuf” transaction message), which, when one or more of such devices
402-412, 420 are turned off, will save the same or substantially the same amount of power that is
presently being saved by the specified active load clients that are in the “Off” state. Upon
identifying new active load clients 300 from which to save power, the ALC manager 108 sends
(822) a“Turn Off” or equivalent transaction message or command to each active load client 300
-that must be turned off in order to save the same amount of power as the active load client(s) to
be turned on (i.e. to have its or their rhanaged devices 402-412, 420 turned on) or to save an

otherwise acceptable amount of power (e.g., a portion of the power previously saved by the active
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- load client(s) to be turned back on). The ALC manager 108 also sends (824) a “Turn On” or

equivalent transaction message or command to each active load client 300 to be turned back on.

The “Turn On” message instructs all active load clients 300 to which the message was directed

tb turn on any controllable devices that have been ‘turned off, and causes the affected active load

clients 300 to instruct their controllable devices 402-412, 420 to enable the flow of electric power
to their associated power consuming devices (e.g., appliance, HVAC unit, and so forth). Finally,
the ALC manager 108 logs (826) the time that the “Turn On” transaction message is sent in the

ALD database 124. |
[0078] Returning once again to block 808, when the ALC manager 108 receives an “End

~ Event” or equivalent transaction message or command from the méster event manager 106, the
ALC manager 108 sends (828) a “Turn On” or equivalent transaction message or command to

‘every active load client 300 which is currently in the “Off” state and is served by the serving
utility identified in the “End Event” message.or to which the “End Event” message relates. Upon
determining (830) that all the appropriate active load clients 300 have transitioned to the “On”
state, the ALC manager 108 sends (832) an “Event Ended” or equivalent transaction message or
command to the master event manager 106.

[0079] Referring now to FIG. 8, exemplary operational flow diagram 900 illustrates steps
executed by the ALD server 100 (e.g., through operation of the power savings application 120) to
calculate and allocate power savings in the power load management system 10, in accordance
with one embodiment of the presént invention. The power savings application 120 calculates the

. total amount of power saved by each utility for eaéh Cut event and the amount of power saved by

6_:ach customer possessing an active load client 300.

- ]0080] According to the logic flow-of FIG. 9, the power savings application 120 receives
(902) an “Event Ended” or equivalent transaction message or command from the master event

-manager 106 each fime a “Cuf” or power savings event has ended. The power savings
application 120 then accesses (904) the ALD database 124 for each active load client 300
involved in the “Cuf” event. The database record for each active load client 300 contains the
actual amount (or average amount) of power that would have been used by the active load client
300 during the last “Cut” event, along with the amount of time that each controllable device 402-
412, 420 associated with the active load client 300 was turned off. The power savings

application 120 uses this information to calculate the amount of power (e.g., in megawatts per
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hour) that was saved for each active load client 300. The total power savings for each active load
client 300 is stored in its corresponding entry in the ALD database 124. A running total of power
saved is kept for each “Cuf” transaction. Each utility that is served by the ALD server 100 has an
entry in the utility P&C database 134. The power savings application 120 stores (906) the total
amount of power (e.g., in megawatts per hour) saved fof the specific utility in the utility’s
corresponding entry in the utility P&C database 134, along with other information related to the
power savings event (e.g., the time duration of the event, the number of active load clients
required to reach the power savings, average length of time each device was ih the off state, plus
any other information that would be useful in fine tuning future events and in improving
customer experience). When all active load client entries have been processed, the pOWer savings
Napplication 120 optionally invokes (908) the éarbon savings appiication 132 or, analogbusly; a
sulfur dioxide savings application or a nitrogen dioxide savings application, to correlate the
power savings with carbon credits, sulfur dioxide credits or nitrogen dioxide credits, respectively,
based on the geographic locations of the particular serving utility and customer. Additionally, in
one embodiment, the carbon savingsb application 132 determines carbon credits based on
government approved or supplied formulas and stores the determined carbon credits on a per
customer and/or per utility basis.
[0081] As described above, .the present invention encompasses a method for managing and
distributing power within a power management system based on reél-t_ime feedback from
addressable and remotely controllable devices including the actual amount of power currently
being individually or collectively consumed by .the addressable devices. With this invention, a
power management Asystem may pinpoint specific areas of hi gh power usage and more accurately
- distribute power loads to utilities in need. Additionally, the present invention provides optional
participation inceﬁtives for customers based on the amount of their actual participation in the
power management system.
[0082] In the fofegoing specification, the present invention has been described with reference
to specific embodiments. However, one of ordinary skill in the art will appreciate that various
modifications and changes may be made without departing from the spirit and scope of the
present invention as set forth in the appended claims. For example, the present invention is
applicable for managing the distribution of power from utility companies to subscribing

customers using any number of IP-based or other communication methods. Additionally, the
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functions of specific modules within the ALD server 100 and/or active load client 300 may be
performed by one or more equivalent means. Accordingly, the Speciﬁcation and drawings are to -
be regarded in an illustrative rather than a restrictive sense, and all such modifications are
intended to be included within thevscope of the present invention.

[0083] Benefits, other advantages, and solutions to problems have been described above with
regard to specific embodiments of the present invention. However, the beneﬁts,.ad\./anta:g.es,
- solutions to problems, and any element(s) that may cause or result in such benefits, advantages,
or solutions to become more pronounced are not to be construed as a critical, required, or
essential feature or element of any or all the claims. The inVentioh is defined solely by the
aﬁpended claims including any amendments made during the pendency of this api)lication and all

equivalents of those claims as issued.
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CLAIMS

What is claimed is:

1. A system for fnanaging consumption of power supplied by an electric utility to a plurality
of power consuming devices, the system comprising: |

one or more client devices, each client device operating at least partially responsive to
received power control messages and including: _

at least one controllable device interface facilitating communication of power
control instructions to at least one controllable device, each controllable device
selectively enabling and disabling a flow of electric power to a power consuming device
of the plurality of power consuming devices responsive fo the power control instructions;
and

a device control manager operably coupled to the at least one controlled device -
interface, the device control manager generating the power control instructions
responsive to the received power control messages; and .

a server communicatively coupled to the electric utility and the one or more client
devices, the server including:

a command processor operable to receive power control commands from the
electric utility and issue power control event messages responsive thereto, at least one of
the power control commands requiring a reduction in an ainount of electric power
consumed by the plurality of power consuming devices;

an event manager operable to receive the power control event messages, maintain
at least one power management status relating to each client device and issue powef
control event instructions responsive to the power control event méssages;

a database for storing, on a per client device basis, information relating to power
consumed by the plurality of power consuming devices during operation of the plurality
of power consuming devices; and

a client device manager operably coupled to the event fnanager and the database,
the client device manager selecting from the database, based on the information stored in
the database, at least one client device to which to issue a power control message

indicating at least one of an amount of electric power to be reduced and identification of
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at least one controllable device to be instructed to disable a flow of electric power to one
or more associated power consuming devices responsive to receipt of a power control

event instruction requiring a reduction in a specified amount of electric power.

2. The system of claim 1, wherein the client device manager receives from each client

device at least one power consumption indicator and at least one power management status.

3. The system of claim 2, wherein the at least.one power consumption indicator includes a
power consumption indicator associated with each controllable device and wherein the at least
one power management status includes a power management status associated with each

controllable device.

4. The system of claim 1, wherein the database further includes information, on a per
controllable device basis, relating to a maximum amount of time during which flow of electric

power may be disabled by a particular controllable device.

5. The system of claim 1, wherein the database further includes information, on a per client
device basis, relating to a maximum amount of time during which flow of electric power may be

disabled by the at least one controllable device.

6. . The system of claim I, wherein the server further includes a power savings application
that computes an amount of electric power saved for each customer participating in the system

during a power reduction event affecting the customer.

7. The system of claim 1, wherein the server further includes a client interface that facilitates
communication of the power control messages to the one or more client devices and wherein
each client device further includes a communications interface that facilitates communication of
the power control messages to the client device.

8. The system of claim 7, wherein the client interface and the communications interface

comprise WiMax interfaces.
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9. The system of claim 1, wherein the at least one controllable device includes at least one
smart appliance and wherein at least some of the one or more client devices further include a
smart device interface that facilitates communication of the power control instructions to the at

‘least one smart appliance.

10.  The system of claim 9, wherein the smart device interface comprises a broadband over

power line interface.

11. . A server for use in a system that manages consumption of power supplied by at least one
electric utility to a plﬁrality of poWef consuming devices, wherein power flow to the plufality of
power consuming devices is enabled and disabled by a plurality of controllable devices and
wherein the plurality of controllable devices operated under the control of one or more client
devices, the server comprising: |

a command processor operable to receive power control commands from the at least one
electric utility and issue power control event messages respohsive thereto,.at least one of the
power control commands requiring a reduction in an amount of electric power consumed by the
" plurality of power consuming devices; _

an event manager operable to receive the power control event meésages, maintain at least
one power management status relating to each client device and issue power control event
instructions responsive to the power control event messages; |

a database for storing, on at least one of a per client device basis and a per electric utility
basis, information rel.ating to power consumed by the plurality of power consuming devices
during operation of the plurality of power consuming devices; and ’

a client device manager operably coupled to the event manager and the database, the
client device manager selecting from the database, based on the information stored in the
database, at least one client device to which to issue a power control message indicating at least
one of an amount of electric power to be reduced and identification of at least one controllable
device to be instructed to disable a flow of electric power to one of.more associated power
consuming devices responsive to receipt of a power control event instruction requiring a

reduction in a specified amount of electric power.
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12.  The server of claim 11, wherein the power control conimands include a power inquiry
command requesting the server to determine an amount of electric power available for temporafy'
reduction from supply by a requesting electric utility and wherein the command processor issues
an associated power control event message responsive to the power inquiry command, the server
further comprising:

a utility database that stores current power usage information for the at least one electric
utility, '

wherein the event manager accesses the utility database responsive to receipt of the
associated power control event message and communicates a response to the power inquiry
co.mmand indicating the amount of power available for temporary reduction based on the current

power usage information.

13. A client device for use in a system that manages consumption of power supplied by-an
electric utility to a plurality of power consuming devices, wherein power flow to at least some of
the plurality of power consuming devices is enabled and disabled by a plurality of controllable
devices, wherein at least one controllable device operates under the control of the client device,
and wherein the client device receives power control messages from a remote server, the client
device comprising: | |

at least one controllable device interface facilitating communication of power control
instructions to the at least one controllable device, the power control instructions causing the at
least one controllable device to selectively enable and disable a flow of electric power to a power
consuming device of the plurality of power consuming devices; and

a device control manager operably coupled to the at least one controllable device
interface, the device control manager generating the power control instructions responsive to the

received power control messages.

14. A method for a server to manage a flow of power supplied by at least one electric utility
to a plurality of power consuming devices, the method comprising: '

receiving a power control command from an electric utility, the power control command
requiring a reduction in an amount of electric power consumed by at least some of the power

consuming devices;
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responsive to the power control command, determining a group of client devices to which
to issue a power control message, each ciient device of the group controlling at least one
cortrollable device, each controllable device selectivély enabling and disabling a flow of electric
power to at least one power éonsuming device of the plurality of power consuming devices, the
power control niessage indicating at least one of an amount of electric power to be reduced and
an identification of one or more cdntrollablc devices to be instructed to disable a flow of electric
power to one or more associated power cdnsuming devices; and

issuing the power control message to the at least one client device.

15. The method of claim 14, further comprising:
determining an amount of power saved by the electric utility as a result of issuance of the
power control message; and

storing an indication of the amount of power saved by the electric utility.

16. The method of claim 15, further comprising:
correlating the amount of power saved to at least one of an amount of carbon credits, an
amount of nitrogen dioxide credits, and an amount sulfur dioxide credits based at least on a

location of the electric utility.

17. The mefhod of claim 15, further comprising:

determining an amount of power saved by each user of a client device to which the power
control message Was issued;

storing an indication of the amount of power saved by éach user; and

providing a reward incentive to the user based on the amount of power saved over a

period of time.

18. The method of claim 15, further comprising:

| receiving a report message from a first client device of the group, the report message
including an indication of an-amount of power consumed by at least a first power consuming
device; |

storing the indication in association with a user of the first client device; and
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using the indication to determine the group of client devices to which to issue the power

control message.

19.  The method of claim 14, further cdmprising:

receivinga poWer inquiry comfnand from the electric utility, the power inquiry command
requesting an indication of an amount of power that can be at least temporarily reduced from a
supply of power provided by the electric utility;

determining the amount of power that can be at least temporarily reduced based on
current usage information for the electric utility; and

reporting the indication of the amount of power that can b¢ at least temporarily reduced to

the electric utility.

20. The method of claim 14, further comprising:
receiving a status message from each client device of the group, thé status message
indicating an operational status of the client device and power consunﬂption information for each
power consufning device controlled by the client device;v and |
“storing the status and the power consumption information for use in determining the

group of client devices to which to issue the power control message.

.21. . . The method of claim 14, further comprising:
receiving a status message from each client device of the group, the sfatus message
~indicating an. operational status of the client device and cumulativ.e. power consumption
information for all power consuming devices controlled by the client de\}i_ce; and
storing the status and the power consumption information for use in determining the

group of client devices to which to issue the power control message.
22.  The method of claim 14, wherein the power control message includes Internet Protocol

addresses of the one or more controllable devices to be instructed to disable a flow of electric

power to one or more associated power consuming devices.
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23. A method for a client device to manage a flow of power supplied by an electric utility to a
plurality of power consuming devices, the client device being responsive td power control
messagés issue(i by a load managemént server 'ai_id controlling one or more controllable devices
that selectively enable and disable a flow of electric power to at least some of the plurality of
power consuming devices, the method comprising:
receiving a first power control message from the load management server, the first power
control message indicating at least one of an amount of electric power to be reduced and an
identification of at least one controllable device to be instructed to disable a flow of electric
power to one or more associated power consuming devices; and
responsive to the first power control message, issuing a power management command to a
“controllable devicé causing the controllablg devic.e to disable a flow of electric power to at least

one associated power consuming device.

24, The method of claim 23, wherein the first power control message is encrypted, the
method further comprising:
decrypting the first power control message responsive to receiving the first power control

message.

25. The method of claim 23, further comprising;:
communicating a report message to the load management server, the report message
.including an indication of an amount of power consumed by at least a first power consuming

device.
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