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(57) Abstract: The invention relates to a method to per-
form secure boolean search over encrypted documents,
each document (D;) being characterized by a set of
keywords (Wx), all the keywords (Wx) characterizing all
the documents (D;) forming an index (W), the index (W)
being translated in an orthonormal basis in which each
keyword (Wx) of the index corresponds to one and only
one vector (Ux) of the orthonormal basis, each docu-
ment (D) being associated with a resultant vector in the
span of the orthonormal basis, the resultant vectors cor-
responding to all the documents being stored in an en-
crypted search server (7), the method comprising the
following steps: * - Receiving a search query from a
querier (116); » - Transforming the search query in one
query matrix (110); * - Determining a general result
based on the result of the multiplication between the
query matrix and the resultant vectors (111).
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METHOD AND SYSTEM TO PERFORM SECURE BOOLEAN SEARCH OVER
ENCRYPTED DOCUMENTS

TECHNICAL FIELD

The present invention relates to a method and system to perform secure Boolean
search over encrypted documents.

BACKGROUND

The value of many cloud services lies in the ability to operate on client’s data. Typical
examples include data storage, webmail service, advertising, geolocation services,
etc. However, the need to access client’s data, e.g., files, email, location is often at
odds with clients’ data privacy needs, which require encryption to protect their data.
Reconciling these contradictory requirements, and achieving computation on
encrypted data, is an important research and engineering problem.

We focus here on the specific case of indexing and searching on documents.
Typically to perform a search on a set of documents, one creates an index of
keywords included in the documents and later on performs the search on the index.
This does not raise major issues if the querier, who is defined as the one who
requests the search, and the storage provider, who is defined as the one who stores
the documents and the index and who actually performs the search and returns the
result, fully trust each other. The difficulties arise when the querier wants to protect
the privacy of its data and store the documents as well as the indexes encrypted, and
send encrypted queries as well. In that case, it would be advantageous to be able to
perform encrypted searches on a collection of encrypted documents. And more
precisely, it would be advantageous to be able to perform all kind of encrypted
searches on a collection of encrypted documents, including any Boolean search,

such as conjunctive, disjunctive and negative searches.

By “disjunctive search”, we mean a search allowing the user to search for encrypted
documents containing word4 or word,... or word,. By “conjunctive search”, we mean
a search allowing the user to search for the encrypted documents containing: "word;

and worda... and word,". By “negative search”, we mean a search allowing the user to
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search for all encrypted documents which do not contain one or several particular

words.

Currently, there is no solution enabling to perform Boolean search on encrypted data,

i.e. conjunctive, disjunctive and negation search option at the same time.
SUMMARY OF THE INVENTION

The technical problem to solve is then to provide a method enabling to perform any
kind of boolean search on encrypted documents, i.e. conjunctive, disjunctive and
negation search option at the same time..

To this purpose, the invention relates to a method to perform a boolean search over
encrypted documents, each document being characterized by a set of keywords, all
the keywords characterizing all the documents forming an index, the index being
translated in an orthonormal basis such that each keyword of the index corresponds
to one and only one vector of the orthonormal basis, each document being
associated with a resultant vector in the span of the orthonormal basis, the resultant
vectors corresponding to all the documents being stored in an encrypted search
server, the method comprising the following steps:

- Receiving a search query from a querier;
- Transforming the search query in one query matrix;

- Determining a general result based on the result of the multiplication between
the query matrix and each of the resultant vectors.

The approach according to the invention is then to consider the keywords in the
index as vectors and to pad them so that they form a family of independent vectors.
From such a family we construct an orthonormal basis of the resulting vector space,
which means that each keyword in the index is associated with one vector of this
orthonormal base. Then to each document we associate a resultant vector resulting
of a linear combination of all vectors representing the keywords characterizing the

document.

The queries are then expressed as a matrix comprising several rows in the same

vector space using the same orthonormal basis and we use scalar product between
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each row of the query matrix and the resultant vector corresponding to a document to
decide whether that document satisfies a search query or not.

The documents can then stay encrypted and secret since the method only uses the
vectors of the orthonormal basis to achieve the search. This association between a
keyword and the corresponding vector is a secret in the sense that by observing only
a vector one cannot tell what is the corresponding keyword, and even by knowing all
the vectors of the orthonormal basis one cannot invert the process and learn the
keywords. In some sense this can be seen as a specific type of encryption of the
keywords index.

According to one embodiment of the invention, the index is translated in an
orthonormal basis at least by:

- Transforming the index in a free family;
- Transforming the free family in an orthogonal family;

- Transforming the orthogonal family in an orthonormal family which forms the
orthonormal basis.

As a matter of fact, according to the invention, the first step is the construction of the
orthonormal basis. This first step occurs before the encryption of the documents. To
that purpose, the document owner has a collection of documents. He first generates
an index out of these documents and this index will be used to create the resultant
vectors and to perform searches. The index consists in selecting the keywords out of
the documents or the keywords describing these documents, like tags for example.
The index contains all the keywords associated with all documents and not only to
one document. Then from this index the orthonormal basis is generated. What counts
in the end is that to each keyword in the index corresponds one and only one vector
of the orthonormal basis.

According to a preferred embodiment of the invention, the step of transforming the
free family in the orthogonal family is achieved by using a Gram-Schmidt
Orthogonalisation algorithm.
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According to another embodiment of the invention, the index is translated in the
orthonormal basis at least by:

e Generating an orthonormal basis of size the number of keywords in the index,

e Associating one vector of the orthonormal basis to each keyword of the index
through any one to one function.

Once the index is transformed in the orthonormal basis, a resultant vector from the
span of the orthonormal basis can be associated to each document.

The resultant vector associated with one of the documents can be determined, prior
to the encryption of the document, by adding all the vectors corresponding to all the
keywords characterizing the document.

After that, each document can be encrypted by using a secret key. The encryption
algorithm can be any standard one such as Advanced Encryption Standard. The
owner can then keep the key secret.

After having performed these operations the owner can outsource the storage of the
encrypted documents: he can send the encrypted documents to a storage provider
and send the corresponding vectors to the encrypted search server. In practice a
same entity could play both the role of the storage provider and of encrypted search
server or they can be separate entities. If the same entity plays both roles then the
association between a resultant vector and a document is known by this entity, while
if the roles are played by two distinct entities this correspondence between a
resultant vector and a document is unknown to any of them and should be stored by

the owner in a secret conversion table.

Once this setup phase is over the query phase can start. That query phase only uses
the resultant vectors. Consequently the encrypted documents are not needed

anymore.

According to one embodiment of the invention, the search query comprises search
keywords, each search keyword being associated with one negative or one positive
operator, the step of transforming the search query in the query matrix comprising

several rows comprises the following steps:
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- Expressing the query in disjunctive normal form, i.e. as disjunction of

conjunctive clauses,

- Separating in each conjunctive clause the keywords associated with a positive
operator from those associated with a negative operator,

- Transforming in each conjunctive clause:

o] each search keyword associated with a positive operator in an vector,
called “positive vector”, in the span of the orthonormal basis;

o] each search keyword associated with a negative operator in an vector,
called “negative vector”, in the span of the orthonormal basis;

- Determining the search query as a matrix where each row corresponds to one
conjunctive clause and each row is a vector based on the positive and negative
vectors, each row comprising a first sum in which the positive vectors are gathered
and a second sum in which the negative vectors are gathered.

In that document, we call “positive operator”, keywords without negation “not” in the
Boolean search expression, and we call “negative operator”, keywords preceded by
the operator “not” in the Boolean search expression.

The correspondence between each keyword and each vector of the orthonormal
basis is preferably stored in a first secret conversion table.

Consequently, the step of transforming each search keyword associated with a
positive, resp. negative, operator in an positive, resp. negative, vector, of the
orthonormal basis comprises preferably a step of providing the correspondences
stored in the first secret conversion table.

As a matter of fact, the query is performed by the querier, who can be the owner itself
or another entity. If the owner is the querier then he already has all the required
information to convert the search keywords in vectors. In the other cases the querier

needs to obtain some information from the owner.

To perform the query, the querier needs indeed to compute the query matrix and to
this extent he needs to know the correspondence between the keywords and the
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vectors of the orthonormal basis. In case the querier is distinct from the owner there

are two modes of operation:

a/ Either the owner provides directly to the querier the first secret conversion
table, i.e. the index and the correspondence with the vectors, and then the
querier can perform any query himself;

b/ Or the owner does not provide this information to the querier but requests
instead the querier to send him the query in clear and the owner expresses it
as the appropriate matrix. This imposes additional computations on the owner
but provides him the ability to decide precisely which queries he wants to allow
depending on the querier and the content of the query;

¢/ An intermediary solution is that the owner provides the correspondence to a
trusted intermediary who performs the translation according to policies
provided to him by the owner.

Once the query is expressed in terms of vectors, the querier sends the query matrix
to the encrypted search server. Alternatively, in the case b/ or ¢/ it is possible that the
owner or the trusted intermediary sends the query matrix to the encrypted search
server and only sends the final result to the querier.

According to one embodiment of the invention, each row of the query matrix further
comprises a common vector corresponding to a common keyword which has been
added to all the documents. The adding of this common vector enables to deal with
the case where there are only keywords with negative operators in the search query.

To know if there is any document that matches the query, the multiplication between
the search query expressed as a matrix and the resultant vector corresponding to
each of the documents is performed.

For each document, if the result of the matrix multiplication between the query matrix
and the associated resultant vectors is different from 1 in all rows, then the document
does not match the search query. If this is the case for all documents, it means that
no document matches the request and consequently, the method comprises a step of
sending to the querier as a general result that none of the encrypted documents
matches the search query.
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If, for a document, the result of the multiplication between the query matrix and the

corresponding resultant vectors is 1 in at least one row, then the document

corresponding to the resultant vector matches the search query and consequently,

the method comprises a step of sending that resultant vector to the querier as one of

the matching resultant vector.

Then there are two cases depending on whether the encrypted search server and the

storage provider are the same entity or not:

If they are the same entity, that entity knows which are the stored documents
that correspond to the query and they send directly the encrypted document to
the querier as a result,

If they are two separate entities, then the encrypted search server can only
send the resultant vector(s) of the document(s) matching the search query to
the querier. The querier then needs to match this(ese) resultant vector(s) with
the corresponding document(s). According to one embodiment of the
invention, the association between each of the documents and each of the
resultant vectors is stored in a second secret conversion table. In that case,
the method comprises a step of identifying in the second secret conversion
table which document is associated with the identified resultant vector.
Another possibility is that this correspondence is known by the owner, so in
case the querier is distinct from the owner he needs to fetch this information
as well. Then there are three possibilities similar to the cases a, b and ¢
presented above:

o Either the owner provides the information to the querier who then
requests directly the given documents from the storage provider;

o Or the owner requests the documents from the storage provider and
then forwards these documents to the querier (but does not provide to
querier the correspondence);

o Or a third party is in charge of making the correspondence between the
resultant vectors and the documents, requests the documents from the
storage provider and forwards them to the querier.
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At this point the querier has the encrypted documents corresponding to his search
query. To decrypt them he needs the secret key used by the owner to encrypt the
documents. So there are again three cases similar to the cases a, b and ¢ presented
above:

- Either the owner provides directly the key to the querier;

- Or the querier has to send the encrypted documents to the owner who then
decrypts them and send the clear documents to the querier;

- Or the owner gives the key to a trusted intermediary who is in charge of
decrypting the documents according to the policy provided to him by the

owner,;

Another aspect of the invention concerns a computer-readable medium on which is
encoded a program code enabling to achieve the method according to the first
aspect of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 represents a system to setup a method according to one embodiment of the
invention.

Figure 2 represents a system implementing a method of search according to one
embodiment of the invention.

Figure 3 represents the step of a method according to one embodiment of the

invention.
DETAILED DESCRIPTION

The present invention will now be described with reference to the accompanying
drawings. The drawings are intended to provide one example of how the invention
can be implemented and are not intended to limit the applicability of the present

invention.

As represented on figure 1, the method first comprises an initialization phase 101.
The aim of that initialization phase 101 is the creation of the orthonormal basis.
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To that purpose, a document owner has a set D of documents D; that he wants to
encrypt. The first step 102 of the initialization phase 101 is the creation of an index W
based on the documents D;. This index W comprises all the set of keywords, each set
of keywords containing keywords wy selected to describe each of the documents D..
In that embodiment, the keywords are expressed in binary code. The keywords
selected to describe one document D; can be for example some words contained in
the document or they can be some words describing the document, such as tags for
example. Each document D; can be described by one or several keywords.
Moreover, it is advantageous to add to the sets of keywords of all the documents the
same common keyword J. The common keyword J allows to deal with some
particular cases such as when we have only negative words in a disjunctive clause in

the search query.

The initialization phase 101 comprises then a step 106 of translating the index in an
orthonormal basis.

That step 106 of translating the index in an orthonormal basis comprises first a step
103 of transforming the index in a free family (f;),c(.1, i.e. a family of independent

vectors, from this index. To that purpose, we identify which keyword of the index
presents the maximum length m, and then we pad all the keywords by adding 0’'s so
that all the keywords of the index have the same length m. At the stage, the free
family comprises then free keywords. The free keywords are ordered.

That step 106 of translating the index in an orthonormal basis comprises then a step
104 of transforming the free family (f;).cfo,) in an orthogonal family(0,),cf03. To

that purpose, we use the Gram-Schmidt orthogonalisation process as explained

below.

According to the theorem of Gram-Schmidt:

If (f})icto.yis a free family of a pre-Hilbert space, there exists an orthogonal family

(o, )z‘e{o,z} such that:

i ¢(0i’0j):¢(0i’0i)6i,ja
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o Vect(f,,..., ;) =Vect(o,,...,0,),
e The scalar product d)(ol, ) is strictly positive.

Consequently, if we consider the ordered free family (f;).cfo,3, according to the

theorem of Gram-Schmidt, there is a unique orthogonal family (Ol-)l-e{o,,}that we can

construct following the Gram-Schmidt algorithm as:

Where P,, (fl) is defined as the orthogonal projection on a vector line led by ok
ie.:

9(fi00)
0 (0,0, "

(Ol.)l.e{o,,} forms the new orthogonal family that verifies:

P, (f)=

Vie {l,..,/} d)(oi,oj):(l)(oi,oi)fii’j

At the stage, the orthogonal family comprises what we call orthogonal keywords.

That step 106 of translating the index in an orthonormal basis comprises then a step
105 of transforming the orthogonal family in an orthonormal family forming the
orthonormal basis. To do that, we will make each orthogonal keyword of the
orthogonal family orthonormalas follows:

1
¢(0k90k)

u, are also called the vectors of the orthonormal basis or the orthonormal
keywords.

Viell,. I} u, =

Oy
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At the end of this phase, we should point out that each keyword wi corresponds to

one and only one orthogonal keyword # , . In addition, the fact that the free family

(f:)iepo.} is ordered implies that the construction according to the Gram Schmidt

algorithm is unique. If we change the order of keywords, the algorithm outputs
different orthonormal keywords. In fact, the order represents a secret of our
construction that should be kept secret.

A different way of performing the step 106 of translating the index in an orthonormal
basis could be to generate an orthonormal basis of size the number of keyword in the
index and then associating each orthonormal vector to one keyword through any one
to one function or by storing this correspondence in a first conversion table.

At the end of that step 106, each vector of the orthonormal basis corresponds to one
and only one keyword of the index. The correspondence between the keywords and
the vectors can be stored in a first conversion table, which can be owned by the
owner of the document or by a trusted entity.

The initialization phase 101 comprises then a step 107 of associating a resultant

vector Xl- in the span of the orthonormal basis to each document D;. That resultant

vector XZ- expresses what are the keywords associated with the document D;.

To do that, the owner of the documents can choose a pseudo-random function
7:401F x{0.1} — {0.1F . Atter the step 106, each document D; in the set D
is associated with a set M; of unique orthonormal keywords (Mk)keMl_ where M; is

then the set of vectors % , corresponding to the keywords wi used to describe D..

The resultant vector XZ- for each document D; is then computed by performing a

linear combination of all the vectors corresponding to all the keywords characterizing
the document and the secret coefficients:
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Xi = Zf K, (uk )-uk

keM.

2

The correspondence between the documents D; and the resultants vectors XZ- can

be stored in a second secret conversion table. That second secret conversion table
can be owned by the owner of the document or by a trusted entity.

The initialization phase 101 is now over and the documents can be encrypted.
According to another embodiment of the invention, the documents could also have
been encrypted just after the step 102 during which we have selected for each
document a set of keywords characterizing the document.

Each document is then encrypted with a secret key 4 during a step of encryption 108.
The encryption algorithm can be any standard one, and the owner keeps the key 4
secret.

After having performed these operations the owner can outsource the storage of the

documents Di: he sends the encrypted documents to a storage provider 6 and sends

the resultant vectors XZ- to an encrypted search server 7. The method according to

the invention is particularly advantageous because the encrypted search server 7

can perform the search just with the resultant vectors Xl-, without opening the

encrypted documents.

The query phase 109 according to the invention will now be described with
references to figures 2.

The query phase begins with a step 116 of receiving a search query from a querier.
That search query is a Boolean search expressed in disjunctive normal form.

The query phase comprises a step 110 of transforming the search query in one query
matrix of the orthonormal basis. To translate the search query into a query matrix, the
keywords of the search query must be translated in vectors of the orthonormal basis.
Each row of the query matrix is a linear combination of the obtained vectors.
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So, for example, assume that the querier sends the following search query:

Where the symbol - means that we can have a keyword with or without the negation
operator “not”.

For each Li = jé\l °© W, let pj be the number of keywords associated with a

positive operator in L;, and n; be the number of keywords associated with a positive
operator in L;,. For each i, and for each keyword of the search query associated with
a positive operator, a constant a; is generated uniformly at random such that,

R h WP
d J < T {1 5 2 whereas for each keyword of the search query

associated with a negative operator, a constant a;' is generated uniformly at random
R h  j
such that a'j —— {— 2%, = 1} " . For the common keyword added to all the
. R h
document, a constant a is generated such that @ <—— {1,..., 2 }

To obtain the jth row of the query matrix, we perform a linear combination of all the
search vectors corresponding to the keywords of the [ conjunctive clause of the
search query. For the sake of efficiency we gather together in a first sum the vectors
corresponding to the keywords associated with a positive operator and in a second
sum the vectors corresponding to the keywords associated with a negative operator.
Moreover the vector corresponding to the common keyword is also separated of the
first and the second sum.

Consequently, we obtain the following query matrix “Query”:



WO 2014/041066 PCT/EP2013/068900
14

Query (v A °ow;,Ky) =

i=1 jel,;

With

1 a'~ a . a
S = +ku + J—ku +— ]
! a+2aj,k k;\’j sz(”k) ‘ k;ijz(uk) ’ sz(J)

5 Consequently, the jth row of the query matrix is expressed in three different parts:

'

a N
keNij2 (1)

associated with a negative operator;

u , corresponding to the keywords of the search query

a .
- Z Lk u, corresponding to the keywords of the search query associated
ter Jx, (U

with a positive operator;

J corresponding to the common keyword.
Je,J)

The constants a, a’; and a; are generated randomly so even if the same search query
is performed several time, the constants a, a;' and a; will be different from one search
query to another. The method is then very secure since one cannot decrypt the query
matrix to obtain the keywords used in the search query.

15 The query phase 108 comprises then a step 111 of determining a general result
based on the result of the scalar multiplication between each row of the query matrix
and the resultant vectors. The aim of that step 111 is to know if one of the encrypted
documents matches the search query.
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For each document, the multiplication between the query matrix and the resultant

vector corresponding to the document is performed:

TeSl‘(Query(\/ A ° W].,Kz), X;) = Que’/y(\/ A ° WjaKz)'tXi

i=1 jel, i=1 jel,

1 a'1,kf1<2(uz) lkaz( )
a+) a keZ’Nl T, () Pl /;Pl i, () Pl

keP,

Test(.) =

1 @ ) i, ()
a+2aj,k k;M Jx, ) Pttt ) /; T, ()

keP,

If the result of the multiplication between the query matrix and the resultant vector of
a given document is different from 1 in all rows, then the said document does not

match the search query.

If the result of the multiplication between the query matrix and the resultant vector of
a given document is 1 in at least one row, the said document matches the search
query and we include the resulting vector in the list of the corresponding resultant

vectors.

The method comprises then a step 112 of sending the results to the querier. That
result can be that none of the documents matches the search query in the first case,

or the result can be the wanted resultant vector(s) in the second case.

The method can then comprise a step of finding the document(s) corresponding to
the wanted resultant vector(s). To do that, the method can comprise a step 113 of
identifying in the second secret conversion table which document(s) is associated

with the wanted resultant vector(s).

O(u,u;)+a
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The method can then comprise a step 114 of sending that encrypted document(s) to
the querier. At this point the querier has the encrypted document(s) corresponding to
his query. To decrypt them he needs the secret key used by the owner. So there are

again three cases:
- Either the owner provides directly the key to the querier;

- Or the querier has to send the encrypted document(s) to the owner who then
decrypts them and send the clear document(s) to the querier.

- Or the owner gives the key to a trusted intermediary who is in charge of
decrypting the document(s) according to the policy provided to him by the

owner.

While the present invention has been particularly described with reference to the
preferred embodiments, it should be readily apparent to those of ordinary skill in the
art that changes and modifications in form and details may be made without

departing from the scope of the invention.
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CLAIMS

1. Method to perform a boolean search over encrypted documents (Dj),
each document (D;) being characterized by a set of keywords (wy), all the
keywords (wi) characterizing all the documents (D;) forming an index (W), the
index (W) being translated in an orthonormal basis in which each keyword (wy)
of the index corresponds to one and only one vector (ux) of the orthonormal
basis, each document (D;) being associated with a resultant vector in the span
of the orthonormal basis, the resultant vectors corresponding to all the
documents being stored in an encrypted search server (7), the method
comprising the following steps:

- Receiving a search query from a querier (116);

- Transforming the search query in one query matrix ;

- Determining a general result based on the result of the multiplication

between the query matrix and each of the resultant vectors (111).

2. Method according to the previous claim, wherein the index is translated
in the orthonormal basis at least by:

- Transforming the index in a free family (103);

- Transforming the free family in an orthogonal family (104);

- Transforming the orthogonal family in an orthonormal family which

forms the orthonormal basis (105).

3. Method according to the previous claim, wherein the step (104) of
transforming the free family in an orthogonal family is achieved by using
a Gram-Schmidt Orthogonalisation algorithm.

4. Method according to claim 1, wherein the index is translated in the

orthonormal basis at least by:

. Generating an orthonormal basis of size the number of keywords

in the index,
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. Associating one vector of the orthonormal basis to each keyword
of the index through any one to one function.

5 5. Method according to any of the previous claims, wherein the resultant
vector associated with one of the documents is determined, prior to the
encryption of the document, by performing a linear combination of all the
vectors corresponding to all the keywords characterizing the document (107).

10 6. Method according to any of the previous claim, wherein the search
query comprises search keywords, each keyword being associated with one
negative or one positive operator, the step (110) of transforming the search
query in the query matrix comprising several rows comprises the following

steps:

15 - Expressing the query in disjunctive normal form, i.e. as disjunction of

conjunctive clauses,

- Separating in each conjunctive clause the keywords associated with a
positive operator from those associated with a negative operator,

- Transforming in each conjunctive clause:

20 o] each search keyword associated with a positive operator in an
vector, called “positive vector”, in the span of the orthonormal basis;

o] each search keyword associated with a negative operator in an
vector, called “negative vector”, in the span of the orthonormal basis;

25 - Determining the search query as a matrix where each row of the query
matrix corresponds to one conjunctive clause and each row is a vector
based on the positive and negative vectors, each row comprising a first
sum in which the positive vectors are gathered and a second sum in
which the negative vectors are gathered..

30
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7. Method according to any of the previous claim, wherein the
correspondences between each keyword and each vector of the orthonormal

basis are stored in a first secret conversion table.

8. Method according to claim 6 and 7, wherein the step of transforming
each search keyword associated with a positive, resp. negative, operator in an
positive, resp. negative, vector, of the orthonormal basis comprises a step of
providing the correspondences stored in the first secret conversion table.

9. Method according to any of the previous claims depending from claim 6,
wherein each row of the query matrix further comprises a common vector
corresponding to a common keyword which has been added to all the

documents.

10.  Method according to any of the previous claims, wherein, if the result of
the multiplication between the query matrix and a given resultant vector is 1 in
at least one row, the method comprises a step of sending that resultant vector
to the querier as one of the wanted resultant vectors.

11. Method according to the previous claim, wherein the association
between each of the documents and each of the resultant vectors is stored in

a second secret conversion table.

12.  Method according to claim 10 and 11, further comprises a step of
identifying in the second secret conversion table which document is
associated with the wanted resultant vector.

13. Method according to any of the previous claims, wherein if the result of
the multiplication between the query matrix and all the resultant vectors is
different from 1 in all the rows, the method comprises a step of sending to the
querier that none of the encrypted documents matches the search query.



WO 2014/041066 PCT/EP2013/068900
20

14. A computer-readable medium (7) on which is encoded a program code
enabling to achieve the method according to any of the previous claim.
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