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(57) ABSTRACT 

Private printing using network-based imaging alloWs a user 
of a client computing device to select an option to enable 
private printing via a network service or Web page. Addi 
tionally, in accordance With another aspect of the private 
printing, both an identi?cation of a user and a print request 
is received at a network service representing a printer. The 
printer then Waits to print the requested document until the 
user is in close physical proximity to the printer. 
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PRIVATE PRINTING USING NETWORK-BASED 
IMAGING 

TECHNICAL FIELD 

[0001] This invention relates to printing and distributed 
environments, and more particularly to private printing 
using netWork-based imaging. 

BACKGROUND 

[0002] As computer technology has advanced, the role of 
computers in our daily lives has expanded, as has the need 
for various peripheral or supporting devices. One typical 
peripheral device used With computers is a printer, Which 
generates a hard copy of data that is used by the computer. 
The types and capabilities of printers available have simi 
larly been expanding, resulting in a Wide variety of printers 
With a range of printing capabilities, performance, and price. 

[0003] One signi?cant expansion in the use of computer 
technology is the netWorking of computers together. Net 
Working computers together alloWs the computers to com 
municate With one another as Well as With other devices, 
such as printers. This has numerous bene?ts, including 
reduced equipment costs by alloWing users of multiple 
computers to share (e.g., print to) a single printer. 

[0004] HoWever, one problem encountered With netWork 
ing multiple computers together to share a printer is that in 
such situations the printer typically is not in close physical 
proximity to all of the users that Will be printing to it. This 
can create privacy concerns for some users Who do not Want 
the documents they print to be seen by other users, such as 
documents containing payroll information, documents con 
taining annual employee revieW documents, etc. 

[0005] Furthermore, typically in order for a user of a 
computer to print to particular printers on a netWork soft 
Ware must be installed on the computer that alloWs it to 
con?gure the printer for printing and communicate print 
requests to the printer. Such softWare is commonly referred 
to as a “printer driver”. A different printer driver is typically 
required for each different type (e.g., make and model) of 
printer that the user desires to print to. This can create many 
problems for a user—the user (or an administrator) must 
spend the time and effort to install the printer driver on the 
user’s computer for each type of printer that the user Will 
print to, the user is not able to move to another computer and 
print from that computer unless the correct printer drivers 
have been installed on the other computer, and so on. 

[0006] It Would thus be bene?cial to provide a Way to 
improve the user’s ability to con?gure printers in a user 
friendly manner, While at the same time addressing privacy 
concerns raised by sharing netWorked printers. 

SUMMARY 

[0007] Private printing using netWork-based imaging is 
described herein. 

[0008] In accordance With one aspect of the private print 
ing, a user of a client computing device is able to select an 
option to enable private printing on a printer via a Web page 
or netWork service. 

[0009] In accordance With another aspect of the private 
printing, both an identi?cation of a user and a print request 
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is received at a netWork service representing a printer. The 
printer Waits to print the requested document until the user 
is in close physical proximity to the printer. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] FIG. 1 illustrates an exemplary distributed system 
in Which private printing can be used. 

[0011] FIG. 2 illustrates an exemplary distributed system 
illustrating the use of private printing in a distributed envi 
ronment in additional detail. 

[0012] FIG. 3 illustrates an exemplary Web-based archi 
tecture in Which private printing can be used. 

[0013] FIG. 4 illustrates an exemplary system in Which a 
user’s close proximity to a printer is automatically detected. 

[0014] FIG. 5 illustrates an exemplary user interface pre 
sented by a Web broWser. 

[0015] FIG. 6 illustrates an exemplary printer con?gura 
tion setup user interface. 

[0016] FIG. 7 is a ?oWchart illustrating an exemplary 
process for con?guring private printing. 

[0017] FIG. 8 is a ?oWchart illustrating an exemplary 
process for printing using private printing. 

[0018] FIG. 9 is a ?oWchart illustrating an exemplary 
process for automated printing using private printing. 

[0019] FIG. 10 illustrates an exemplary computer system 
in additional detail. 

DETAILED DESCRIPTION 

[0020] Private printing using netWork-based imaging is 
described herein. Private printing can be enabled, and 
optionally a personal identi?cation number (PIN) for private 
printing set, via a netWork service representing a printer. The 
service alloWs such enabling and setting even though the 
computing device being used by the user has no printer 
driver installed for the particular printer. Once the user 
enters a print request via the computing device, the printer 
does not print the requested document(s) until the user is 
close-by the printer. This proximity to the printer can be 
determined based on inputs to the printer by the user (e.g., 
selection of a particular button or input of the appropriate 
PIN), based on a proximity sensor identifying the user as 
being in close proximity (e.g., based on an identi?cation 
badge or other device Worn by the user), combinations 
thereof, and so forth. 

[0021] FIG. 1 illustrates an exemplary distributed system 
100 in Which private printing can be used. In system 100, a 
netWork client device 102 is in communication With one or 
more imaging sources 104, one or more imaging destina 
tions 106, and a personal imaging repository 108. A user of 
client device 102 can communicate With imaging source(s) 
104 to select or identify images to be stored in personal 
imaging repository 108. Imaging sources 104 represent any 
of a Wide variety of devices that are capable of providing 
images to other devices. Examples of imaging sources 104 
include computers, cameras (e.g., digital still or video cam 
eras), scanners, applications, Web sites, and so forth. 

[0022] Repository 108 represents image storage facilities 
personaliZed to the individual user, although alternatively 
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multiple users may have access to the same repository 108. 
Repository 108 is maintained on one or more computers, 

such as netWork client 102, an imaging source(s) 104, an 
imaging destination(s) 106, another computer (not shoWn), 
or combinations thereof. The “images” or “graphics” in 
repository 108 can be any type of printable data, such as text, 
draWings, frames of video or animations, pictures, combi 
nations thereof, and so forth. 

[0023] The user, via netWork client 102, can select images 
from imaging repository 108 to be communicated to imag 
ing destination(s) 106 for printing in accordance With print 
option con?gurations identi?ed by the user. Imaging desti 
nation 106 represents any of a Wide variety of devices that 
are capable of processing images in some manner. Examples 
of imaging destinations 106 include printers, plotters, ser 
vices managing printing devices, and so on. 

[0024] FIG. 2 illustrates an exemplary distributed system 
150 illustrating the use of private printing in a distributed 
environment in additional detail. System 150 includes an 
imaging client 152 coupled to multiple netWork servers 154 
and 156 via a netWork 158. Client 152 and servers 154 and 
156 represent any of a Wide variety of conventional Wired 
and/or Wireless computing devices, such as desktop com 
puters, portable computers, dedicated server computers, 
multi-processor computing devices, cellular telephones, per 
sonal digital assistants (PDAs), handheld or pen-based com 
puters, gaming consoles, and so forth. 

[0025] Network 158 represents one or more conventional 
data distribution netWorks that can be used to communicate 
data and other information (e.g., control information) 
betWeen or among various computing devices. Examples of 
netWork 158 include the Internet, a local area netWork 
(LAN), a public or private Wide area netWork (WAN), 
combinations thereof, and so on. Network 158 can include 
multiple different types of netWorks, including Wired and/or 
Wireless portions, employing any of a Wide variety of 
different communications protocols, including public and/or 
proprietary communications protocols. 

[0026] During operation, a netWork broWser 160 execut 
ing on imaging client 152 alloWs a user of client 152 to 
interact With netWork servers 154 and 156, as Well as 
netWork services executing on such servers. NetWork 
broWser 160 includes a netWork imaging extension 162 that 
alloWs netWork content 161 executing in broWser 160 to 
communicate With the user’s personal imaging repository 
108, Which may include communication With services via 
netWork 158. As used herein, services refer to softWare 
components that can execute on one or more computing 
devices and are accessible to provide functionality to imag 
ing client 152, such as imaging sources, imaging destina 
tions, printer con?guration components, and so forth. Net 
Work imaging extension 162 can be implemented in any of 
a Wide variety of manners, such as an application program 
ming interface (API) providing methods that can be called 
by content 161 and used to interact With servers 154 and 156 
(e.g., to load, save, modify, delete, etc. documents). 

[0027] NetWork server 154 executes a netWork-based 
imaging service 164 that alloWs a user of broWser 160 to 
interact With his or her personal imaging repository (e.g., 
add, remove, and/or modify graphics in the repository) and 
identify an image for printing. Images identi?ed or selected 
for including in the user’s personal imaging repository can 
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be indicated by value (e.g., the actual image data) or by 
reference (e.g., a pointer to or identi?er of the image stored 
elseWhere). The image to be printed can be made up of 
graphics from one or more different graphic sources, and 
include any type of printable data (e.g., text, graphics, and 
so forth). 

[0028] NetWork-based imaging service 164 represents one 
or more services accessible to imaging client 152. Each 
service can execute on the same server or alternatively on 

multiple different servers. These different services can pro 
vide different functionality (e.g., one service may be respon 
sible for graphic storage and retrieval functionality, While 
another service is responsible for merge functionality alloW 
ing graphics to be merged together). Additionally, some 
services may be fully or partially overlapping in function 
ality provided by other services, alloWing a degree of 
fault-tolerance to be built into system 150 (e.g., one service 
can take over the responsibilities of another if the other 

fails). 
[0029] The graphic for an image is received from a 
graphic store 168 and/or a composition store 170. Graphic 
store 168 stores individual graphics (also referred to as 
documents or more generally data capable of being repre 
sented as a tWo dimensional graphic), such as individual 
?les. These individual graphics in store 168 can be used as 
individual printable images via imaging service 164. Each 
individual graphic can be any of one or more types of 
printable data (e.g., text, pictures, etc.), and may result in 
multiple hard copy pages When printed. Additionally, a user 
of broWser 160 may identify multiple individual graphics 
from graphic store 168 that are to be compiled together as a 
single image for printing. In this situation, netWork-based 
imaging service 164 provides an interface that alloWs the 
user of broWser 160 to select different individual images and 
store the compilation of individual images as a single 
composition document (also referred to as a composition 
image) in composition store 170. The composition docu 
ment may include the actual data from the individual 
images, or alternatively identi?ers (e.g., ?le name and path, 
or Uniform Resource Locators (URLs)) of Where the indi 
vidual images can be retrieved for printing or displaying to 
the user. 

[0030] Graphic store 168 and composition store 170 are 
illustrated in system 150 as tWo separate stores. Alterna 
tively, multiple such stores may exist in system 150, and one 
or more graphic stores may be combined With one or more 
composition stores. Additionally, one or more of these stores 
168 or 170 may be implemented on one of servers 154 or 
156, and/or imaging client 152. 

[0031] NetWork-based imaging service 164 also provides 
an interface via Which a user of broWser 160 can select one 

or more print options for printing (e.g., duplex/simplex, 
number of copies, print quality, etc.), including requesting 
private printing and optionally setting a PIN for private 
printing. Imaging client 152 also optionally includes an 
identity sensor 163 that automatically determines the iden 
tity of the user that selected private printing. Subsequently, 
during printing, the user’s identity and/or the PIN set by the 
user is input to the printer or other device representing the 
printer before it Will print the requested document. The 
selected print options can be pre-de?ned by the user and 
stored for subsequent print requests (e.g., at server 154, or 
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alternatively elsewhere in system 150, such as in user pro?le 
172 or at client 152), or alternatively set at the time of 
printing. 

[0032] In order to print an image, the user identi?es the 
image (optionally selecting graphics that are to be part of the 
image) via netWork-based imaging service 164. A print 
request including the image data is then communicated to 
netWork-based print server 166 executing on netWork server 
156. Upon receipt of the print request, netWork-based printer 
server 166 interacts With a printer 174 coupled thereto to 
produce a hard copy of the image. If the user has enabled 
private printing, then server 166 (or alternatively printer 
174) delays printing of the requested document until the user 
is in close physical proximity to printer 174. 

[0033] The determination of When a user is in close 
physical proximity to printer 174 can be carried out in a 
variety of manners. For example, a user may be required to 
actuate a particular button(s) or key(s) on printer 174 or 
server 156, such as entry of the correct PIN. In addition to 
such manual entries by the user, the user’s identity may also 
be automatically detected by a proximity sensor 176 located 
in server 156 (or alternatively printer 174). Proximity sensor 
176 automatically detects a device associated With the user, 
such as a magnetic card, smart card (or other device With an 
embedded integrated circuit), etc. and determines the user is 
in close physical proximity When that device is detected 
close-by. Depending on the manner in Which proximity 
sensor 176 and the user’s device are implemented, this may 
require the user placing the device very close to the printer 
(e.g., sWiping the card through a card reader so that a 
magnetic strip can be read, or simply holding the card close 
to a card reader), or alternatively the user’s device may 
broadcast a signal With a particular range that is sensed by 
proximity sensor 176. 

[0034] FIG. 3 illustrates an exemplary Web-based archi 
tecture 200 in Which private printing can be used. Web-based 
architecture 200 refers to the World Wide Web (or simply the 
Web), Which is a distributed collection of interlinked, user 
vieWable documents (typically referred to as Web docu 
ments or Web pages) that are accessible via the Internet. The 
Web also refers to the client and server components Which 
provide user access to such documents using standardiZed 
Internet protocols. Currently, the primary standard protocol 
for alloWing applications to locate and acquire Web docu 
ments is the HyperText Transport Protocol (HTTP), and the 
Web pages are encoded using a standard markup language 
such as the HyperText Markup Language (HTML) or eXten 
sible Markup Language (XML). Alternatively, other proto 
cols or languages may be used. 

[0035] In architecture 200, an imaging client 202 (e.g., 
imaging client 152 of FIG. 2) includes a Web broWser 204 
including a Web imaging extension 206. BroWser 204 is able 
to load and execute Web content 208 (e.g., J avaScripts, Java 
applets or other Web programs) from various sources. In the 
illustrated example, Web broWser 204 establishes a commu 
nication channel or connection With Web server 210, causing 
Web imaging home content 212 to be copied to imaging 
client 202 as at least part of Web content 208 (and displayed, 
for example, as a Web page). Although illustrated as being 
copied from Web server 210, it is to be appreciated that Web 
imaging home content 212 could alternatively be loaded 
from a local or intermediary source, such as a cache (not 
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shoWn) implemented on imaging client 202. Additionally, 
any inputs by the user to Web content 208 are typically 
handled by Web content 208 rather than being returned to 
Web imaging home content 212. 

[0036] Once loaded in Web broWser 204, Web content 208 
can communicate, via Web imaging extension 206, With 
other components in architecture 200, alloWing access to a 
personal imaging repository as Well as imaging sources and 
imaging destinations. In the illustrated example, the personal 
imaging repository includes composition store 214 and 
graphic store 216, the imaging sources include Web appli 
cation 218 and service 220, and the imaging destinations 
include proxy server 222 and printer 224. Web application 
218 includes a Web server 226 that maintains (or obtains/ 
creates) content 228 accessible to Web content 208. Simi 
larly, service 220 maintains a Web server 230 that maintains 
(or obtains/creates) content 232 accessible to Web content 
208. The content 228 and 232, When generated (e.g., from a 
?le or dynamically) and executed on imaging client 202 
(e.g., as part of Web content 208), can make various func 
tionality available to Web content 208, such as image 
sources, combine multiple graphics into a composition 
document, etc. 

[0037] Printer 224 and proxy server 222 each optionally 
include a print server 231 and 233 for queuing and managing 
received print requests, and a Web server 237 and 239 
storing or dynamically generating device content 236 and 
238, respectively. Device content 236 represents content 
(Which may be generated dynamically) that is provided to 
the Web broWser 204 by the Web server 237. Device content 
236 is a Web content available to imaging client 202 (e.g., 
displayed as a Web page) that represents printer 224 and that 
can access the user’s personal imaging repository. The 
device content 236, When doWnloaded and executed on 
client 202 (e.g., as part of Web content 208), can access the 
stores 214 and 216 via Web imaging extension 206 to obtain 
graphics and upload the graphics to printer 224 for printing, 
as Well as alloW a user to de?ne print option con?gurations 
for printer 224. The printing is then handled by a module 
(e.g., print server 231) of printer 224, Without requiring any 
printer driver for printer 224 to be installed at client 202. The 
upload to printer 224 is accomplished using existing con 
ventional mechanisms (e.g., TCP/IP sockets and/or HTTP 
POST command(s)) that alloW content executing Within the 
broWser to communicate With the server from Which that 
content came. In the illustrated example, imaging extension 
206 is only used to obtain graphics from the personal 
imaging repository, not to upload the graphics to the printer. 

[0038] Device content 236 further alloWs the user of 
imaging client 202 to enable private printing for printer 224. 
By alloWing private printing to be enabled via the service 
representing printer 224, no printer driver for printer 224 
need be installed on imaging client 202. Private printing can 
be con?gured in a variety of different manners in system 
200, such as the folloWing: (1) the user of imaging client 202 
may enter a PIN that is required to be entered at printer 224 
prior to a requested document being printed; (2) the user’s 
identity may be detected (e.g., automatically) at imaging 
client 202 and communicated to printer 224, and printer 224 
Will not print a requested document until that user’s identity 
is input local to printer 224 (e.g., an input keypad, based on 
a device associated With the user such as a smartcard, etc.); 
(3) preceding examples (1) and (2) may be combined so that 
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in order for a document to be printed at printer 224 the user’s 
identity must be input local to printer 224 and another key 
actuated on the printer 224 (e.g., actuation of a “go” button, 
entering a PIN, etc.). 

[0039] The enablement of private printing for printer 224 
can be a pre-con?guration of printer 224 by the user that is 
stored in system 200 (e.g., at printer 224 as part of print 
option settings 240, as part of user pro?le store 234, at 
imaging client 202, etc.), or alternatively may be made by 
the user While submitting the print request. The enablement 
of private printing (as Well as any PIN number or user 
identity) can be communicated to printer 224 for storage, or 
alternatively stored by device content 236 When doWnloaded 
and executed on client 202 (as part of Web content 208). 
Additionally, in embodiments Where PINs are used, PINs 
may be user PINs (Which relate to all print requests for a 
user) or print request PINs (Which relate to only a single 
print request). Alternatively, multiple PINs may be included 
for each print request (e.g., one user PIN and one print 
request PIN). 

[0040] In the case of user PINs, each user can de?ne his 
or her oWn PIN and change it at any time (including after 
printing). The PIN number for the user can be changed via 
an interface presented by broWser 204 based on device 
content 236 by accessing (e.g., broWsing to) printer 224. 
Any print requests associated With that user then require the 
neW PIN number to be entered at printer 224 for printing. In 
the case of print request PINs, each print request (also 
referred to as a print job) is assigned a PIN by the user. 
Different print requests can be assigned different PINs, but 
the user is required to enter the correct PIN for the particular 
print request in order for printer 224 to print the document 
for that print request. 

[0041] In embodiments Where the user’s identity is auto 
matically identi?ed, an identity sensor 241 is included in 
imaging client 202 to automatically identify the user’s 
identity. The user’s identity is then stored for future print 
requests and/or used for the current print request. Although 
illustrated as a separate module, identity sensor 241 may be 
included in Web imaging extension 206, or alternatively as 
part of device content 236 loaded by Web broWser 204. 

[0042] Identity sensor 241 can automatically identify the 
user’s identity in a variety of different manners. In one 
implementation, identity sensor 241 queries an operating 
system (not shoWn) executing on imaging client 202 for the 
log-on ID or name of the user currently logged-on to 
imaging client 202 at the time the print request is received. 
This log-on ID or name is used as the user’s identity. In 
another implementation, the user has a smartcard or similar 
device (e.g., a card or device attached to his or her key chain, 
a piece of jeWelry (such as a ring, Watch, pendant, etc.), etc.) 
With his or her identity stored thereon (e.g., his or her name, 
employee number, email address, other identi?cation num 
ber, etc.). The smartcard or similar device alloWs the identity 
to be communicated from the card or device to identity 
sensor 241. This can be accomplished via any of a Wide 
variety of conventional communication media, but typically 
Will be Wireless media (e.g., RF, infrared, magnetic, etc.). 
The user’s card or device may broadcast the user’s identity, 
or alternatively Wait to respond With the user’s identity after 
it has received a query from a sensor (such as identity sensor 

241). 
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[0043] When the user’s identity is used as the basis (at 
least in part) for private printing, printer 224 delays printing 
requested documents until the user’s identity is sensed by a 
proximity sensor 243 in printer 224. The sensing of the 
user’s identity can be performed in a variety of manners, 
such as the user sWiping his or her card or device through a 
card reader, or placing his or her card in close physical 
proximity to the sensor. It is to be appreciated that the range 
of sensor 243 and/or the user’s card or device can vary by 
implementation, but typically should be such that the user is 
not sensed as being close until he or she is near enough to 
the printer to take the printed copy of his or her document 
before any other user is able to (e.g., Within six feet). 

[0044] This situation is illustrated in additional detail in 
the example of FIG. 4. A user 248 of a client computing 
device 249 requests that a document be printed With private 
printing. A sensor 250 at client device 249 senses the user’s 
identity from a smartcard or similar device 251. The print 
request is communicated to the printer (or proxy represent 
ing the printer) 252, Which does not print the request until 
the user 248 is detected in close proximity to printer 252 due 
to the card or device 251 having the user’s ID being moved 
Within a communications range 253 of a proximity sensor 
254 of printer 252. 

[0045] Returning to FIG. 3, the communication of a PIN 
or user identity from imaging client 202 to printer 224 can 
be accomplished in either a secure or insecure manner. For 

insecure communication, any conventional communication 
protocol can be used (such as HTTP). For secure commu 
nication, any of a variety of conventional security protocols 
can be used to establish a secure connection betWeen client 
202 and printer 224, such as HTTPS (HyperText Transfer 
Protocol Secure), SSL (Secure Sockets Layer), IPSec (IP 
SECurity), and so forth. 

[0046] Proxy server 222 alloWs a printer(s) that does not 
host a Web server to be represented by a Web service. Proxy 
server 222 includes device content 238 and Web server 239, 
Which operate analogous to device content 236 and Web 
server 237, respectively. Proxy server 222 may also option 
ally include a proximity sensor 247 analogous to proximity 
sensor 243 of printer 224. The printer 225 is represented by 
device content 238 and graphics obtained by the device 
content 238 (presented in the context of the device). This 
device content, When doWnloaded and executed on client 
202 (e.g., as part of Web content 208), can upload graphics 
accessed through the imaging extension to proxy server 222, 
Which in turn forWards these graphics to printer 225. 

[0047] Web application 218 and service 220 may each be 
accessible by imaging client 202 via the Internet or via a 
local netWork (e.g., an Intranet). Each of the stores 214 and 
216, as Well as user pro?le store 234, Web server 210, and 
proxy server 222, may be accessible via a netWork (e.g., an 
Intranet or the Internet) and/or located on imaging client 
202. 

[0048] During operation, Web content 208 generates and 
renders, via Web broWser 204, one or more user interfaces 
(e.g., graphical user interfaces (GUIs)) that alloWs the user 
to interact With his or her personal imaging repository. This 
interaction includes alloWing the user to select images or 
documents for printing, and to set private printing options. 
Example user interfaces rendered by Web content 208 are 
discussed beloW With reference to FIGS. 5-6. The various 
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interfaces can be separate Web pages, or alternatively por 
tions of another (or the same) Web page. 
[0049] FIG. 5 illustrates an eXemplary user interface pre 
sented by Web browser 204 of FIG. 3. In the illustrated 
example, user interface 260 is displayed by Web broWser 204 
as a result of loading the Web imaging home content 212. 
User interface 260 includes a document previeW WindoW 
262, a document information portion 264, a favorite printers 
portion 266, and a services and options portion 268. User 
interface 260 alloWs the user to select one or more docu 

ments for printing via document information portion 264. 
The user can select the desired document by name via a pull 
doWn menu input 270 or change the name of the selected 
document in name ?eld 272. Alternatively, other document 
selection input mechanisms may be supported, such as 
cutting and pasting of the document name, dragging and 
dropping an icon representing the document, supporting a 
“broWse” feature alloWing the user to search his or her 
personal imaging repository (or elseWhere) for documents, 
and so forth. 

[0050] The length of the user-selected document (e.g., in 
pages) is illustrated in a length ?eld 274. Document previeW 
WindoW 262 provides a location via Which a small previeW 
image of the document selected for printing (or other 
processing) is displayed to the user. A current page section 
276 identi?es the current page(s) being displayed in docu 
ment previeW WindoW 262, and page manipulation buttons 
278, 280, 282, and 284 alloW the user to easily advance to 
the neXt page in the document, the previous page in the 
document, the last page of the document, or the ?rst page of 
the document, respectively. 
[0051] Favorite printers portion 266 identi?es one or more 
printers that are selectable by the user for printing, and can 
include, for eXample, the user’s preferred printers, suggested 
printers to be used by the user, default printers, and so forth. 
In the illustrated eXample, each printer identi?ed in favorites 
portion 266 is identi?ed by a hyperlink (illustrated as being 
underlined). The user can select one of the printers that the 
identi?ed document is to be printed on by activating the 
hyperlink (e.g., by using a pointer control device to situate 
a pointer over the hyperlink on screen and click a button of 
the control device). Additionally, selecting the hyperlink of 
a printer in portion 266 accesses a Web page for that printer, 
alloWing the user to de?ne print options such as private 
printing. 
[0052] Services and options portion 268 alloWs the user to 
identify or request options or services, such as to add a 
printer to favorites portion 266, clear favorites portion 266, 
print the document, and so forth. 

[0053] One option that can be selected by the user via 
portion 268 is the broWse to printer option 286, Which alloWs 
the user to access Web pages for printers that are not listed 
in portion 266 (and optionally those printers listed in portion 
266, although accessing them via portion 266 is typically 
more user-friendly). Selection of the broWse to printer 
option 286 alloWs the user to select a particular printer (e.g., 
by user input of the printer name or Uniform Resource 
Locator (URL) to identify the printer or print service, or by 
displaying to the user a directory or listing (e.g., via a Web 
page) of available printers) to be broWsed to in order to 
enable private printing. 
[0054] In one implementation, the enabling of private 
printing for a printer is a print option that applies to all 
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printing to that printer by the user. Alternatively, the user 
may set different print option con?gurations, different ones 
of Which include different print option settings (Which may 
or may not include, at the user’s discretion, the enablement 
of private printing). Additional discussions regarding the 
setting of print option con?gurations can be found in co 
pending US. patent application Ser. No. 09/905,238, ?led 
Jul. 12, 2001, entitled “Print Option Con?gurations Speci?c 
to a Service or Device for Printing in a Distributed Envi 
ronment”, to inventors Shell S. Simpson, Ward S. Foster, 
and Kris R. Livingston, Which is hereby incorporated by 
reference. 

[0055] FIG. 6 illustrates an eXemplary printer con?gura 
tion setup user interface 300. Interface 300 includes the 
name 302 of the printer, a physical location 304 of the 
printer, and a description 306 of the printer. Interface 300 is 
presented to the user When he or she broWses to the printer 
or service representing the printer, such as by selection of 
one of the hyperlinks in portion 266 in FIG. 5, or by entering 
the URL of the printer or service into Web broWser 204 of 
FIG. 3. This broWsing may be performed by the user When 
he or she is pre-con?guring the printer for subsequent 
printing, or alternatively during the process of submitting a 
print request. 

[0056] Interface 300 also includes a printer con?guration 
setup portion 308. Printer con?guration setup portion 308 
includes a private printing enablement checkboX 310 and a 
PIN data input ?eld 312 via Which the user can input a PIN. 
The user can toggle betWeen enabling and disabling private 
printing by repeatedly selecting checkboX 310. CheckboX 
310 is a conventional checkboX that indicates When it has 
been selected (e.g., by including an “X” or other indication 
in checkboX 310). In one implementation checkboX 310 is 
automatically selected When one or more characters are 
input to PIN data ?eld 312. Alternatively, rather than a 
checkboX or data input ?eld, private printing may be enabled 
via any other of a Wide variety of conventional user interface 
mechanisms. It should be noted that other conventional print 
options may also be set via setup portion 308 (e.g., dupleX 
printing, number of copies to be printed, print quality, etc.), 
hoWever these additional options have not been illustrated in 
FIG. 6 in order to avoid cluttering the draWings. 

[0057] Interface 300 optionally includes a print button 314 
and/or a save button 316. Selection of a print button 314 
causes the requested document (identi?ed in previeW Win 
doW 262 and document information portion 264 of FIG. 5) 
to be printed using private printing (if enabled) and the PIN 
supplied in setup portion 308. In the illustrated eXample, by 
selecting print button 314, the user is inherently requesting 
that the private printing options (enablement and possibly 
PIN) entered in setup portion 308 are for the current print 
request only and are not save for use With subsequent print 
requests. Selection of save button 316, on the other hand, 
causes the private printing options entered in setup portion 
308 to be saved and used by the printer for subsequent print 
requests. 

[0058] FIG. 7 is a ?oWchart illustrating an eXemplary 
process 400 for con?guring private printing. The process of 
FIG. 7 is performed by device content from a printer or print 
service and involves interaction betWeen the client and the 
printer or print service. The process 400 may optionally be 
implemented in softWare. 
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[0059] Initially, a request (e.g., from a user) is received for 
a printer con?guration interface or page (act 402). In 
response to the request, a printer con?guration setup inter 
face (e.g., a Web page) is presented for display to the user 
(act 404). The user selection of the private printing option 
(Whether it is enabling of private printing or disabling of 
private printing) is then received (act 406), as is optionally 
a user-input PIN for private printing (act 408). The user 
selection of the private printing option is then saved, as is 
any received PIN (act 410). Alternatively, as discussed 
above, the selected private printing options may not be saved 
for subsequent print requests. 

[0060] FIG. 8 is a ?oWchart illustrating an exemplary 
process 430 for printing using private printing. Different 
parts of the process of FIG. 8 are performed at the client and 
the printer (or proxy representing the printer). Acts per 
formed by the client are illustrated on the left-hand side of 
FIG. 8, While acts performed by the printer (or proxy) are 
illustrated on the right-hand side of FIG. 8. The process 430 
may optionally be implemented in softWare. 

[0061] Initially, a print request is submitted by the client 
(act 432). Private printing may have been enabled for this 
print request (folloWing the process discussed above With 
reference to FIG. 7) either as part of the process of submit 
ting the print request or as a pre-con?guration process. 
Regardless, the print request is received at the printer/proxy 
(act 434). A check is then made as to Whether private 
printing is set (act 436). If private printing is not set, then the 
requested document is printed (act 438). HoWever, if private 
printing is set then the printer/proxy Waits for the user to be 
ready for printing (act 440). As discussed above, this can be 
determined in a variety of manners, such as detection of the 
user identity in close proximity to the printer/proxy, entry of 
a PIN, etc. Once the user is ready for printing of the 
document, the document is printed (act 438). 

[0062] FIG. 9 is a ?oWchart illustrating an exemplary 
process 460 for automated printing using private printing. 
Different parts of the process of FIG. 9 are performed at the 
client and the printer (or proxy representing the printer). 
Acts performed by the client are illustrated on the left-hand 
side of FIG. 9, While acts performed by the printer (or 
proxy) are illustrated on the right-hand side of FIG. 9. The 
process 460 may optionally be implemented in softWare. 

[0063] Initially, the client receives a user print request (act 
462). An identity sensor on the client automatically detects 
the user identity (act 464) and the client communicates both 
the user identity and the print request to the printer/proxy 
(act 466). 
[0064] The printer/proxy receives the user identity and the 
print request (act 468), then Waits until the user identity is 
received locally (act 470). This local reception of the user 
identity could be an automatic sensor sensing a smartcard or 
similar device, or alternatively manual user input of the user 
identity (e.g., through an alphanumeric or numeric keypad). 
Once the user identity is received locally, the user is deter 
mined to be in close proximity to the printer and the 
requested document is printed (act 472). 

[0065] In the discussions above, private printing is dis 
cussed primarily With reference to a particular user. HoW 
ever, it is to be appreciated that the printer is able so support 
multiple different PINs and/or user identities concurrently. 
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Thus, multiple users are able to submit print requests With 
private printing enabled to the same printer concurrently, 
and each user’s print request Will be printed by the printer 
When that user is in close proximity to the printer (e.g., the 
user’s identity is sensed by the printer or the user-selected 
PIN is input). 

[0066] FIG. 10 illustrates an exemplary computer system 
500 in additional detail. Computer system 500 can be, for 
example, a netWork client 102 of FIG. 1, an imaging client 
152 or server 154 or 156 of FIG. 2, an imaging client 202, 
server 210 or 222 of FIG. 3, etc. Computer system 500 
represents a Wide variety of computing devices, such as 
desktop computers, portable computers, dedicated server 
computers, multi-processor computing devices, cellular tele 
phones, personal digital assistants (PDAs), handheld or 
pen-based computers, microcontroller-based electronic 
devices, gaming consoles, and so forth. 

[0067] Computer system 500 includes a processor 502, a 
memory 504, a mass storage device 506, and an input/output 
(I/O) interface 508, all coupled to a bus 510. Bus 510 
represents one or more buses in computer system 500, such 
as a system bus, processor bus, accelerated graphics port 
(AGP), peripheral component interconnect (PCI), and so 
forth. The bus architecture can vary by computing device as 
Well as by manufacturer. I/O interface 508 is a conventional 
interface alloWing components of system 500 (e.g., proces 
sor 502) to communicate With other computing devices via 
a netWork, such as netWork 158 of FIG. 2. I/O interface 508 
may be, for example, a modem, a netWork interface card 
(NIC), and so forth. 

[0068] Memory 504 represents volatile and/or nonvolatile 
memory used to store instructions and data for use by 
processor 502. Typically, instructions are stored on a mass 
storage device 506 (or nonvolatile memory) and loaded into 
a volatile memory 504 for execution by processor 502. 
Additional memory components may also be involved, such 
as cache memories internal or external to processor 502. 
Various embodiments of the invention may be implemented, 
at different times, in any of a variety of computer readable 
media that is part of, or readable by, system 500. For 
example, such computer readable media may be mass stor 
age device 506, memory 504 or a cache memory, a remov 
able disk (not shoWn) that is accessible by processor 502 or 
another controller of system 500 (such as a magnetic disk or 
optical disk), and so forth. 

[0069] Computer system 500 is exemplary only. It is to be 
appreciated that additional components (not shoWn) can be 
included in system 500 and some components illustrated in 
system 500 need not be included. For example, a display 
adapter, additional processors or storage devices, additional 
I/O interfaces, and so forth may be included in system 500, 
or mass storage device 506 may not be included. 

[0070] I/O interface 508 is a conventional interface alloW 
ing components of system 500 (e.g., processor 502) to 
communicate With other computing devices via a netWork, 
such as netWork 158 of FIG. 2. 

[0071] The discussions herein refer primarily to softWare 
components and modules that can be executed by a com 
puting device. It is to be appreciated, hoWever, that the 
components and processes described herein can be imple 
mented in softWare, ?rmWare, hardWare, or a combination 
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thereof. By Way of example, a programmable logic device 
(PLD) or application speci?c integrated circuit (ASIC) could 
be con?gured or designed to implement various components 
and/or processes discussed herein. 

[0072] Although the description above uses language that 
is speci?c to structural features and/or methodological acts, 
it is to be understood that the invention de?ned in the 
appended claims is not limited to the speci?c features or acts 
described. Rather, the speci?c features and acts are disclosed 
as exemplary forms of implementing the invention. 

1. A method, implemented on a client computing device, 
the method comprising: 

displaying a Web page representing a printer to a user, the 
Web page including a user-selectable option to enable 
private printing on the printer; 

receiving a user selection of the option to enable private 
printing; and 

communicating the user selection to the printer. 
2. A method as recited in claim 1, Wherein receiving the 

user selection comprises receiving the user selection of the 
option to enable private printing in the absence of a printer 
driver, on the client computing device, that supports private 
printing. 

3. Amethod as recited in claim 1, Wherein communicating 
comprises communicating the user selection to a proxy 
server that represents the printer. 

4. A method as recited in claim 1, Wherein receiving the 
user selection comprises receiving user-input of a personal 
identi?cation number (PIN) that is to be subsequently 
entered at the printer in order to print a document, requested 
by the user, at the printer. 

5. A method as recited in claim 4, Wherein the PIN 
corresponds to a single print request. 

6. A method as recited in claim 4, Wherein the PIN 
corresponds to a single user and multiple print requests for 
the single user. 

7. Amethod as recited in claim 1, Wherein communicating 
comprises communicating the user selection to the printer 
via a secure connection. 

8. A method as recited in claim 1, further comprising: 

automatically identifying a user identity of the user; and 

communicating the user identity to the printer. 
9. A method as recited in claim 1, Wherein the receiving 

comprises receiving the user selection prior to receiving a 
print request to be communicated to the printer. 

10. A method comprising: 

receiving, at a Web service representing a printer, a 
request to print a document; 

receiving, at the Web service, an identi?cation of the user; 

automatically detecting When the user is in close physical 
proximity to the printer; and 

Waiting to print the document until the user is in close 
physical proximity to the printer. 

11. A method as recited in claim 10, Wherein automati 
cally detecting When the user is in close physical proximity 
to the printer comprises detecting When the user is Within a 
threshold distance of the printer, Wherein the threshold 
distance is no greater than a range of a proximity sensor that 
is part of the printer. 
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12. A method as recited in claim 10, Wherein the Web 
service is embedded in the printer. 

13. A method as recited in claim 10, Wherein the Web 
service is included in a proxy coupled to the printer. 

14. A method as recited in claim 10, Wherein Waiting to 
print the document further comprises Waiting to print the 
document until the user has selected a particular one or more 
buttons on the printer. 

15. A method as recited in claim 10, Wherein Waiting to 
print the document further comprises Waiting to print the 
document until the user has entered a particular personal 
identi?cation number (PIN) at the printer. 

16. A method as recited in claim 15, Wherein the Web 
service receives the PIN from the same computing device as 
the request to print the document is received from. 

17. Amethod as recited in claim 10, Wherein the receiving 
comprises receiving the identi?cation of the user from a 
client computing device being used by the user, and Wherein 
no printer driver for the printer is installed on the client 
computing device. 

18. One or more computer readable media having stored 
thereon a plurality of instructions that, When executed by 
one or more processors of a computing device, causes the 
one or more processors to perform acts including: 

displaying, based on device content received from a 
netWork service, an interface including a user-select 
able option to enable private printing on a printer 
represented by the netWork service; 

receiving, from a user of the computing device, a selec 
tion of the option to enable private printing; and 

sending the user selection to the printer to be used in 
printing a print request from the user. 

19. One or more computer readable media as recited in 
claim 18, Wherein receiving the selection comprises receiv 
ing, from the user of the computing device, the selection of 
the option to enable private printing Without a printer driver, 
for the printer, that supports private printing being installed 
on the computing device. 

20. One or more computer readable media as recited in 
claim 18, Wherein receiving the selection comprises receiv 
ing user-input of a personal identi?cation number (PIN) that 
is to be subsequently entered at the printer in order to print 
a document, requested by the user, at the printer. 

21. One or more computer readable media as recited in 
claim 18, Wherein the plurality of instructions further cause 
the one or more processors to perform acts including: 

automatically identifying an identity of the user; and 

sending the identity to the printer With the user selection. 
22. A system comprising: 

a netWork service representing a printer; 

a client computing device con?gured to, 

execute a netWork broWser via Which content repre 
senting a printer can be displayed to alloW a user of 
the client computing device to request a document to 
be printed at the printer, 

automatically detect an identity of the user, 

communicate the print request and the identity of the 
user to the netWork service; and 

Wherein the netWork service is con?gured to, 



US 2003/0038965 A1 

receive the print request and the identity of the user, 

automatically detect When the user is in close physical 
proximity to the printer by identifying the identity of 
the user being located on a device Within a range of 
a proximity sensor at the netWork service, and 

Waiting to print the requested docurnent until the user 
has been detected in close physical proximity to the 
printer. 

23. A system as recited in claim 22, Wherein the netWork 
service is embedded in the printer. 

24. A system as recited in claim 22, Wherein the netWork 
service is embedded in a proxy server coupled to the printer. 
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25. A system as recited in claim 22, Wherein the content 
representing the printer can be displayed to alloW a user of 
the client computing device to enable a private printing 
option along With the request for the document to be printed. 

26. Asystern as recited in claim 22, Wherein autornatically 
detecting the identity of the user cornprises querying an 
operating system of the client computing device for the 
identity. 

27. Asystern as recited in claim 22, Wherein autornatically 
detecting the identity of the user cornprises using a proX 
irnity sensor that is part of the client computing device to 
identify the user identi?cation from a device Worn by the 
user. 
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