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ABSTRACT

A method (30) for controlling flow of a video content signal through a
communications system, such as a video on-demand system (10) creates (39) a unique
message for each individual video content signal and attaches (41) the unique message to
each individual video content signal prior to transmitting (41-47) the video content signal
through the communications system (10) to a designed end user system (19). In one
exemplary embodiment, the unique message comprises an in-band signaling message,

such as a message inserted in a program map table in an MPEG packetized signal.
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IN-BAND SIGNALING TO CONTROL ENCRYPTION AND
TRANSCODING RESOURCES IN VOD/ON-DEMAND SYSTEM

FIELD OF THE INVENTION

[0001] The present invention relates generally to methods and apparatuses for

communicating, and more particularly to a method and apparatus for communicating

through a series of devices in a communications link.

BACKGROUND

[0002] Next generation Video On-Demand (VOD) systems will include the ability o
optionally perform real-time encryption of content from a central or edge locétion, and
the ability to optionally transcode the content. Transcoding is used to provide additional
compression in order to reduce bandwidth. These systems consist of a network of devices,

such as video servers (Seachange, N-Cube, etc.) that store and play out content, Central

Encryptors (Motorola CE), Transcoders (Motorola TMX), and edge QAM devices

(Motorola SEM or Harmonic NSG). Since these new features (central real-time
encryption and trancoding) are optional (i.e., content specific), and human operators
cannot be involved in decision-making each time a subscriber orders a VOD event, a
method is needed to automate control of the VOD system. This automation is needed to
direct the content through the VOD system to the Set-Top Box (STB) that initially

requested the content, and to ensure that the proper processing is applied to the content

along the way.

[0003] Thus, the present invention is therefore directed to the problem of developing an
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automated method for directing content through a series of devices in a communications

system, such as a video-on-demand system to a set-top box.

SUMMARY OF THE INVENTION

[0004] The present invention solves these and other problems by providing a method for
in-band signaling to automate control of the VOD system, which in-band signaling
indicates to recipient devices of the signal certain operations to be performed by the
recipient device on the signal itself.

[0005] According to one aspect of the present invention, an exemplary embodiment of
the method for in-band signaling embeds amessage in the signal, which message is
processed by each recipient of the signal, and which embedded message indicates the
types of operations to be performed on the signal, as well as potentially a next address of
a next recipient of the signal.

[0006] According to another aspect of the present invention, an exemplary embodiment
of a method for controlling flow of a video content signal through a communications
system includes creating a unique message for each individual video content signal and
attaching the unique message to said each individual video content signal prior to

transmitting the video content signal through the communications system to a designed

end user system.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIG 1 depicts an exemplary embodiment of a system operating in accordance with

certain aspects of the present invention.
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[0008] FIG 2 depict a block diagram of an portion of the system of FIG 1 according to
another aspect of the present invention.

[0009] FIGs 3-4 depict an exemplary embodiment of a method for controlling a video
content signal path through a communications system according to still another aspect of

the present invention.

DETAILED DESCRIPTIO
[0010] It is worthy to note that any reference herein to “one embodiment” or “an
embodiment” means that a particular feature, structure, or characteristic described 1n
connection with the embodiment is included in at least ene embodiment of the invention.
The appearances of the phrase “in one embodiment™ in various places in tﬁe specification
are not necessarily all referring to the same embodiment.
[0011] The present invention provides a method to automate control of a communications
system, such as a VOD system, such that content can be directed through a chain of
devices in the communications system to the proper end user (e.g., a set top box), and to
ensure that the proper processing (e.g., encryption/transcodiﬁg) is applied to the content
along the way.
[0012] One exemplary embodiment of a method for providing this automation employs
in-band signaling to indicate to the reCipient devices what operations are to be performed
on the content. According to the exemplary embodiment, a unique in-band signaling
message is created for each individual piece of content before the content is played out,
and this unique in-band signaling message accompanies the individual content through

the chain of devices that make up the VOD system. This message provides instructions

-3 -
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for each device indicating if features like encryption and transcoding (or compression) are
required for the as.sociated content. This embodiment also allows each device in the chain
to determine the next device where the content should be sent (i.e., the next destination).
[0013] According to one exemplary embodiment of the above method, the unique in-band
signaling message can be inserted into the PMT PID stream, and may contain the
following information:

1. STB Unit Address (allows encrypting device to request specific encryption |

information so that the content can be encrypted in a way that only the requesting STB

can decrypt)
2. Encryption Flag (yes/no)
3. Digital Rights Management/Conditional Copyright Information (DRM/CCI).

4, If encrypt=yes, IP address and Destination. User Datagram Port (UDP) port of
Central Encryptor (CE).

5. Transcode Flag (yes/no)

6. If transcode=yes, IP address and Dest. UDP port of transcoder

7. Destination IP address of edge Quadrature Amplitude Modulation (QAM)
device

8. Destination UDP port number to use when transmitting to edge QAM.
[0014] The advantage of this exemplary embodiment is that the in-band signéling
message accompanies the content through the chain of devices in the system (VOD

network). This allows each device in the chain‘to use the information in this message to

determine the processing that is required, and the next device in the chain where it should

send the content. No communication with external devices 1s required.

-4 -
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[0015] Without this method, a system controller would be required to uniquely provision
each CE and or Transcoding device each time a VOD event was requested. This would
also require an interface (XML or other) between the controller and the CE/Transcoder
device. These interfaces require significant development, integration, and testing, and the
extra communication with external devices requires time, which can make VOD session
setup time longer. The in-band signaling interface eliminates the need for an external
controller, complex interfaces between devices, and any real-time communica.,tion
between devices while configuring the VOD network to support a requested VOD
Sess1on.

[0016] The in-band signaling message accompanies the content through the network to
allow the devices in the network to determine how they should process the content and
where they should send it when they are done with it. The VOD system is responsible for
initially creating the message and inserting the in-band signaling message into the
content. The message is created based on STB ID, requested content, and available
system resources (encryption/transcoding). The other devices in the network (CE's,
transcoders, and edge QAM devices) are users of the information in the message.

[0017] The present invention describes an in-band signaling method that can be used to
control encryption and transcoding resources in YOD/On-Demand systems.

[0018] Next generation VOD/on-demand systems will include the capability to optionally
perform real-time encryption of content from either a central or edge location, and the
capability to optionally transcode content as needed. Transcoding devices are used to
provide additional compression of content in order to reduce bandwidth as needed.

[0019] These VOD/on-demand systems consist of a complex network of interconnected

-5 -
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devices from different vendors. The VOD network devices include video servers that

store and play out content, central encryptors (CE), transcoders, and edge QAM devices
(such as Motorola SEM, and Harmonic NSG).

[0020] An exemplary embodiment 10 of a system to which the present invention 1s
applicable is shown in FIG 1. Several Video on-Demand Servers 14a-c are coupled to a
10/100 BaseT control network 1, to which is also coupled a VOD System Resource
Manager 13, a Motorola SDM 12 and an SDI 11. The VOD servers 14a-c are coupled to
a Gigabit Ether Network 17 via GBE Switch 2 located in a central location, as well as to
central encryptors 15a-c and transcoders 16a-c, which are in turn coupled to the GBE
thwoﬂc 17 via the same GBE switch 2. On the other side of the GBE Network 17, there
is a first GBE switch 3a (located at a first edge location), to which is coupled a first group
of SEMs1-4 (18a-d). This first group of SEMS1-4 18a-d is coupled to QAM 4a, which in
turn is coupled to the set-top boxes 19a-c. The QAM 4a creates Node Group A.
Similarly, also on the other side of the GBE Network 17, there is a second GBE switch 3b
(located at a second edge location), to which is coupled a second group of SEMs5-8 (18e-
h). This second group of SEMS5-8 18e-h is coupled to QAM 4b, which in turn is
coupled to the set-top boxes 19d-f. The QAM 4b creates Node Group B. While specific
numbers of devices are shown, these are merely exemplary, and any number of devices

(e.g., central encrpytors, SEMS, transcoders, QAMs, STBs, etc.) could be employed

without departing from the scope of the present invention.
[0021] As shown in FIG 1, the system 10 includes several CE’s 15a-c and several
transcoder devices 16a-c in the central location. The CE’s 15a-c are available to perform

encryption of content that requires access control, and the transcoders 16a-c are available

-6 -
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to perform content compression. In some systems, all content may pass through an
available transcoder to minimize bandwidth. Other systems may only use transcoders as
needed when usage becomes high and compression is needed to allow additioﬁal content
to be “squeezed” into existing SEM QAM output transport streams that are reaching
capacity.

[0022] In a system where some content requires encryption (access control) and other
content can be distributed in the clear, and transcoding 1s only used as needeci, a method
is needed to ensure that the content associated with each VOD session receives the
required processing before being delivered to the requesting STB. If a particular VOD

' session requires encryption, it must be routed through a CE before it can be delivered to
the requesting STB. If that same VOD session also requires transcoding, then the content
must also be routed through a transcoder device before delivery to the STB. If encryption
and transcoding are not required, then the content does not need to be routed through any
CE or transcoding devices. As a result, decision-making is required in the system each
time a new VOD session is requested.

[0023] Based on the access control requirements of the requested content, and the current
loading of the system, the system must determine if the content must be routed through a

CE and or a transcoding device. It is typically the VOD system resource manager that

would be responsible for making these decisions each time a new VOD session 1s

requested. Note that the VOD system resource manager must also select an edge QAM

device in an edge location to receive the content after all necessary encryption and

transcoding is performed (in the central location). The selection of an edge QAM device

is based on the location of the STB that initially requested the VOD session. This

-7 -
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decision-making can be made by tracking the usage of the available resources in the CE
and transcoding devices, along with knowledge of the topology of the VOD network.
Network topology may be provided by the Motorola SDM product 12.

[0024] As described above, content processing (central real-time encryption and or
transcoding) is optional (content specific). In addition, human operators cannot be
involved in decision making each time a subscriber orders a VOD event. As a result, a
method is needed to automate the command and control of the VOD system. This
automation is needed to direct the content through the VOD network to the STB that
initially requested the content, and to ensure that the proper processing is applied to the
‘content along the way.

[0025] There are several ways that the command and control of the VOD system could be
automated. One method would be to develop a new interface in all CE and transcoding
devices to allow the VOD system resource manager (or other system controller) to
individually provision each device each time a VOD session is requested. This would

require real-time communication with each applicable device (CE and or Transcoder)

each time a session was set up.

[0026] The disadvantage of the interface method is that it requires additional real-time
communication between devices during each VOD session setup, which could be time
consuming and error prone. In addition, it requires each CE and transcoding device to

support an open interface, such that it can be controlled by 3rd party VOD system

resource managers. Since this interface does not exist today, and 1t has not been
standardized, development efforts would be required on the part of both Motorola, (CE

and transcoding devices) and the VOD system resource managers to design and support

-8 -
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the new interface. In the long term, this interface method may be desirable, but it may not
be feasible in the short term because the VOD system vendors have expressed an
unwillingness to develop a control interface in the near future.
[0027] The in-band signaling method of the present invention eliminates the need to
develop control interfaces, yet still addresses the need to automate the control of the VOD
system and ensure that the content associated with each VOD session receives the
required processing as it travels through the VOD network.
[0028] Based on information received from a STB when a VOD event 1s initially
requested, the .VOD system resource manager (SRM) is able to determine the following
mformation:
STB Identification (STB Unit Address)
STB Location (Node Group ID)
Content Requested
[0029] Using this information from the STB, the VOD SRM can make the following

determinations:
Subset of Edge QAM devices that have physical connectivity to the node
group of the requesting STB (from topology information).
Conditional Access and DRM/CCI requirements of the requested content.
Whether or not transcoding is needed based on the loading of the available
edge QAM devices.
[0030] The overall system design makes the following assumptions:
The VOD SRM knows the topology of all devices and interconnections 1n

the VOD system (network of VOD servers, CE's, transcoders, and edge QAM devices).

_9.
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The VOD system is aware of the current resource loading of all available

edge QAM devices (possibly through the fracking of used resources as new VOD
sessions are started and old sessions are deleted).

The VOD system 1s aware of the current resource loading of all available
CE's and transcoders (possibly through the tracking of used resources as new 'VOD
sessions are started and old sessions are deleted).

The VOD SRM {ollows the rule that if transcoding=yes and

encryption=yes, always transcode first. This means that when both flags (encrypt and
transcode) are yes, the SRM must transmit the content to the transcoder device specified
in the in-band signaling message.

[0031] These assumptions, along with the information received from the STB during the
1nitial session request, network topology information, and device resource loading
information, allow the VOD SRM to determine the processing required for the requested
content, and the path that the content should take through the VOD network. This path
includes a certain CE (if encryption 1s required), a certain transcoding device (if
transcoding is needed), and a certain edge QAM device.

[0032] In a potential long-term solution (see section 2.2), the VOD SRM could
communicate individually over well-defined interfaces with the specific network devices
that have been 1dentified to be in the path of the requested content. This communication
would involve the provisioning of the individual devices based on the assumptions and
information described above. Alternatively, in-band signaling could be used to achieve

the same goal.

[0033] When the in-band signaling method is used, a unique message is created for each

- 10 -
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individual piece of content before it is played out, and this message accompanies the
content through the chain of devices that make up the VOD system. This message
provides instructions for each device indicating if features like encryption, transcoding,
and QAM_up-conversion are required for the associated content. The message would be
inserted into the PMT PID stream, and would contain the following information:

1. STB Unit Address (allows encrypting device to request specific encryption
information so that the content can be encrypted in a way that only the requesting STB
can decrypt).

2. Flags to indicate required processing (transcoding, encryption, QAM___ﬁp-
-conversion)

3. DRM/CCI Info.
4. If encrypt=yes, IP address and Dest. UDP port of CE.

5. If transcode=yes, IP address and Dest. UDP port of transcoder.

6. If QAM up-conversion = yes, IP address and Dest. UDP port of edge
QAM device.

[0034] This method also allows each device in the chain to determine the next device
where the content should be sent (next destination). The next device is determined by the
order of processing listed in the in-band signaling message. If transcoding, encryption,
and QAM up-conversion are required, the VOD SRM would create the in-band message
as shown below in Table 1 indicating that transcoding should be performed first, followed

by encryption, and then finally QAM up-conversion. The VOD SRM knows that
transcoding is required first so it sends the content to the identified transcoder. The

transcoder sees that the next device after transcoding is encryption so the transcoder sends

-11 -
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to the content to the identified CE. The CE sees that the next device after encryption 1s
QAM up-conversion so the CE sends the content to the identified QAM edge device.
[0035] The advantage of this method is that the in-band signaling message accompanies
the content through the chain of devices in the system (VOD network). This allows each
device in the chain to use the information in this message to determine what processing it
should do, and the next device in the chain where it should send the content (based on the
processing order listed in the message). No communication with external devices 1s
required. The in-band signaling method eliminates the need for an external controller,

complex interfaces between devices, and any real-time communication between devices

while configuring the VOD network te support a requested VOD sesston.

Example

[0036] The in-band si gnaling message accompanies the content through the network to
allow the devices in the network to determine how they should process the content and
where they should send it when they are done with it. The VOD system is responsible for
initially creating the message and inserting it into the content. The message 1s created
based on STB ID, the requirements of the requested content, and available system
resources (encryption, transcoding, and QAM_up-conversion). The other devices in the

network (CE's, Transcoders, and edge QAM devices) are users of the information 1n the

message.

[0037] An exemplary embodiment 30 of a method for controlling a data download, such
as a video on-demand session is described below with reference to FIGs 3-4 assuming the

configuration of FIG 1. The end result of the path 20 that the download will follow 1n

-12 -
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this example is shown in FIG 2, which includes VOD server 14a, transcoder 16c¢, central

encryptor 15b, SEMS 18e and STB4 19d.

[0038] In element 31, the process 30 is initiated when an end user system, such as a set-

top box (e.g., STB #4, FIG 1), requests a data download, such as a YOD event.

[0039] In element 32, the end user system indicates in the request an identification

address (e.g., STB ID (unit address)), a location (e.g., STB location) and a desired data to

be downloaded (e.g., a desired video confent).

' [0040] In element 33, it is determined which edge devices (e.g., a subset of edge QAM
devices) can provide the requested data to the requesting end user system (e.g., STB)
based on the identification infermation address in the request. For example, as shown 1n
FIG i, SEM’s 5, 6, 7 and 8 have physical connectivity to STB #4.

[0041] In element 34, it is determined from the requested content if encryption 1s needed
or not. We shall assume in this example that encryption is required.
[0042] In element 35, as encryption is required, a specific encryption devices is selected

(e.g., CE #2) to support the data download session based on the loading of the available

encryption devices (loading information not shown).

[0043) In element 36,based on the available bandwidth resources in each edge device of
the idenﬁﬁ¢d subset of edge devices in step 33 (e.g., the edge QAM devices), one specific
edge device (e.g., an edge QAM device) is selected to support the data download session.
The least loaded edge QAM device within the identified subset maybe selected. In this
example, we shall assume the VOD system selects SEM #5. .
[0044] In element 37, it is determined if transcoding is needed based on the bandwidth

resources that are available. In this example, we shall assume transcoding is needed.

-13 -



CA 02508683 2005-05-27

Docket: BCS03598 PCT

[0045] In element 38, as transcoding is required, a specific transcoder is selected (e.g., the
VOD system selects transcoder #3) to support the data download session based on the
loading of the available transcoder devices (loading information not shown).

[0046] In element 39, the in-band signaling message is created as shown below in Table
1. Knowing that the required processing includes transcoding, encryption and QAM_up-
conversion, the in-band signaling message is created listing transcoding first, encryption
second, and QAM_up-conversion last. This order determines the order that the
processing must be performed in the network.

[0047] In element 41, the in-band signaling message is inserted into the data being

downloaded (e.g., into the PMT PID stream of the content).

[0048] In element 42, the specific server that contains the requested data (e.g., the video
content) is 1dentified.

[0049] In element 43, based on the order of pro‘cessing listed in the in-band signaling
message, which in this case is transcoding, the data being downloaded is transmitted from

the identified server to the identified transcoder (e.g., transcoder #3) via the network (e.g.,

UDP/IP/GbE - Gigabyte Ethernet).

[0050] In element 44, the data being downloaded 1s cqmpressed (as transcoding was
required in this example) (e.g., transcoder #3 compresses the content), and then sends the
compressed data to the identified encryption device (e.g., CE #2) via the network (e.g.,

UDP/IP/GbE). This occurs because in this example, encryption processing follows

transcoding in the in-band signaling message.

[0051] 'In element 45, the encryption device requests encryption information (e.g.,

- 14 -
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ECM’s) based on the end user system address (e.g., STB ID (umt address), and the
DRM/CCI information) contained in the in-band signaling message from the SDI.

[0052] In element 46, after receiving the encryption information (e.g., the ECM’s) from
the SDI, the encryption device encrypts the data being downloaded and then transmits the
encrypted data to the identified edge device (e.g., edge QAM device, such as SEM #5) via
the network (e.g., UDP/IP/GbE). This occurs because in this example, QAM;up-
conversion processing follows encryption in the in-band signaling message.

[0053] In element 47, the identified edge device (e.g., SEM #5) receives the data being
downloaded, removes the in-band signaling message, and then multiplexes, modulates,
and up-converts the data being downloaded {e.g., places the content on the cable plant)
where the end user system (e.g., STB #4) can acquire the data. For example, if the SEM
is using UDP port mapping, the Destination UDP port used to deliver the content to the

SEM will determine the specific SEM output transport stream and output MPEG SN. -

Example In-Band Signaling Message

Table 1 - In-Band Signaling Message

STB Unit Address UA of STB #4 '

Processing Flags
reserved
Transcoding Transcode == yes
Encryption Encryption == yes
QAM up-convert QAM up-convert ==

If transcode == yes |P address of transcoder #3
IP address of transcoder Destination UDP port number
Destination UDP port

number

If encrypt == yos
IP address of CE IP address of CE #2
Destination UDP port Destination UDP port number

" number Specific DRM/CC! information required by requested content

DRM / CCl Information |

if QAM_up-convert == yes
IP address of edge QAM IP address of SEM #5

device Destination UDP port number
Destination UDP port

number

- 15 -



CA 02508683 2012-11-02

Note: reserved bits under processing flags allow additional processing types to be added in the

future (future expansion) if necessary.

[0054] While embodiments of the invention have been described in the detailed description, the
scope of the claims should not be limited by the preferred embodiments set forth in the

examples, but should be given the broadest interpretation consistent with the description as a

whole.

- 16 -
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What is claimed is:

1. A method for controlling flow of an individual video content signal through a

communications system comprising:

creating a unique message for the individual video content signal; and

attaching the unique message to the individual video content signal prior to transmitting
the individual video content signal through the communications system to a designated end user
system, wherein the unique message identifies whether the individual video content signal i1s
routed to each of one or more optional devices that, when 1dentified to do so, are to operate on
the video content prior to transmitting the individual video content, wherein the unique message
further identifies an order in which the individual content is to be operated upon by two or more

of the one or more optional devices, when two or more optional devices are identified for the

content signal to be routed to.

2. A method for controlling flow of a video content signal through a communications
system comprising:

creating a unique message for each individual video content signal before the individual
video content signal is sent to an end user system; and

sending the unique message in association with the individual video content signal
through a chain of devices that make up the communications system, wherein the unique
message provides instructions for one or more devices in the chain of devices indicating whether
or not a respective optional operation is required to be performed on the associated video content
signal by each of the one or more devices, and wherein the unique message further identifies an
order in which the individual content is to be operated upon by two or more of the one or more

optional devices, when two or more optional devices are identified for the content signal to be

routed to.

3. The method according to claim 2, wherein said one or more optional operations include

one or more of the following: encryption, transcoding and QAM upconversion.

4, The method according to claim 2, further comprising inserting the unique message 1nto a

PMT PID stream.
- 17 -
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5. The method according to claim 4, wherein the unique message includes one or more of

the following:

one or more flags to indicate optional operations;
DRMJCCI Information;

If encrypt=yes, IP address and destination UDP port of end user system;
[f transcode=yes, IP address and destination UDP port of transcoder;
If QAM up-conversion =yes, IP address and destination UDP port of edge QAM device;

and

a next device to which the video content signal should be sent.

6. The method according to claim 1, wherein the data is a desired data download, and
wherein the one or more optional devices comprise a transcoding device that compresses the

desired data download and encryption device that encrypts the desired data download.

7. The method according to claim 6, further comprising:
receiving a request for the desired data download from an end user system; and

indicating in the request at least an end user identification and a desired data download.

8. The method according to claim 6, further comprising:
identifying a specific server that has the desired data download; and
transmitting the desired data download from the specific server to the transcoding device

prior to the encryption device when both compression and encryption of the data are required.

9. The method according to claim 6, further comprising: encrypting the desired data

download, when encryption is required

10.  The method according to claim 6, further comprising:
requesting encryption information when encryption is required;

receiving the encryption information associated with the end user system, and

encrypting the desired data download.

11. The method according to claim 6, further comprising: receiving the desired data
download at an edge device; and removing the in-band signaling message from the desired data

download.

- 18 -
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12.  The method according to claim 11, further comprising: multiplexing, modulating and up-

converting the desired data download for subsequent access by the end user system.

13. The method according to claim 6, further comprising: inserting the in-band signaling

message into a program message table of an MPEG packet.

14.  An apparatus for controlling flow of individual video content through a communications
system to an end user system, comprising;:

a resource manager that generates a unique in-band signaling message for the individual
video content before the individual video content is transmitted through the communications
system, wherein the unique in-band signaling message identifies whether the individual video
content is routed to each of one or more optional devices that, when identified to do so, are to
operate on the video content prior to transmitting the individual video content, wherein the
unique in-band signaling message further identifies an order in which the individual content 1s to
be operated upon by two or more of the one or more optional devices, when two or more
optional devices are identified for the content signal to be routed to; and

a server to store the requested data and forward the requested data to the end user system

along with the attached in-band signaling message.

- 19 -



CA 02508683 2005-05-27

%! L O J
N (@) @)
r— — r—t

4a

NODE GROUP A =t ?c;%.z NODE GROUP B

3 g 15
- = =
— —_ - - = = - -
- M L < L WO Ll O L ™~ L) OO
%

GbE SWITCH - GbE SWITCH
(EDGE LOCATION) (EDGE LOCATION)

N

=1
.

TO 10/100

BASE T

CONTROL

NETWORK
17

10a

16b

TRANSCODER

&

H L0 L0
— — vl
Ld L L)
N

GbE SWITCH (CENTRAL LOCATION) '

1

TRANSCODER
2
TRANSCODER
3

&

%
<r o Ll \l -
- =L -
L = — O
o e o »= <
o o o —
> = > AN >— N I
Lo Sa See ANN I ZIWER B AN I O e
L] Ll L O o
7z T ol | oo O
> -
= OO -
H =
Lot
o —

10/100 BASE T CONTROL NETWORK

Gowling Lafleur Henderson LLP



CA 02508683 2005-05-27




CA 02508683 2005-05-27

3/4

RECEIVING A DATA DOWNLOAD REQUEST FROM -
AN END USER SYSTEM, e.g., A SET TOP BOX

INDICATING IN THE REQUEST, AN IDENTIFICATION ADDRESS,
LOCATION AND DESIRED DATA (e.g., STB ID &UNIT ADDRESS), |32
STB LOCATION (NODE GROUP B), AND DESIRED CONTENT)

DETERMINING WHICH EDGE DEVICES (e.g., EDGE QAMs)
THAT CAN PROVIDE THE DATA TO THE REQUESTING END 33
USER SYSTEM (e.g. STB) BASED ON THE IDENTIFICATION
INFORMATION ADDRESS IN THE REQUEST

DETERMINING FROM THE REQUESTED DATA, 34
IF ENCRYPTION IS REQUIRED |

SELECTING AN ENCRYPTION DEVICE TO SUPPORT THE
DATA DOWNLOAD SESSION (e. 2E) BASED ON LOADING OF 35
AVAILABLE ENCRYPTION DEVI ES NCRYPTION IS REQUIRED

SELECTING ONE SPECIFIC EDGE DEVICE BASED ON AVAILABLE
BANDWIDTH RESOURCES IN EACH EDGE DEVICE IN THE DETERMINED
SUBSET OF EDGE DEVICES (FROM STEP 33) TO SUPPORT THE DATA |36

DOWNLOAD SESION Ee. ., VOD SYSTEM SELECTS LEAST LOADED

EDGE QAM DEVICE WITHIN IDENTIFIED SUBSET)

DETERMINING IF TRANSCODING IS REQUIRED BASED 37
ON BANDWIDTH RESOURCES THAT ARE AVAILABLE

SELECTING A SPECIFIC TRANSCODER TO SUPPORT THIS DATA
DOWNLOAD SESSION BASED ON LOADING OF AVAILABLE 38
TRANSCODER DEVICES, IF TRANSCODING IS REQUIRED

BUILDING AN IN-BAND SIGNALING MESSAGE A SHOWN IN TABLE
1 (e.g., KNOWING THAT THE REQUIRED PROCESSING CONSISTS OF
TRANS ODING ENCRYPTION AND QAM_UP-CONVERSION, THE IN-BAND
SIGNALING MESSAGE IS CREATED CISTING TRANSCODING FIRST, 39
ENCRYPTION SECOND, AND QAM UP-CONVERSION LAST, WHICH

ORDER DETERMINES A PROCESSING ORDER THAT MUST BE
PERFORMED IN THE NETWORK)

FIG. 3 30

Gowling Lafleur Henderson LLP
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FROM FIG. 3 - 4/4

INSERTNG THE IN-BAND SIGNALING MESSAGE CREATED
IN STEP 39 INTO THE DATA BEING DOWNLOADED (e.q., 41
THE PMT PID STREAM OF THE CONTENT)

IDENTIFYING A SPECIFIC SERVER THAT CONTAINS 47
THE REQUESTED DATA (e.qg., THE VIDEQ CONTENT)

TRANSMITTING THE DATA BEING DOWNLOADED TO A FIRST
DEVICE BASED ON THE IN-BAND SIGNALING MESSAGE (e.q., IF
THE FIRST PROCESSING LISTED IN THE IN-BAND SIGNALING
MESSAGE IS TRANSCODING, THE VOD SYSTEM TRANSMITS 43
THE CONTENT FROM THE IDENTIFIED SERVER (STEP 42) TO
THE IDENTIFIED TRANSCODER (STEP 38, e.g., TRANSCODER #3)
VIA THE NETWORK (e.g., UDP/IP/GbE)) |

COMPRESSING THE DATA BEING DOWNLOADED AND FORWARDING
THE COMPRESSED DATA TO AN IDENTIFIED ENCRYPTION DEVICE
(e.%., TRANSCODER #3 COMPRESSES THE CONTENT, AND THEN 44
SENDS IT TO THE IDENTIFIED CE (CE #2) VIA UDP/IP/GbE)
BASED ON THE ORDER THAT ENCRYPTION FOLLOWS TRANSCODING .
IN THE IN-BAND SIGNALING MESSAGE

REQUESTING ENCRYPTION INFORMATION %ECM'S) BASED ON
INFORMATION IN THE IN-BAND SIGNALING MESSAGE (e.g., THE STB |45
ID (UNIT ADDRESS), AND THE DRM/CCI INFORMATION) FROM THE SDI

ENCRYPTING THE DATA BEING DOWNLOADED AFTER RECEIVING

THE ENCRYPTION INFORMATION (ECM's) FROM THE SDI, AND
TRANSMITTING THE ENCRYPTED CONTENT TO THE IDENTIFIED EDGE 46

QAM DEVICE ée. . SEM #5) VIA THE NETWORK (UDP/IP/GbE)

BASED ON THE FACT THAT QAM-UP-CONVERSION PROCESSING

FOLLOWS ENCRYPTION IN THE IN-BAND SIGNALING MESSAGE

RECEIVING THE DATA BEING DOWNLOADED AT THE IDENTIFIED -

EDGE DEVICE (e.g, SEM #5 RECEIVES THE CONTENT)r. REMOVING

THE IN-BAND SIGNALING MESSAGE, AND THEN MULTIPLEXING,
MODULATING, AND UP-CONVERTING THE DATA BEING DOWNLOADED

(e.q., PLACES THE CONTENT ON CABLE PLANT) WHERE THE END |47
USER SYSTEM ge. , STB #4) CAN ACQUIRE IT. (IF THE SEM IS

USING UDP PORT MAPPING. THE DESTINATION UDP PORT USED

TO DELIVER THE CONTENT TO THE SEM WILL DETERMINE THE
SPECIFIC SEM OUTPUT TRANSPORT STREAM AND OUTPUT MPEG SN)

FIG. 4 30 (CONTINUED)
(owling Lafleur Henderson LLP
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