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(57) ABSTRACT 

When a user having an age less than a threshold age (a child 
user) attempts to access an online service or perform actions 
using the online service, the online service obtains parental 
authorization from an additional user having a parental 
relationship to the user. The child user may identify the user 
having the parental relationship and the online service 
verifies the validity of the identified user's account, the age 
of the identified user, and/or a connection between the 
identified user and the child user having a parental relation 
ship type. The online service may make these verifications 
based in part Social and transactional information associated 
with the identified user's account. Upon successful verifi 
cation, the online service allows the identified user to 
authorize account creation for the child user, and/or manage 
the account and actions of the child user. 
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MANAGING SOCIAL NETWORK 
ACCESSIBILITY BASED ON AGE 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of co-pending 
U.S. application Ser. No. 14/599,443, filed Jan. 16, 2015, 
now allowed, which is a continuation of U.S. application 
Ser. No. 13/687,867, filed Nov. 28, 2012, now U.S. Pat. No. 
8.966,590, issued on Feb. 24, 2015, which are incorporated 
by reference in their entirety. This application is related to 
U.S. application Ser. No. 12/858,403, filed Aug. 17, 2010, 
now U.S. Pat. No. 8,671,453, issued on Mar. 11, 2014 which 
is incorporated by reference in its entirety. 

BACKGROUND 

0002 This invention relates generally to social network 
ing systems, and in particular, to managing Social network 
ing system access based on user age. 
0003. Under certain government regulations, such as the 
Children's Online Privacy Protection Act (COPPA), opera 
tors of Social networking systems and other online services 
that are directed towards children or that may otherwise 
collect personal information from children are required to 
obtain parental consent for the collection, use, or disclosure 
of the children's personal information. Parental consent is 
also appropriate when children request access to social 
networking systems and/or other online services that contain 
mature content or are primarily directed to adults. 
0004 Conventionally, parental authorization can be 
obtained through methods such as requiring credit card 
information, contacting the parent directly (i.e., via mail or 
fax), or obtaining a parent's signature on a consent form. 
These methods may be ineffective and burdensome on a 
larger scale, especially when hundreds or thousands of 
children request access to a website each day. Additionally, 
methods for obtaining parental consent can be subject to 
fraud and inaccuracies because website operators lack Suf 
ficient information to verify that the person providing con 
sent is the child’s parent. For example, a child may take his 
parent's credit card and use it to gain access to a website 
without the parents consent. Additionally, online systems, 
Such as Social networking systems, are unable to effectively 
notify parents of their children's interactions over the sys 
tems or allow parents to manage a child's online system use. 

SUMMARY 

0005 Embodiments of the invention allow a social net 
working system to manage user access based on a users age. 
More specifically, if a users age does not exceed a threshold 
age, the Social networking system allows a different user that 
is a verified parent of the user to administer the user's 
account. A user that does not exceed a threshold age is 
referred to herein as a “child user. The verified parent of a 
child user provides the Social networking system with 
administrative settings that are used by the Social network 
ing system, along with the child users age, to regulate the 
child user's access to the Social networking system. 
0006. In one embodiment, the social networking system 
may require a child user to obtain authorization from its 
parent to access the Social networking system. In the 
embodiment, the Social networking system receives an indi 
cation from the child user that another social networking 
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system user is the child user's parent. The Social networking 
system verifies that the indicated user is the child user's 
parent based on data stored by the Social networking system. 
For example, the Social networking system verifies that an 
indicated user is a child user's parent based on validity of the 
indicated user's account, the age specified by the indicated 
user's account and/or the existence of a parent-child rela 
tionship between the accounts associated with the child user 
and with the indicated user. Hence, data from the indicated 
user's account and/or from the child user's account is used 
to verify a parental relationship between the users. 
0007. In one embodiment, a verified parent user governs 
and administers the account for a child user of the verified 
parent user. For example, the Social networking system 
provides a verified parent user's account with administrative 
access to the child user's account, allowing the verified 
parent user to modify various settings of the child user's 
account. For example, a verified parent user may control 
connections that the child user may establish, groups or 
events that the child user may join, Software applications 
that the child user may access, etc. 
0008. In one embodiment, the social networking system 
may automatically limit a child user's access to the Social 
networking system. For example, the Social networking 
system automatically establishes a parent-child relationship 
between a verified parent user and the child user in the 
system, and does not allow the child user to unilaterally 
terminate the established parent-child relationship. As 
another example, for a child user under the age of thirteen, 
the Social networking system restricts access to the child 
user's content to other Social networking system users 
connected to the child user. As yet another example, the 
Social networking system prevents other Social networking 
system users from locating the child user via the Social 
networking system or from sending connection requests 
(e.g., requests to establish a friend relationship) to the child 
USC. 

0009. The social networking system may, in an automatic 
manner, also periodically or continuously notify a verified 
parent user of actions in the Social networking system 
performed by the child user associated with the verified 
parent user. For example, the Social networking system 
notifies a verified parent user when an associated child user 
is invited to an event, sends a friend request and/or receives 
a friend request. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010 FIG. 1 is a high-level block diagram of a system 
environment, in accordance with an embodiment of the 
invention. 
0011 FIG. 2 is a high-level block diagram of the verifi 
cation modules, in accordance with an embodiment of the 
invention. 

0012 FIG. 3 is a flowchart of a parental authorization 
process, in accordance with an embodiment of the invention. 
0013 FIG. 4 is a flowchart of an account verification 
process, in accordance with an embodiment of the invention. 
0014 FIG. 5 is an interaction diagram of a parental 
authorization process for third party systems, in accordance 
with an embodiment of the invention. 
0015 FIG. 6 is a flowchart of a process for administering 
a child user's account, in accordance with an embodiment of 
the invention. 
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0016. The figures depict various embodiments of the 
present invention for purposes of illustration only. One 
skilled in the art will readily recognize from the following 
discussion that alternative embodiments of the structures 
and methods illustrated herein may be employed without 
departing from the principles of the invention described 
herein. 

DETAILED DESCRIPTION 

Overview 

0017. An online service, such as social networking sys 
tem, is configured to obtain parental consent for a child’s 
access to a computing resource and may also allow a verified 
parent of the child to manage a user account for the child. 
For example, if an online service user is associated with an 
age that does not exceed a threshold age (a "child user'), 
another user that is a verified parent of the child user 
provides administrative settings regulating the child user's 
access to a Social networking system. For example, a social 
networking system restricts actions of a child user based on 
administrative settings provided by the child user's parent. 
Additional administrative settings allow the verified parent 
of the child user to monitor actions taken by the child user 
within the online service. For example, a Social networking 
system may automatically send notifications regarding a 
child user's actions to a user account associated with a 
verified parent of the child user. 
0.018. As used herein, an “online service' includes a 
Social networking system, a website external from the Social 
networking system, an online service, a game or other online 
application, a media item, or any other computing environ 
ment that requires parental authorization. The online service 
can be a portion of a website, an online application that is 
run on a website, or media items shown on a website. In 
Some embodiments, the computing resource is a social 
networking system that provides users a way to connect and 
communicate with other users. Social networking systems 
allow users to establish relationships or connections with 
others and share information in a variety of useful ways. 
0019. A user is a person or entity that interacts with other 
persons or entities via the Social networking system and is 
associated with an approved account in the Social network 
ing system. As discussed, a child user is a user having an age 
that is less than a threshold age. For example, children in the 
United States under 13 years of age must obtain verifiable 
parental consent before accessing websites or online Ser 
vices that are directed to children or that collect information 
from children. In other embodiments, a child user is a user 
having an age less than an age of consent, Such as a user 
under 18 years old. 

System Architecture 

0020 FIG. 1 is a block diagram of one embodiment of a 
system environment 100. In the embodiment shown by FIG. 
1, the system environment 100 includes client devices 110a 
and 110b, a network 101, and a social networking system 
120. However, in other embodiments the system environ 
ment 100 may include different and/or additional compo 
nentS. 

0021. The client devices 110a, 110b are any devices 
having data processing and data communication capabilities. 
Examples of client devices 110 include desktop computers, 
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laptop computers, portable computers, personal digital assis 
tants (PDAs), Smart phones, or any other device including 
computing functionality and data communication capabili 
ties. A client device 110 communicates with other client 
devices 110 and/or with a social networking system 120 via 
the network 101. 

0022 Interactions between a client device 110 and the 
Social networking system 120 are typically performed via 
the network 101, which enables communication between a 
client device 110 and the social networking system 120. In 
one embodiment, the network 101 uses standard communi 
cations technologies and/or protocols. Thus, the network 
101 may include links using technologies such as Ethernet, 
802.11, worldwide interoperability for microwave access 
(WiMAX), 3G, 4G, LTE, digital subscriber line (DSL), 
asynchronous transfer mode (ATM), InfiniBand, PCI 
Express Advanced Switching, etc. The network 101 may 
also utilize dedicated, custom, or private communications 
links. The network 101 may comprise any combination of 
local area and/or wide area networks, using both wired and 
wireless communication systems. 
0023 The social networking system 120 includes 
accounts associated with users, as further described below. 
The social networking system 120 receives data from client 
devices 110 via the network 101 and processes the received 
data. In one embodiment, the Social networking system 120 
includes an account registration module 121, a verification 
module 122, a user account module 123, an authorization 
module 124, a communication module 125, an action log 
126, an application programming interface (API) server 127, 
and a regulation module 128. 
0024. The account registration module 121 receives 
requests via the network 101 to create accounts from entities 
using or establishing an account to use a computing resource 
associated with the Social networking system 120. As 
described above, an entity requesting an account may have 
an age that does not equal or exceed a threshold age (i.e., a 
child user). In one embodiment, the account registration 
module 121 determines whether a request for an account is 
received from a child user and requests identifying infor 
mation for an additional user that is a parent of the child user. 
For example, if data included in a request for an account 
(e.g., an age, a birth date, etc.) indicating the users age 
indicates that the users age does not equal or exceed a 
threshold value, the account registration module requests 
that the user identify an additional user having a parental 
relationship with the requesting user. The account registra 
tion module 121 communicates an identification of the 
additional user or data identifying the additional user to the 
verification module 122, which verifies that the additional 
user has a parental relationship with a child user requesting 
an account. If an additional user verified as having a parental 
relationship with a child user provides authorization to the 
account registration module 121, an account for the child 
user is created. Verification of a parental relationship 
between users is further described below in conjunction with 
FIGS. 3-4. 

0025 Referring back to FIG. 1, the user account module 
123 stores account data associated with a user's account. 
The account data includes identifying information about the 
user, such as the user's name, address, user identification 
(ID), and password. The user account module 123 stores 
account data for a plurality of users’ accounts. In one aspect, 
the data includes Social data, including information regard 
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ing the user's demographic characteristics, such as the user's 
age, interests, gender, educational history, etc. The data 
further includes the various connections or edges of the user 
to other users of the Social networking system. The connec 
tions may be added explicitly by the user. For example, the 
user may select a particular other user to be a friend. The 
connections also may be automatically created by the Social 
networking system based on common characteristics of the 
users (e.g., users who are alumni of the same educational 
institution). Connections in Social networking systems are 
usually in both directions, but need not be, so the terms 
“user' and “friend’ depend on the frame of reference. For 
example, if Bob and Joe are both users and connected to 
each other in the system, Bob and Joe are also each other's 
friends. The connection between users may be a direct 
connection; however, Some embodiments of a Social net 
working system allow the connection to be indirect via one 
or more levels of connections. Also, the term friend need not 
require that users actually be friends in real life, (which 
would generally be the case when one of the users is a 
business or other entity); it simply implies a connection in 
the Social networking system. 
0026. The verification module 122 verifies user accounts 
alleged to have a parental relationship with another user. In 
one embodiment, shown in FIG. 2, the verification module 
122 includes an account verification module 210, an adult 
verification module 220, and a relationship verification 
module 230. For example, the verification module 122 
determines whether a user alleged to have a parental rela 
tionship with a child user (a “purported parent”) has an 
account with the online service associated with the Social 
networking system 120, whether the purported parent is an 
adult and whether the purported parent is connected to the 
child user. In other embodiments, the verification module 
122 performs any Suitable actions for verifying a parental 
relationship between a purported parent and a child user. 
0027. The account verification module 210 verifies that a 
purported parent has a valid account. For example, the 
account Verification module 210 compares information iden 
tifying a purported parent with stored user accounts to verify 
that information identifying the purported parent corre 
sponds to information in at least one stored user account. 
Additionally, the account verification module 210 analyzes 
a stored user account corresponding to the information 
identifying a purported parent to verify that the stored user 
account is authentic. For example, the account Verification 
module 210 retrieves actions, locations, demographic data or 
other information associated with a user account to deter 
mine that the user account is authentic. Illustratively, the 
account Verification module 210 may verify a user account 
based on the number of established connections associated 
with the user account. More specifically, the probability that 
an account is valid increases as the account has more 
connections. Therefore, the account verification module 210 
may determine that an account is authentic if the account has 
greater than a threshold number of connections. If the user 
account does not have greater than a threshold number of 
connections, the account Verification module 210 may deter 
mine that the account is not valid or, alternatively, flag the 
account for further verification. 

0028. If a user account corresponding to a purported 
parent is verified, the adult verification module 220 deter 
mines an age from data in the user account. For example, the 
adult verification module 220 compares the age from the 
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user account associated with an adult age threshold and 
determines that the user account is associated with an adult 
if the age equals or exceeds the adult age threshold. The 
adult verification module 220 may use any suitable data to 
determine the age associated with a user account. For 
example the adult verification module 220 uses an age 
declared in the user account, a birth date specified by the 
user account and the current date, the average age of other 
user accounts connected to the user account or other Suitable 
data associated with the user account. In one embodiment, 
the adult verification module 220 determines an age asso 
ciated with a user account using different types of data to 
improve the accuracy of the age determination. 
(0029. The relationship verification module 230 deter 
mines whether the purported parent user is the parent of a 
child user. In some instances, the relationship verification 
module 230 leverages various Social signals (e.g., informa 
tion derived from connections, user profiles, user actions) to 
verify a parental relationship. In one embodiment, the rela 
tionship verification module 230 determines whether the 
user account of the child user is connected to the user 
account associated with the purported parent and, if the 
accounts are connected, determines whether the connection 
has a type associated with a parental relationship. Additional 
data associated with the user accounts of the child user and 
of the purported parent may be used to verify the parental 
relationship. For example, location data associated with the 
child user and purported parent user accounts is analyzed, or 
pictures having the child user and the purported parent 
tagged are analyzed to further determine the relationship 
between the child user and the purported parent. In one 
embodiment, after verifying a parent-child relationship, the 
relationship verification module 230 automatically estab 
lishes a connection between the user account of the child 
user and the user account of the purported parent having a 
specified type indicating a parental relationship. 
0030 The authorization module 124 determines whether 
to create a new user account or to allow access to an existing 
user account. Additionally, if a child user requests creation 
of a new user account, the authorization module 124 com 
municates with the verification module 122 to identify a user 
account associated with a verified parent of the child user 
and requests authorization to create the requested account 
from the verified parent. The communication module 125 
communicates a response from the verified parent to the 
authorization module, which sends the authorization to the 
account registration module 121 to create the account if the 
response from the verified parent is an approval. If the 
response from the verified parent is a denial, the authoriza 
tion module 124 does not provide authorization to create the 
account and may communicate a message to the requesting 
child user via the communication module 125 indicating the 
account was not created. 

0031. The communication module 125 links the social 
networking system 120 to the one or more client devices 110 
via the network 101. The communication module 125 
receives requests for data from a client device 110 and 
communicates data retrieved from the Social networking 
system 120 to a client device 110 via the networking. For 
example, the communication module 125 serves web pages, 
as well as other web-related content, such as JAVAR), 
FLASHR), XML and so forth to client devices 110. The 
communication module 125 may provide the functionality 
of receiving and routing messages between the Social net 
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working system 120 and client devices 110, for example, 
instant messages, queued messages (e.g., email), text and 
SMS (short message service) messages, or messages sent 
using any other Suitable messaging technique. The commu 
nication module 125 receives requests from a client device 
110 to create a user account and communicates the requests 
to the account registration module 121, to the verification 
module 122 or to any other suitable component. 
0032. The action logger 126 receives communications 
about user actions on and/or off the online service associated 
with the Social networking system 120 and maintains a log 
describing the actions. Examples of actions may include, for 
example, adding a connection to another user, sending a 
message to another user, uploading an image, reading a 
message from another user, viewing content associated with 
another user, attending an event posted by another user, 
among others. The action logger 126 may store various types 
of data describing actions. Examples of stored data describ 
ing actions include the date and/or time when an action was 
performed, a user account identifier of the user performing 
the action, a type associated with the action, an object on 
which the action was performed or other data. Actions 
performed by a user on online services other than the online 
service associated with the social networking system 120 
may be stored by the action logger 126. For example, if the 
online service associated with the Social networking system 
120 is a Social networking system, the action logger 126 may 
store user actions taken within the Social networking system 
as well as actions taken on websites external to the Social 
networking system. 
0033. The web server 127 links the social networking 
system 120 to external websites and/or to client devices 110. 
In one embodiment, the web server 127 allows external 
systems to send information to the Social networking system 
120 by calling APIs via the network 101. The web server 127 
processes the request by calling the appropriate program 
code to collect appropriate data, which is then communi 
cated back to the external system via web server 127 the 
network 101. A request for parental authorization of a child 
user's use of the online service associated with the social 
networking system 120 may be received by the web server 
127. The web server 127 may also transmit a request for 
authorization of a child user's account to one or more client 
devices 110 via the network 101. 

0034. The regulation module 128 enables a verified par 
ent user to administer and/or govern accounts of child users 
associated with the verified parent user. Additionally, the 
regulation module 128 governs the various users (including 
child users) of the online service associated with the social 
networking system 120. For example, the regulation module 
128 manages different types of interactions that users of the 
online service may perform and manages the types of 
information that may be presented to the various users of the 
online service. 
0035. Using the regulation module 128, a verified parent 
user may define settings for governing the interactions of an 
associated child user, may define the types of information 
that can be presented to the child user, or may define other 
Suitable configuration settings. In one embodiment, the 
regulation module 128 restricts or limits the access of users 
identified as child users based on settings received from 
verified parents associated with the child user. For example, 
the regulation module 128 receives a setting from a verified 
parent user indicating that requests from other users to 
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connect to a child user associated with the verified parent 
user must first be approved by the verified parent user. A 
process for administering and governing a child user's 
account is further described below in conjunction with FIG. 
6. 

Child User Account Verification 

0036 FIG. 3 illustrates a flow chart of one embodiment 
of a method 300 for obtaining parental consent for a child 
user's account for an online service. In the embodiment 
shown by FIG. 3, the account registration module 121 
receives 301 a request to open an account in the online 
service and determines that the request is from a child. For 
example, based on data (e.g., a provided age, a provided 
birth date, etc.) included in the request, the account regis 
tration module 121 determines an age associated with the 
requesting entity and determines whether the age is less than 
a threshold age. If the age of the requesting entity does not 
equal or exceed the threshold age, the account registration 
module 121 determines that the requesting entity is a child 
and requests, from the child, information identifying a 
parent. The account registration module 121 receives 302 
information identifying a parent user, which is the purported 
parent of the child. Examples of information identifying a 
parent user include: a name, an address, contact information 
(telephone number, email address), user identification (ID) 
information, account identifier, Screen name or other Suit 
able information. 
0037 Using the information identifying the parent user, 
the verification module 122 verifies 303 that the identified 
parent user has a valid account with the online service, 
verifies 304 that the identified parent user is an adult, and 
verifies 305 that the identified parent user is the parent of the 
child. The verification module 122 is further described 
above in conjunction with FIG. 2. While FIG. 3 describes 
verifying 303 that the parent user has a valid account, 
verifying 304 that the identified parent user has at least an 
adult threshold age and verifying 305 that the identified 
parent user is the parent of the child user requesting an 
account, in different embodiments, a subset of these verifi 
cations are performed or additional verifications are per 
formed. The order in which the identified parent user is 
verified as the parent of the child user requesting an account 
may vary in different embodiments. 
0038. As discussed, the verification module 122 verifies 
303 that the identified parent user has a valid account with 
the online service associated with the Social networking 
system 120. A valid account is an account that is owned and 
accessed by a real person who is authorized to use the 
account and is also associated with legitimate and safe 
activities in the system. Conversely, an account associated 
with the identified parent user is not valid if it does not exist 
in the system (i.e., the name of the identified parent user is 
not registered with an account). 
0039. An account may also be invalid if it has been 
fraudulently accessed or used by someone other than the 
authorized user. For example, an account may be invalid if 
confidential information has been accessed from the 
account, Such as the user ID, password, or account numbers 
without consent of the user associated with the account. An 
account is also invalid if the account has been used to engage 
in Suspicious activities or if the account has been accessed 
from a suspicious location, which is discussed in detail 
herein. In some embodiments, an account is invalid because 
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it was created for an illegitimate use in the online service. 
For instance, if a user creates multiple accounts for engaging 
in an online game in a Social networking system, the 
multiple accounts would be invalid as they were created for 
an illegitimate use. 
0040 FIG. 4 shows a flow chart of one embodiment of a 
detailed process for verifying 303 the validity of an account 
associated with an identified parent user. In one embodi 
ment, the process described in conjunction with FIG. 4 is 
performed by the account verification module 210 of the 
verification module 122. The account verification module 
210 receives 401 information identifying the user that is the 
purported parent user of the child user and identifies 402 the 
parent user's account based on the information. If the 
account verification module 210 determines that a purported 
parent user's account does not exist or has been abandoned, 
the account verification module 210 denies the child user's 
request for an account. 
0041) If an account is associated with the purported 
parent user, the account is analyzed 403 to determine 
whether it is associated with a legitimate user. For example, 
actions from the action log module 126 associated with the 
purported parent user's account are analyzed 403. A valid 
account is likely to engage in Safe or quality activities 
enhancing communication, establishing connections or pro 
viding content to the online service. Examples of safe or 
quality activities include: establishing connections with 
other users; sending messages to other users; posting stories, 
pictures, or links on profiles; participating in online discus 
sions; commenting on other user's posts; and joining groups, 
events, or communities. 
0042 A purported parent user's account that is connected 
with a threshold number of other users or that has engaged 
in a threshold number of quality interactions in the Social 
networking system is likely to be a valid account. Moreover, 
a purported parent user's account that has received commu 
nications or requests for connections from other users is 
likely to be a valid account because a legitimate user would 
receive communications or requests to connect with others. 
In contrast, a purported parents account that has engaged in 
less than a threshold number of interactions or received less 
than a threshold amount of communication from other users 
is likely to be an invalid account. Additionally, the length of 
time that the purported parent’s account has been established 
and actively used may be a factor in determining the 
accounts validity. For example, an account that has been in 
active use for a threshold amount of time (e.g., a year) may 
be an indication that the account is valid. 

0043. The authenticity of other user accounts that are 
connected to the purported parent user may be analyzed 403. 
For example, other user accounts connected with the pur 
ported parent user's account may lack multiple connections 
with other users or have low quality interactions in the Social 
networking system, indicating that these accounts are 
invalid. Accordingly, the parent user's account, which is 
connected to the likely invalid accounts, may also be invalid. 
Conversely, if the user accounts connected to the purported 
parent user's account have a threshold number of connec 
tions and are associated with a threshold number of quality 
activities, the purported parent user's account is likely to be 
valid. Accounts of multiple users associated with the pur 
ported parent user may be tracked and analyzed to determine 
whether a group of fake accounts are connected to each 
other. 
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0044. In one embodiment, the purported parent user's 
account is analyzed 403 for suspicious activities, which 
occur when an entity other than an authorized user creates a 
session by obtaining fraudulent access to the purported 
parent user's account (i.e., obtaining the user ID and pass 
word of an account and logging into the account pretending 
to be the authorized user). Examples of suspicious activities 
include spamming (i.e., sending unsolicited advertisements, 
messages or requests to other users), phishing (i.e., attempt 
ing to obtain confidential information from other users), 
accessing sensitive information (i.e., Social security numbers 
or credit card numbers), or any other type of illegitimate or 
objectionable actions that negatively affect other users. If 
Suspicious activities are associated with the purported user's 
account, the account verification module 210 determines 
404 whether the suspicious activities exceed a specified 
threshold. The purported parent user's account is classified 
411 as invalid if the suspicious activities exceed the thresh 
old. For example, a threshold is set where a user's account 
is classified 411 as invalid if it is used to send more than one 
spam message to other users. Systems and methods for 
managing objectionable behavior in a web-based social 
networking system are disclosed in U.S. application Ser. No. 
11/701,744, filed on Feb. 2, 2007, which is incorporated by 
reference herein in its entirety. 
0045. In some embodiments, if the suspicious activity 
associated with the user's account does not exceed the 
threshold, further verification steps may be performed. For 
example, the verification module 122 request 405 that the 
purported parent user create a new session with the online 
service. A session is created when a user accesses the user's 
account by logging into the online service or accessing a 
website associated with the online service. Requesting 405 
creation of a new session allows the account Verification 
module 210 to analyze 406 a location associated with the 
new session to determine 407 whether the purported parent 
user is accessing the account from a Suspicious location. The 
location of the session is received from a client device 110 
associated with the purported parent user. A session's loca 
tion may include the geographical location of the client 
device 110, information about the physical attributes of the 
client device 110 used by the user, the network address 
associated with the newly created session or other identify 
ing information. 
0046 Typically, a user regularly creates sessions from the 
same set of locations, such as from client devices 110 in a 
home and/or in a workplace. For example, a user may 
routinely establish sessions with the online service from its 
home in Palo Alto, Calif. or its place of work in Mountain 
View, Calif. These locations may be referred to as “safe 
locations.” A user is less likely to establish a session using 
client devices 110 that are in locations distant from the safe 
locations. Hence, a session created from a distant location 
may be considered suspicious or unsafe. Referring to the 
preceding example, a session established from Mexico City, 
Mexico would be an atypical user location that would be 
considered suspicious. 
0047. Further, certain geographic locations, user loca 
tions, or network addresses may be associated with a nega 
tive reputation based on a past history of Suspicious sessions 
created from those locations. An attempt to create a session 
from a location having a negative reputation may be flagged 
as Suspicious. For example, a location in Nigeria may have 
a reputation for phishing and other fraudulent online activi 
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ties. If a purported parent user's account that is typically 
associated with locations in the U.S. creates a new session 
from the location in Nigeria the session is flagged to indicate 
that the purported parent user's account may be invalid. 
0048 Based on the location information from the newly 
created session, the account verification module 210 deter 
mines 407 whether the newly created session is associated 
with a suspicious location. In some embodiments, the 
account verification module 210 determines 407 whether the 
location associated with the newly created session matches 
a stored location identified as safe. If the location does not 
match a stored safe location, the account Verification module 
210 determines 407 whether the location matches one of the 
known Suspicious locations. Alternatively, the account Veri 
fication module 210 determines 407 whether the location of 
the new session matches a Suspicious location, and classifies 
411 the purported parents account as invalid if the location 
matches a suspicious location. In other embodiments, the 
purported parents account is not classified 411 as invalid 
until a threshold number of sessions are associated with 
being Suspicious. Authenticating user sessions based on 
reputation of user locations is disclosed in U.S. patent 
application Ser. No. 12/646,800, filed on Dec. 23, 2009, and 
U.S. patent application Ser. No. 12/646,803, filed on Dec. 
23, 2009, each of which is incorporated by reference herein 
in its entirety. 
0049. In some embodiments, if the purported parent 
creates a new session from a Suspicious location, authenti 
cation of the purported parent user's account is enhanced 
408. In one embodiment, authentication is enhanced 408 by 
providing a challenge-response test to the purported parent 
user. A challenge-response test provides a challenge to the 
user, which requests a response that only the authorized user 
of the account would likely be able to answer. For example, 
a challenge may be a security question based on information 
that only a user authorized to access the purported parent 
user's account is likely to know. 
0050. One type of challenge is a “Completely Automated 
Turing Test To Tell Computers and Humans Apart” (CAPT 
CHA), which requires a user to read distorted text and type 
the letters or numbers to authenticate that the user is not an 
automated System or computer that has improperly gained 
access to the user's account. A social CAPTCHA is another 
type of challenge that can be presented to a user of a social 
networking system. The social CAPTCHA asks the user to 
identify information about other users connected to the user 
or about interactions in the Social networking system. For 
example, a user may be presented with five users and asked 
which of them is connected to the user in the social net 
working system. The difficulty level of the social CAPT 
CHA may be adjusted based on a degree of Suspicion 
associated with the account. Examples of increasing social 
CAPTCHA difficulty include: requesting identification of 
more specialized types or information in a challenge, 
increasing the number of questions presented, or increasing 
the number of potential answers from which answers are 
chosen. Using Social information to authenticate a user 
session is disclosed in U.S. application Ser. No. 12/399,723, 
filed on Mar. 6, 2009, which is incorporated by reference 
herein in its entirety. 
0051. In some embodiments, the social CAPTCHA may 
be presented to a user at any time when Suspicious activity 
is associated with the user's account to validate the account. 
For example, a social CAPTCHA may be presented to the 
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user when suspicious activities are identified from past 
sessions associated with the user's account. In one embodi 
ment, the social CAPTCHA is presented after requesting 
405 a user create a new session. The enhanced authentica 
tion may be presented in a variety of ways, such as via email, 
text message, multimedia messaging service (MMS), or 
other type of online communication. 
0052. The account verification module 210 determines 
409 whether a correct response to the enhanced 408 authen 
tication is received from the purported parent user. An 
incorrect response to the challenge results the purported 
parent user's account being classified 411 as invalid. In some 
embodiments, the purported parent user's account is not 
classified 411 as invalid until the number of incorrect 
responses to the enhanced authentication 408 equals or 
exceeds a threshold. If the purported parent user provides a 
correct response to the enhanced 408 authentication, the 
purported parent user's account is classified 410 as valid. 
0053 A purported parent user's account may also or 
additionally be analyzed by the account verification module 
210 for suspicious activities associated with the account that 
occur on third-party websites. For instance, a purported 
parent user's account in a social networking system is used 
to connect to third party websites, such as an online retail 
website or an online banking service and the purported 
parent user's actions with the third party website are ana 
lyzed for Suspicious activities. For example, a purported 
parent user's account is used to log into a third party online 
classifieds website and post fraudulent sales items on the 
website. Analyzing this information may indicate that the 
purported parent user's account has been compromised and 
may be invalid. Activities by the purported parent user's 
account, Such as Suspicious activities, on third party web 
sites may be analyzed using the methods described above to 
determine whether the parent user's account is valid. 
0054. In another embodiment, a confidence score or 
metric is calculated for the purported parent user's account 
based on a variety of data using the methods described 
above. If the confidence score equals or exceeds a threshold, 
the purported parent user's account is classified as valid. 
However, if the confidence store is less than the threshold, 
the purported parent user's account is classified as invalid. 
In other embodiments, challenge-response, such as a Social 
CAPTCHA, is presented to the purported parent user to 
enhance authentication if the confidence score is less than 
the threshold. 

Adult Verification 

0055 Referring back to FIG. 3, if the purported parent 
user's account is verified 303 as valid, the verification 
module 122 verifies 304 that the purported parent user is an 
adult. For example, the adult verification module 220 veri 
fies 304 the age of the purported parent user based on social 
data associated with the account of the parent user. In some 
embodiments, the purported parent users age is determined 
from information in the purported parent user's account. For 
example an age or birth date included in the purported parent 
user's account is used to verify 304 that the purported parent 
users age is at least an adult age threshold. Alternatively, the 
adult verification module 220 asks the purported parent user 
for its age and compares the provided age to the adult age 
threshold. 
0056. The adult verification module 220 may also deter 
mine the purported parent users age based on Social signals 
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associated with the purported parent user's account. For 
example, social signal data associated with the purported 
parent user's account is analyzed using a histogram, and 
various calculations may be made from the histogram, 
including the average, median, skew, and kurtosis of the 
Social data set. For example, the average age of users 
connected to the purported parent user is determined from a 
histogram. If the average age of the users connected to the 
purported parent user equals or exceeds the adult age 
threshold (e.g., 35 years old), the adult verification module 
220 verifies 304 the purported parent user is an adult. 
0057. In some embodiments, the activities associated 
with the purported parent user's account are analyzed to 
determine the age of the purported parent user. Activities 
associated with the purported parent user's account may 
provide an indication of the purported parent user's approxi 
mate age. Examples of activities providing information 
about an approximate age include joining a university's 
alumni organization webpage, posting comments or links 
related to news articles or political stories with adult 
oriented topics, including profile information showing an 
employment history or joining an employment-based net 
work. If a threshold number or percentage of activities 
associated with the purported parent user's account is adult 
oriented, the purported parent user is likely to be an adult. 
0058 Various other social data may indicate whether the 
purported parent user is an adult, Such as data indicating that 
the parent user is employed or is married. The adult verifi 
cation module 220 may analyze various social data as 
factors, either alone or in combination, to determine whether 
the parent user is an adult. In some embodiments, each factor 
is given a confidence score and the confidence scores are 
combined to form an overall confidence score. If the overall 
confidence score exceeds a threshold score, the parent user 
is verified 304 as an adult. 
0059. In some embodiments, a machine learning process 
verifies 304 whether the parent user is an adult based on 
inputs derived from various Social data. Examples of input 
include the average, median, skew, and kurtosis obtained 
from a histogram of the Social data. Additional examples of 
inputs include binary inputs from the Social data, Such as 
whether the purported parent user is employed or is married. 
0060 A machine learning process may be trained using 
inputs based on Social data from a parent user verified to be 
an adult. Various rules and coefficients may be used to adjust 
the machine learning process to accurately predict whether 
a purported parent user is an adult. After training on a known 
data set, the machine learning process may be used to 
determine whether other purported parent users are adults. 
For example, the machine learning process receives as input 
various signals about the average age of users connected 
with a purported parent user, the median age of the users 
connected to the purported parent user, whether the pur 
ported parent user has engaged in adult-associated activities, 
and whether the purported parent user is married. The 
machine learning process determines whether the potential 
parent user is an adult based on the rules, coefficients and the 
inputs. 

Relationship Verification 
0061. The verification module 122 verifies 305 that the 
purported parent user is a parent of the child user. In one 
embodiment, the relationship verification module 230 
requests that the purported parent user confirm that he or she 
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is the parent of the child. Alternatively, the relationship 
verification module 230 requests that the purported parent 
user declare a parent-child relationship between the pur 
ported parent user's account and the child user's account. 
0062. In another embodiment, the relationship verifica 
tion module 230 determines whether the purported parent 
user is the parent of the child user by comparing Social data 
about the purported parent user with data provided by the 
child user. For example, the relationship verification module 
230 determines that the purported parent user and the child 
user have the same last names, live in the same region, have 
the same address, or have declared relationships with the 
same family members. In one embodiment, the relationship 
verification module 230 determines a distance between a 
current city or other reported residence of the purported 
parent and a residence or other location provided by the 
child user. If the distance between the purported parents 
residence and the child user's reported residence is within a 
threshold distance, the relationship verification module 230 
determines that the purported parent and the child user have 
a valid parental relationship. However, if the distance 
between the purported parent's residence and the child 
user's residence is not within the threshold distance, the 
relationship verification module 230 determines that the 
purported parent and the child user do not have a valid 
parental relationship or flags the parental relationship as 
potentially invalid. 
0063. The relationship verification module 230 may also 
determine whether the reported ages of the purported parent 
and the child user have a difference equaling or exceeding a 
threshold number of years. If the difference between the ages 
of the purported parent and the child user is less than the 
threshold number of years, the verification module 230 may 
determine that there is not a parental relationship between 
the purported parent and the child user or may flag a parental 
relationship between the purported parent and the child user 
as potentially invalid. For example, if the difference in age 
of the purported parent and the age of the child user is less 
than fifteen years, the verification module 230 determines 
that the purported parent and the child user do not have a 
valid parent-child relationship. 
0064 Actions of the purported parent user may be ana 
lyzed to determine the existence of a parent-child relation 
ship. A parent user may share pictures of its children on its 
profile, post stories on its profile about its children, send 
messages to other users about its children, or post events 
related to its children (for example, birthday parties or 
School-related activities) in an online service (e.g., a Social 
networking system). Hence, analyzing actions of the pur 
ported parent user for certain types of actions and/or for 
actions associated with the child user may be used to verify 
305 a parental relationship between the purported parent 
user and the child user. 

0065 Connections between the purported parent user and 
other users may also be used to verify 305 a parental 
relationship between the purported parent user and the child 
user. For example, the purported parent user has verified a 
parent-child relationship with some of its other children in 
the online service. If other child users connected to the 
purported parent have similar attributes to the child user 
requesting the account, a parental relationship between the 
purported parent user and the child user requesting the 
account may be verified 305. For example if other child 
users having a verified parental relationship with the pur 
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ported parent user have the same last names or other 
identifying information as the requesting child user, the 
parental relationship between the purported parent user and 
the requesting child user is verified 305. 
0066 Other social data associated with the purported 
parent user may be used to verify 305 the parental relation 
ship between the purported parent user and the child user. 
For example, users connected to the purported parent user in 
the online service may be asked to verify 305 the existence 
of the parental relationship. As another example, the pur 
ported parent user is asked questions about the child user 
account to verify 305 the parent-child relationship. The 
above-described factors, as well as other factors, may be 
analyzed independently or in combination to verify 305 a 
parental relationship between the purported parent user and 
the child user. In some embodiments, each factor is given a 
confidence score, which are combined to generate an overall 
confidence score. If the overall confidence score is equals or 
exceeds a threshold score, the parent-child relationship is 
verified 305. Alternatively, a machine learning process is 
used to verify 305 the existence of a parent-child relation 
ship using Social data (e.g., activities of the purported parent 
in the Social networking system, whether the purported 
parent user and the child user have the same last names, 
same addresses, and/or or same user locations). The machine 
learning process may operate as described above. 
0067. After verifying 303 the purported parent user's 
account, verifying 304 the purported parent users age and 
verifying 305 the parental relationship between the pur 
ported parent user and the child user, the verification module 
122 may request 306 authorization of the child user's 
account from the purported parent user. If the online service 
is a Social networking system, authorization of the child 
user's account may be requested 306 using any Suitable 
communication channel. Such as e-mail, text message, mul 
timedia messaging service (MIMS), instant message, or 
other online communication. In one embodiment, the pur 
ported parent user is capable of authorizing the child user's 
account if the purported parent user has an account with the 
online service. Alternatively or additionally, the purported 
parent user may provide information authorizing the child 
user's account, such as a confirmation e-mail or confirma 
tion message, regardless of whether the purported parent 
user has an account with the online service 

0068. When requesting 306 authorization of the child 
user's account, the verification module 122 may specify 
additional information and/or additional steps for the pur 
ported parent user to verify the child user's account. For 
example, an authorization request specifies that the pur 
ported parent user provide a portion of an identification 
number associated with the purported parent user (e.g., last 
four digits of a social security number, last four digits of a 
credit card number, etc.) to authorize the child user's 
account. A third-party verification company may use the 
identification number to confirm that authorization was 
received from the purported parent user. As another 
example, the authorization request specifies that the autho 
rization be received from a confirmed email address or as an 
SMS message from a mobile phone. The information and/or 
steps identified by the authorization request may be based on 
the specific country and/or jurisdiction of the purported 
parent user and/or child user. 
0069. When authorization of the child user's account is 
received 307 from the purported parent user, the child user's 
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account is activated 308, allowing the child user to access 
the online system. In one embodiment, after activating 308 
the child user's account, a connection between the purported 
parent user's account and the child user's account is estab 
lished. The connection has a type associated with a parental 
relationship. In one embodiment, the child user is also 
automatically added to a close friends or children list of the 
parent user. The child user, however, may still restrict the 
parent user from seeing certain content depending on the 
content. If the purported parent user denies authorization to 
the child user, the child user's account is denied. 

Application of Verification Methods 
0070 The systems and methods described above can be 
applied to obtain parental consent for a child user in various 
online contexts. For example, the systems and methods of 
verification described above can be applied to obtain paren 
tal authorization of a child user's access to a third party 
system, which includes third party web sites, online ser 
vices, a game or other online application, a media item, a 
portion of a third party website, an online application that is 
run on a third party website, or media items shown on a third 
party website. In some embodiments, the Social networking 
system can allow the parent to engage in ongoing monitor 
ing of the child’s use of the Social networking system and/or 
other third party websites or services. 
0071 FIG. 5 shows an interaction diagram of the verifi 
cation process for a child user's 503 request to access a third 
party system 502. For instance, a child user 503 may request 
505 access to a third party system 502, such as a movie 
rental website or online game application on a website. 
Upon requesting an account with the third party system 502, 
the child user 502 may receive a limited account or limited 
access to the third party system 502, until the child user 503 
obtains parental consent to access the system 502. A request 
can be forwarded 506 from the third party system 502 to the 
API server 127 at the social networking system 501 to obtain 
parental authorization for the child user 503. The social 
networking system 501 determines 507 the validity of the 
parent user's account, the age of the parent user, and the 
existence of a parent-child relationship using the methods 
disclosed above. If the parent user's 504 account, age, and 
relationship with the child user are verified, the social 
networking system 501 requests 508 authorization from 
parent user 504 for the child user 503 to access the third 
party system 502. The social networking system 501 
receives 509 a response from the parent user 504 granting or 
denying access for the child user 503 to the third party 
system 502. The social networking system 501 confirms 510 
the parent user's 504 response to the third party system 502. 
The third party system 502 grants or denies 511 access to the 
child user 503 based on the response received from the 
parent user 504 via the social networking system 501. 
Accordingly, the verification methods described above 
allows the social networking system 501 to act as a clear 
inghouse to obtain parental consent for children to gain 
access to various third party systems. 
0072. In some embodiments, the request can be received 
directly from the child user 503 in the social networking 
system 501. In other embodiments, the request can be sent 
directly from a third party system 502 to the social network 
ing system 501 based on a child user's 503 request to access 
the third party system 502. The third party system 502 can 
be the same system that the child user 503 requests access 
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to, or the third party system 503 can make a request on 
behalf on another third party system 502. The third party 
system 502 can also request pre-approval of the child user's 
503 account from the parent user 504. This allows the third 
party system 502 to automatically grant the child user's 503 
request without forwarding 506 the request to the social 
networking system 501. 

Regulation of a Child User's Account 

0073 FIG. 6 illustrates one embodiment of a method 600 
for regulating a child user's account with an online service. 
In one embodiment, the regulation module 128 receives 601 
a request from a purported parent user to administer a child 
user's account with an online service. Responsive to the 
request, the regulation module 128 determines 602 whether 
the purported parent user has a parental relationship with the 
child user. In one embodiment, the regulation module 128 
accesses a user profile associated with the child user to 
determine whether the child user has a parental relationship 
with the purported parent user. A parental relationship 
between the child user and the purported parent user may 
have been determined as described above in conjunction 
with FIGS. 3 and 4. If the purported parent user has a 
parental relationship with the child user, the regulation 
module 128 provides 603 the purported parent user with an 
administration interface (e.g., a dashboard), which allows 
the parent user to provide and the regulation module 128 to 
receive 604 administrative settings for the child user's 
account. The settings may be used by the regulation module 
128 to manage various interactions of the child user via the 
online service. 

0074. In one embodiment, the regulation module 128 
allows the purported parent user to manage the credentials 
for the child’s user account if a parental relationship exists. 
For example, the parent user is authorized to change or reset 
the child user's account password and/or to manage a 
password reset processes initiated with respect to the 
account. Illustratively, a parent user of a child user may 
specify that the online service, such as a Social networking 
system, automatically notify the parent user when a pass 
word reset process has been initiated for the child user's 
account. Responsive to Such a notification, the parent user 
may access the regulation module 128 to complete the 
password reset process or cancel the password reset process. 
For example, a parent user may cancel a password reset 
process when the child’s user account has been accessed by 
an unauthorized source. 

0075. As another example, the regulation module 128 
enables a parent user to manage connection requests (e.g., 
friend requests) associated with the child user's account. In 
one embodiment, the regulation module 128 notifies the 
parent user of requests received from other users to connect 
with the child user's account. The parent user may evaluate 
received connection requests and select connection requests 
to authorize, allowing the users associated with the selected 
connection requests to be connected to the child user's 
account. The regulation module 128 may additionally notify 
the parent user of connection requests sent by the child user 
to other users, and allow the parent user to determine 
whether the connection requests may be sent to their indi 
cated recipients. Connection requests authorized by the 
parent user are sent from the child user to their identified 
recipients. 
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0076 Further, the regulation module 128 may allow a 
parent user to regulate or specify the types of interactions 
that the child user may perform in an online system, such as 
a social networking system, or that other users may perform 
with respect to the child user. In one embodiment, the 
regulation module 128 enables the parent user to manage the 
users with which the child user is authorized to exchange 
communications via the online service. The regulation mod 
ule 128 may also enable the parent user to identify objects 
(e.g., groups, events, pages, etc.) in the online service with 
which the child user is permitted to interact or with which 
the child user is not permitted to interact. For example, the 
parent user may specify that the child user is not permitted 
to join identified groups, attend identified events, or join 
identified pages of an online service. Such as the Social 
networking system. As another example, the parent user 
identifies that the child user is not permitted to provide 
“like' indications for specified objects of the online service. 
0077. The regulation module 128 may also enable the 
parent user to regulate other users to which the child user 
may subscribe. For example, the parent user may indicate 
whether the child user is permitted to subscribe to or 
“follow' other users of the social networking system that are 
not connected to the child user. Hence, a parent user may 
decide whether the child user is permitted to receive periodic 
updates regarding content generated by users not connected 
to the child user. Via the regulation module 128, a parent 
user may also control the child user's access to applications 
(e.g., third party games, third party software utilities, etc.) or 
a social application platform that may be leveraged by third 
parties available via the online service. In one embodiment, 
the regulation module 128 enables the parent user to identify 
on a granular level specific applications or characteristics of 
applications that the child user is permitted to or not per 
mitted to access. Further, the regulation module 128 allows 
a parent user to disable or cancel the child user's account, 
which prevents the child user from accessing the online 
service using the account. In one embodiment, canceling the 
child user's account removes information associated with 
the account from the online service. 

0078. The regulation module 128 may moreover enable 
the parent user to manage the users permitted to tag the child 
user in images uploaded to the online service. As used 
herein, tagging refers to providing an indication of a user's 
identity in an image Such as a digital photograph. An image 
in which a user is tagged may be associated with the user's 
profile or account. Hence, the regulation module 128 may 
allow the parent user to restrict those users that may tag the 
child user to the parent user, the child user, and/or friends of 
the child user. 

0079. After receiving administrative settings from the 
parent user, the regulation module 128 manages 605 the 
interactions of the child user over the online service based at 
least in part on the settings received from the parent user. For 
example, the regulation module 128 prevents the child user 
from exchanging chat messages based on settings received 
from the parent user. In one embodiment, the regulation 
module 128 additionally manages the child user based on 
policies of the online service specific to child users. For 
example, child user-specific policies may be automatically 
implemented by the regulation module 128 responsive to 
determining that a user associated with an account is a child. 
Policies of an online service specific to child users may be 
relatively more restrictive than the policies governing adult 
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users of the Social networking system. In some embodi 
ments, the parent user of the child user may modify appli 
cation of the online service's child user-specific policies for 
the child user. 

0080. In one embodiment, the regulation module 128 
automatically restricts the child user from performing cer 
tain actions. For example, the child user may be prevented 
from unilaterally removing the parental relationship 
between the child user and the parent user. The child user 
may also be placed on a children, family, or relative list 
associated with the parent user. The regulation module 128 
may also notify the parent user of interactions in the online 
service involving the child user. For example, the parent user 
automatically receives updates identifying the various 
actions performed by the child user, and/or actions per 
formed by other users with respect to the child user. As 
examples of notifications, the regulation module 128 notifies 
the parent user when the child user has commented on a 
particular post of a friend or when the child user has been 
tagged in an image by another user. In one embodiment, the 
notifications provided to the parent user may be subject to 
certain limited privacy settings configured by the child user. 
0081 Content of the online service accessible to a child 
user may be regulated based on the child users age. For 
example, objects (e.g., pages, groups, events, advertise 
ments, applications, etc.) in the online service may each be 
associated with a particular age limit, preventing users 
younger than the age limit from accessing the object. The 
age limits may be automatically determined by the regula 
tion module 128, input by an administrator of the online 
service, provided by a creator of the object, determined from 
the average age of online service users connected to the 
object, the average age of online service users that interacted 
with the object, social signals, and/or other suitable data. For 
example, an age limit of sixteen may be automatically 
imposed on a fan page of a social networking system based 
the average age of users connected to the fan page, based on 
the average age of users connected to users that are con 
nected to the fan page or other suitable data. If the child 
users age does not at least equal the age limit for an object, 
the child user is prevented from accessing the object. Refer 
ring to the previous example, if the child user is fourteen, the 
child user is not permitted to access the fan page. 
0082 In one embodiment, if the child user is below a 
minimum age threshold (e.g., under the age of 13 years old), 
the regulation module 128 further limits the interactions 
permitted by the child user. For example, the regulation 
module 128 may limit content accessible to a child user 
younger than the minimum age threshold to content gener 
ated by users connected to the child user (e.g., friends of the 
child user). As another example, the regulation module 128 
prevents users younger than the minimum age threshold 
from accessing specific types of content. Illustratively, a 
child user younger than the minimum age threshold is 
permitted to access images uploaded to a social networking 
system, but not advertisements posted with the images. 
0083. The regulation module 128 may additionally pre 
vent users of the online service that are above the minimum 
threshold age and not connected to a child user by two 
degrees or less (e.g., not a friend of a friend) from locating 
the child user via a search interface of the online service. In 
one embodiment, the regulation module 128 also prevents 
users that are not connected to a child user by two degrees 
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or less and above the minimum threshold age from sending 
connection requests to the child user. 

Summary 

I0084. The foregoing description of the embodiments of 
the invention has been presented for the purpose of illus 
tration; it is not intended to be exhaustive or to limit the 
invention to the precise forms disclosed. Persons skilled in 
the relevant art can appreciate that many modifications and 
variations are possible in light of the above disclosure. 
I0085. Some portions of this description describe the 
embodiments of the invention in terms of algorithms and 
symbolic representations of operations on information. 
These algorithmic descriptions and representations are com 
monly used by those skilled in the data processing arts to 
convey the substance of their work effectively to others 
skilled in the art. These operations, while described func 
tionally, computationally, or logically, are understood to be 
implemented by computer programs or equivalent electrical 
circuits, microcode, or the like. Furthermore, it has also 
proven convenient at times, to refer to these arrangements of 
operations as modules, without loss of generality. The 
described operations and their associated modules may be 
embodied in software, firmware, hardware, or any combi 
nations thereof. 
I0086. Any of the steps, operations, or processes described 
herein may be performed or implemented with one or more 
hardware or software modules, alone or in combination with 
other devices. In one embodiment, a software module is 
implemented with a computer program product comprising 
a computer-readable medium containing computer program 
code, which can be executed by a computer processor for 
performing any or all of the steps, operations, or processes 
described. 
I0087 Embodiments of the invention may also relate to an 
apparatus for performing the operations herein. This appa 
ratus may be specially constructed for the required purposes, 
and/or it may comprise a general-purpose computing device 
selectively activated or reconfigured by a computer program 
stored in the computer. Such a computer program may be 
stored in a tangible computer readable storage medium or 
any type of media Suitable for storing electronic instructions, 
and coupled to a computer system bus. Furthermore, any 
computing systems referred to in the specification may 
include a single processor or may be architectures employ 
ing multiple processor designs for increased computing 
capability. 
I0088 Embodiments of the invention may also relate to a 
computer data signal embodied in a carrier wave, where the 
computer data signal includes any embodiment of a com 
puter program product or other data combination described 
herein. The computer data signal is a product that is pre 
sented in a tangible medium or carrier wave and modulated 
or otherwise encoded in the carrier wave, which is tangible, 
and transmitted according to any suitable transmission 
method. 
I0089 Finally, the language used in the specification has 
been principally selected for readability and instructional 
purposes, and it may not have been selected to delineate or 
circumscribe the inventive subject matter. It is therefore 
intended that the scope of the invention be limited not by this 
detailed description, but rather by any claims that issue on 
an application based hereon. Accordingly, the disclosure of 
the embodiments of the invention is intended to be illustra 
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tive, but not limiting, of the scope of the invention, which is 
set forth in the following claims. 
What is claimed is: 
1. A computer-implemented method comprising: 
receiving, at a social networking system from a first client 

device of a purported parent user having an account in 
the Social networking system, a request to regulate 
actions of a child user having an account in the Social 
networking system that is accessible via a second client 
device of the child user or the first client device of the 
purported parent user, the child user having an age that 
is less than a threshold age; 

determining whether a parent-child relationship exists 
between the purported parent user and the child user 
based on (1) information associated with the account of 
the purported parent user and (2) information associ 
ated with the account of the child user; and 

responsive to determining that the account of the pur 
ported parent user is not connected to the account of the 
child user, automatically establishing, by a computer, a 
connection in the Social networking system between the 
account of the child user and the account of the 
purported parent user, the established connection hav 
ing a connection type indicating a parent-child rela 
tionship, wherein the child user is prevented from 
unilaterally terminating the established connection 
between the account of the child user and the account 
of the purported parent user. 

2. The computer-implemented method of claim 1, further 
comprising: 

accessing information associated with an account in the 
Social networking system of the purported parent user 
and accessing information associated with an account 
in the Social networking system of the child user; and 

responsive to determining an existence of a parent-child 
relationship between the purported parent user and the 
child user, determining whether the account of the 
purported parent user is connected to the account of the 
child user. 

3. The computer-implemented method of claim 1, 
wherein determining whether a parent-child relationship 
exists between the purported parent user and the child user 
comprises: 

determining whether the account of the purported parent 
user is valid; 

determining whether the account of the purported parent 
user is associated with a purported parent user age that 
is equal to or exceeds an adult age threshold; and 

determining that the purported parent user has a parent 
child relationship with the child user based at least in 
part on the determination that the account of the 
purported parent user is valid and on the determination 
that the account of the purported parent is associated 
with a purported parent user age that is equal to or 
exceeds the adult age threshold. 

4. The computer-implemented method of claim 1, further 
comprising: 

responsive to determining that the parent-child relation 
ship exists between the purported parent user and the 
child user, prompting the purported parent user to 
provide administrative settings regulating actions of the 
child user in the Social networking system; 
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receiving, from the purported parent user, administrative 
settings regulating connection request actions of the 
child user in the Social networking system; and 

managing actions by the child user in Social networking 
system based on the administrative settings received 
from the purported parent user. 

5. The computer-implemented method of claim 4, further 
comprising: 

automatically notifying the purported parent user about 
types of communications received by the child user in 
the Social networking system, wherein the types of 
communications are specified by the administrative 
Settings. 

6. The computer-implemented method of claim 5, 
wherein the types of communications are selected from the 
group consisting of an invitation to an event, a request to 
form a connection with an additional user of the Social 
networking system, and a request to join a group in the Social 
networking system. 

7. The computer-implemented method of claim 4, 
wherein managing actions by the child user in the Social 
networking system based at least in part on the administra 
tive settings received from the purported parent user com 
prises: 

limiting actions in the Social networking system capable 
of being performed by the child user to actions speci 
fied by the administrative settings. 

8. The computer-implemented method of claim 4, 
wherein the administrative settings specify objects in the 
social networking system with which the child user is 
permitted to establish a connection. 

9. The computer-implemented method of claim 8. 
wherein an administrative setting specifies whether the child 
user may receive information from other users in the Social 
networking system with which the child user is not con 
nected. 

10. The computer-implemented method of claim 1, fur 
ther comprising: 

notifying the purported parent user of a request to connect 
to an additional user of the Social networking system 
sent by the child user. 

11. The computer-implemented method of claim 1, further 
comprising: 

transmitting, to the purported parent user, descriptions of 
updates to the account of the child user. 

12. The computer-implemented method of claim 1, fur 
ther comprising: 

limiting content accessible to the child user to content 
associated with users of the Social networking system 
connected to the child user if the age of the child user 
is less than a minimum age based on information 
associated with the account of the child user. 

13. The computer-implemented method of claim 1, fur 
ther comprising: 

hiding the account associated with the child user from 
appearing in search results from the Social networking 
system if the age of the child user is less than a 
minimum age based on information associated with the 
account of the child user. 

14. The computer-implemented method of claim 1, fur 
ther comprising: 

blocking receipt of connection requests from other users 
by the child user if the age of the child user is less than 
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a minimum age based on information associated with 
the account of the child user. 

15. The computer-implemented method of claim 1, fur 
ther comprising: 

receiving a request from the child user to access a social 
networking object that is associated with an age limit; 
and 

denying the child user access to the social networking 
object responsive to determining that the age of the 
child user does not meet the age limit. 

16. A system composing: 
a processor; and 
a non-transitory computer readable medium configured to 

store instructions, the instructions when executed by 
the processor cause the processor to: 
receive, from a purported parent user, a request to 

regulate actions of a child user in a social networking 
system, the child user having an age that is less than 
a threshold age; 

determine whether a parent-child relationship exists 
between the purported parent user and the child user 
based on (1) the information associated with the 
account of the purported parent user and (2) the 
information associated with the account of the child 
user; and 

responsive to determining that the account of the pur 
ported parent user is not connected to the account of 
the child user, automatically establish a connection 
in the social networking system between the account 
of the child user and the account of the purported 
parent user, the established connection having a 
connection type indicating a parent-child relation 
ship, wherein the child user is prevented from uni 
laterally terminating the established connection 
between the account of the child user and the account 
of the purported parent user. 
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17. The system of claim 16, wherein the instructions 
further cause the processor to: 

access information associated with an account in the 
Social networking system of the purported parent user 
and accessing information associated with an account 
in the social networking system of the child user; 

responsive to determining an existence of a parent-child 
relationship between the purported parent user and the 
child user, determine whether the account of the pur 
ported parent user is connected to the account of the 
child user; and 

18. The system of claim 16, wherein the instructions 
further cause the processor to: 

automatically notify the purported parent user about types 
of communications received by the child user in the 
Social networking system, wherein the types of com 
munications are specified by the administrative set 
tings. 

19. The system of claim 16 wherein the instructions 
further cause the processor to: 

notify the purported parent user of a request to connect to 
an additional user of the social networking system sent 
by the child user. 

20. The system of claim 16, wherein the instructions 
further cause the processor to: 

responsive to determining that the parent-child relation 
ship exists between the purported parent user and the 
child user, prompt the purported parent user to provide 
administrative settings regulating actions of the child 
user in the social networking system; 

receive, from the purported parent user, administrative 
settings regulating connection request actions of the 
child user in the social networking system; and 

manage actions by the child user in social networking 
system based on the administrative settings received 
from the purported parent user. 
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