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(57) ABSTRACT 

Systems (100) and methods for selectively controlling access 
to data streams communicated from a first communication 
device (FCD) using a timeslotted shared frequency spectrum 
and shared spreading codes. Protected data signals (130, ... 
, 130s) are modulated to form first modulated signals (132, . 
... 132). The first modulated signals are combined with first 
chaotic spreading codes to form digital chaotic signals. The 
digital chaotic signals are additively combined to form a 
protected data communication signal (PDCS). The PDCS 
(136) and a global data communication signal (GDCS) are 
time division multiplexed to form an output communication 
signal (OCS). The OCS (140) is transmitted from FCD (102) 
to a second communication device (SCD) over a communi 
cations channel. The SCD (106, 108, 110) is configured to 
recover (a) only global data from the OCS, or (b) global data 
and at least some protected data from the OCS. 
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PERMISSION-BASEDTDMA CHAOTC 
COMMUNICATION SYSTEMS 

BACKGROUND OF THE INVENTION 

0001 1. Statement of the Technical Field 
0002 The invention concerns communication systems. 
More particularly, the invention concerns permission-based 
time division multiple access (TDMA) chaotic communica 
tion systems. 
0003 2. Description of the Related Art 
0004 Multiple access communication systems permit 
multiple users to re-use a portion of a shared transmission 
spectrum for simultaneous communications. Multiple access 
communications may be implemented using frequency diver 
sity, spatial diversity (with directional antennas), time diver 
sity, or coding diversity. The most common method of 
employing time diversity in a multiple access communication 
system is with time division multiple access (TDMA), where 
multiple users have designated timeslots within a coordinated 
communications period called a frame or epoch in which to 
transmit their information. In some cases, the frame is of such 
short duration that users transmitting low data rates (e.g., 
Voice communication signals) appear to receive continuous 
service. Numerous variations to the basic TDMA communi 
cations approach exist, with increased performance of a com 
munications waveform or protocol translating to more users 
or more efficient use of the communications spectrum. Most 
often, the scheduling of epochs and timeslots is chosen as a 
deterministic process. The most common method of coding 
diversity, as often applied to code division multiple access 
communication systems, is the use of statistically orthogonal 
(or, more simply, orthogonal) spreading codes that can be 
used to differentiate between two or more signals. The phrase 
“statistically orthogonal spreading codes', as used herein, 
refers to spreading codes whose inner product over a finite 
duration has a statistical expectation of Zero. 
0005 Pseudorandom number generators (PRNG) gener 
ally utilize digital logic or a digital computer and one or more 
algorithms to generate a sequence of numbers. While the 
output of conventional PRNG may approximate some of the 
properties of random numbers, they are not truly random. For 
example, the output of a PRNG has cyclostationary features 
that can be identified by analytical processes. 
0006 Chaotic systems can generally be thought of as sys 
tems which vary unpredictably unless all of its properties are 
known. When measured or observed, chaotic systems do not 
reveal any discernible regularity or order. Chaotic systems are 
distinguished by a sensitive dependence on a set of initial 
conditions and by having an evolution through time and space 
that appears to be quite random. However, despite its “ran 
dom” appearance, chaos is a deterministic evolution. 
0007 Practically speaking, chaotic signals are extracted 
from chaotic systems and have random-like, non-periodic 
properties that are generated deterministically and are distin 
guishable from pseudo-random signals generated using con 
ventional PRNG devices. In general, a chaotic sequence is 
one in which the sequence is empirically indistinguishable 
from true randomness absent some knowledge regarding the 
algorithm which is generating the chaos. 
0008. Some have proposed the use of multiple pseudo 
random number generators to generate a digital chaotic-like 
sequence. However, such systems only produce more com 
plex pseudo-random number sequences that possess all 
pseudo-random artifacts and no chaotic properties. While 
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certain polynomials can generate chaotic behavior, it is com 
monly held that arithmetic required to generate chaotic num 
ber sequences digitally requires an impractical implementa 
tion due to the precisions required. 
0009 Communications systems utilizing chaotic 
sequences offer promise for being the basis of a next genera 
tion of low probability of intercept (LPI) waveforms, low 
probability of detection (LPD) waveforms, and secure wave 
forms. Chaotic waveforms also have an impulsive autocorre 
lation and a compact power spectrum, which make them ideal 
for use in a multiple access communication system. While 
many such communications systems have been developed for 
generating chaotically modulated waveforms, such commu 
nications systems Suffer from low throughput. The term 
“throughput, as used herein, refers to the amount of data 
transmitted over a data link during a specific amount of time. 
This throughput limitation stems from the fact that a chaotic 
signal is produced by means of a chaotic analog circuit Sub 
ject to drift. 
0010. The throughput limitation with chaos based com 
munication systems can be traced to the way in which chaos 
generators have been implemented. Chaos generators have 
been conventionally constructed using analog chaotic cir 
cuits. The reason for reliance on analog circuits for this task 
has been the widely held conventional belief that efficient 
digital generation of chaos is impossible. Notwithstanding 
the apparent necessity of using analog type chaos generators, 
that approach has not been without problems. For example, 
analog chaos generator circuits are known to drift over time. 
The term “drift, as used herein, refers to a slow long term 
variation in one or more parameters of a circuit. The problem 
with such analog circuits is that the inherent drift forces the 
requirement that state information must be constantly trans 
ferred over a communication channel to keep a transmitter 
and receiver synchronized. 
0011. The transmitter and receiver in coherent chaos based 
communication systems are synchronized by exchanging 
state information over a data link. Such a synchronization 
process offers diminishing returns because state information 
must be exchanged more often between the transmitter and 
the receiver to obtain a high data rate. This high data rate 
results in a faster relative drift. In effect, state information 
must be exchanged at an increased rate between the transmit 
ter and receiver to counteract the faster relative drift. 
Although some analog chaotic communications systems 
employ a relatively efficient synchronization process, these 
chaotic communications systems still Suffer from low 
throughput. 
0012. In particular, time division communication systems 
employing chaotic signals are especially sensitive to chaotic 
state uncertainties since a receiver not continuously synchro 
nized to a transmitter requires additional computational effort 
to re-acquire the chaotic signal during each of its assigned 
communication bursts. The drift that occurs between 
assigned timeslots limits the flexibility of applying time divi 
sion multiple access (TDMA) communications protocols 
using a chaotic physical layer signal. Permission-based 
timeslot scheduling algorithms, as commonly used in TDMA 
communications protocols, is an additional complexity that is 
currently not supported by communications with a chaotic 
signal since the generation of orthogonal communication sig 
nals using chaotic signals requires extreme flexibility in the 
determination of initial chaotic state parameters. 
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0013 The alternative to date has been to implement non 
coherent chaotic waveforms. However, non-coherent chaotic 
waveform based communication systems suffer from reduced 
throughput, error rate performance and exploitability. In this 
context, the phrase “non-coherent waveform' means that the 
receiver is not required to reproduce a synchronized copy of 
the chaotic signals that have been generated in the transmitter. 
The phrase “communications using a coherent waveform’ 
means that the receiver is required to reproduce a synchro 
nized copy of the chaotic signals that have been generated in 
the transmitter. 
0014. In view of the forgoing, there is a need for a coherent 
chaos-based communications system having an increased 
throughput. There is also a need for a chaos-based commu 
nications system configured for generating a signal having 
chaotic properties. There is further a need for a chaos-based 
time division multiple access communication system. 

SUMMARY OF THE INVENTION 

00.15 Embodiments of the present invention relate to 
methods for selectively controlling access to multiple data 
streams which are communicated from a first communication 
device using a timeslotted shared frequency spectrum and 
shared spreading codes. The methods involve modulating 
protected data signals including protected data to form two or 
more first modulated signals. The first modulated signals are 
formed using a plurality of discrete-time modulation pro 
cesses. Each discrete-time modulation process is selected 
from the group comprising an M-ary phase shift keying 
modulation process, a quadrature amplitude modulation pro 
cess and an amplitude shift keying modulation process. The 
first modulated signals are combined with first chaotic 
spreading codes to form digital chaotic signals having spread 
spectrum formats. The digital chaotic signals are additively 
combined to form a composite protected data communication 
signal. The composite protected data communication signalis 
time division multiplexed with a global data communication 
signal to form an output communication signal. The output 
communication signal is transmitted from the first communi 
cation device to a second communication device over a com 
munications channel. The second communication device is 
configured to recover: only global data from the output com 
munication signal; or (b) global data and at least a portion of 
protected data from the output communication signal. 
0016. According to aspects of the present invention, the 

first chaotic spreading codes are generated using different 
values for at least one generation parameter of a chaotic 
sequence. The generation parameter is selected from the 
group comprising a sequence location parameter, a polyno 
mial equation parameter and an N-tuple of moduliparameter. 
The first chaotic spreading codes can also be generated by 
dynamically varying a value for a generation parameter of a 
chaotic sequence according to a chosen TDM frame or 
timeslot duration. The chaotic spreading codes can be 
selected to be a chaotic spreading sequence generated using a 
plurality of polynomial equations and modulo operations. 
0017. According to other aspects of the present invention, 
the methods involve modulating a global data signal to form 
a second modulated signal. The second modulated signal is 
combined with a second chaotic spreading code to form the 
global data communication signal having a spread spectrum 
format. The second modulated signal is formed using an 
amplitude-and-time-discrete modulation process. The ampli 
tude-and-time-discrete modulation process is selected from 

Jan. 27, 2011 

the group comprising an M-ary phase shift keying modulation 
process, a quadrature amplitude modulation process and an 
amplitude shift keying modulation process. 
00.18 Embodiments of the present invention also concern 
communication systems configured for selectively control 
ling access to multiple data streams which are communicated 
using a timeslotted shared frequency spectrum and shared 
spreading codes. The communication systems generally 
implement the above described methods. Accordingly, the 
communication systems include at least sequence generator, 
a first modulator, a first combiner, a second combiner, a 
multiplexer and a transceiver. The sequence generator is con 
figured to generate the first chaotic spreading codes. The first 
modulator is configured to modulate protected data signals to 
form the first modulated signals. The first combiner is con 
figured to combine the first modulated signals with the first 
chaotic spreading codes to form digital chaotic signals having 
spread spectrum formats. The second combiner is configured 
to additively combine the digital chaotic signals to form the 
composite protected data communication signal. The multi 
plexer is configured to time division multiplex the composite 
protected data communication signal with a global data com 
munication signal to form the output communication signal. 
The transceiver is configured to transmit the output commu 
nication signal from the first communication device to the 
second communication device over a communications chan 
nel. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0019 Embodiments will be described with reference to 
the following drawing figures, in which like numerals repre 
sent like items throughout the figures, and in which: 
0020 FIG. 1 is a schematic illustration of an exemplary 
communication system that is useful for understanding the 
present invention. 
0021 FIG. 2 is schematic illustration of a Time Division 
Multiplexing (TDM) frame structure that is useful for under 
standing the present invention. 
0022 FIG. 3A is a schematic illustration of chaotic 
spreading codes that is useful for understanding the present 
invention. 
0023 FIG.3B is a schematic illustration of chaotic spread 
ing codes that is useful for understanding the present inven 
tion. 
0024 FIG. 4 is a more detailed block diagram of the trans 
mitter of FIG. 1 that is useful for understanding the present 
invention. 
(0025 FIGS. 5A and 5B collectively provide a more 
detailed block diagram of the full permission receiver shown 
in FIG. 1 that is useful for understanding the present inven 
tion. 
0026 FIG. 6 is a conceptual diagram of the chaos genera 
tors of FIGS. 4 and 5B that is useful for understanding the 
present invention. 
0027 FIG. 7 is a flow diagram of a method for generating 
a chaotic spreading code (or chaotic sequence) that is useful 
for understanding the present invention. 
0028 FIG. 8 is a block diagram of the chaos generator 
shown in FIGS. 4 and 5B that is useful for understanding the 
present invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0029 Embodiments of the present invention will now be 
described with respect to FIGS. 1-8. Embodiments of the 
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present invention relate to Time Division Multiple Access 
(TDMA) permission-based communications systems. Sig 
nals containing protected data are modulated to form at least 
two modulated signals. Each of the modulated signals is 
combined with one or more orthogonal chaotic spreading 
codes to form a digital chaotic signal. The digital chaotic 
signals are additively combined to form a composite pro 
tected data communication signal. The composite protected 
data communication signal and a global data communication 
signal are time division multiplexed to form an output com 
munication signal. 
0030. In one embodiment, different chaotic spreading 
codes are used during different timeslots of a Time Division 
Multiplex (TDM) frame. In another embodiment, a chaotic 
spreading code is cyclically shifted during the two or more 
timeslots of the TDM frame. It should be noted that chaotic 
spreading codes have an impulsive autocorrelation function, 
Such that any substantial cyclical shift in the sequence will 
practically ensure orthogonality between the resulting shifted 
and unshifted chaotic spreading codes. In a third embodi 
ment, a combination of these methods can be used. Receivers 
may or may not be able to receive data transmitted during 
selected timeslots, depending on whether they are configured 
to reproduce the particular chaotic spreading code which is 
used to transmit during a particular timeslot. Receivers may 
also be configured to reproduce a plurality of chaotic spread 
ing codes generated at one or more TDM-based transmitters, 
either to aid with transmission of global data/tracking infor 
mation or to facilitate a plurality of communications links 
between multiple users. The transmit and receive timeslot 
assignments are typically performed using a timeslot Sched 
uling algorithm. 
0031. For purposes of simplicity and clarity of description, 
embodiments of the present invention will be described in 
terms of a simplex link between one transmitter and one 
receiver whose operation varies based on assigned permis 
sions. All Such extensions of a simplex communications link 
to a duplex TDMA communication system via use of protocol 
definitions and Scheduling algorithms are well known to 
those having ordinary skill in the art, and therefore will not be 
described herein. Still, embodiments of the present invention 
are not limited in this regard. 
0032. The TDMA communication systems of the present 
invention can be utilized in a variety of different applications 
where access to certain types of data is restricted. Such appli 
cations include, but are not limited to, military applications 
and commercial mobile/cellular telephone applications. 

Multiple Access Communications System 
0033 Referring now to FIG. 1, there is provided a sche 
matic illustration of an exemplary communication system 
100 that is useful for understanding the present invention. As 
shown in FIG. 1, communication system 100 is comprised of 
a Time Division Multiplexing based (TDM-based) transmit 
ter 102 and receivers 106, 108, 110. TDM-based transmitter 
102 is generally configured to generate an output communi 
cation signal (OCS) 140 having chaotic properties that rep 
resents both a global data communication signal 126 and a 
protected data communication signal 136. OCS 140 is gen 
erated using a coherent chaotic sequence spread spectrum 
(CCSSS) method. 
0034. The CCSSS method generally involves modulating 
at least one signal including protected data 130, 130 (not 
shown in FIG. 1),..., 130s to form an amplitude-and-time 
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discrete baseband modulated signal 132,132 (not shown in 
FIG. 1),..., 132s. Each of the signals 130, 130 (not shown 
in FIG. 1),..., 130s is also referred to herein as a “protected 
data signal'. The protected data signals 130,130 (not shown 
in FIG. 1),..., 130s can include data from one or more data 
Sources (not shown). The modulated signals 132, 132 (not 
shown in FIG. 1), . . . , 132s may be created using any 
discrete-time modulation process of the type(s) X (nT), 
X(nT) (not shown in FIG. 1), . . . . and X(nT). The modu 
lation types X (nT), X(nT) (not shown in FIG. 1), . . . . 
X(nT) may be chosen independently. The discrete-time 
modulation processes can include, but are not limited to, 
M-ary Phase Shift Keying (PSK) modulation processes, 
Quadrature Amplitude Modulation (QAM) processes and 
amplitude shift keying modulation processes. Such modula 
tion processes are well known to those having ordinary skill 
in the art, and therefore will not be described herein. 
0035. As shown in FIG. 1, the modulated signals 132, 
132 (not shown in FIG. 1),..., 132s are combined with one 
or more orthogonal chaotic spreading codes Y (nT), Y(nT) 
(not shown in FIG. 1), . . . , Ys(nT), whose chaotic sequence 
generation parameters Y. . . . . Ys are dynamically varied 
according to a chosen TDM frame and/or timeslot duration. 
The chaotic spreading codes Y (nT), Y(nT) (not shown in 
FIG. 1),...,Y(nT) are used to spread the modulated signals 
132, 132 (not shown in FIG. 1), . . . , 132s over a wide 
intermediate frequency band by multiplying the modulated 
signals 132, 132 (not shown in FIG. 1), . . . , 132s by the 
corresponding digital chaotic spreading codes Y (nT), 
Y(nT) (not shown in FIG. 1), . . . . Y(nT). The products of 
these arithmetic operations are hereinafter referred to as 
'digital chaotic signals'. The digital chaotic signals are addi 
tively combined to form a composite protected data commu 
nication signal (PDCS) 136. The PDCS 136 is separable into 
each of the modulated signals 132, 132 (not shown in FIG. 
1),..., 132s by correlating the PDCS 136 with a synchronized 
replica of the chaotic spreading codes Y (nT), Y(nT) (not 
shown in FIG. 1),...,Y(nT). Correlation operations are well 
known to those having ordinary skill in the art, and therefore 
will not be described herein. 

0036. The PDCS 136 can be constructed from any number 
of protected data signals without loss of generality. For that 
reason, the following discussion will focus on two (2) distinct 
classes of protected data signals. The distinct classes include 
a first class in which the users of the system 100 have permis 
sion to access the protected data signals and a second class in 
which the users of the system 100 do not have permission to 
access the protected data signals. Embodiments of the present 
invention are not limited in this regard. 
0037 Referring again to FIG. 1, the TDM-based transmit 
ter 102 is also configured for generating a global data com 
munication signal (GDCS) 126. In this regard, a signal with 
global data 120 is received from an external data source (not 
shown). The signal 120 is also referred to herein as a “global 
data signal'. The global data signal 120 is modulated to form 
a modulated signal 122 using an amplitude-and-time-discrete 
modulation process of the type A(nT). The modulation pro 
cess may be any known amplitude-and-time-discrete modu 
lation process. For example, the amplitude-and-time-discrete 
modulation process may include, but is not limited to, an 
M-ary PSK phase modulation process, a quadrature ampli 
tude modulation (QAM) process, and amplitude shift keying 
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modulation process. Such modulation processes are well 
known to those having ordinary skill in the art, and therefore 
will not be described herein. 

0038. The GDCS 126 may be constructed from multiple 
independent global data signals, similar to the construction of 
the PDCS 136. For purposes of simplicity and clarity of 
discussion, only one GDCS 126 is described herein. The 
modulated signal 122 is combined with an orthogonal chaotic 
spreading code Z(nT) (orthogonal relative to chaotic spread 
ing codes Y (nT), Y(nT), ... , Ys(nT)). At least one chaotic 
sequence generation parameter of the chaotic spreading code 
Z(nT) is dynamically varied according to a chosen TDM 
frame and/or timeslot duration. The chaotic spreading code 
Z(nT) is used to spread the modulated signal 122 over a wide 
intermediate frequency band by multiplying the modulated 
signal 122 by the corresponding digital chaotic spreading 
code Z(nT). The result of this spreading operation is the 
GDCS 126. 

0039. The GDCS 126 and PDCS 136 are time division 
multiplexed to form the OCS 140. OCS 140 resembles a truly 
random signal due to the nature of the chaotic spreading codes 
Z(nT), Y(nT), Y(nT), . . . . Y(nT). It should be noted that 
“time division multiplexing is represented in FIG. 1 by a plus 
sign. Time division multiplexing is well known to those hav 
ing ordinary skill in the art, and therefore will not be described 
herein. However, it should be understood that GDCS 126 and 
PDCS 136 are transmitted during timeslots of a TDM frame 
(described below in relation to FIG.2). In particular, it should 
be noted that either or both signals 126,136 may be present or 
absent during a given timeslot, permitting communications 
flexibility in assigning a transmitter to transmit no signal, 
transmit a GDCS 126 only, transmit a PDCS 136 only, or 
transmit a combination of GDCS 126 and PDCS 136 during 
a particular timeslot. The PDCS 136 can also vary its selec 
tion of protected data signals on timeslot boundaries, mean 
ing that any selection of signals with protected data can be 
transmitted during a particular timeslot. 
0040. It should be noted that during construction of the 
PDCS 136 and the GDCS 126 into the OCS 140, the TDM 
based transmitter 102 may be configured to vary parameters 
of all modulation processes and/or spreading codes on TDM 
frames or timeslot intervals. In particular, the OCS 140 may 
be gain adjusted based on one or more TDM frames or 
timeslotboundaries. The one or more chaotic spreading codes 
Z(nT), Y(nT), Y(nT), . . . , Ys(nT) are generated using 
parameters. The TDM-based transmitter 102 is configured for 
selectively modifying at least one parameter of a spreading 
code generation process used for one timeslot relative to the 
spreading code generation process used in other timeslots. 
Such parameters can include, but are not limited to, a 
sequence location parameter (described below in relation to 
FIGS. 6-8), a polynomial equation parameter (described 
below in relation to FIGS. 6-8), and an N-tuple of moduli 
parameter (described below in relation to FIGS. 6-8). The 
same chaotic sequence generator or a different chaotic 
sequence generator can be used for generating one or more 
Such spreading codes. 
0041. If the parameter of a spreading code generation pro 
cess is selected as the sequence location parameter, then 
TDM-based transmitter 102 can cyclically shift the chaotic 
spreading code Y,(nT) by a different random number during 
at least two timeslots of the TDM frame (described below in 
relation to FIG. 2). If the parameter is selected as the polyno 
mial equation parameter (e.g., a constant C) or an N-tuple of 
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moduli (e.g., mo,..., my ), then the TDM-based transmitter 
102 can generate a different chaotic spreading code Y,(nT) 
during at least two timeslots of the TDM frame (described 
below in relation to FIG. 2). As a result of the spreading 
sequence generation parameter changes, the OCS 140 is pro 
vided for selectively controlling access to the data which is 
transmitted during different timeslots. 
0042. The TDM-based transmitter 102 is further config 
ured to transmit the OCS 140 to receivers 106, 108, 110. The 
OCS 140 can be transmitted from the TDM-based transmitter 
102 over communications channel 104. Embodiments of the 
TDM-based transmitter 102 will be described below in rela 
tion to FIG. 4. 

0043. As shown in FIG. 1, the full permission receiver 106 
is generally configured for receiving the OCS 140 transmitted 
from the TDM-based transmitter 102. The full permission 
receiver 106 is authorized to recover all data transmitted 
during all timeslots of the TDM frame (described below in 
relation to FIG. 2). In this regard, it should be understood that 
the full permission receiver 106 is configured for duplicating 
the complete set of data modulation and chaotic sequence 
parameter evolutions as performed by the TDM-based trans 
mitter 102 in order to recover the signals with protected data 
130, 130 (not shown in FIG. 1),..., 130s. In particular, the 
data is recovered by de-spreading the received signal 140 
using a replica of the one or more chaotic spreading codes 
Y,(nT) and de-modulating the de-spread signal to obtain data 
therefrom. The replica spreading code(s) is(are) synchro 
nized in time and frequency with the chaotic spreading code 
(s)Y,(nT). The full permission receiver 106 is also configured 
for processing the OSC 140 to recover the global data com 
munication signal 126. An embodiment of full permission 
receiver 106 will be described below in relation to FIGS. 
SA-5B. 

0044) The partial permission receiver 108 is generally 
configured for receiving OCS 140 transmitted from the TDM 
based transmitter 102. The partial permission receiver 108 is 
authorized to recover only a proper subset of the protected 
data transmitted during the timeslots of the TDM frame (de 
scribed below in relation to FIG. 2). The phrase “proper 
Subset', as used herein, refers to a Subset that cannot contain 
the whole set. A proper Subset of a time-varying signal thus 
indicates that there exists a particular class of protected data, 
which may not be continuously transmitted, to which the 
partial permission receiver is not privy. By contrast, the 
phrase “subset', as used herein, refers to a selection of ele 
ments from an overall set and may consist of Zero elements (a 
null set), any proper Subset or as the entire set. In this regard, 
it should be understood that partial permission receiver 108 is 
configured for duplicating a proper Subset of modulation 
parameters X, and chaotic sequence parameter Y, evolutions 
as performed by the TDM-based transmitter 102 in order to 
receive the corresponding proper Subset of protected data 
signals during particular timeslots. Thereafter, de-modula 
tion operations are performed to recover the portion of the 
data transmitted during the particular timeslots. The partial 
permission receiver 108 is also configured for processing the 
OCS 140 to recover the global data communication signal 
126. 

0045. The global data only (GDO) receiver 110 is gener 
ally configured for receiving the OCS 140 transmitted from 
the TDM-based transmitter 102. The GDO receiver 110 is 
only authorized to recover data transmitted during timeslots 
of the TDM frame (described below in relation to FIG. 2) 
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containing global data. In this regard, it should be understood 
that GDO receiver 110 is configured for duplicating only the 
set of data demodulation and chaotic sequence parameter 
evolutions corresponding to those performed by the TDM 
based transmitter 102 in order to produce the GDCS 126 
representing global data. In particular, the global data is 
recovered by de-spreading the received signal using a replica 
of the chaotic spreading code Z(nT) and de-modulating the 
de-spread signal to obtain global data therefrom. The replica 
spreading code is synchronized in time and frequency with 
the chaotic spreading code Z(nT). 
0046. It should be noted that the primary distinction 
between the full permission receiver 106, partial permission 
receiver 108, and GDO receiver 110 is the level of permitted 
access to protected data. In a preferred embodiment, each 
receiver 106, 108, 110 may consist of identical hardware, yet 
have their access permissions defined by a process similar to 
key management or timeslot scheduling algorithms. Key 
management processes and TDM timeslot scheduling algo 
rithms are well known to those having ordinary skill in the art, 
and therefore will not be described herein. In other embodi 
ments, the receiver hardware of the partial permission or 
GDO receivers 108, 110 may be altered to limit access to 
portions of the protected data by design. Still, embodiments 
of the present invention are not limited in this regard. 
0047. A person having ordinary skill in the art will appre 
ciate that the communication system architecture of FIG. 1 is 
one exemplary communication system architecture. Embodi 
ments of the present invention are not limited in this regard. 
For example, embodiments of the present invention can be 
implemented in communication systems having different 
architectures than that shown in FIG. 1. For example, the 
TDMA communication system depicted in FIG. 1 may be 
extended to a plurality of transmitters that each share the 
transmission channel 104 spectrum based on a pre-deter 
mined or evolving timeslot assignment or scheduling algo 
rithm. Such scheduling algorithms are well known to those 
having ordinary skill in the art, and therefore will not be 
described herein. Additionally, the TDMA communication 
system depicted in FIG. 1 may be implemented as a direc 
tional TDMA (DTDMA) communication system employing 
directionality of antennas in the scheduling algorithm or as a 
TDMA adhoc network with multiple coordinated transmit 
ters and receivers. 

0048 Referring now to FIG. 2, there is provided a sche 
matic illustration of an exemplary Time Division Multiplex 
ing (TDM) frame structure 200 that is useful for understand 
ing the present invention. As shown in FIG. 2, the TDM frame 
structure 200 is comprised of a plurality of TDM frames, such 
as TDM frames 202, 204. Each TDM frame 202, 204 is 
comprised of a plurality of timeslots. For example, TDM 
frame 202 comprises timeslots 210, 212, 214, 216. TDM 
frame 204 comprises timeslots 218, 220, 222, 224. Although 
the TDM frames 202, 204 are shown to have four (4) 
timeslots, embodiments of the present invention are not lim 
ited in this regard. TDM frames 202, 204 can have any num 
ber of timeslots selected in accordance with a particular com 
munication system 100 application. 
0049. As shown in FIG. 2, the TDM frame structure 200 
may be applied to any of the signals with protected data 130, 
130, ..., 130s. Further, the TDM structure 200 chosen for 
each signal 130, 130,..., 130s may be chosen uniquely. For 
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purposes of simplicity and clarity of discussion, only time 
division multiplexing of one (1) signal 130, 130, ..., 130s 
is described herein. 

0050. As also shown in FIG. 2, each timeslot 210,..., 224 
is assigned to a particular chaotic spreading code Y, o(nT), 
Y, (nT),Y, (nT),Y, (nT). These chaotic spreading codes 
Y, (nT), Y, (nT), Y, (nT), Y, (nT) can be different cha 
otic spreading codes generated using distinct chaotic 
sequence generator parameters and/or cyclically shifted ver 
sions of the chaotic spreading code Y,(nT). For example, 
timeslot 210 is assigned to a chaotic spreading codeY, o(nT), 
which is the chaotic spreading code Y,(nT) cyclically shifted 
by Zero (0). Timeslot 212 is assigned to a chaotic spreading 
code Y, (nT), which is the chaotic spreading code Y,(nT) 
cyclically shifted by a first random number. Timeslot 214 is 
assigned to a chaotic spreading code Y, (nT), which is the 
chaotic spreading code Y, (nT) cyclically shifted by a second 
random number. Timeslot 216 is assigned to a chaotic spread 
ing codeY, (nT), which is the chaotic spreading codeY,(nT) 
cyclically shifted by a third random number. At the end of 
TDM frame 202, the assignment order of chaotic sequences is 
repeated in TDM frame 204 in some embodiments. It should 
be noted that the chaotic sequences evolve in time, such that 
the use of the same sequence for timeslots 210, 218, will still 
result in apparently different spreading sequences. Embodi 
ments of the present invention are not limited in this regard. 
The digital chaotic signals produced using a chaotic spread 
ing codes Y, (nT), Y, (nT), Y, (nT), Y, (nT) are addi 
tively combined during each timeslot. The digital chaotic 
signals can also be combined with the global data communi 
cation signal 126 (described above in relation to FIG. 1) if 
present during the particular timeslot 210. . . . , 224. 
0051. A schematic illustration of exemplary spreading 
codes Y, o (nT), Y, (nT), Y, (nT), Y, (nT) with offsets is 
provided in FIGS. 3A-3B. As shown in FIG.3A, each of the 
chaotic spreading codes Y, o(nT), Y, (nT), Y, (nT), Y, 
(nT) is the chaotic spreading code Y, o(nT) cyclically shifted 
a certain number of places to the right. For example, chaotic 
spreading code Y, (nT), Y, (nT), Y, (nT) are the same 
chaotic sequence as chaotic spreading code Y, (nT). How 
ever, the chaotic sequence of chaotic spreading codeY, (nT) 
is cyclically shifted fifty-two (52) places to the right. Chaotic 
sequence of chaotic spreading code Y, (nT) is cyclically 
shifted one-hundred fifty-two (152) places to the right. Cha 
otic sequence ofchaotic spreading codeY, (nT) is cyclically 
shifted twenty-five (25) places to the right. 
0052. In general, the sequence length “w” of a suitable 
pseudorandom number generator or digital chaotic sequence 
generator used in a spreading sequence will be substantially 
larger than the number of spreading code values that occur 
during a timeslot. In effect, the random shift selected by a 
scheduling algorithm or provided by an external device (not 
shown) may be extremely large. For example, digital chaotic 
circuits of sequence lengths “w” approaching one (1) googol 
(a one followed by 100 Zeros) will never repeat in practical 
usage, thereby obfuscating any useful means of locating the 
sequence shift via brute force searches. Embodiments of the 
present invention are not limited in this regard. For example, 
the chaotic spreading codes Y, (nT), Y, (nT), Y, (nT), Y, 
3(nT) can be cyclically shifted versions of a chaotic sequence, 
wherein the cyclic shifts are cyclic shifts to the right or cyclic 
shift to the left. 

I0053. The chaotic spreading codes Y, o(nT), Y, (nT), 
Y, (nT), Y, (nT) can be generalized as shown in FIG. 3B. 
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In FIG. 3B, the terms “k1”, “k2, and “k3' represent the 
initial condition for a chaotic sequence starting location. 
Notably, the rotation of indices can be provided using modulo 
operations. These modulo operations can be defined by the 
following mathematical expression: modulos, where S is the 
total sequence length. These modulo operations can also be 
defined via modulo operations that employ portions of the 
Chinese Remainder Theorem to improve computational effi 
ciency. Still, embodiments of the present invention are not 
limited in this regard. The terms “k1”. “k2, and “k3 can be 
selected according to a random process. 

Transmitter Architectures 

0054 Referring now to FIG. 4, there is provided a more 
detailed block diagram of TDM-based transmitter 102 shown 
in FIG. 1 that is useful for understanding the present inven 
tion. This embodiment of the TDM-based transmitter 102 
assumes that: (1) no pulse shaping is applied to data symbols; 
(2) modulated data symbols are generated in quadrature form; 
and (3) chaotic spectral spreading is performed at an inter 
mediate frequency (IF). 
0055 Referring again to FIG.4, the TDM-based transmit 

ter 102 is generally configured for generating quadrature 
amplitude-and-time-discrete baseband signals. The TDM 
based transmitter 102 is also configured for spreading the 
quadrature amplitude-and-time-discrete baseband signals 
over a wide intermediate frequency band. This spreading 
consists of multiplying the quadrature amplitude-and-time 
discrete baseband signals by a digital chaotic sequence. The 
products of these arithmetic operations are hereinafter 
referred to as digital chaotic signals. In this regard, it should 
be understood that the TDM-based transmitter 102 is also 
configured to process the digital chaotic signals to place the 
same in a proper analog form Suitable for transmission over a 
communications channel 104 (described above in relation to 
FIG.1). The TDM-based transmitter 102 is further configured 
to communicate analog chaotic signals to receivers 106, 108, 
110 (described above in relation to FIG. 1) via the commu 
nications channel 104. 

0056. As shown in FIG.4, the TDM-based transmitter 102 
is comprised of protected data sources 402. . . . , 402s, a 
global data source 422, source encoders 404,..., 404s, 424, 
symbol formatters 406, ... , 406s, 426, multiplexers 408, . 
... 408,428, channel encoders 409,..., 409s, 429, complex 
multipliers 410. . . . , 410s, 430, Real-Uniform statistics to 
Quadrature Gaussian statistics mapper (RUOG) 412, . . . . 
412s. 432, and chaos generators 414, . . . , 414s, 434. The 
TDM-based transmitter 102 is also comprised of an Acquisi 
tion Data Generator (ADG) 460, transmitter controller 456, a 
Precision RealTime Reference (PRTR) 458, signal combin 
ers 416,436, an interpolator 462, real-part-of-complex mul 
tiplier 464, a quadrature digital local oscillator 466, a digital 
to-analog converter (DAC) 468, an anti-image filter 470, an 
RF conversion device 472, and an antenna element 474. 
0057 Referring again to FIG.4, the protected data sources 
402,..., 402s are generally interfaces configured for receiv 
ing input signals containing data from external devices (not 
shown). As such, the protected data sources 402. . . . , 402s 
can be configured for receiving bits of data from the external 
data sources (not shown). The protected data sources 402, . 
... 402s can further be configured for Supplying bits of data to 
Source encoders 404. . . . , 404s at a particular data transfer 
rate. 
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0058. It should be noted that each of the protected data 
sources 402. . . . , 402s is coupled to transmitter controller 
456. The transmitter controller 456 is configured to commu 
nicate TDM timeslot information to each of the protected data 
sources 402. . . . . 402 for controlling when the protected 
data source 402. . . . , 402s accesses or transmits protected 
data. The transmitter controller 456 can be configured to 
communicate at least one different TDM parameter to the 
protected data sources 402,..., 402s during each timeslot of 
a TDM frame 202,204 (described above in relation to FIG.2). 
0059 Each of the source encoders 404. . . . , 404 is 
generally configured to encode data received from the respec 
tive protected data source 402. . . . , 402s using a forward 
error correction coding scheme. The bits of data received at or 
generated by the Source encoder 404. . . . , 404s represents 
any type of information that may be of interest to a user of the 
system 100. For example, the data can be used to represent 
text, telemetry, audio, or video data. Each of the source 
encoders 404. . . . , 404s can further be configured to Supply 
bits of data to a respective symbol formatter 406,..., 406s 
at a particular data transfer rate. It should be noted that any 
form of forward error correction algorithm or parameters may 
be used in the source encoders 404,..., 404s. The forward 
error correction algorithms and parameters include, but are 
not limited to, Reed-Solomon algorithms with different t-val 
ues (indicating the number of correctable bytes) and various 
configurations of turbo codes. In some embodiments, the 
source encoders 404. . . . , 404 may be coupled to the 
transmitter controller 456 to change forward error correction 
algorithms or parameters according to a TDM frame or 
timeslot (described above in relation to FIG. 2). Embodi 
ments of the present invention are not limited in this regard. 
0060 Each of the symbol formatters 406. . . . , 406s is 
generally configured to process bits of data for forming chan 
nel encoded symbols. The source encoded symbols are for 
matted into parallel words compatible with any type of 
quadrature amplitude-and-time-discrete modulation encod 
ing. It should be noted that any form of modulation encoding 
may be used in the symbol formatters 406, ... , 406s. The 
formatted symbols include, but are not limited to, single bit 
words for BPSK symbols or 4-bit words for 16 QAM sym 
bols. In some embodiments of the present invention, the sym 
bol formatters 406. . . . , 406s may be coupled to the trans 
mitter controller 456 to change symbol formats according to 
a TDM frame or timeslot (described above in relation to FIG. 
2). Embodiments of the present invention are not limited in 
this regard. Each of the symbol formatters 406,..., 406s can 
further be configured for communicating the formatted sym 
bol data to a respective multiplexers 408. . . . , 408s. 
0061 According to embodiments of the present invention, 
the symbol formatters 406,..., 406s are functionally similar 
to a serial in/parallel out shift register where the number of 
parallel bits out is equal to log base two (log) of the order of 
channel encoders 409,..., 409s. According to other embodi 
ments of the present invention, at least one of the symbol 
formatters 406,..., 406s is selected for use with a quadrature 
amplitude or phase shift keying modulator (e.g. QPSK 
modulator). As such, the symbol formatters 406,..., 406s is 
configured for performing a QPSK formatting function for 
grouping two (2) bits of data together to form a QPSK symbol 
data word (i.e., a single two bit parallel word). Thereafter, the 
symbol formatter 406, ..., 406s, communicates the format 
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ted QPSK symbol data word to the respective multiplexer 
408,..., 408s. Embodiments of the present invention are not 
limited in this regard. 
0062 Referring again to FIG. 4, the ADG 460 is config 
ured for generating a “known data preamble'. The “known 
data preamble' can be a repetition of the same known symbol 
or a series of known symbols. The “known data preamble' 
can be used to enable initial synchronization of chaotic 
sequences generated in the TDM-based transmitter 102 and 
receiver 106, 108, 110 (described above in relation to FIG. 1). 
The duration of the “known data preamble' is determined by 
an amount required by a receiver 106, 108, 110 (described 
above in relation to FIG. 1) to synchronize with the TDM 
based transmitter 102 under known worst case channel con 
ditions. The ADG 460 is configured to receive configuration 
controls from the transmitter controller 456. The ADG 460 
can be further configured for communicating the "known data 
preamble' to at least one of the multiplexers 408,..., 408s. 
0063 Each of the multiplexers 408,..., 408 is generally 
configured to receive binary words (that are to be modulated 
by channel encoders 409. . . . , 409) from a respective 
symbol formatter 406. . . . .406s. Each of the multiplexers 
408, ..., 408s is also configured to receive the “known data 
preamble' from the ADG 460. The multiplexers 408. . . . . 
408s are coupled to transmitter controller 456. As noted 
above, the transmitter controller 456 is configured for con 
trolling the multiplexers 408. . . . . 408s so that the multi 
plexers 408,..., 408 route a portion of the data to channel 
encoders 409,..., 409 at the time of a new timeslot 210, . 
... , 224. The transmitter controller 456 is also configured for 
controlling the multiplexers 408. . . . , 408s so that the 
multiplexers 408,..., 408s route the “known data preamble' 
to respective channel encoders 409. . . . , 409 upon com 
mand. 
0064. According to alternative embodiments of the 
present invention, the “known data preamble' is stored in a 
modulated form. In such a scenario, the architecture of FIG. 4 
is modified such that the multiplexers 408. . . . , 408s exist 
after the channel encoders 409, ..., 409s. The “known data 
preamble' may also be injected at known intervals to aid in 
periodic resynchronization of chaotic sequences generated in 
the TDM-based transmitter 102 and receiver 106, 108, 110 
(described above in relation to FIG. 1). This would typically 
be the case for an implementation meant to operate in harsh 
channel conditions. Still, embodiments of the present inven 
tion are not limited in this regard. 
0065 Referring again to FIG. 4, each of the multiplexers 
408,..., 408s can be configured for selecting symbol data to 
be routed to a respective channel encoder 409,..., 409s after 
a preamble period has expired. Each of the multiplexers 408, 
... , 408s can also be configured for communicating symbol 
data to the respective channel encoder 409,..., 409s. In this 
regard, it should be appreciated that a communication of the 
symbol data to the respective channel encoder 409,..., 409s 
is delayed by a time defined by the length of the “known data 
preamble.” This delay allows all of a “known data preamble' 
to be fully communicated to respective channel encoder 409, 
... , 409 prior to communication of the symbol data. 
0066 Each of the channel encoders 409, ..., 409s can be 
configured for performing actions to represent the "known 
data preamble' and the symbol data in the form of a modu 
lated quadrature amplitude-and-time-discrete digital signal. 
The modulated quadrature amplitude-and-time-discrete digi 
tal signal is defined by digital words which represent inter 
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mediate frequency (IF) modulated symbols comprised of bits 
of data having a one (1) value or a zero (0) value. Methods for 
representing digital symbols by quadrature amplitude-and 
time-discrete digital signal are well known to persons having 
ordinary skill in the art, and therefore will not be described 
herein. However, it should be appreciated that the channel 
encoders 409. . . . , 409s can employ any known method for 
representing digital symbols by quadrature amplitude-and 
time-discrete digital signal. In some embodiments of the 
present invention, the channel encoders 409, ..., 409 may 
communicate with the transmitter controller 456 to change 
modulation types or parameters according to a TDM frame or 
timeslot (described above in relation to FIG. 2). Each of the 
channel encoders 409. . . . , 409s is configured for commu 
nicating the modulated quadrature data signal to the respec 
tive complex multiplier 410, ..., 410s 
0067. According to embodiments of the present invention, 
the TDM-based transmitter 102 includes one or more sample 
rate matching devices (not shown) between the channel 
encoders 409,..., 409s and complex multipliers 410, ..., 
410s. The sample rate matching device (not shown) can per 
form a sample rate increase on the quadrature amplitude-and 
time-discrete signal so that a sample rate of the amplitude 
and-time-discrete signal is the same as a digital chaotic 
sequence communicated to complex multipliers 410, . . . . 
410s. Still, embodiments of the present invention are not 
limited in this regard. 
0068 Referring again to FIG.4, each of the complex mul 
tipliers 410, . . . , 410s is configured for performing a com 
plex multiplication in the digital domain. In a complex mul 
tiplier 410, . . . , 410s, the amplitude-and-time-discrete 
digital signal from a respective channel encoder 409. . . . . 
409 is multiplied by a chaotic spreading codeY (nT)Y(nT) 
(not shown in FIG. 4), ...,Y(nT) received from a respective 
RUQG 412, ... , 412s. The chaotic spreading code Y (nT) 
Y(nT) (not shown in FIG. 4). . . . . Y(nT) is generated by a 
respective RUOG 412, . . . , 412s and a respective chaos 
generator 414, ..., 414s. The complex multipliers 410, ... 
, 410s are further configured for communicating the result of 
the complex multiplication operation to the combiner 416. 
0069. The chaos generators 414, ..., 414s are generally 
configured for generating chaotic spreading sequences CSS, 
CSS (not shown in FIG. 4),..., CSS in accordance with the 
methods described below in relation to FIGS. 6-8. Accord 
ingly, each of the chaos generators 414, . . . , 414s employs 
sets of polynomial equations, sets of constants and/or sets of 
relatively prime numbers as moduli for use in chaotic 
sequence generation. The rate at which the digital chaotic 
sequences CSS, CSS (not shown in FIG. 4), ..., CSSs are 
generated is a Substantially higher rate than that of the data 
symbol rate. The greater the ratio between the data symbol 
period and the sample period of the digital chaotic sequences 
the higher a spreading gain. 
0070. Notably, each of the chaos generators 414, . . . . 
414s can be configured for receiving chaotic sequence gen 
eration parameters from the transmitter controller 456. Such 
chaotic sequence generation parameters are described below 
in further detail. As a result, the chaos generator 414, . . . . 
414s is configured to generate a different chaotic sequence or 
a cyclically shifted version of a chaotic sequence during 
different timeslots of a TDM frame 202,204 (described above 
in relation to FIG. 2). Each of the chaos generators 414, . . . 
, 414s can also be configured for communicating chaotic 
sequences to a respective RUOG 412, ... , 412s. 
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0071. Each of the RUQGs 412, . . . , 412s is generally 
configured for statistically transforming a chaotic sequence 
into a quadrature amplitude-and-time-discrete digital chaotic 
sequence with pre-determined statistical properties. The 
transformed digital chaotic sequence can have different word 
widths and/or different statistical distributions. For example, 
the RUQG 412, . . . , 412s may take in two (2) uniformly 
distributed real inputs from a respective chaos generator 414, 
. . . , 414s and convert those via a complex-valued bivariate 
Gaussian transformation to a quadrature output having statis 
tical characteristics of a Gaussian distribution. Such conver 
sion techniques are well understood by those having ordinary 
skill in the art, and therefore will not be described in herein. 
However, it should be understood that such conversion tech 
niques may use nonlinear processors, look-up tables, iterative 
processing (CORDIC functions), or other similar mathemati 
cal processes. Each of the RUQGs 412, . . . , 412s is also 
configured for communicating statistically transformed cha 
otic sequences to a respective complex multiplier 410, . . . . 
410s. 
0072 According to embodiments of the present invention, 
each of the RUQGs 412, ... , 412s statistically transforms a 
chaotic sequence into a quadrature Gaussian form of the 
digital chaotic sequence. This statistical transformation is 
achieved via a nonlinear processor that combines lookup 
tables and embedded computational logic to implement the 
conversion of two (2) independent uniformly distributed ran 
dom variables into a quadrature pair of Gaussian distributed 
variables. One such structure for this conversion is as shown 
in the mathematical equations (1) and (2). 

G-V-2logu)cos(2u.) (1) 

G.-V-2logu) sin(2atu.) (2) 
where u1, u2 are uniformly distributed independent input 
random variables and {G, G are Gaussian distributed out 
put random variables. The invention is not limited in this 
regard. The output of the RUQG 412, . . . , 412s is the 
respective chaotic spreading code Y (nT)Y(nT) (not shown 
in FIG. 4), . . . . Y(nT). 
0073 Referring again to FIG. 4, the combiner 416 is a 
signal combiner that additively combines the chaotically 
spread protected data signals from each of the complex mul 
tipliers 410,..., 410s. As such, the combiner 416 is config 
ured to receive complex-valued digital words from each of the 
complex multipliers 410,..., 410s. Since each of the digital 
chaotic signals is generated using statistically orthogonal 
spreading codes Y (nT), Y(nT), . . . , Ys(nT), the digital 
chaotic signals may be separated using a synchronized cha 
otic sequence generated at receivers 106, 108. The combina 
tion of all digital chaotic signals is PDCS 136 (described 
above in relation to FIG. 1). The combiner 416 is also con 
figured for communicating the PDCS 136 to the combiner 
436. 

0074 Referring again to FIG.4, GDCS126 is generated in 
a Substantially similar fashion to each of the digital chaotic 
signals. As such, the discussion above is Sufficient to describe 
the creation of GDCS 126. In particular, components 422, 
424, 426,428,429, 430, 432, 434 are substantially similar to 
the respective components 402, ... , 402s, 404. . . . , 404s, 
406,..., 406s, 408,..., 408,409,..., 409s, 410, ... 
, 410s, 412,..., 412s. 414,..., 414s. The components 422, 
424, 426,428,429, 430,432,434 are used to generate GDCS 
126 that is communicated from the complex multiplier 430 to 
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the combiner 436. It should be noted that in some embodi 
ments of the present invention, components used to generate 
GDCS 126 can be configured to receive periodic changes to 
algorithms or parameters from the transmitter controller 456 
according to a TDM frame or timeslot (described above in 
relation to FIG. 2). 
0075. The combiner 436 is generally configured for com 
bining the GDCS 126 and the PDCS 136. In embodiments of 
the present invention, the combiner 436 additively combines 
the GDCS 126 and PDCS 136. The result of the complex 
valued digital combination operation is a digital representa 
tion of a coherent chaotic sequence spread spectrum modu 
lated IF signal (herein also referred to as “OCS 140). OCS 
140 comprises digital data that has been spread over a wide 
frequency bandwidth in accordance with the chaotic 
sequence generated by chaos generators 414, ..., 414s, 434. 
The combiner 436 is also configured to communicate the 
OCS 140 to interpolator 462 for subsequent transmission over 
the communications channel to receivers 106, 108, 110. 
0076. As shown in FIG.4, the interpolator 462, real part of 
complex multiplier 464, and quadrature digital local oscilla 
tor 466 form at least one intermediate frequency (IF) transla 
tor. IF translators are well known to persons having ordinary 
skill in the art, and therefore will not be described herein. 
However, it should be understood that the components 462, 
464, 466 can be collectively configured for frequency modu 
lating a signal received from the combiner 436 to a sampled 
spread spectrum digital chaotic signal. The IF translator is 
configured for communicating the sampled spread spectrum 
digital chaotic signal to the DAC 468, wherein the sampled 
spread spectrum digital chaotic signal has an increased Sam 
pling rate and a non-Zero intermediate frequency. The DAC 
468 can be configured for converting the sampled spread 
spectrum digital chaotic signal to an analog signal. The DAC 
468 can also be configured for communicating the analog 
signal to anti-image filter 470. 
0077. The anti-image filter 470 is configured for removing 
spectral images from the analog signal to form a smooth time 
domain signal. The anti-image filter 470 is also configured for 
communicating a Smooth time domain signal to the RF con 
version device 472. The RF conversion device 472 can be a 
wide bandwidth analog IF-to-RF up converter. The RF con 
version device 472 is configured for forming an RF signal by 
centering a smooth time domain signal at an RF for transmis 
sion. The RF conversion device 472 is also configured for 
communicating RF signals to a power amplifier (not shown). 
The power amplifier (not shown) is configured for amplifying 
a received RF signal. The power amplifier (not shown) is also 
configured for communicating amplified RF signals to an 
antenna element 474 for communication to a receiver 106, 
108, 110 (described above in relation to FIG. 1). 
0078. It should be understood that the digital generation of 
the digital chaotic sequences at the TDM-based transmitter 
102 and receivers 106, 108, 110 (described above in relation 
to FIG. 1) is kept closely coordinated under the control of 
PRTR 458. If the accuracy of PRTR 458 is relatively high, 
then the synchronization of the chaos generators 414, . . . . 
414s, 434 of the the TDM-based transmitter 102 and the 
corresponding chaos generators of receivers 106, 108, 110 is 
relatively close. The PRTR 458 allows the states of the chaos 
generators to be easily controlled with precision. 
Receiver Architectures 

(0079 Referring now to FIGS.5A-5B, there is provided a 
more detailed block diagram of receiver 106 of FIG. 1. 
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Receiver 106 is generally configured for receiving transmit 
ted OCS 140 from the TDM-based transmitter 102 (described 
above in relation to FIG. 1 and FIG. 4). It should be noted that 
the receivers 108 and 110 of FIG. 1 may have the same or 
substantially similar architecture as that shown in FIGS. 
5A-5B. As such, the following description of the receiver 106 
architecture is Sufficient for understanding the architectures 
of receivers 108, 110. However, it should be noted that 
receiver 106 has all the keys for generating de-spreading all 
signal components of OCSs 140. Receiver 108 has keys for 
de-spreading portions of OCSs 140 transmitted during par 
ticular timeslots, but not all signal components. Receiver 110 
has only the keys for de-spreading the global data portions of 
OCSs 140 transmitted during particular timeslots, corre 
sponding to the GDCS 126. As should be understood, the 
"keys' can include, but are not limited to, chaotic sequence 
generation parameters used for generating a chaotic sequence 
at the transmitter during particular timeslots of a TDM frame 
202, 204 (described above in relation to FIG. 2). 
0080 Receiver 106 is also generally configured for down 
converting and digitizing a received analog chaotic signal. As 
shown in FIG.5A, receiver 106 comprises an antenna element 
502, a low noise amplifier (LNA) 504, a Zonal filter 506, an 
automatic gain control (AGC) amplifier 508, a Radio Fre 
quency to Intermediate Frequency (RF-to-IF) conversion 
device 510, an anti-alias filter 512 and an analog-to-digital 
(A/D) converter 514. Receiver 106 further includes a quadra 
ture digital local oscillator (QDLO)522, frequency control 
word 582, phase control word 584 and lowpass filters 590, 
592. As shown in FIG. 5B, receiver 106 further comprises a 
channel encoded acquisition data generator (CEADG) 564, a 
symbol timing recovery circuit 570, a receiver controller 560, 
and a PRTR 558. Receiver 106 also includes one or more 
correlators 536,546,..., 546, acquisition correlator, 556, 
protected data decision device 548, global data decision 
device 552, protected data source decoder 550, global data 
source data decoder 554, and complex multiplier 566. 
Receiver 106 further comprises one or more chaos generators 
530, 540, . . . , 540s, RUQGs 532, 542, . . . , 542s, re 
sampling filters 534, 544. . . . , 544 multiplexer 568 and 
loop control circuit 562. It should be noted that the functions 
of the RUQGs 532,542,..., 542s, can be performed by the 
chaos generators 530, 540, . . . , 540s. In such a scenario, 
receiver 106 is absent of the RUQG(s) 532, 542,..., 542.s. 
0081 Antenna element 502 is generally configured for 
receiving an analog input signal communicated from a trans 
mitter (e.g., transmitter 102 described above in relation to 
FIG. 1 and FIG. 4) over a communications link (e.g., com 
munications link 104 described above in relation to FIG. 1). 
Antenna element 502 can also be configured for communi 
cating the analog input signal to the LNA 504. LNA 504 is 
generally configured for amplifying a received analog input 
signal while adding as little noise and distortion as possible. 
LNA 504 can also be configured for communicating an 
amplified, analog input signal to Zonal filer 506. Zonal filter 
506 is configured for Suppressing large interfering signals 
outside of bands of interest. Zonal filter 506 can also be 
configured for communicating filtered, analog input signals 
to the AGC amplifier 508. AGC amplifier 508 is generally a 
controllable gain amplifier configured for adjusting again of 
an analog input signal. The AGC amplifier is configured to 
accept a signal from the Zonal filter 506 and the AGC control 
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signal 580. AGC amplifier 508 is configured for communi 
cating gain adjusted, analog input signals to the RF-to-IF 
conversion device 510. 

I0082 RF-to-IF conversion device 510 is generally config 
ured for mixing an analog input signal to a particular IF. 
RF-to-IF conversion device 510 is also configured for com 
municating mixed analog input signals to anti-alias filter 512. 
Anti-alias filter 512 is configured for restricting a bandwidth 
of a mixed analog input signal. Anti-alias filter 512 is also 
configured for communicating filtered, analog input signals 
to A/D converter 514. A/D converter 514 is configured for 
converting received analog input signals to digital signals. 
A/D converter 514 is also configured for communicating 
digital input signals to multipliers 516, 518. 
I0083 Receiver 106 can also be configured for obtaining 
protected data encoded in the PDCS 136 from the transmitted 
analog chaotic signal by correlating it with a replica of the 
chaotic sequences generated by chaos generators 414, . . . . 
414s of the transmitter (e.g., transmitter 102 described above 
in relation to FIG. 1 and FIG. 4). Similarly, receiver 106 can 
be configured for obtaining global data encoded in the GDCS 
126 from the transmitted analog chaotic signal by correlating 
it with a replica of the chaotic sequences generated by chaos 
generator 434 of the transmitter (e.g., transmitter 102 
described above in relation to FIG. 1 and FIG. 4). The global 
data can be converted into text, Sound, pictures, navigational 
position information, and/or any other type of useful payload 
information that can be communicated. Likewise, the pro 
tected data can be converted into text, Sound, pictures, navi 
gational-position information, and/or any other type of useful 
payload information that can be communicated. 
I0084. Notably, receiver 106 of FIGS.5A-5B is designed to 
eliminate the drawbacks of conventional analog based coher 
ent chaotic communications systems. In this regard, it should 
be understood that analog chaos circuits of conventional ana 
log based coherent chaotic communications systems are syn 
chronized by periodically exchanging state information. The 
exchange of State information requires a Substantial amount 
of additional bandwidth. In contrast, receiver 106 is config 
ured to synchronize strings of discrete time chaotic samples 
(i.e., chaotic sequences) without using a constant or periodic 
transfer of state update information. This synchronization 
feature of receiver 106 will become more apparent as the 
discussion progresses. 
I0085 QDLO 522 shown in FIG. 5A is generally config 
ured for generating a complex quadrature amplitude-and 
time-discrete digital sinusoidata given frequency. The digital 
sinusoid can be generated using a binary phase control word 
584 and a binary frequency control word 582 received from 
the loop control circuit 562. QDLO 522 is also configured for 
communicating digital words representing in-phase compo 
nents of the digital sinusoid to the complex multiplier 516. 
QDLO 522 is further configured for communicating digital 
words representing quadrature-phase components of the digi 
tal sinusoid to the complex multiplier 518. 
I0086 Complex multiplier 516 is configured for receiving 
digital words from the A/D converter 514 and digital words 
from the in-phase component of the QDLO 522. Complex 
multiplier 516 is also configured for generating digital output 
words by multiplying digital words from A/D converter 514 
by digital words from the QDLO 522. Complex multiplier 
516 is further configured for communicating real data repre 
sented as digital output words to low pass filter 590. 
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0087 Complex multiplier 518 is configured for receiving 
digital words from A/D converter 514 and digital words from 
the quadrature-phase component of the QDLO 522. Complex 
multiplier 518 is also configured for generating digital output 
words by multiplying the digital words from A/D converter 
514 by the digital words from QDLO 522. Complex multi 
plier 518 is further configured for communicating imaginary 
data represented as digital output words to lowpass filter 592. 
I0088 Lowpass filter 590 is configured to receive the real 
digital data from multiplier 516 and lowpass filter the real 
data to generate the in-phase digital data component of the 
quadrature baseband form of the received signal. Lowpass 
filter 590 is further configured to communicate the in-phase 
digital output words to acquisition correlator 556 and corr 
elators 536,546, ..., 546s. Lowpass filter 592 is configured 
to receive the imaginary digital data from multiplier 518 and 
lowpass filter the imaginary data to generate the quadrature 
phase digital data component of the quadrature baseband 
form of the received signal. Lowpass filter 592 is further 
configured to communicate the in-phase digital output words 
to acquisition correlator 556 and correlators 536,546. . . . . 
546s. 
0089. It should be noted that the functional blocks herein 
after described in FIG. 5B represent three channel devices in 
the sense that the same or similar functions are being per 
formed concurrently for purposes of extracting global data 
and protected data. In this regard, it will be recalled that 
PDCS 136 includes digital chaotic signals representing data 
provided by protected data sources 402,..., 402 (described 
in relation to FIG. 4 above) and that GDCS 126 includes a 
digital chaotic signal representing data provided by global 
data source 422 (described in relation to FIG. 4 above). 
0090 Complex correlators 536,546, ... , 546s are con 
figured for performing complex correlations in the digital 
domain. Each of the complex correlators 536,546,..., 546s 
can generally involve multiplying digital words received 
from multipliers 516, 518 (filtered by lowpass filters 590, 
592) by digital words representing a chaotic sequence. Each 
of the complex correlators 536, 546. . . . , 546s is also 
configured for computing a complex Sum of products with 
staggered temporal offsets. The chaotic de-spreading codes 
Z(nT), Y'(nT), ... ,Y(nT) are generated by chaos genera 
tors 530,540, ...,540s and RUQGs 532,542,...,542. It 
should be noted that each chaotic de-spreading codes is a 
replica of a chaotic spreading code used to generate a signal at 
the TDM-based transmitter 102 (described above in relation 
to FIG. 1 and FIG. 4). Each chaotic de-spreading code used to 
de-spread protected data is synchronized in time and fre 
quency with the corresponding chaotic spreading code gen 
erated by the respective chaos generator and RUQG of the 
TDM-based transmitter (e.g., transmitter 102 described 
above in relation to FIG. 1 and FIG. 4). 
0091. The primary difference between the full permission 
receiver 106, partial permission receiver 108 and global data 
only receiver 110 is the selection of keys or other chaotic 
sequence generation parameters available to re-create the 
synchronized chaotic de-spreading codes Y'(nT), . . . . Y. 
(nT). The full permission receiver 106 is capable of generat 
ing all of the chaotic de-spreading codes Y (nT),...,Y(nT). 
The partial permission receiver 108 is capable of generating a 
proper Subset of the chaotic de-spreading codes Y'(nT),..., 
Y(nT). The global data only receiver 110 is capable of 
generating none of the chaotic de-spreading codes Y'(nT), . 
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... Y(nT). All receivers 106, 108, 110 are capable of gen 
erating the chaotic de-spreading code Z(nT). 
0092. The plurality of chaotic spreading codes Z(nT), 
Y'(nT), . . . . Y(nT) are generally generated in accordance 
with the methods described below in relation to FIGS. 7-8. 
Accordingly, chaos generators 530, 540, . . . , 540s employ 
sets of polynomial equations, sets of constants, and/or sets of 
relatively prime numbers as modulus for use in chaotic 
sequence generations. Chaos generators 530,540,..., 540s 
can be configured for receiving initial conditions from 
receiver controller 560. The initial conditions define arbitrary 
sequence starting locations, i.e., the number of places (e.g., 
Zero, one, two, etc.) that chaotic de-spreading codes Z(nT), 
Y'(nT),..., Y(nT) are to be cyclically shifted. The initial 
conditions will be described below in relation to step 714 of 
FIG. 7. 

0093 Chaos generator 530 is configured for communicat 
ing a chaotic sequence CSS to the RUOG 532. Each of the 
chaos generators 540, . . . , 540s is configured for commu 
nicating a chaotic sequence CSS', ..., CSSs to the respective 
RUQG 542,...,542.s. In this regard, it should be appreciated 
that the chaos generators 530, 540, ... , 540s are coupled to 
the receiver controller 560. The receiver controller 560 is 
configured to control chaos generators 530,540, ..., 540s so 
that chaos generators 530, 540, . . . , 540s generate chaotic 
sequences CSS, CSS', ..., CSS, with the correct initial 
state when receiver 106 is in an acquisition mode and a 
tracking mode. 
I0094. The RUQGs 532,542,..., 542s are configured for 
statistically transforming digital chaotic sequences into trans 
formed digital chaotic de-spreading codes Z(nT), Y'(nT), .. 
... Y(nT). Each of the chaotic spreading codes Z(nT), Y." 
(nT),...,Y(nT) has a characteristic form. The characteristic 
form can include, but is not limited to, real, complex, quadra 
ture, and combinations thereof. Each of the de-spreading 
codes Z(nT), Y'(nT), . . . . Y(nT) can have different word 
widths and/or different statistical distributions. The RUQGs 
532, 542, ... , 542s are also configured for communicating 
transformed chaotic sequences to re-sampling filters 534, 
544,..., 544s. 
0.095 According to embodiments of the present invention, 
the RUQGs 532, 542, ... , 542s are configured for statisti 
cally transforming digital chaotic sequences into quadrature 
Gaussian forms of the digital chaotic sequences. The RUQGs 
532, 542, ... , 542s are also configured for communicating 
quadrature Gaussian form of the digital chaotic de-spreading 
codes Z(nT), Y'(nT), ... ,Y(nT) to the re-sampling filters 
534, 544. . . . , 544, respectively. More particularly, the 
RUQGs 530,542,..., 542s communicate in-phase (“I”) data 
and quadrature phase ("Q") data to the re-sampling filters 
534, 544. . . . , 544s. Embodiments of the present invention 
are not limited in this regard. 
0096 Referring again to FIG. 5B, the re-sampling filters 
534, 544. . . . , 544s are configured for forwarding trans 
formed chaotic sequences to the complex correlators 536, 
546, ..., 546s, and multiplexer 568. The re-sampling filters 
534, 544. . . . , 544s are also configured for making chaos 
sample rates compatible with a received signal sample rate 
when receiver 106 is in acquisition mode. The re-sampling 
filters 534,544,..., 544s are further configured to compen 
sate for transmit and receive clock offsets with less than a 
certain level of distortion when receiver 106 is in a steady 
state demodulation mode. In this regard, it should be appre 
ciated that the re-sampling filters 534, 544. . . . , 544s are 
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configured for converting the sampling rates of in-phase (“I’) 
and quadrature-phase (“O”) data sequences from first Sam 
pling rates to second sampling rates without changing the 
spectrum of the data contained therein. 
0097. If a sampled form of a chaotic de-spreading codes 
Z(nT),Y'(nT),...,Y(nT) is thought of as discrete samples 
of a continuous band limited chaos then the re-sampling 
filters 534,544. ..., 544s are effectively tracking the discrete 
time samples, computing continuous representations of the 
chaotic sequences, and re-sampling the chaotic sequences at 
the discrete time points required to match the discrete time 
points sampled by the A/D converter 514. In effect, input 
values and output values of each re-sampling filter 534,544, 
. . . , 544s are not exactly the same because the values are 
samples of the same waveform taken at slightly offset times. 
However, the values are samples of the same waveform so the 
values have the same power spectral density. 
0098. In embodiments of the present invention, compo 
nents used to generate the chaotic de-spreading sequences 
can be configured to receive periodic changes to algorithms or 
parameters from the receiver controller 560 according to a 
TDM frame or timeslot (described above in relation to FIG. 
2). Still, embodiments of the present invention are not limited 
in this regard. 
0099 Referring again to FIG. 5B, multiplexer568 is con 
figured to receive chaotic sequences from the resampling 
filters 534, 544. . . . , 544s. The multiplexer 568 is also 
configured to select a plurality of chaotic de-spreading codes 
received from resampling filters 534, 544, . . . , 544s that are 
to be passed on to the complex multiplier 566. The multi 
plexer 566 is further configured to receive indication of which 
chaotic de-spreading code(s) are to be selected from the 
receiver controller 560 according to a TDM frame or timeslot 
(described above in relation to FIG. 2). For purposes of sim 
plicity and clarity of discussion, the output of multiplexer568 
is discussed as a single chaotic sequence. It should be noted, 
however, that in Some embodiments of the present invention, 
a complex-valued adder (not shown) may be included 
between the multiplexer568 and complex multiplier 566. The 
complex-valued adder can be provided to add a plurality of 
selected chaotic spreading code(s) together according to a 
TDM frame or timeslot (described above in relation to FIG.2) 
prior to communicating the result to the complex multiplier 
566. Still, embodiments of the present invention are not lim 
ited in this regard. 
0100 Referring again to FIG. 5B, the CEADG 564 is 
configured for generating modulated acquisition sequences. 
The CEADG 564 is also configured for communicating 
modulated acquisition sequences to the complex multiplier 
566. The complex multiplier 566 is configured to receive a 
chaotic sequence from multiplexer568 and modulated acqui 
sition sequences from the CEADG 564. The complex multi 
plier 566 is also configured for performing complex multipli 
cations in the digital domain to yield references for the digital 
input signal. Each of the complex multiplications can involve 
multiplying a modulated acquisition sequence received from 
the CEADG 564 by a digital representation of a global chaotic 
sequence. The complex multiplier 566 is further configured 
for communicating reference signals to the acquisition corr 
elator 556. 

0101. The correlators 536,546,..., 546s are configured 
to correlate locally generated chaotic signals with the 
received OSC 140 to recover the protected data and global 
data. When properly aligned with symbol timing, the correla 

Jan. 27, 2011 

tor 536 de-spreads the GDCS 126 by correlating the OCS 140 
with the locally generated replica of chaotic spreading code 
Z(nT). The correlator 546ide-spreads the PDCS 136 by cor 
relating the OCS 140 with the locally generated replica of 
chaotic spreading code(s)Y (nT), ... .Ys(nT). In this regard, 
it should be understood that the sense of the real and imagi 
nary components of the correlations is directly related to the 
values of the real and imaginary components of the symbols 
of a digital input signal. It should also be understood that the 
magnitudes relative to a reference magnitude of the real and 
imaginary components of the correlation can be directly 
related to the magnitude values of the real and imaginary 
components of the amplitude modulated symbols of a digital 
input signal. The reference value is dependent on the process 
ing gain of the correlator, the gain control value, and the 
overall gain of the receiver signal processing chain. Methods 
for calculating a reference magnitude are known to those 
having ordinary skill in the art, and therefore will not be 
discussed in detail herein. Thus, the data recovery correlators 
include both phase and magnitude components of symbol soft 
decisions. The phrase “soft decisions', as used herein, refers 
to soft-values (which are represented by soft-decision bits) 
that comprise information about the bits contained in a 
sequence. Soft-values are values that represent the probabil 
ity that a particular symbol is an allowable symbol. For 
example, a soft-value for a particular binary symbol can indi 
cate that a probability of a bit being a one (1) is p(1)=0.3. 
Conversely, the same bit can have a probability of being a zero 
(0) which is p(0)=0.7. 
0102 Similarly, at least one of the correlators 536,546, . 
..,546s is configured to facilitate symbol timing tracking. For 
example, correlator 536 is configured for correlating a locally 
generated replica of the chaotic spreading code Z(nT) used to 
de-spread GDCS 126 with a digital input signal on the 
assumed symbol boundaries, advanced symbol boundaries, 
and retarded symbol boundaries. In this regard, it should be 
understood that, the sense and magnitude of the real and 
imaginary components of the correlation is directly related to 
the time offsets of the real and imaginary components of the 
symbols relative to actual boundaries. This symbol tracking 
technique is well known to those having ordinary skill in the 
art, and therefore will not be discussed in detail herein. It 
should also be understood that this symbol time tracking 
method is only one of a number of methods known to those 
skilled in the art and does not limit the scope of the present 
invention in any way. 
0103) The correlator 536 is also configured to communi 
cate advanced, on time, and retarded correlation information 
to the symbol timing recovery device 570. The correlator 536 
is further configured for communicating soft decisions to a 
global data hard decision device552 for final symbol decision 
making. The global data hard decision device 552 is config 
ured for communicating symbol decisions to a global data 
source decoder 554. The global data source decoder 554 is 
configured for converting symbols to a binary form and 
decoding any FEC applied at a transmitter (e.g., transmitter 
102 described above in relation to FIG. 1 and FIG. 4). The 
global data source decoder 554 is also configured for passing 
decoded bit streams to one or more external devices (not 
shown) utilizing the decoded global data. 
0104. Each of the correlators 546. . . . , 546s, is also 
configured for communicating soft decisions to a protected 
data hard decision device 548 for final symbol decision mak 
ing. The protected data hard decision device 548 is configured 
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for communicating symbol decisions to a protected data 
source decoder 550. The protected data source decoder 550 is 
configured for converting symbols to a binary form and 
decoding any FEC applied at a transmitter (e.g., transmitter 
102 described above in relation to FIG. 1 and FIG. 4). The 
protected data source decoder 550 is also configured for pass 
ing decoded bit streams to one or more external devices (not 
shown) utilizing the decoded protected data. 
0105. The acquisition correlator 556 is generally config 
ured for acquiring initial timing information associated with 
a chaotic sequence and initial timing associated with a data 
sequence. The acquisition correlator 556 is further configured 
for acquiring initial phase and frequency offset information 
between a chaotic sequence and a digital input signal. Meth 
ods for acquiring initial timing information are well known to 
persons having ordinary skill in the art, and therefore will not 
be described herein. Similarly, methods for acquiring initial 
phase/frequency offset information are well known to per 
sons having ordinary skill in the art, and therefore will not be 
described herein. However, it should be appreciated that any 
Such method for acquiring initial timing information and/or 
for tracking phase/frequency offset information can be used 
without limitation. 
0106 The acquisition correlator 556 is configured for 
communicating magnitude and phase information as a func 
tion of time to the loop control circuit 562. Loop control 
circuit 562 is configured for using magnitude and phase infor 
mation to calculate a deviation of an input signal magnitude 
from a nominal range and to calculate timing, phase, and 
frequency offset information. The calculated information can 
be used to synchronize a chaotic sequence with a digital input 
signal. Loop control circuit 562 is also configured for com 
municating phase/frequency offset information to the QDLO 
522 and for communicating gain deviation compensation 
information to the AGC amplifier 508. Loop control circuit 
520 is further configured for communicating retiming control 
signals to chaos generators 530, 540, ..., 540s. 
0107 PRTR 558 is the same as or substantially similar to 
the PRTR 458 of FIG. 4. The description provided above in 
relation to the PRTR 458 is sufficient for understanding the 
PRTR 558 of FIG.S.B. 
0108. The operation of the receiver 106 will now be briefly 
described with regard to an acquisition mode and a steady 
state demodulation mode. 

Acquisition Mode: 
0109. In acquisition mode, the re-sampling filters 534, 
544. . . . , 544s perform a rational rate change and forwards 
a transformed chaotic de-spreading codes to a multiplexer 
568. The multiplexer 568 selects the chaotic de-spreading 
code as configured by the receiver controller 560 according to 
a TDM frame or timeslot (described above in relation to FIG. 
2). The CEADG 564 generates a modulated acquisition 
sequence and forwards the same to a particular digital com 
plex multiplier 566. The complex multiplier 566 performs a 
complex multiplication in the digital domain. In the complex 
multiplier 566, a modulated acquisition sequence from the 
CEADG 564 is multiplied by a chaotic de-spreading code to 
yield a reference for a digital input signal that was generated 
at a transmitter (e.g., transmitter 102 described above in rela 
tion to FIG. 1 and FIG. 4) to facilitate initial acquisition. The 
chaotic de-spreading code is generated by a respective chaos 
generator 530, 540, ... , 540s and RUQG 532, 542, ..., 
542s. The complex multiplier 566 communicates a reference 
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signal to the acquisition correlator 556. In this search mode, 
the acquisition correlator 556 searches across an uncertainty 
window to locate a received signal state so that chaos genera 
tors 530,540,..., 540s can be set with the time synchronized 
state vector. It should be noted that acquisition modes occur 
according to a TDM frame or timeslot (described above in 
relation to FIG.2), with the full permission receiver 106 being 
capable of receiving all global and protected data transmitted 
from the TDM-based transmitter 102. The assignment of 
timeslots within TDM frames for specific types of data con 
tent and associated users is coordinated with the TDM-based 
transmitter 102 via TDM scheduling algorithms. Such sched 
uling algorithms are well known by those of ordinary skill in 
the art, and therefore will not be described in detail herein. 
However, it should be noted that at the beginning of each 
assigned timeslot that the receiver 106 is scheduled to receive 
data. The receiver 106 will begin acquisition processing using 
the appropriate chaotic sequence parameters. 
0110. The partial permission receiver 108 differs from the 
full permission receiver 106 in that not all protected data 
content is permitted to be accessed. As such, only a proper 
subset of the chaotic de-spreading codes Y'(nT), ...,Y(nT) 
will be activated during a particular timeslot, preventing 
reception and processing of unintended protected data. The 
partial permission receiver 108 may however have permis 
sion to access a portion of the protected data transmitted 
during a scheduled timeslot, thereby performing acquisition 
processing using at least one permitted chaotic de-spreading 
code. The scheduling algorithm that underlies the TDM com 
munication system includes knowledge of which receivers 
are permitted access to particular classes of data. 
0111. The GDO receiver 110 differs from the full permis 
sion receiver 106 in that none of the protected data content is 
permitted to be accessed. As such, only the chaotic de-spread 
ing code Z(nT) may be selected by multiplexer 568 for com 
munication to complex multiplier 566. The GDO receiver 110 
has permission to access the global data during scheduled 
timeslots, therefore performing acquisition processing using 
only the chaotic de-spreading code Z(nT). The scheduling 
algorithm that underlies the TDM communication system 
includes knowledge of which receivers are permitted access 
to particular classes of data. During timeslots where the GDO 
receiver 110 does not have any assigned global data transmis 
sions, the GDO receiver 110 has no need to perform acquisi 
tion processing, similar to the case for receivers 106, 108,110 
during timeslots when no assigned data is transmitted. 

Steady State Demodulation Mode: 
0112 Insteady state demodulation mode, the correlator 
536 tracks the correlation between the received modulated 
signal and the locally generated chaotic sequences close to 
the nominal correlation peak to generate magnitude and 
phase information as a function of time. This information is 
passed to the loop control circuit 562. Loop control circuit 
562 applies appropriate algorithmic processing to this infor 
mation to extract phase offset, frequency offset, and magni 
tude compensation information. The correlator 536 also 
passes its output information, based on correlation timester 
minated by symbol boundaries, to a symbol timing recovery 
circuit 570 and global data hard decision device 552. 
0113 Loop control circuit 562 monitors the output of the 
global data correlator 536. When loop control circuit 562 
detects fixed correlation phase offsets, the phase control of 
QDLO 522 is modified to remove the phase offset. When loop 
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control circuit 562 detects phase offsets that change as a 
function of time, it adjusts re-sampling filters 534, 544, ..., 
544s which act as incommensurate re-samplers when receiver 
106 is in steady state demodulation mode or the frequency 
control of QDLO 522 is modified to remove frequency or 
timing offsets. 
0114. When the correlator's 536 output indicates that the 
received digital input signal timing has “drifted more than 
plus or minus a half (/2) of a sample time relative to a locally 
generated chaotic sequence, loop control circuit 562 (1) 
adjusts a correlation window in an appropriate temporal 
direction by one sample time, (2) advances or retards a state of 
the local chaos generators 740, 760 by one iteration state, and 
(3) adjusts re-sampling filters 534, 544. . . . , 544s to com 
pensate for the time discontinuity. This loop control circuit 
562 process keeps the chaos generators 434, 414, . . . , 414s 
of the transmitter (e.g., transmitter 102 described above in 
relation to FIG. 1 and FIG. 4) and the chaos generators 530, 
540, ..., 540s of the receiver 106 synchronized to within half 
(/2) of a sample time. 
0115 If a more precise temporal synchronization is 
required to enhance performance, a re-sampling filter can be 
implemented as a member of the class of polyphase fractional 
time delay filters. This class offilters is well known to persons 
having ordinary skill in the art, and therefore will not be 
described herein. 
0116. As described above, a number of chaotic samples 
are combined with an information symbol at the TDM-based 
transmitter 102. Since the TDM-based transmitter 102 and 
receiver 106 timing are referenced to two (2) different preci 
sion real time reference clocks 458,558, symbol timing must 
be recovered at the receiver 106 to facilitate robust demodu 
lation. In another embodiment, symbol timing recovery can 
include: (1) multiplying a received input signal by a complex 
conjugate of a locally generated chaotic sequence using a 
complex multiplier; (2) computing an 'N' point running 
average of the product where “N” is a number of chaotic 
samples per symbol time; (3) storing the values, the maxi 
mum absolute values of the running averages and the time of 
occurrence; and (4) statistically combining the values at the 
symbol timing recovery circuit 570 to recover symbol timing. 
0117. In this steady state demodulation mode, the symbol 
timing recovery circuit 570 communicates symbol onset tim 
ing to correlators 536, 546. . . . , 546s for controlling an 
initiation of a symbol correlation. The correlators 536,546, 
... , 546s correlate a locally generated chaotic sequence with 
a received digital input signal during symbol duration. The 
sense and magnitude of real and imaginary components of the 
correlation are directly related to the values of the real and 
imaginary components of symbols of a digital input signal. 
Accordingly, the correlators 536,546. . . . , 546s generates 
symbol Soft decisions. These soft symbol decisions are com 
municated to the global data hard decision device 552 as 
described previously. 

Chaos Generators and Digital Chaotic Sequence Generation 
0118 Referring now to FIG. 6, there is provided a concep 
tual diagram of a chaos generators 414, ..., 414s, 434,530. 
540, . . . , 540s (described above in relation to FIG. 4 and 
FIGS.5A-5B). As shown in FIG. 6, generation of the chaotic 
sequence begins with N polynomial equations f(X(nT)), . . . 
, f 1(X(nT)). The polynomial equations fo(X(nT)), . . . . f. 1 
(X(nT)) can be selected as the same polynomial equation or as 
different polynomial equations. According to an aspect of the 
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invention, the polynomial equations f(X(nT)), . . . , f (X 
(nT)) are selected as irreducible polynomial equations having 
chaotic properties in Galois field arithmetic. Such irreducible 
polynomial equations include, but are not limited to, irreduc 
ible cubic polynomial equations and irreducible quadratic 
polynomial equations. The phrase “irreducible polynomial 
equation', as used herein, refers to a polynomial equation that 
cannot be expressed as a product of at least two nontrivial 
polynomial equations over the same Galois field (f). For 
example, the polynomial equation f(x(nT)) is irreducible if 
there does not exist two (2) non-constant polynomial equa 
tions g(x(nT)) and h(x(nT)) in x(nT) with rational coefficients 
such that f(x(nT)) g(x(nT)).h(x(nT)). 
I0119 Each of the polynomial equations f(x(nT)), . . . . 
fy (X(nT)) can be solved independently to obtain a respec 
tive Solution. Each solution can be expressed as a residue 
number system (RNS) residue value using RNS arithmetic 
operations, i.e., modulo operations. Modulo operations are 
well known to persons having ordinary skill in the art, and 
therefore will not be described herein. However, it should be 
appreciated that an RNS residue representation for some 
weighted value “a” can be defined by mathematical equation 
(3). 

R={a modulo mo, a modulo m 1, ..., a modulo my (3) 

where R is an RNS residue N-tuple value representing a 
weighted value 'a' and mom, ..., my respectively are the 
moduli for RNS arithmetic operations applicable to each 
polynomial equation f(X(nT)), . . . , f (X(nT)). R(nT) can 
be a representation of the RNS solution of a polynomial 
equation f(x(nT)) defined as R(nT)={f(x(nT)) modulo mo, 
f(x(nT)) modulo m, ..., f(x(nT)) modulo my). 
0.120. From the foregoing, it will be appreciated that the 
RNS employed for solving each of the polynomial equations 
f(X(nT)), ..., f (X(nT)) respectively has a selected modu 
lus value mom, . . . . m . The modulus value chosen for 
each RNS moduli is preferably selected to be relatively prime 
numbers pop, . . . . p. The phrase “relatively prime 
numbers', as used herein, refers to a collection of natural 
numbers having no common divisors except one (1). Conse 
quently, each RNS arithmetic operation employed for 
expressing a solution as an RNS residue value uses a different 
prime number pop1, ..., py as a moduli mo., m1,..., my . 
0.121. The RNS residue value calculated as a solution to 
each one of the polynomial equations f(X(nT)), ..., f (X 
(nT)) will vary depending on the choice of prime numbers po 
p1, . . . . py. Selected as a moduli mo. m. . . . . my i. 
Moreover, the range of values will depend on the choice of 
relatively prime numbers pop1, ..., py selected as a moduli 
mo, m, . . . . m . For example, if the prime number five 
hundred three (503) is selected as modulus mo, then an RNS 
Solution for a first polynomial equation f(X(nT)) will have an 
integer value between Zero (0) and five hundred two (502). 
Similarly, if the prime number four hundred ninety-one (491) 
is selected as modulus m, then the RNS solution for a second 
polynomial equation f(X(nT)) has an integer value between 
Zero (0) and four hundred ninety (490). 
I0122) According to an embodiment of the invention, each 
of the polynomial equations f(X(nT)), . . . , f (X(nT)) is 
selected as an irreducible cubic polynomial equation having 
chaotic properties in Galois field arithmetic. Each of the 
polynomial equations f(X(nT)), ..., f (X(nT)) can also be 
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selected to be a constant or varying function of time. The 
irreducible cubic polynomial equation is defined by a math 
ematical equation (4). 

where: 
0123 x is value for a variable defining a sequence loca 
tion; 

0.124 n is a sample time index value; 
0.125 k is a polynomial time index value; 
012.6 L is a constant component time index value; 
0127 T is a fixed constant having a value representing a 
time interval or increment; 

0128 Q, R, and S are coefficients that define the polyno 
mial equation f(X(nT)); and 

012.9 C is a coefficient of x(nT) raised to a zero power and 
is therefore a constant for each polynomial characteristic. 

0130. In a preferred embodiment, a value of C is selected 
which empirically is determined to produce an irreducible 
form of the stated polynomial equation f(X(nT)) for a particu 
lar prime modulus. For a given polynomial with fixed values 
for Q, R, and S more than one value of C can exist, each 
providing a unique iterative sequence. Still, the invention is 
not limited in this regard. 
0131. According to another embodiment of the invention, 
the polynomial equations f(X(nT)), . . . , f (X(nT)) are 
identical exclusive of a constant value C. For example, a first 
polynomial equation f(x(nT)) is selected as f(x(nT))–3x 
(nT)+3x (nT)+X(nT)+Co. A second polynomial equation f(x 
(nT)) is selected as f(x(nT))=3x (nT)+3x (nT)+X(nT)+C. 
A third polynomial equation f(X(nT)) is selected as f(X(nT)) 
=3x (nT)+3x (nT)+x(nT)+C, and so on. Each of the con 
stant values Co., C. . . . . C. is selected to produce an 
irreducible form in a residue ring of the stated polynomial 
equation f(x(nT))=3x (nT)+3x (nT)+x(nT)+C. In this 
regard, it should be appreciated that each of the constant 
values Co., C. . . . . C. is associated with a particular 
modulus mom, ..., my value to be used for RNS arith 
metic operations when solving the polynomial equation f(X 
(nT)). Such constant values Co., C. . . . , C and associated 
modulus mo, m1, ..., my values which produce an irreduc 
ible form of the stated polynomial equation f(x(nT)) are listed 
in the following Table (1). 

TABLE 1. 

Sets of constant 
Moduli values mo, m1, ..., my 1: Values Co, C1, ..., Cy 1: 

3 {1, 2} 
5 {1, 3} 

11 {4,9} 
29 {16, 19} 
47 {26,31} 
59 {18, 34} 
71 {10, 19, 20, 29} 
83 {22, 26, 75,79} 
101 {27,38, 85,96} 
131 {26,39, 77,90} 
137 {50, 117} 
149 {17, 115, 136, 145} 
167 {16, 32, 116, 132} 
173 {72, 139} 
197 {13,96, 127, 179} 
233 {52, 77} 
251 {39, 100, 147,243} 
257 {110, 118} 
269 {69,80} 
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TABLE 1-continued 

Sets of constant 
Moduli values mo, m1, ..., my 1: Values Co, C1,..., Cy 1: 

281 {95,248} 
293 {37,223} 
311 {107, 169} 
317 {15,55} 
347 {89,219 
443 {135,247,294,406} 
461 {240, 323} 
467 {15, 244, 301,425} 
479 {233,352} 
491 {202, 234} 
503 {8, 271} 

Still, embodiments of the present invention are not limited in 
this regard. 
0.132. The number of discrete magnitude states (dynamic 
range) that can be generated with the system shown in FIG. 6 
will depend on the quantity of polynomial equations N and 
the modulus values mom, ..., my values selected for the 
RNS number systems. In particular, this value can be calcu 
lated as the product M-mom."mama. . . . m . 
0.133 Referring again to FIG. 6, it should be appreciated 
that each of the RNS solutions No. 1, ..., No. N is expressed 
in a binary number system representation. As such, each of 
the RNS solutions No. 1, ..., No. N is a binary sequence of 
bits. Each bit of the sequence has a Zero (0) value or a one (1) 
value. Each binary sequence has a bit length selected in accor 
dance with particular moduli. 
I0134. According to an embodiment of the invention, each 
binary sequence representing a residue value has a bit length 
(BL) defined by a mathematical equation (5). 

BL=Ceiling Log2(m) (5) 

where m is selected as one of moduli mo. m. . . . . m . 
Ceilingu refers to a next highest whole integer with respect 
to an argument u. 
I0135) In order to better understand the foregoing concepts, 
an example is useful. In this example, six (6) relatively prime 
moduli are used to solve six (6) irreducible polynomial equa 
tions f(X(nT)), ..., f(X(nT)). A prime number po associated 
with a first modulus mo is selected as five hundred three (503). 
A prime number pi associated with a second modulus ml is 
selected as four hundred ninety one (491). A prime numberp 
associated with a third modulus m is selected as four hundred 
seventy-nine (479). A prime number p associated with a 
fourth modulus m is selected as four hundred sixty-seven 
(467). A prime number passociated with a fifth modulus m 
is selected as two hundred fifty-seven (257). A prime number 
ps associated with a sixth modulus ms is selected as two 
hundred fifty-one (251). Possible solutions for f(x(nT)) are 
in the range of Zero (0) and five hundred two (502) which can 
be represented in nine (9) binary digits. Possible solutions for 
f(x(nT)) are in the range of Zero (0) and four hundred ninety 
(490) which can be represented in nine (9) binary digits. 
Possible solutions for f(x(nT)) are in the range of Zero (0) 
and four hundred seventy eight (478) which can be repre 
sented in nine (9) binary digits. Possible solutions for f(x 
(nT)) are in the range of Zero (0) and four hundred sixty six 
(466) which can be represented in nine (9) binary digits. 
Possible solutions for f(x(nT)) are in the range of Zero (0) 
and two hundred fifty six (256) which can be represented in 
nine (9) binary digits. Possible solutions for f(x(nT)) are in 
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the range of Zero (0) and two hundred fifty (250) which can be 
represented in eight (8) binary digits. Arithmetic for calculat 
ing the recursive Solutions for polynomial equations f(X 
(nT)), ..., f(x(nT)) requires nine (9) bit modulo arithmetic 
operations. The arithmetic for calculating the recursive solu 
tions for polynomial equation f(X(nT)) requires eight (8) bit 
modulo arithmetic operations. In aggregate, the recursive 
results f(X(nT)), ..., f(X(nT)) represent values in the range 
from Zero (0) to M-1. The value of Mis calculated as follows: 
pop, pp. pps—503'491'479:467:257.251=3,563,762,191, 
059.523. The binary number system representation of each 
RNS solution can be computed using Ceiling Log 203,563, 
762,191,059.523)=Ceiling 51.66=52 bits. Because each 
polynomial is irreducible, all 3.563,762,191,059,523 pos 
sible values are computed resulting in a sequence repetition 
time of every M times T seconds, i.e., a sequence repetition 
times an interval of time between exact replication of a 
sequence of generated values. Still, the invention is not lim 
ited in this regard. 
0.136 Referring again to FIG. 6, the RNS solutions No. 1, 

. . . . No. N are mapped to a weighted number system repre 
sentation thereby forming a chaotic sequence output. The 
phrase “weighted number system’, as used herein, refers to a 
number system other than a residue number system. Such 
weighted number systems include, but are not limited to, an 
integer number system, a binary number system, an octal 
number system, and a hexadecimal number system. 
0.137 According to an aspect of the invention, the RNS 
solutions No. 1,..., No. Nare mapped to a weighted number 
system representation by determining a series of digits in the 
weighted number system based on the RNS solutions No. 1, 
..., No. N. The term “digit’, as used herein, refers to a symbol 
of a combination of symbols to represent a number. For 
example, a digit can be a particular bit of a binary sequence. 
According to another aspect of the invention, the RNS solu 
tions No. 1. . . . . No. N are mapped to a weighted number 
system representation by identifying a number in the 
weighted number system that is defined by the RNS solutions 
No. 1. . . . . No. N. According to yet another aspect of the 
invention, the RNS solutions No. 1,..., No. Nare mapped to 
a weighted number system representation by identifying a 
truncated portion of a number in the weighted number system 
that is defined by the RNS solutions No. 1, ..., No. N. The 
truncated portion can include any serially arranged set of 
digits of the number in the weighted number system. The 
truncated portion can also be exclusive of a most significant 
digit of the number in the weighted number system. The 
truncated portion can be a chaotic sequence with one or more 
digits removed from its beginning and/or ending. The trun 
cated portion can also be a segment including a defined num 
ber of digits extracted from a chaotic sequence. The truncated 
portion can further be a result of a partial mapping of the RNS 
solutions No. 1. . . . . No. N to a weighted number system 
representation. 
0138 According to an embodiment of the invention, a 
mixed-radix conversion method is used for mapping RNS 
solutions No. 1. . . . . No. N to a weighted number system 
representation. “The mixed-radix conversion procedure to be 
described here can be implemented in modulo moduli only 
and not modulo the product of moduli. See Residue Arith 
metic and Its Applications To Computer Technology, written 
by Nicholas S. Szabo & Richard I. Tanaka, McGraw-Hill 
Book Co., New York, 1967. To be consistent with said refer 
ence, the following discussion of mixed radix conversion 
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utilizes one (1) based variable indexing instead of Zero (0) 
based indexing used elsewhere herein. In a mixed-radix num 
ber system, “a number X may be expressed in a mixed-radix 
form: 

N 

x = aw R; +...+ as RR2 + a R1 + a 

where the R, are the radices, the a, are the mixed-radix digits. 
and Osas R. For a given set of radices, the mixed-radix 
representation of X is denoted by (a, a, , ...,a) where the 
digits are listed in order of decreasing significance. See Id. 
“The multipliers of the digitsa, are the mixed-radix weights 
where the weight of a, is 

i-l 

R, for i + 1." See Id. 
i=l 

0.139. For conversion from the RNS to a mixed-radix sys 
tem, a set of moduli are chosen so that m, R. A set of moduli 
are also chosen so that a mixed-radix system and a RNS are 
said to be associated. “In this case, the associated systems 
have the same range of values, that is 

T iii. 

The mixed-radix conversion process described here may then 
be used to convert from the RNS to the mixed-radix sys 
tem. See Id. 
0140 “If m=R, then the mixed-radix expression is of the 
form: 

where a, are the mixed-radix coefficients. The a, are deter 
mined sequentially in the following manner, starting with a . 
See Id. 

N 

X aw m; +...+ anim2 + am -- a 
i=l 

is first taken modulo m. “Since all terms except the last are 

multiples of m, we have ( X ), =a. Hence, a is just the first 
residue digit. See Id. 
I0141 "To obtain a one first forms x-a in its residue 
code. The quantity x-a is obviously divisible by m. Further 
more, m is relatively prime to all other moduli, by definition. 
Hence, the division remainder Zero procedure Division 
where the dividend is known to be an integer multiple of the 
divisor and the divisor is known to be relatively prime to MI 
can be used to find the residue digits of order 2 through N of 
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Inspection of 

0142 

W 

X an m; +...+ anim2 + an + a 
i=1 

shows then that X is a. In this way, by Successive subtracting 
and dividing in residue notation, all of the mixed-radix digits 
may be obtained. See Id. 
0143 “It is interesting to note that 

X X 

d3 ( 
m1 in mim2 Jin a1 = (x), a2 = (L 

and in general for i>1 

(ii (Lao: , , , ) 

See Id. From the preceding description it is seen that the 
mixed-radix conversion process is iterative. The conversion 
can be modified to yield a truncated result. Still, the invention 
is not limited in this regard. 
0144. According to another embodiment of the invention, 
a Chinese remainder theorem (CRT) arithmetic operation is 
used to map the RNS solutions No. 1,..., No. N to a weighted 
number system representation. The CRT arithmetic operation 
can be defined by a mathematical equation (6) returning to 
Zero (0) based indexing. 

(t. 1)T) +3x (n-1)T) + b) E) -- ... -- (6) 
xo ((n - 1)T) + Co. (nT) o Pol M 

Y= 

inity, t ) ) . N 
XN (n - 1)T) + Cw (nT) pw PN-lif 

where Y is the result of the CRT arithmetic operation; 
(0145 
0146 T is a fixed constant having a value representing a 
time interval or increment; 

n is a sample time index value; 

0147 X,..., x are RNS solutions No. 1, ..., No. N: 
014.8 pop, . . . . p. are prime numbers; 
0149 M is a fixed constant defined by a product of the 
relatively prime numbers pop, . . . 

0150 bob, ..., by are fixed constants that are chosen 
as the multiplicative inverses of the product of all other 
primes modulo pop, . . . , p 1, respectively. 

PN-1 and 

16 
Jan. 27, 2011 

0151. Equivalently, 

MYI 
bi = () modpi 

I0152 The b's enable an isomorphic mapping between an 
RNS N-tuple value representing a weighted number and the 
weighted number. However without loss of chaotic proper 
ties, the mapping need only be unique and isomorphic. As 
Such, a weighted number X can map into a tupley. The tuple 
y can map into a weighted number Z. The weighted number X 
is not equal to Zaslong as all tuples map into unique values for 
Z in a range from Zero (0) to M-1. Thus for certain embodi 
ments of the present invention, allb,’s can be set equal to one 
or more non-zero values without loss of the chaotic proper 
ties. The invention is not limited in this regard. 
0153. Referring again to FIG. 6, the chaotic sequence out 
put can be expressed in a binary number system representa 
tion. As such, the chaotic sequence output can be represented 
as a binary sequence. Each bit of the binary sequence has a 
Zero (0) value or a one (1) value. The chaotic sequence output 
can have a maximum bit length (MBL) defined by a math 
ematical equation (7). 

MBL=Ceiling Log2(M) (7) 

where M is the product of the relatively prime numbers pop, 
... pyl selected as modulimo, m1,..., my 1. In this regard, 

it should be appreciated that M represents a dynamic range of 
a CRT arithmetic operation. The phrase “dynamic range', as 
used herein, refers to a maximum possible range of outcome 
values of a CRT arithmetic operation. It should also be appre 
ciated that the CRT arithmetic operation generates a chaotic 
numerical sequence with a periodicity equal to the inverse of 
the dynamic range M. The dynamic range requires a Ceiling 
Log2(M) bit precision. 
0154 According to an embodiment of the invention, M 
equals three quadrillion five hundred sixty-three trillion seven 
hundred sixty-two billion one hundred ninety-one million 
fifty-nine thousand five hundred twenty-three 
(3,563,762,191,059,523). By substituting the value of Minto 
mathematical equation (7), the bit length (BL) for a chaotic 
sequence output Y expressed in a binary system representa 
tion can be calculated as follows: BL-Ceiling Log2(3,563, 
762,191,059.523)=52 bits. As such, the chaotic sequence 
output is a fifty-two (52) bit binary sequence having an inte 
ger value between Zero (0) and three quadrillion five hundred 
sixty-three trillion seven hundred sixty-two billion one hun 
dred ninety-one million fifty-nine thousand five hundred 
twenty-two (3,563,762,191,059.522), inclusive. Still, the 
invention is not limited in this regard. For example, the cha 
otic sequence output can be a binary sequence representing a 
truncated portion of a value between Zero (0) and M-1. In 
Such a scenario, the chaotic sequence output can have a bit 
length less than Ceiling Log 2CM). It should be noted that 
while truncation affects the dynamic range of the system it 
has no effect on the periodicity of a generated sequence. 
0.155. As should be appreciated, the above-described cha 
otic sequence generation can be iteratively performed. In 
Such a scenario, a feedback mechanism (e.g., a feedback 
loop) can be provided so that a variable “X” of a polynomial 
equation can be selectively defined as a solution computed in 
a previous iteration. Mathematical equation (32) can be 
rewritten in a general iterative form: f(x(nT)=Q(k)x (n-1) 
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T)+R(k)x (n-1)T)+S(k)x((n-1)T)+C(k.L). For example, a 
fixed coefficient polynomial equation is selected as f(X 
(n.1ms))=3x ((n-1)-1ms)+3x ((n-1)-1ms)+x(n-1)-1ms)+8 
modulo 503. n is a variable having a value defined by an 
iteration being performed. X has a value allowable in a residue 
ring. In a first iteration, n equals one (1) and X is selected as 
two (2) which is allowable in a residue ring. By substituting 
the value of n and X into the Stated polynomial equation 
f(x(nT)), a first solution having a value forty-six (46) is 
obtained. In a second iteration, n is incremented by one and X 
equals the value of the first solution, i.e., forty-six (46) result 
ing in the solution 298, 410 mod 503 or one hundred thirty 
one (131). In a third iteration, n is again incremented by one 
and X equals the value of the second solution. 
0156 Referring now to FIG. 7, there is provided a flow 
diagram of a method 700 for generating a chaotic sequence 
according to an embodiment of the invention. As shown in 
FIG. 7, method 700 begins with step 702 and continues with 
step 704. In step 704, a plurality of polynomial equations 
f(X(nT)), . . . , f (X(nT)) are selected. The polynomial 
equations f(x(nT)), . . . , f (X(nT)) can be selected as the 
same polynomial equation except for a different constant 
term or different polynomial equations. After step 704, step 
706 is performed where a determination for each polynomial 
equation f(X(nT)), . . . , f (X(nT)) is made as to which 
combinations of RNS moduli mo. m. . . . . m used for 
arithmetic operations and respective constant values Co., C. 
... C. generate irreducible forms of each polynomial equa 
tion f(x(nT)), . . . , f (X(nT)). In step 708, a modulus is 
selected for each polynomial equation f(X(nT)), ..., f(x 
(nT)) that is to be used for RNS arithmetic operations when 
Solving the polynomial equation f(X(nT)), ..., f (X(nT)). 
The modulus is selected from the moduli identified in step 
706. It should also be appreciated that a different modulus 
must be selected for each polynomial equation f(X(nT)), ... 
, fiv (X(nT)). 
O157. As shown in FIG. 7, method 700 continues with a 
step 710. In step 710, a constant C is selected for each 
polynomial equation f(X(nT)), ..., f (X(nT)) for which a 
modulus is selected. Each constant C corresponds to the 
modulus selected for the respective polynomial equation f(X 
(nT)), . . . , f (X(nT)). Each constant Cm is selected from 
among the possible constant values identified in step 706 for 
generating an irreducible form of the respective polynomial 
equation f(X(nT)), . . . , f (X(nT)). 
0158. After step 710, method 700 continues with step 712. 
In step 712, a value for time increment T is selected. There 
after, an initial value for the variable X of the polynomial 
equations is selected. The initial value for the variable X can 
be any value allowable in a residue ring. Notably, the initial 
value of the variableX defines a sequence starting location. As 
such, the initial value of the variableX can define a static offset 
of a chaotic sequence. 
0159 Referring again to FIG. 7, method 700 continues 
with step 716. In step 716, RNS arithmetic operations are 
used to iteratively determine RNS solutions for each of the 
stated polynomial equations f(x(nT)), . . . , f (X(nT)). In 
step 718, a series of digits in a weighted number system are 
determined based in the RNS solutions. Step 718 can involve 
performing a mixed radix arithmetic operation or a CRT 
arithmetic operation using the RNS solutions to obtain a 
chaotic sequence output. 
0160. After completing step 718, method 700 continues 
with a decision step 720. If a chaos generator is not terminated 
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(720:NO), then step 724 is performed where a value of the 
variable “X” in each polynomial equation f(X(nT)), . . . . 
f(x(nT)) is set equal to the RNS solution computed for the 
respective polynomial equation f(X(nT)), ..., f (X(nT)) in 
step 716. Subsequently, method 700 returns to step 716. If the 
chaos generator is terminated (720:YES), then step 722 is 
performed where method 700 ends. 
0.161 Referring now to FIG. 8, there is illustrated one 
embodiment of the chaos generator 434 shown in FIG. 4. 
Chaos generators 414, ..., 414,530,540, ..., 540s are the 
same as or Substantially similar to chaos generator 434. As 
Such, the following discussion of chaos generator 434 is Suf 
ficient for understanding chaos generators 414, . . . , 414s, 
530,540, ..., 540 of FIG. 4 and FIG. 5B. 
0162. As shown in FIG. 8, chaos generator 434 is gener 
ally comprised of hardware and/or software configured to 
generate a digital chaotic sequence. Accordingly, chaos gen 
erator 434 is comprised of computing processors 802. . . . . 
802 and a mapping processor 804. Each computing pro 
cessor 802, ..., 802 is coupled to the mapping processor 
804 by a respective data bus 806, ..., 806 . As such, each 
computing processor 802. . . . , 802 is configured to 
communicate data to the mapping processor 804 via a respec 
tive data bus 806,..., 806 Mapping processor 804 can be 
coupled to an external device (not shown) via a data bus 808. 
The external device (not shown) includes, but is not limited 
to, a communications device configured to combine or 
modify a signal in accordance with a chaotic sequence output. 
0163 Referring again to FIG. 8, computing processors 
802,..., 802 are comprised of hardware and/or software 
configured to solve the polynomial equations f(X(nT)), ..., 
fy (X(nT)) to obtain a plurality of solutions. The polynomial 
equations f(X(nT)), . . . , f (X(nT)) can be irreducible 
polynomial equations having chaotic properties in Galois 
field arithmetic. Such irreducible polynomial equations 
include, but are not limited to, irreducible cubic polynomial 
equations and irreducible quadratic polynomial equations. 
The polynomial equations f(X(nT)), ..., f (X(nT)) can also 
be identical exclusive of a constant value. The constant value 
can be selected so that a polynomial equation f(X(nT)), ..., 
f(x(nT)) is irreducible for a predefined modulus. The poly 
nomial equations f(X(nT)), . . . , f (X(nT)) can further be 
selected as a constant or varying function of time. 
0164. Each of the solutions can be expressed as a unique 
residue number system (RNS) N-tuple representation. In this 
regard, it should be appreciated that the computing processors 
802. . . . , 802 employ modulo operations to calculate a 
respective Solution for each polynomial equation f(X(nT)), . 
., f (X(nT)) using modulo based arithmetic operations. 

Each of the computing processors 802. . . . , 802 is 
comprised of hardware and/or software configured to utilize a 
different relatively prime number pop, ...,p. as a moduli 
mom, . . . . m for modulo based arithmetic operations. 
The computing processors 802. . . . , 802 are also com 
prised of hardware and/or software configured to utilize 
modulus mo, m. . . . . my selected for each polynomial 
equation f(X(nT)), ..., f (X(nT)) so that each polynomial 
equation f(X(nT)), ..., f (X(nT)) is irreducible. The com 
puting processors 802, ..., 802 are further comprised of 
hardware and/or software configured to utilize moduli mo. 
m. . . . . my selected for each polynomial equation f(X 
(nT)), ..., f (X(nT)) so that Solutions iteratively computed 
via a feedback mechanism 810. . . . , 810 are chaotic. In 
this regard, it should be appreciated that the feedback mecha 
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nisms 810,..., 810 are provided so that the solutions for 
each polynomial equation f(X(nT)), ..., f (X(nT)) can be 
iteratively computed. Accordingly, the feedback mechanisms 
810,..., 810 are comprised of hardware and/or software 
configured to selectively define variables “X” of a polynomial 
equation as a solution computed in a previous iteration. 
0.165 Referring again to FIG. 8, computing processor 
802. . . . , 802 are further comprised of hardware and/or 
software configured to express each of the RNS residue val 
ues in a binary number system representation. In this regard, 
the computing processors 802. . . . , 802 can employ an 
RNS-to-binary conversion method. Such RNS-to-binary con 
version methods are generally known to persons having ordi 
nary skill in the art, and therefore will not be described herein. 
However, it should be appreciated that any such RNS-to 
binary conversion method can be used without limitation. It 
should also be appreciated that the residue values expressed 
in binary number system representations are hereinafter 
referred to as moduli solutions No. 1, ..., No. Ncomprising 
the elements of an RNS N-tuple. 
0166 According to an embodiment of the invention, com 
puting processors 802, ..., 802 are further comprised of 
memory based tables (not shown) containing pre-computed 
residue values in a binary number system representation. The 
address space of each memory table is at least from Zero (0) to 
m-1 for all m, mothrough my . The table address is used to 
initiate the chaotic sequence at the start of an iteration. The 
invention is not limited in this regard. 
0167 Referring again to FIG. 8, mapping processor 804 is 
comprised of hardware and/or software configured to map the 
moduli (RNS N-tuple) solutions No. 1, . . . . No. N to a 
weighted number system representation. The result is a series 
of digits in the weighted number system based on the moduli 
Solutions No. 1, ..., No. N. For example, mapping processor 
804 can be comprised of hardware and/or software configured 
to determine the series of digits in the weighted number 
system based on the RNS residue values using a Chinese 
Remainder Theorem process. In this regard, it will be appre 
ciated by those having ordinary skill in the art that mapping 
processor 804 is comprised of hardware and/or software con 
figured to identify a number in the weighted number system 
that is defined by the moduli solutions No. 1, ..., No. N. 
0168 According to an aspect of the invention, mapping 
processor 804 can be comprised of hardware and/or software 
configured to identify a truncated portion of a number in the 
weighted number system that is defined by the moduli solu 
tions No. 1, ..., No. N. For example, mapping processor 804 
can be comprised of hardware and/or Software configured to 
select the truncated portion to include any serially arranged 
set of digits of the number in the weighted number system. 
Mapping processor 804 can also include hardware and/or 
software configured to select the truncated portion to be 
exclusive of a most significant digit when all possible 
weighted numbers represented by P bits are not mapped, i.e., 
when M-1<2. P is a fewest number of bits required to 
achieve a binary representation of the weighted numbers. The 
invention is not limited in this regard. 
0169. Referring again to FIG. 8, mapping processor 804 is 
comprised of hardware and/or Software configured to express 
a chaotic sequence in a binary number system representation. 
In this regard, it should be appreciated that mapping proces 
Sor 804 can employ a weighted-to-binary conversion method. 
Weighted-to-binary conversion methods are generally known 
to persons having ordinary skill in the art, and therefore will 
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not be described herein. However, it should be appreciated 
that any such weighted-to-binary conversion method can be 
used without limitation. 
0170 In view of the forgoing, the parameters used togen 
erate the chaotic spreading codes include a sequence location 
parameter defined by variable “X” of a polynomial equation, 
a polynomial equation parameter defined by the constant C. 
and a moduli parameter defined by modulus mo, . . . . m . 
The value for a variable “x' defines a sequence location, i.e., 
the number of places (e.g., Zero, one, two, Etc.) that a chaotic 
sequence is to be cyclically shifted. The value for the variable 
'X' can be determined using a random number of a random 
number sequence (RNS). RNSs are well known to those 
having ordinary skill in the art, and therefore will not be 
described herein. However, it should be understood the RNS 
can be generated by an RNS generator (not shown). A differ 
ent value for at least one of the listed parameters can be 
changed during each of two or more timeslots of a TDM 
frame. The different value causes causing a cyclic shift in a 
spreading sequence or a change from a first spreading code to 
a second spreading code. 
0171 All of the apparatus, methods, and algorithms dis 
closed and claimed herein can be made and executed without 
undue experimentation in light of the present disclosure. 
While the invention has been described in terms of preferred 
embodiments, it will be apparent to those having ordinary 
skill in the art that variations may be applied to the apparatus, 
methods and sequence of steps of the method without depart 
ing from the concept, spirit and scope of the invention. More 
specifically, it will be apparent that certain components may 
be added to, combined with, or substituted for the compo 
nents described herein while the same or similar results would 
be achieved. All such similar substitutes and modifications 
apparent to those having ordinary skill in the art are deemed 
to be within the spirit, scope and concept of the invention as 
defined. 

We claim: 
1. A method for selectively controlling access to multiple 

data streams which are communicated from a first communi 
cation device using a timeslotted shared frequency spectrum 
and shared spreading codes, comprising the steps of 

modulating at least two protected data signals including 
protected data to form at least two first modulated sig 
nals; 

combining the first modulated signals with first chaotic 
spreading codes to form digital chaotic signals having 
spread spectrum formats: 

additively combining the digital chaotic signals to form a 
composite protected data communication signal; 

time division multiplexing the composite protected data 
communication signal with a global data communica 
tion signal including global data to form an output com 
munication signal; and 

transmitting said output communication signal from the 
first communication device over a communications 
channel. 

2. The method according to claim 1, further comprising 
generating the first chaotic spreading codes using different 
values for at least one generation parameter of a chaotic 
Sequence. 

3. The method according to claim 2, wherein the generation 
parameter is selected from the group comprising a sequence 
location parameter, a polynomial equation parameter and an 
N-tuple of moduli parameter. 
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4. The method according to claim 1, further comprising 
generating the first chaotic spreading codes by dynamically 
varying a value for a generation parameter of a chaotic 
sequence according to a chosen TDM frame. 

5. The method according to claim 1, further comprising 
generating the first chaotic spreading codes by dynamically 
varying a value for a generation parameter of a chaotic 
sequence according to a timeslot duration. 

6. The method according to claim 1, further comprising 
selecting each of said chaotic spreading codes to be a chaotic 
spreading sequence generated using a plurality of polynomial 
equations and modulo operations. 

7. The method according to claim 1, wherein the first 
modulated signals are formed using a plurality of discrete 
time modulation processes. 

8. The method according to claim 7, wherein each of the 
plurality of discrete-time modulation processes is selected 
from the group comprising an M-ary phase shift keying 
modulation process, a quadrature amplitude modulation pro 
cess and an amplitude shift keying modulation process. 

9. The method according to claim 1, further comprising the 
steps of: 

modulating a global data signal to form a second modu 
lated signal; and 

combining the second modulated signal with a second 
chaotic spreading code to form the global data commu 
nication signal having a spread spectrum format. 

10. The method according to claim 8, wherein the second 
modulated signal is formed using an amplitude-and-time 
discrete modulation process. 

11. The method according to claim 9, wherein the ampli 
tude-and-time-discrete modulation process is selected from 
the group comprising an M-ary phase shift keying modulation 
process, a quadrature amplitude modulation process and an 
amplitude shift keying modulation process. 

12. The method according to claim 1, wherein the output 
communication signal is transmitted from the first communi 
cation device to a second communication device having at 
least one key to recoverall of the protected data and the global 
data transmitted during two or more timeslots of a TDM 
frame. 

13. The method according to claim 1, wherein the output 
communication signal is transmitted from the first communi 
cation device to a second communication device having at 
least one key to recover the global data and a portion of the 
protected data transmitted during two or more timeslots of a 
TDM frame. 

14. The method according to claim 1, wherein the output 
communication signal is transmitted from the first communi 
cation device to a second communication device having at 
least one key to recover only the global data transmitted 
during two or more timeslots of a TDM frame. 

15. The method according to claim 1, wherein at least a 
portion of the composite protected data communication sig 
nal is transmitted in a first timeslot of a TDM frame and at 
least a portion of the global data communication signal is 
transmitted in a second timeslot different from the first 
timeslot of the TDM frame. 

16. The method according to claim 1, wherein at least a 
portion of the composite protected data communication sig 
nal and at least a portion of the global data communication 
signal are transmitted in the same timeslot of a TDM frame. 

17. A communication system configured for selectively 
controlling access to multiple data streams which are com 
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municated using a timeslotted shared frequency spectrum and 
shared spreading codes, comprising: 

a first modulator configured to modulate at least two pro 
tected data signals including protected data to form at 
least two first modulated signals; 

a first combiner configured to combine the first modulated 
signals with first chaotic spreading codes to form digital 
chaotic signals having spread spectrum formats: 

a second combiner configured to additively combine the 
digital chaotic signals to form a composite protected 
data communication signal; 

a multiplexer configured to time division multiplex the 
composite protected data communication signal with a 
global data communication signal including global data 
to form an output communication signal; and 

a transceiver configured to transmit said output communi 
cation signal from a first communication device to a 
second communication device over a communications 
channel. 

18. The communication system according to claim 17. 
further comprising at least one sequence generator configured 
to generate the first chaotic spreading codes using different 
values for at least one generation parameter of a chaotic 
Sequence. 

19. The communication system according to claim 18, 
wherein the generation parameter is selected from the group 
comprising a sequence location parameter, a polynomial 
equation parameter and an N-tuple of moduli parameter. 

20. The communication system according to claim 17. 
further comprising at least one generator configured to gen 
erate the first chaotic spreading codes by dynamically varying 
a value for a generation parameter of a chaotic sequence 
according to a chosen TDM frame. 

21. The communication system according to claim 17. 
further comprising at least one generator configured to gen 
erate the first chaotic spreading codes by dynamically varying 
a value for a generation parameter of a chaotic sequence 
according to a timeslot duration. 

22. The communication system according to claim 17. 
further comprising at least one generator configured to gen 
erate each of said chaotic spreading codes using a plurality of 
polynomial equations and modulo operations. 

23. The communication system according to claim 17. 
wherein the first modulated signals are formed using a plu 
rality of discrete-time modulation processes. 

24. The communication system according to claim 1, fur 
ther comprising: 

a second modulator configured to modulate a global data 
signal to form a second modulated signal; and 

a third combiner configured to combine the second modu 
lated signal with a second chaotic spreading code to 
form the global data communication signal having a 
spread spectrum format. 

25. The communication system according to claim 24, 
wherein the second modulated signal is formed using an 
amplitude-and-time-discrete modulation process. 

26. The communication system according to claim 17. 
wherein the second communication device has at least one 
key to recover all of the protected data and the global data 
transmitted during two or more timeslots of a TDM frame. 

27. The communication system according to claim 17. 
wherein the second communication device has at least one 
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key to recover the global data and a portion of the protected 
data transmitted during two or more timeslots of a TDM 
frame. 

28. The communication system according to claim 17. 
wherein the second communication device having at least one 
key to recover only the global data transmitted during two or 
more timeslots of a TDM frame. 

29. The communication system according to claim 17, 
wherein at least a portion of the composite protected data 
communication signal is transmitted in a first timeslot of a 
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TDM frame and at least a portion of the global data commu 
nication signal is transmitted in a second timeslot different 
from the first timeslot of the TDM frame. 

30. The communication system according to claim 17, 
wherein at least a portion of the composite protected data 
communication signal and at least a portion of the global data 
communication signal are transmitted in the same timeslot of 
a TDM frame. 


