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CREATE SNAPSHOT OF SUBSET OF DATA

BACKGROUND
[0001] Today, the data centers are the hosting platforms for private and public
cloud offerings. The data sets at these data centers is often protected and
managed. Example data sets may include files as well as Virtual Machines (VMs)

residing on a Network-Attached Storage (NAS) server or on an Array.

BRIEF DESCRIPTION OF THE DRAWINGS
[0002] The following detailed description references the drawings, wherein:
[0003] FIG. 1 is an example block diagram of a system to create a snapshot of
a subset of data;
[0004] FIG. 2 is another example block diagram of a system to create a
snapshot of a subset of data;
[0005] FIG. 3 is an example block diagram of a computing device including
instructions for creating a snapshot of a subset of data; and
[0006] FIG. 4 is an example flowchart of a method for creating a snapshot of a

subset of data.

DETAILED DESCRIPTION
[0007] Specific details are given in the following description to provide a
thorough understanding of embodiments. However, it will be understood that
embodiments may be practiced without these specific details. For example,

systems may be shown in block diagrams in order not to obscure embodiments
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in unnecessary detail. In other instances, well-known processes, structures and
techniques may be shown without unnecessary detail in order to avoid
obscuring embodiments.

[0008] In Big Data centers, the data management may be integral to
continuous operations and for providing effective services. Generally, the data
may be hosted on a Redundant Array of Independent Disks (RAID) based
arrays and administrators may run array based snapshots to create a replicas
for vertical and horizontal management of data. Snapshots may also be used
as sources for data backups. These snapshots may be taken at a Logical Unit
Number (LUN) level, which are not aware of the applications or databases since
they are sitting on top of OS/Files system. Thus, no application based
snapshots are possible. Further, a LUN snapshot meant for a particular
application may include all types of data which is not relevant for the purpose it
was created. This may result in overly expensive snapshots in terms of size
and operational efficiency of the array.

[0009] Management and protection of the virtualized data may not be as
straightforward as in the case of physical servers. To protect a VM, it may have
to be in quiescent mode to maintain VM consistency first, and then a snapshot
at array level may have to be taken. For example, if hundreds of VMs are sitting
on single LUN, and there is a request is to create a snapshot of VMs belonging
to a particular user (e.g. 10 VMs), the snapshot may be taken for the complete
LUN which has all other 90 VMs which don’t belong to that user. This does not
address the actual requirement of data center management, also results in

excessive use/wastage of processing cycles plus the space of the Array.
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Further, current techniques do not provide a mechanism of application
awareness at the block level to protect only blocks corresponding to the
particular data set, which is chosen by the data/backup administrator to be
protected.

[0010] Examples provide a method and/or system to take a snapshot of only
the relevant data, such as a data set chosen by an administrator. In one
example, a system may include a data protection unit, an address unit and a
snapshot unit. The data protection unit may determine a subset of a data set at
a Logical Unit Number (LUN) to be replicated to a storage system. The address
unit may determine a physical address of the subset. The snapshot unit may
create a snapshot of the subset corresponding to the determined address. The
created snapshot may include less than an entirety of the LUN.

[0011] Examples may reduce a number of times copy-on-write is performed,
which is performed when any change is made in the blocks for which the snapshot
is created. This is because examples may reduce the number of blocks in
snapshot. Hence, examples may avoiding copy-on-write for the blocks not related
to the snapshot, so processing cycles and space usage may be improved or
optimized only for required blocks.

[0012] Examples may provide continuous block level thin snapshots, which
may remove the dependency on application level incremental backups. Examples
may also store metadata based on the thin snapshots, which may then be
presented instantaneously to choose the Files/VVMs to be accessed for further data

management, such as restoring and/or replica access.
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[0013] Referring now to the drawings, FIG. 1 is an example block diagram of a
system 100 to create a snapshot of a subset of data. The system 100 may
include or be part of a microprocessor, a controller, a memory module or device,
a notebook computer, a desktop computer, an all-in-one system, a server, a
network device, a wireless device, a network and the like.

[0014] The system 100 is shown to include a data protection unit 110, an
address unit 120 and a snapshot unit 130. The data protection, address and
snapshot units 110, 120 and 130 may include, for example, a hardware device
including electronic circuitry for implementing the functionality described below,
such as control logic and/or memory. In addition or as an alternative, the data
protection, address and snapshot units 110, 120 and 130 may be implemented as
a series of instructions encoded on a machine-readable storage medium and
executable by a processor.

[0015] The data protection unit to determine a subset 112 of a data set at a
Logical Unit Number (LUN) to be replicated to a storage system. The data set
may include a file, file system, virtual machine (VM), and the like. The storage
system may include at least one of storage virtualization, a storage area
network (SAN), and a Network attached storage (NAS).

[0016] The address unit 120 may determine a physical address 122 of the
subset 112. The snapshot unit 130 may create a snapshot 132 of the subset
112 corresponding to the determined address 122. The created snapshot 132
may include less than an entirety of the LUN. The term snapshot may refer to a

snapshot is the state of a system at a particular point in time and the term LUN
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may refer to a virtual device that provides an area of usable storage capacity on
one or more physical disk drive(s) in a computer system.

[0017] The may be located separately from the LUN or storage system.
Similarly, the LUN may be located separately from the storage system. For
example, the data protection, address and/or snapshot units 110, 120 and 130
may be located at a host while the LUN is located at a client. The storage system
may be located at the host or at a site remote from both the host and the client.
The system 100 is explained in greater detail below with respects to FIGS. 2-4.
[0018] FIG. 2 is another example block diagram of a system 200 to create a
snapshot of a subset of data. The system 200 may include or be part of a
microprocessor, a controller, a memory module or device, a notebook computer,
a desktop computer, an all-in-one system, a server, a network device, a
wireless device, a network and the like. Further, the system 200 of FIG. 2 may
include at least the functionality and/or hardware of the system 100 of FIG. 1. For
example, a data protection unit 210, an address unit 220 and a snapshot unit 230
of the system 200 of FIG. 2 may include at least the respective functionality and/or
hardware of the data protection, address and/or snapshot units 110, 120 and 130
of the system 100 of FIG. 1. The system 200 of FIG. 2 is also shown to include
the LUN 240 and the storage system 250. The storage system 250 may be, for
example a NAS array.

[0019] As noted above, the data protection unit 210 may determine a subset
212 of a data set 241 at the LUN 240 to be replicated to the storage system

250. For example, an administrator, protection policy and/or a user may

SUBSTITUTE SHEET (RULE 26)



WO 2017/095465 PCT/US2016/021799

determine the subset 212 to be replicated and then indicate the subset to the
data protection unit 210, such as through a Graphical User Interface (GUI).
[0020] The address unit 220 may determine a physical address 222 of the
subset 212, such as via plugin like Use tool like vmkfstools or hdparm. The
snapshot unit 230 may create a snapshot of the subset 212 corresponding to
the determined address 222. In one example, the address unit 220 may create
a continuous filter string 224 indicating an address 222 of the subset 212. In
this case, the snapshot unit 230 may use the filter string 224 to create the
snapshot 232 in the storage system 250.

[0021] Here, the data set 241 at the LUN 240 is shown to include a set of 4
VMs 242-1 to 242-4. However, examples are not limited to VMs and may
include other types of objects, such as file systems or files. Further, while FIG.
2 shows 4 VMs 242-1 to 242-4, examples of the data 241 set may include more
or less than 4 VMs. The LUN 240 may be a thin-provisioned volume, which
allows many VMs to be stored on a same data volume.

[0022] The data protection unit 210 may select the subset 212 of the set 241
of VMs 242, Here, it may be decided, such as by the administrator or user, to
select the first and third VMs 242-1 and 242-3. Therefore, the data protection
unit 210 may determine the subset 212 to correspond to only the subset 212 of
the VMs 242, such the first and third VMs 242-1 and 242-3. The snapshot unit
230 may then create the snapshot 232 to correspond to the subset 212 of VMs
242. The created snapshot 232 may not include any of a remainder of the set

241 of VMs 242. Thus, the snapshot 232 created at the storage system 250

SUBSTITUTE SHEET (RULE 26)



WO 2017/095465 PCT/US2016/021799

may only include the first and third VMs 242-1 and 242-3. Further, the created
snapshot 232 may include less than an entirety of the LUN.

[0023] In another example, the data protection unit 210 may further
determine the data set 241 to correspond to only an application (not shown) of
the subset 212 of VMs 242. In this case, the snapshot unit 230 may create a
snapshot 232 of only blocks of data corresponding to the application.

[0024] The data protection unit 210 may trigger the snapshot unit 230 to
create a new snapshot 232 and/or modify the current snapshot 232, if at least
one block of data of the subset 212 is changed. For example, a copy-on-write
may be carried out for a change to any selected block of data corresponding to
the subset 212. Conversely, a copy-on-write may be skipped for a change to a
block of data not corresponding to the subset 212. In another example, the
snapshot unit 230 may also store metadata 260, such as a mapping table, of
the subset 212 separately for data management when creating the snapshot
232.

[0025] FIG. 3 is an example block diagram of a computing device 300 including
instructions for creating a snapshot of a subset of data. In the embodiment of
FIG. 3, the computing device 300 includes a processor 310 and a machine-
readable storage medium 320. The machine-readable storage medium 320
further includes instructions 322, 324 and 326 for creating a snapshot of a subset
of data.

[0026] The computing device 300 may be included in or part of, for example, a
microprocessor, a controller, a memory module or device, a notebook computer,

a desktop computer, an all-in-one system, a server, a network device, a

SUBSTITUTE SHEET (RULE 26)



WO 2017/095465 PCT/US2016/021799

wireless device, or any other type of device capable of executing the instructions
322, 324 and 326. In certain examples, the computing device 300 may include or
be connected to additional components such as memories, controllers, etc.

[0027] The processor 310 may be, at least one central processing unit (CPU),
at least one semiconductor-based microprocessor, at least one graphics
processing unit (GPU), a microcontroller, special purpose logic hardware
controlled by microcode or other hardware devices suitable for retrieval and
execution of instructions stored in the machine-readable storage medium 320, or
combinations thereof. The processor 310 may fetch, decode, and execute
instructions 322, 324 and 326 to implement creating the snapshot of the subset
of data. As an alternative or in addition to retrieving and executing instructions,
the processor 310 may include at least one integrated circuit (IC), other control
logic, other electronic circuits, or combinations thereof that include a number of
electronic components for performing the functionality of instructions 322, 324 and
326.

[0028] The machine-readable storage medium 320 may be any electronic,
magnetic, optical, or other physical storage device that contains or stores
executable instructions. Thus, the machine-readable storage medium 320 may
be, for example, Random Access Memory (RAM), an Electrically Erasable
Programmable Read-Only Memory (EEPROM), a storage drive, a Compact
Disc Read Only Memory (CD-ROM), and the like. As such, the machine-
readable storage medium 320 can be non-transitory. As described in detail
below, machine-readable storage medium 320 may be encoded with a series of

executable instructions for creating the snapshot of the subset of data.
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[0029] Moreover, the instructions 322, 324 and 326, when executed by a
processor (e.g., via one processing element or multiple processing elements of the
processor) can cause the processor to perform processes, such as, the process of
FIG. 4. For example, the receive instructions 322 may be executed by the
processor 310 to receive a request to take a snapshot of a subset of a data set.
[0030] The determine instructions 324 may be executed by the processor
310 to determine a physical address of the subset. The create instructions 326
may be executed by the processor 310 to create a snapshot of the subset
based on the determined address. The created snapshot may not include a
remainder of the data set. Further, the snapshot may only be modified if a block
of data of the subset changes.

[0031] FIG. 4 is an example flowchart of a method 400 for creating a snapshot
of a subset of data. Although execution of the method 400 is described below
with reference to the system 100, other suitable components for execution of the
method 400 can be utilized, such as the system 200. Additionally, the
components for executing the method 400 may be spread among multiple devices
(e.g., a processing device in communication with input and output devices). In
certain scenarios, multiple devices acting in coordination can be considered a
single device to perform the method 400. The method 400 may be implemented
in the form of executable instructions stored on a machine-readable storage
medium, such as storage medium 320, and/or in the form of electronic circuitry.
[0032] At block 410, the system 100 selects a subset 112 of a data set
stored on a single logical unit number (LUN) of a storage system. At block 420,

the system 100 determines a location of the subset 112. At block 430, the
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system 100 creates a snapshot 132 of the blocks of data corresponding to the
subset 112. The snapshot 132 is triggered if any the blocks of data
corresponding to the subset 112 change. However, the snapshot 132 may not
be triggered in response to a block of data changing that corresponds a

remainder of the data set.
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CLAIMS

We claim:

1. A system, comprising:

a data protection unit to determine a subset of a data set at a Logical Unit
Number (LUN) to be replicated to a storage system;

an address unit to determine a physical address of the subset; and

a snapshot unit to create a snapshot of the subset corresponding to the
determined address, wherein

the created snapshot includes less than an entirety of the LUN.

2. The system of claim 1, wherein,

the data set includes at least one of a file, file system and a virtual
machine (VM), and

the storage system includes at least one of storage virtualization, a

storage area network (SAN), and a Network attached storage (NAS).

3. The system of claim 2, wherein,
the LUN includes a set of VMs, and

a subset of the set of VMSs is selected.

4. The system of claim 3, wherein,
the data protection unit is to determine the subset to correspond to only
the subset of VMs, and

the snapshot unit is to create the snapshot to correspond to the subset of

SUBSTITUTE SHEET (RULE 26)



WO 2017/095465 PCT/US2016/021799
12

VMs.

5. The system of claim 4, wherein,

the data protection unit is to further determine the data set to correspond
to only an application of the subset of VMs, and

the snapshot unit is to create a snapshot of only blocks of data

corresponding to the application.

6. The system of claim 4, wherein the created snapshot does not

include any of a remainder of the set of VMs.

7. The system of claim 1, wherein at least one of an administrator, a

user, and a protection policy are to determine the subset to be replicated.

8. The system of claim 1, wherein,

the address unit is to create a continuous filter string indicating an
address of the subset, and

the snapshot unit is to use the filter string to create the snapshot in the

storage system.

9. The system of claim 1, wherein the data protection unit is to trigger

the snapshot unit to at least one of create a new snapshot and modify the

current snapshot, if at least one block of data of the subset is changed.
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10.  The system of claim 10, wherein,

a copy-on-write is carried out for a change to any selected block of data
corresponding to the subset, and

a copy-on-write is skipped for a change to a block of data not

corresponding to the subset.

11.  The system of claim 1, wherein the snapshot unit is to store
metadata of the subset separately for data management when creating the

snapshot.

12. A method, comprising:

selecting subset of a data set stored on a single logical unit number
(LUN) of a storage system;

determining a location of the subset; and

creating a snapshot of the blocks of data corresponding to the subset,
wherein

the snapshot is triggered, if any of the blocks of data corresponding to

the subset change.

13. The method of claim 12, wherein a snapshot is not triggered in

response to a block of data changing that corresponds a remainder of the data

set.
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14. A non-transitory computer-readable storage medium storing
instructions that, if executed by a processor of a device, cause the processor to:

receive a request to take a snapshot of a subset of a data set;

determine a physical address of the subset; and

create a snhapshot of the subset based on the determined address,
wherein

the created snapshot does not include a remainder of the data set.

15.  The non-transitory computer-readable storage medium of claim

14, wherein the snapshot is modified only if a block of data of the subset

changes.
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