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(57) ABSTRACT 

A multi-merchant purchasing system is configured to identify 
downloadable products selected by a user for purchase. The 
identified downloadable products are offered by multiple 
merchants. The multi-merchant purchasing system enables 
the user to purchase multiple downloadable products in a 
single transaction. Specifically, the multi-merchant purchas 
ing system determines payment information associated with 
the user and, with little to no user-interaction, sends the pay 
ment information to applications associated with the mer 
chants for processing. The multi-merchant purchasing sys 
tem may also be configured to receive purchase information 
from the merchant applications and maintains the purchase 
information for the user in a locker. The multi-merchant pur 
chasing system may further be configured to automatically 
download and install the purchased product onto the user's 
computing device through a software assistant. To promote 
privacy and security, the multi-merchant purchasing system 
may include a credit card quarantine module to secure credit 
card data. 
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DIGITAL CONTENT PURCHASE 
MANAGEMENT 

RELATED APPLICATION 

0001. This application is a continuation of U.S. patent 
application Ser. No. 1 1/426.232, filed on Jun. 23, 2006, 
entitled “EXTENDED DATA COLLECTION FOR MULTI 
MERCHANT PURCHASING ENVIRONMENT FOR 
DOWNLOADABLE PRODUCTS, at least some of which 
may be incorporated herein. 
0002 This application is related to the following U.S. 
patent applications, at least Some of which may be incorpo 
rated herein. 

0003 U.S. patent application Ser. No. 11/042,932, 
titled “PRODUCT LOCKER FOR MULTI-MER 
CHANT PURCHASING ENVIRONMENT FOR 
DOWNLOADABLE PRODUCTS, filed on Jan. 24, 
2005, Docket No. MSH3103.01.01. 

0004 U.S. patent application Ser. No. 11/042,916, 
titled MULTI-MERCHANT PURCHASING ENVI 
RONMENT FOR DOWNLOADABLE PRODUCTS, 
filed on Jan. 24, 2005, Docket No. MSH310299.01. 

0005 U.S. patent application Ser. No. 11/042,769, 
titled SOFTWARE ASSISTANT FOR MULTI-MER 
CHANT PURCHASING ENVIRONMENT FOR 
DOWNLOADABLE PRODUCTS, filed on Jan. 24, 
2005, Docket No. MSH310300.01. 

0006 U.S. patent application Ser. No. 11/042,305, 
titled PAYMENT INFORMATION SECURITY FOR 
MULTI-MERCHANT PURCHASING ENVIRON 
MENT FOR DOWNLOADABLE PRODUCTS, filed 
on Jan. 24, 2005, Docket No. MSH310303.01. 

BACKGROUND 

0007 As more and more businesses invest in online com 
merce infrastructure, purchasing products on the Internet 
continues to gain popularity among consumers. Shopping 
online has many advantages. For example, one advantage is 
that a consumer can browse, research and purchase products 
in an efficient manner without expending the time and effort 
of visiting physical stores. Another advantage is that online 
stores do not have the limitation of retail space and tend to 
have a better selection of products than physical stores. 
0008. One popular way for consumers to shop online is to 

visit an online equivalent of a department store. While an 
online department store may offer a variety of different prod 
ucts, the store often carries only products that are deemed to 
be profitable relative to business constraints, such as inven 
tory, profit margins, etc. Consequently, the selection of prod 
ucts in any particular area may be limited. Also, an online 
department store may not be able to offer the best price for all 
of the products that it carries. Thus, if a consumer wants to 
purchase a particular product and at the best price, the con 
Sumer may have to visit multiple online department stores and 
specialty stores, which can be a time-consuming process. 
0009. To provide a better online shopping experience for 
consumers, many shopping services enable consumers to 
compare prices on products available on the Internet. These 
shopping services typically allow a consumer to search for a 
particular product that is offered by multiple stores and pro 
vide prices of the products at each store for comparison. In the 
comparison page, the price for each store is generally fol 
lowed by a link to the store. A consumer may follow the link 
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to visit the selected Store and purchase the product. Although 
shopping services provide more selection and better prices 
for products, purchasing multiple products in this manner 
often involves Substantial effort and is time-consuming. In 
particular, a consumer typically has to go through multiple 
purchasing processes. 
0010. An efficient way for consumers to purchase prod 
ucts from multiple merchants continues to elude those skilled 
in the art. 

SUMMARY 

0011. According to one aspect, a system is disclosed for 
managing purchased digital content. A data store comprises 
purchasing information about one or more products pur 
chased by a user through the system. A purchasing module is 
configured to determine which of the purchased products 
comprise a downloadable product. A locker module is con 
figured to provide purchasing information about the down 
loadable product to the user. 
0012. According to another aspect, a system is disclosed 
for managing purchased digital content. A data store com 
prises purchasing information about one or more products 
purchased by a user through the system. A locker module is 
configured to provide purchasing information about a pur 
chased product to the user. The locker module is configured to 
send a download link and a hash value to the user, the down 
load link corresponding to a download location of the pur 
chased product, the hash value indicative of an authenticity of 
the purchased product. 
0013. According to another aspect, a system is disclosed 
comprising: identifying a user associated with a commerce 
application that is connected with a merchant, facilitating a 
purchase of a product from the merchant through the com 
merce application, and providing a download link and a hash 
value to the user. The download link corresponds to a down 
load location of the product, and the hash value is indicative 
of an authenticity of the product. 

DESCRIPTION OF THE DRAWINGS 

0014. These and other features and advantages of the 
present disclosure will be better understood from the follow 
ing detailed description read in light of the accompanying 
drawings, wherein: 
0015 FIG. 1 shows an example multi-merchant purchas 
ing system and related components. 
0016 FIG. 2 illustrates example communications associ 
ated with purchasing downloadable products with the multi 
merchant purchasing system shown in FIG. 1. 
0017 FIG. 3 illustrates example communications associ 
ated with downloading products that are purchased through 
the multi-merchant purchasing system 100 shown in FIG. 1. 
0018 FIG. 4 illustrates another set of example communi 
cations associated with downloading purchased products. 
0019 FIG. 5 illustrates example communications for 
securely sending credit card numbers from a credit card quar 
antine module to a merchant service. 
0020 FIG. 6 shows example data that may be handled by 
the multi-merchant purchasing system shown in FIG. 1. 
0021 FIG. 7 shows example data that may be handled by 
the credit card quarantine module in FIG. 1. 
0022 FIG. 8 shows an example process for enabling a user 
to make a purchase in a multi-merchant purchasing environ 
ment. 
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0023 FIG.9 shows an example process for enabling a user 
to download products that are properly purchased. 
0024 FIG. 10 shows an example process for downloading 
a downloadable product purchased through a multi-merchant 
purchasing System. 
0025 FIG. 11 shows an example process for downloading 
and installing downloadable product purchased through a 
multi-merchant purchasing system. 
0026 FIG. 12 shows an example process for securely pro 
viding payment information to a merchant for purchasing 
downloadable products through a multi-merchant purchasing 
system. 
0027 FIG. 13 is a screenshot of an example user interface 
provided by a catalog provider for purchasing downloadable 
products from multiple merchants. 
0028 FIG. 14 is a screenshot of an example user interface 
for purchasing downloadable products through a multi-mer 
chant purchasing system. 
0029 FIG. 15 is a screenshot of an example user interface 
for managing downloadable products newly purchased 
through a multi-merchant purchasing system. 
0030 FIG. 16 is a screenshot of an example user interface 
provided by a software assistant for downloading and install 
ing products purchased through a multi-merchant purchasing 
system. 
0031 FIG. 17 is a screenshot of an example user interface 
provided by a locker of a multi-merchant purchasing system. 
0032 FIG. 18 is an example screenshot of a user interface 
provided by a multi-merchant purchasing system for a user to 
review purchases made with the system. 
0033 FIG. 19 is an example screenshot of a user interface 
provided by a multi-merchant purchasing system for a user to 
manage an account on the system. 
0034 FIG. 20 shows example extended user data that may 
be sent by a merchant to the purchasing module in FIG. 1. 
0035 FIG. 21 shows an exemplary computer device for 
implementing the described systems and methods. 

DETAILED DESCRIPTION 

0036. The systems, methods, and data structure described 
herein relates to an environment for purchasing items from 
multiple merchants. A multi-merchant purchasing system is 
configured to identify downloadable products selected by a 
user for purchase. The identified downloadable products are 
offered by multiple merchants. Typically, the user would have 
to make separate purchases with each of merchants and go 
through multiple purchasing processes. The multi-merchant 
purchasing system enables the user to purchase all of the 
downloadable products in a single transaction. Specifically, 
the multi-merchant purchasing system determines payment 
information associated with the user and, with minimum 
user-interaction, sends the payment information to applica 
tions associated with the merchants for processing. The 
multi-merchant purchasing system may also be configured to 
receive purchase information from the merchant applications 
and maintains the purchase information for the user in a 
locker. The multi-merchant purchasing system may further be 
configured to automatically download and install the pur 
chased product onto the user's computing device through a 
Software assistant. To ensure privacy and security, the multi 
merchant purchasing system may include a credit card quar 
antine module to secure credit card data by encoding and 
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multiple levels of encryptions. These and other aspects of the 
multi-merchant purchasing system will be discussed below in 
detail. 
0037 FIG. 1 shows an example multi-merchant purchas 
ing system 100 and related components. Multi-merchant pur 
chasing system 100 provides a centralized experience for a 
user/consumer to purchase, download, and manage products 
from multiple merchants. Multi-merchant purchasing system 
100 may interact with multiple catalog providers, such as 
catalog provider 150, and to manage the purchasing aspects 
of a user's online shopping experience. Multi-merchant pur 
chasing system 100 may also interact with merchant services 
131-133 to obtain updated product information from mer 
chants and to provide payment information to the merchants. 
Multi-merchant purchasing system 100 may further interact 
with merchant services 131-133 to receive a request for a set 
of extended data that the multi-merchant purchasing system 
100 may collect from the user/consumer at the time of pur 
chase. Multi-merchant purchasing system 100 may interact 
with a user authentication system 120 to authenticate users 
before providing services. Multi-merchant purchasing sys 
tem 100 may further interact with a software assistant 140 to 
provide content of purchased products for downloading and 
installation onto a user's device. 
0038 Catalog provider 150 is configured to provide an 
online shopping environment for users from which to select 
products. Catalog provider 150 typically includes a website 
that offers information about products from multiple mer 
chants. Catalog provider 150 may be configured to interact 
with merchant services 131-133 to acquire and update infor 
mation about the products. 
0039 Catalog provider 150 may be configured to enable a 
user to select products from different merchants for purchas 
ing with a shopping cart utility. The utility may include a list 
of the selected products and some basic information about the 
products, such as the merchants that offer the products, the 
product serial numbers, or the like. When the user chooses to 
purchase the selected products, catalog provider 150 may be 
configured to provide information of the shopping cart utility 
to multi-merchant purchasing system 100, which handles the 
purchasing process. Although only catalog provider 150 is 
shown in FIG. 1, it is to be appreciated that multi-merchant 
purchasing system 100 may be configured to handle pur 
chases from multiple catalog providers. 
0040. For ease of discussion, multi-merchant purchasing 
system 100 is illustrated as logical components and modules. 
As shown in FIG. 1, multi-merchant purchasing system 100 
may include purchasing module 103, locker module 105, 
credit card quarantine module 111, administration modules 
109, and purchasing information data store 107. 
0041 Purchasing module 103 is configured to handle the 
purchasing aspects of the functionalities provided by multi 
merchant purchasing system 100. Purchasing module 103 
presents a user-interface for a user to purchase downloadable 
products from multiple merchants with a single transaction. 
Particularly, purchasing module 103 enables a user to pur 
chase downloadable products from multiple merchants by 
going through the purchasing process once. For example, 
multi-merchant purchasing system 100 enables the user to 
purchase products from each of the merchants corresponding 
to merchant services 131-133 by presenting the purchases to 
the user as a single transaction. 
0042 Purchasing module 103 is configured to receive 
from other services, such as catalog provider 150, shopping 
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cart information that identifies downloadable products to be 
purchased by a user. Purchasing module 103 may interact 
with user authentication system 120 to authenticate the user 
prior to the purchasing process. The shopping cart informa 
tion typically includes a list of the selected products to be 
purchased, the merchants that offer the products, serial num 
bers, availability, prices, or other basic information about the 
products. 
0043 Catalog provider 150 typically allows merchantser 
vices 131-133 to provide product information in a periodic 
basis. Thus, depending on timing, the shopping cart informa 
tion provided by catalog provider 150 to purchasing module 
103 may not be up to date. If necessary, purchasing module 
103 is configured to interact with merchant services 131-133 
to obtain updated certain information about the product, Such 
as availability, pricing, or the like. Extended data collection 
module 108 may be configured to receive a request for a set of 
extended user data from merchant services 131-133. Such 
extended user data may be related to user information neces 
sary for use by the merchant services 131-133 to key a soft 
ware license, to request permission to email a company news 
letter, or the like. Further, such information may be 
configured as a portion of extensible markup language 
(XML). 
0044) To perform the purchasing process, purchasing 
module 103 typically prompts the user to provide transac 
tional information related to purchasing the downloadable 
products, such as personal information, shipping informa 
tion, payment information, extended user data, or the like. 
Multi-merchant purchasing system 100 typically does not 
handle payment transactions. Purchasing module 103 is con 
figured to provide the transactional information to merchant 
services 131-133 for purchasing downloadable products from 
each of the merchants. Before allowing the user to provide the 
transactional information, multi-merchant purchasing sys 
tem 100 is configured to alert the user that the provided 
information will be sent to the merchants for processing. 
Purchasing module may also be configured to record the 
transactional information for the user and apply the informa 
tion for Subsequent purchases without asking to user to pro 
vide the information again. 
0045. Upon receiving credit card payment information 
from the user, purchasing module 103 may be configured to 
safeguard the credit card number by immediately sending the 
number to credit card quarantine module 111. To ensure 
security, purchasing module 103 may also be configured to 
immediately delete any records of the credit card number. 
Purchasing module 103 is configured to receive a token from 
credit card quarantine module 111 to represent the credit card 
number. The token may be stored along with other credit card 
information for the user in purchasing information data store 
107. To provide payment information of the user to a mer 
chant, purchasing module 103 is configured to send the token 
to credit card quarantine module 111 along an identifier of the 
merchant. In response, purchasing module 103 receives from 
credit card quarantine module 111 a credit card number that is 
encrypted with a public key associated with the merchant to 
which the number will be forwarded. Purchasing module 103 
is configured to provide the encrypted credit card number to 
the merchant service associated with the merchant along with 
other transactional information. 
0046. After a payment transaction has been completed by 
a merchant service for the purchase of a downloadable prod 
uct, purchasing module 103 is configured to receive purchas 

Mar. 10, 2011 

ing information related to the purchased product from the 
merchant service. Purchasing information may include 
license information of the product, key to activate the product, 
warranty, Support, extended user data, or the like. Purchase 
module 103 is configured to store the purchasing information 
in the purchasing information data store 107. Extended data 
collection module 108 may further store all or portions of 
extended user data in the purchasing information data store 
107. 

0047 Locker module 105 enables users to manage and 
access downloadable products purchased through multi-mer 
chant purchasing system 100. Locker module 105 is config 
ured to interact with purchasing information data store 107 to 
retrieve purchasing information associated with the users. 
Locker module 105 may provide various types of information 
about purchased products to the users, such as license infor 
mation of the products, purchase history, estimated down 
loading time for the products, warranty information, or the 
like. 

0048 Locker module 105 is configured to interact with 
software assistant 140 to enable a user to download a newly 
purchased product. Subsequent to the initial downloading, 
depending on the license acquired, locker module 105 may 
enable the user to perform other processes related to the 
downloadable product, Such as repeated downloading of the 
product, downloading the product onto another computer, or 
the like. In one embodiment, locker module 105 retains infor 
mation of all purchased products associated with a user's 
computing device. Locker module 105 may enable to the user 
to automatically download and install the purchased products 
onto the computer device through software assistant 140. 
Locker module 105 is configured to enable software assistant 
140 to download products from a link provided by merchant 
services 131-133, but is not typically configured to provide 
the content of the downloadable product directly to software 
assistant 140. 
0049 Credit card quarantine module 111 is configured to 
store and safeguard credit card numbers for multi-merchant 
purchasing system 100. Credit card quarantine module 111 
may be implemented as a part of the multi-merchant purchas 
ing system 100 or as a separate component. Credit card quar 
antine module 111 is configured to receive credit card number 
from purchasing module 103 and to prevent the number from 
being sent out without encryption. Credit card quarantine 
module 111 is configured to generate tokens for each received 
credit card number and to associate each number with the 
corresponding token. The tokens are provided to purchasing 
module 103 for storing with other information associated 
with the user and a particular transaction. Credit card quar 
antine module 111 may also determine public/private key 
pairs where each pair of keys corresponds to each merchant 
associated with multi-merchant purchasing system 100. 
Credit card quarantine module 111 is configured to provide 
each private key to the corresponding merchant and to encrypt 
credit card numbers with the corresponding public key before 
sending the numbers to the merchant. 
0050 Purchase information data store 107 typically 
includes purchase information associated with transactions 
for each user. Purchase information data store 107 may fur 
ther include default values for extended user data. Purchase 
information data store 107 may be implemented as a database 
system for use by components of multi-merchant purchasing 
system 100. For example, purchase information data store 
107 may be implemented as a Structured Query Language 
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(SQL) database system. Administrative module 109 is con 
figured to allow a system administrator to maintain multi 
merchant purchasing system 100. For example, administra 
tive module 109 may enable a system administrator to 
manage purchasing information data store 107. 
0051. User authentication system 120 is configured to 
enable a user to be authenticated prior to purchasing down 
loadable products on multi-merchant purchasing system 100. 
Any type of user authentication system may be used. For 
example, user authentication system 120 may include a 
MICROSOFTR PASSPORT system. 
0052 Software assistant 140 is configured to enable a user 
to download products purchased on multi-merchant purchas 
ing system 100. Software assistant 140 is typically imple 
mented as an application on a user's computing device. Soft 
ware assistant 140 interacts with locker module 105 to 
determine which downloadable products are available for 
downloading and the locations at which the products can be 
downloaded. Software assistant 140 is configured to down 
load the products at the determined locations, which are typi 
cally maintained by merchant services 131-133. Software 
assistant 140 is also configured to calculate a hash of a down 
loaded product for authentication purposes. For example, the 
hash may be compared with another hash determined by the 
merchant service that provided the product to determine 
whether the downloaded product is valid. The downloaded 
product may be invalid due to a variety of reasons, such as 
data corruption, Substitution, hacking, or the like. The com 
parison may be performed by software assistant 140 or multi 
merchant purchasing system 100. 
0053 Software assistant 140 is also configured to install 
downloaded products into the user's computing device. In 
one embodiment, software assistant 140 is configured to 
interact with locker module 105 to automatically download 
and install the purchased products associated with a computer 
device. In this manner, the computer device may be automati 
cally imaged with the purchased products with minimum 
effort by the user. 
0054 Merchant services 131-133 are configured to 
receive transactional information from multi-merchant pur 
chasing system 100 and to perform operations related to 
purchasing of downloadable products offered by the mer 
chants. Merchant services 131-133 may be configured to 
provide any type of downloadable products, such as Software, 
music, videos, graphics, or other type of digital content. The 
merchants corresponding to merchant services 131-133 may 
include any type of entities, such as producers of the down 
loadable products, online retailers, resellers, or the like. In 
particular, merchant service 131-133 may also be configured 
to serve as catalog providers. 
0055. Each of the merchant services 131-133 is configured 
to use payment information received form multi-merchant 
purchasing system 100 to arrange for payment for the down 
loadable products. In particular, each of the merchant services 
131-133 is configured to receive from multi-merchant pur 
chasing system 100 encrypted credit card numbers to process 
payments. Each of the merchant services 131-133 processes a 
private key provided by multi-merchant purchasing system 
100 to decrypt the credit card numbers that are encrypted by 
credit card quarantine module 111. 
0056. After receiving payment, merchant services 131 
133 are configured to provide multi-merchant purchasing 
system 100 with purchasing information, such as Software 
licenses, receipt, shipping tracking number, downloading 
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location, activation keys, or the like. Merchant services 131 
133 may be configured to make the product available to the 
user for downloading in any manner, Such as through down 
loading manager 140. Merchant services 131-133 may be 
configured to provide a hash value of the downloaded product 
for verification. 
0057 Catalog providers 150, merchant services 131-133, 
modules of multi-merchant purchasing system 100, software 
assistant 140 and user authentication system 120 may be 
implemented as any type of applications, such as web ser 
vices. The term “web service' or “application service' means 
an application that is capable of interacting with other appli 
cations through one or more protocols. Such as network pro 
tocols. Typically, web services are configured to send data to 
and receive data from applications through any type of net 
works. A web service may be identified by an identifier, such 
as an Internet Protocol (IP) address or a Uniform Resource 
Locator (URL), so that other applications can readily locate 
and communicate with the web service. 
0.058 Web services may also be configured to facilitate 
communication between applications that are executing on 
difference types of devices and operating environments. Web 
services may communicate with other applications using 
various universal standards. For example, web services may 
use Extensible Markup Language (XML) to tag data, Simple 
Object Access Protocol (SOAP) to transfer the data, Web 
Services Description Language (WSDL) to describe the ser 
vices available, or Universal Description, Discovery and Inte 
gration (UDDI) to list what services are available. The web 
services may be implemented in any type of Software code, 
such as XML. 
0059 FIG. 2 illustrates example communications associ 
ated with purchasing downloadable products with multi-mer 
chant purchasing system 100 shown in FIG. 1. For the pur 
pose of discussion, a user has selected downloadable products 
through catalog provider 150 from a number of merchants, 
which include the merchant that corresponds to merchant 
Service 131. 

0060. When the user chooses to purchase the download 
able products in the shopping cart, catalog provider 150 may 
send message 202 to multi-merchant purchasing system that 
includes the shopping cart information. The shopping cart 
information may include information about the products, 
Such as serial numbers, the merchants associated with the 
products, description, prices, or the like. In response, multi 
merchant purchasing system 100 may send message 204 to 
client 201 associated with the user that includes a request for 
user authentication. Multi-merchant purchasing system 100 
may perform user authentication with client 201 or another 
computing device that includes a user authentication system. 
In response, client 201 (or the other computing device) may 
send message 206 that includes authentication information of 
the user. 
0061 Multi-merchant purchasing system 100 may send 
message 208 that includes a request for product information 
to merchant service 131. Message 208 may further include a 
request for a set of extended user data that the multi-merchant 
purchasing system 100 may collect from the client 201 on 
behalf of the merchant service 131. Message 208 may be sent 
if the product information determined by multi-merchant pur 
chasing system 100 is not valid or has expired. Message 208 
may be sent to request the set of extended user data that the 
multi-merchant purchasing system 100 may collect from the 
client 310 on behalf of the merchant service 131. In response, 
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merchant service 131 may send message 212 that includes 
updated product information and extended user data to be 
collected by the multi-merchant purchasing system 100. 
Multi-merchant purchasing system 100 may present the 
information to the user prior to finalizing the purchase. Multi 
merchant purchasing system 100 may further present a user 
interface to the client 310 to collected extended user data on 
behalf of the merchant service 131. Such a user interface may 
be created by enumerating the extended data request and 
determining the name of the extended data to be collected and 
providing an input for the user to enter the value of the 
extended data. 
0062 Multi-merchant purchasing system 100 may send 
message 214 to the client to request for payment. In response, 
client 201 may send message 216 that includes transactional 
information and any extended user data that was collected. 
The transactional information may include payment informa 
tion, Such as a credit card number, expiration date, security 
code, name, home address, phone number, or the like. The 
extended user data may include information necessary to key 
a software license, permission to send a user a company 
newsletter email, or the like. The transactional information 
may also include other purchase-related information, Such as 
shipping address, instructions, or the like. Message 216 may 
not be necessary if the multi-merchant purchasing system 100 
has such transactional information from priorinteraction with 
the user and is authorized to provide Such information to 
merchants. Further, message 216 may not be necessary if the 
multi-merchant purchasing system 100 has stored default 
values for the extended user data that may have been collected 
in an earlier transaction or at any other time. Multi-merchant 
purchasing system 100 may send message 218 that includes 
transactional information and any collected and/or default 
extended user data to merchant service 131. After performing 
payment related transactions, merchant service 131 may send 
message 220 that includes a receipt and purchase information 
associated with the purchased products. For example, the 
purchase information may include licensing information, 
warranty information, shipping information, downloading 
location, or the like. 
0063 For illustrative purposes, merely communications 
with a single merchant are shown for this purchase. It is to be 
appreciated that the purchase may include downloadable 
products from multiple merchants and communications with 
these merchants may be performed similar to those illustrated 
in FIG. 2. 

0064 FIG. 3 illustrates example communications associ 
ated with downloading products that are purchased through 
multi-merchant purchasing system 100 shown in FIG. 1. A 
user may employ a software assistant 140 to obtain the down 
loadable products. Software assistant 140 may send message 
302 that includes a request for downloading purchased prod 
ucts to multi-merchant purchasing system 100. In response, 
multi-merchant purchasing system 100 may send message 
304 that includes a request for downloading location to mer 
chant service 131. 

0065 Merchant service 131 may send message 306 that 
includes a downloading location for the purchased products 
and a hash value associated with the products. The location 
may include an address, such as a Universal Resource Locator 
(URL), an Internet Protocol (IP) address, or the like. Multi 
merchant purchasing system 100 may send message 308 with 
the downloading location and the hash value to Software 
assistant 140. Software assistant 140 may send message 310 
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that includes a request to initiate downloading. In response, 
merchant service 312 may provide the product content in 
message 312. 
0066. After receiving the product content, software assis 
tant 140 may calculate a hash value from the content and 
compare the calculated hash value with the value received in 
message 308. If the hash values do not match, the received 
content would be determined to have been compromised and 
would be invalidated. The communications in FIG. 3 show 
that Software assistant 140 is configured to compare the hash 
values. It is to be appreciated that the software assistant 140 
may also be configured to provide the calculated hash to 
multi-merchant purchasing system 100 for comparison. 
0067 FIG. 4 illustrates another set of example communi 
cations associated with downloading purchased products. 
The example communications shown in FIG. 4 are somewhat 
similar to the example communication shown in FIG. 3. The 
differences in the communications account for the fact that 
merchant service 131 does not provide the hash value at the 
time the downloading location is provided. 
0068. As shown in FIG.4, software assistant 140 may send 
message 402 that includes a request for downloading pur 
chased products to multi-merchant purchasing system 100. In 
response, multi-merchant purchasing system 100 may send 
message 404 that includes a request for downloading location 
to merchant service 131. 
0069 Merchant service 131 may send message 406 that 
includes a downloading location for the purchased products. 
Multi-merchant purchasing system 100 may send message 
408 with the downloading location to software assistant 140. 
Software assistant 140 may send message 410 that includes a 
request to initiate downloading. In response, merchant Ser 
Vice 412 may provide the product content in message 412. 
0070. After providing the product content to software 
assistant 140, merchant service 131 may send message 414 
that includes a hash value associated with the product content 
to multi-merchant purchasing system 100. Software assistant 
140 may calculate a hash value from the product content 
received in message 412 and send message 416 that includes 
the calculated hash value and a request for validation to multi 
merchant purchasing system 100. Multi-merchant purchas 
ing system 100 may compare the hash values received in 
message 414 and message 416. If the hash values match, 
multi-merchant purchasing system 100 may send message 
418 that includes a validation confirmation to software assis 
tant 140. 

(0071. The communications in FIG. 4 show that multi 
merchant purchasing system 100 is configured to compare the 
hash values. It is to be appreciated that multi-merchant pur 
chasing system 100 may also be configured to provide the 
hash value received in message 414 to software assistant 140 
for comparison. 
0072 FIG. 5 illustrates example communications for 
securely sending credit card numbers from credit card quar 
antine module 111 to merchant service 131. To prepare for 
secured transfer of credit card numbers, credit card quaran 
tine module 111 and merchant service 131 may establish a 
public/private key arrangement so that communications 
between quarantine module 111 and merchant service 131 
may be encrypted. 
(0073. When the purchasing module 103 receives credit 
card data, Such as a credit card number and related informa 
tion, purchasing module 103 sends message 506 to credit card 
quarantine module 111 with the credit card data. In response, 
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the credit card quarantine module 111 may return a token to 
represent the credit card data to purchasing module 103 with 
message 508. 
0074. When the purchasing module 103 determines to 
send the credit card data to merchant service 131, the pur 
chasing module 103 may send message 510 that includes a 
request for credit card data along with the identity of the 
merchant to which the data will be sent and the token corre 
sponding to the credit card data. In response, credit card 
quarantine module 111 may send message 512 that includes 
the requested credit card data encrypted with a public key 
corresponding to the merchant. Purchasing module 103 may 
send message 514 that includes the encrypted credit card data 
to merchant service 131. The merchant service may decrypt 
the credit card data using the corresponding private key. 
0075. The example communications in FIG. 2-5 may be 
structured in any manner, Such as encoded as web service 
communications. To enhance security, the example commu 
nications may also be encrypted using any encryption algo 
rithms and methods. Thus, the content of the messages. Such 
as credit card data, may be secured with multiple levels of 
encryption. 
0076 FIG. 6 shows example data that may be handled by 
multi-merchant purchasing system 100 shown in FIG.1. The 
example data in FIG. 6 is shown to be included in purchased 
information data store 107. The example data may also be 
included in any data structure and communications between 
multi-merchant purchasing system 100 and other compo 
nents, such as merchant services 131-133 and software assis 
tant 140 shown in FIG. 1. 

0077. As shown in FIG. 6, purchasing information data 
store 107 may include user identifiers 602, user information 
603, purchase records 604, merchant information 605, pro 
duction information 606, license information 608, download 
ing records 610, configuration data 612, and extended user 
data 614. 

0078 User identifiers 602 identify users that are associ 
ated with multi-merchant purchasing system 100. User iden 
tifiers 602 may serve as an indexing field for structuring other 
data in the data store 107. User information 603 includes 
information about each user identified by user identifiers 602. 
User information 603 may include personal information, 
Such as name, address and phone number, payment informa 
tion, or the like. 
0079 Purchase records 604 include records of purchases 
made by the users indicated by user identifiers 602. Each 
entry of the purchase records 604 may include a transaction 
number, date and time, a list of products, prices, or the like. 
Purchase records 604 may serve as an indexing field for 
structuring other data related to purchases. Merchant infor 
mation 605 may include information about the merchant from 
which downloadable products were purchased in a particular 
transaction indicated in purchase records 604. Product infor 
mation 606 may include detail information about the pur 
chased products. License information 608 includes data 
about the licenses of the purchased products. For example, 
license information may include license numbers, keys, 
descriptions, restrictions, or the like. Downloading records 
610 may include records of downloading event for products 
of each purchase. Configuration data 612 may include con 
figurations of purchased products for a computing device 
associated with each user indicated in user identifiers 602. 
Configuration data 612 may be used to automatically image a 
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user's computing device with downloadable products pur 
chased through multi-merchant purchasing system 100. 
0080 Extended user data 614 may include a set of default 
information that may have been collected from a user at an 
earlier time. The extended user data 614 may include infor 
mation related to the user's organization, the user's prefer 
ences with regard to receive marketing information, and the 
like. Extended user data 614 may include information related 
to a specific transaction and therefore it may not be necessary 
to store a part of or all of the extended user data that was 
collected as part of a specific transaction. 
I0081 FIG. 7 shows example data that may be handled by 
credit card quarantine module 111 in FIG. 1. As shown in 
FIG. 7, the example data may be included in credit card 
quarantine data store 700. The example data may include 
credit card numbers 702, tokens 704, merchant identifiers 706 
and public keys 708. Tokens 704 are associated with credit 
card numbers 702. Each of the tokens 704 may be provided to 
another component, such as purchasing module 103 in FIG.1. 
to reference a corresponding number in credit card numbers 
702. Public keys 708 are associated with merchant identifiers 
706. Each of the public keys 708 is used to encrypt credit card 
numbers before the numbers are transmitted to the merchant 
corresponding to one of the merchant identifiers 706. 
I0082 FIG. 8 shows an example process 800 for enabling a 
user to make a purchase in a multi-merchant purchasing envi 
ronment. For example, process 800 may be implemented by a 
multi-merchant purchasing system to allow a user to purchase 
downloadable products from multiple merchants with a 
single transaction. At block 802, the downloadable products 
for purchasing are identified. The downloadable products 
may be identified from data provided by one or more catalog 
providers. At block 804, the user who is purchasing the down 
loadable products is authenticated. At block 806, updated 
product information about the downloadable products is 
obtained from merchants that offer the downloadable prod 
ucts. Further at block 806, a request for extended user data 
collection may be included. At block 808, the updated prod 
uct information is provided to the user. At block 809, the 
extended user data that may have been requested by a mer 
chant at block 806 may be collected. The extended user data 
may be provided by the user via a user interface or may be 
retrieved from a data store that contains the information, for 
example, if the user has already provided the information in 
an earlier purchase. At block 810, payment information is 
obtained. The payment information may be provided by the 
user or may be retrieved from a data store that contains the 
information, Such as if the user has already provided the 
information in a previous purchase. 
I0083. At block 812, payment information is provided to 
each merchant by which the downloadable products to be 
purchased are offered. Further at block 812, the extended user 
data collected at block 809 may be provided to each mer 
chant. At block 814, purchasing information from each mer 
chant is received. At block 816, the purchasing information is 
recorded in a locker associated with the user. At block818, the 
user is enabled to download the purchased products. 
I0084 FIG.9 shows an example process 900 for enabling a 
user to download products that are properly purchased. Pro 
cess 900 may be implemented by a multi-merchant purchas 
ing system to interact with a software assistant in a user's 
computing device. At block 902, a request to download pur 
chased products for a user is received from a software assis 
tant. The purchased products may be provided by different 
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merchants. The request may be for downloading the pur 
chased products for the first time or for a repeated download 
ing. At block 904, purchasing information from the user's 
locker is determined. At decision block 906, a determination 
is made whether downloading is allowed. The determination 
may be determined based on the licenses of the purchased 
products. If downloading is not allowed, process 900 moves 
to block 912 where the downloading request is denied. 
0085. Returning to decision block 906, if downloading is 
allowed, process 900 moves to block 908 where the user is 
enabled to download the purchased products. At block 910, 
the purchasing information is updated to reflect the down 
loading. 
I0086 FIG. 10 shows an example process 1000 for down 
loading a downloadable product purchased through a multi 
merchant purchasing system. At block 1002, the purchased 
product for downloading is identified. At block 1004, a loca 
tion for downloading the product is obtained from the mer 
chant by which the product is provided. The location typically 
includes a URL, IP address, or other identifier of a location in 
a network. 

I0087. At block 1006, the location is provided to a client 
that requests the downloading. At block 1008, a hash value 
derived from the product for downloading is received from 
the merchant. At block 1010, another hash value calculated by 
the client is received from the client. At block 1012, a valida 
tion is provided to the client if the hash values match. 
0088 FIG. 11 shows an example process 1100 for down 
loading and installing product purchased through a multi 
merchant purchasing system. Process 1100 may be imple 
mented by a software assistant. At block 1102, a list of 
products associated with a locker on the multi-merchant pur 
chasing system. The locker is typically associated with a user. 
The products may be provided by multiple merchants. At 
block 1104, downloading locations for the products are deter 
mined. Each location corresponds to a service of a merchant 
that provides at least one of the products. At block 1106, the 
products are downloaded from the locations. At block 1108, 
the products are automatically installed on the computing 
device associated with the user. 

0089 For repeated downloading, the steps in blocks 1110 
and 1112 may be used to configure the downloaded products. 
At block 1110, previous configurations associated with the 
products are identified. At block 1112, the products on the 
device are configured in accordance with the identified con 
figurations. The steps in blocks 1110 and 1112 may be used to 
automatically image the computing device with Software and 
data that are purchased from the multi-merchant purchasing 
system. 
0090 FIG. 12 shows an example process 1200 for 
securely providing payment information to a merchant for 
purchasing downloadable products through a multi-merchant 
purchasing system. At block 1202, the process determines to 
send payment information provided by a user to a merchant. 
At block 1204, a token associated with the user and a mer 
chant identifier is provided to a credit card quarantine mod 
ule. At block 1206, credit card number encrypted with a 
public key associated with the merchant indicated by the 
merchant identifier is received from the credit card quarantine 
module. At block 1208, other payment information associ 
ated with the user is identified. For example, the other pay 
ment information may include a name, address, expiration 
date, security code, phone number, address, or the like. At 
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block 1210, the encrypted credit card number is sent to the 
merchant along with the other payment information. 
(0091 FIG. 13 is a screenshot 1300 of an example user 
interface provided by a catalog provider for purchasing 
downloadable products from multiple merchants. As shown 
in example screenshot 1300, a shopping cart associated with 
a user is presented. The shopping cart includes downloadable 
products from two different merchants. The user may proceed 
to purchase the downloadable product with a multi-merchant 
purchasing system by activating checkout button 1302. 
0092 FIG. 14 is a screenshot 1400 of an example user 
interface for purchasing products through a multi-merchant 
purchasing system. As shown in FIG. 14, the products from 
multiple merchants illustrated in FIG. 13 are listed for the 
user. The information may include updated information, Such 
as prices, description, or the like, provided by each merchant. 
An authorization selection area 1403 is provided to show the 
user that the payment information will be provided to each 
merchant for processing and to enable the user to provide 
authorization. In an alternative example, extended user data 
necessary for keying or creating a software license key, for 
example, a user's organization may be collected. Further 
extended user data, for example, as a user's preferences with 
regard to receiving marketing materials, may be also be col 
lected. The user may provide the necessary authorization in 
area 1403 and complete the purchase by activating the com 
plete purchase button 1405. Upon activation, the payment 
information and other transactional information would be 
provided to each merchant for processing. In an alternative 
example, activating the complete purchase button 1405 may 
present the user with a user interface for collecting extended 
user data as discussed earlier. 
(0093 FIG. 15 is a screenshot 1500 of an example user 
interface for managing downloadable products newly pur 
chased through a multi-merchant purchasing system. In area 
1502, information about a purchase is presented. As shown in 
the figure, downloadable products from two different mer 
chants are included in the purchase. In area 1504, the infor 
mation about the purchased products is shown. The informa 
tion includes license information associated with the 
downloadable products. Downloading times are also pro 
vided for review by the user. The user may select to start the 
downloading process by activating a download button 1506. 
Upon activation, a software assistant may be launched on the 
user's computing device to perform the downloading. 
(0094 FIG. 16 is a screenshot 1600 of an example user 
interface provided by a software assistant for downloading 
and installing products purchased through a multi-merchant 
purchasing system. The Software assistant is typically a client 
process executing on the user's computing device. The Soft 
ware assistant typically interacts with the multi-merchant 
purchasing system to obtain information for downloading 
and with a merchant service to receive the actual product 
content. As shown in screenshot 1600, the software assistant 
may be configured to download multiple products from dif 
ferent merchants at the same time. The software assistant may 
also be configured to install the downloaded products. 
(0095 FIG. 17 is a screenshot 1700 of an example user 
interface provided by a locker of a multi-merchant purchasing 
system. The locker enables a user associated with the locker 
to access the downloadable products purchased through the 
multi-merchant purchasing system. As shown in screenshot 
1700, the locker may provide purchase information, such as a 
list of the purchased products, license information, down 
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loading time, or other information. Depending on the 
licenses, the locker may also enable to the user to download 
the purchase products again after the initial download. 
0096 FIG. 18 is an example screenshot 1800 of a user 
interface provided by a multi-merchant purchasing system 
for a user to review purchases made with the system. As 
shown in FIG. 18, purchases from multiple merchants may be 
shown together. Also, links are available for obtaining addi 
tional information and Support. 
0097 FIG. 19 is an example screenshot 1900 of a user 
interface provided by a multi-merchant purchasing system 
for a user to manage an account on the system. The user may 
provide and manage information required for making pur 
chases. When making a purchase with downloadable prod 
ucts from multiple merchants, the provided information is 
forwarded to each merchant so that the user does not have to 
go through the purchasing process with each merchant. 
0098 FIG. 20 shows example extended user data that may 
be sent by the merchant 131-133 to the purchasing module 
103 in FIG.1. The purchasing module 103 of FIG.1 may then 
collect the information from the user and send the collected 
information back to the merchant 131-133 of FIG.1 as part of 
the transaction. As shown in FIG. 20, the example extended 
user data may be stored in an extended user data store 2000. 
Such extended user data may be formatted as extensible 
markup language (XML) and may conform to an extensible 
markup language schema Such as XML Schema (XSD), 
XML data type definition (DTD), or the like. The extended 
user data store may include Name 2010, Label 2020, 
Required 2030, Canonical Name 2040, and Default Value 
2050. 

0099 Name 2010 may be a field used to represent the 
name of the extended data to be collected. Name 2010 may be 
defined by the merchant 131-133 of FIG. 1 such that the 
merchant 131-133 of FIG.1 may identify the information to 
be collected from the user. As such, Name 2010 may not be 
presented to the user during the collection of information. 
Label 2020 may be a field used to represent the text to be 
presented to the user when the information is collected. In 
particular, Label 2020 may be used by the purchasing module 
103 of FIG. 1 when constructing a user interface to collect the 
information from the user. 
0100 Required 2030 may be a field used to represent 
whether or not the purchasing module 103 of FIG. 1 is 
required to collect the information from the user. Required 
2030 may be of a Boolean type, binary type, or the like. 
Canonical Name 2040 may be a field used to refer to the 
standard type name which may have been previously agreed 
upon by the merchant 131-133 of FIG. 1 and the purchasing 
module 103 of FIG.1. Such a Canonical Name 2040 may be 
used by purchasing module 103 of FIG. 1 to create a union, 
minimal set, or intersection of collected information when 
returning collected information to merchant 131-133 of FIG. 
1. For example, two merchants may collect information 
related to the user's organization and may use the canonical 
name “organization” to describe the information. The pur 
chasing module 103 of FIG. 1 may then request “organiza 
tion' information from the user once and may then distribute 
the organization information to each merchant. 
0101 Default Value 2050 may be a field used to store a 
default value. Such a default value may be provided by the 
merchant 131-133 of FIG. 1 to the purchasing module 103 of 
FIG. 1 such that the purchasing module 103 of FIG. 1 may 
create the user interface created to collect the extended user 
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data and populate the data entry field with the Default Value 
2050. Such a Default Value 2050 may allow the purchasing 
module 103 of FIG. 1 to create the user interface such that the 
user is not required to enter the information unless they wish 
to change the Default Value 2050. 
0102 FIG. 21 shows an exemplary computer device 2100 
for implementing the described systems and methods. In its 
most basic configuration, computing device 2100 typically 
includes at least one central processing unit (CPU) 2105 and 
memory 2110. 
0103) Depending on the exact configuration and type of 
computing device, memory 2110 may be volatile (Such as 
RAM), non-volatile (such as ROM, flash memory, etc.) or 
Some combination of the two. Additionally, computing device 
2100 may also have additional features/functionality. For 
example, computing device 2100 may include multiple 
CPU's. The described methods may be executed in any man 
ner by any processing unit in computing device 2100. For 
example, the described process may be executed by both 
multiple CPU's in parallel. 
0104 Computing device 2100 may also include additional 
storage (removable and/or non-removable) including, but not 
limited to, magnetic or optical disks or tape. Such additional 
storage is illustrated in FIG. 21 by storage 2115. Computer 
storage media includes Volatile and nonvolatile, removable 
and non-removable media implemented in any method or 
technology for storage of information Such as computer read 
able instructions, data structures, program modules or other 
data. Memory 2110 and storage 2115 are all examples of 
computer storage media. Computer storage media includes, 
but is not limited to, RAM, ROM, EEPROM, flash memory or 
other memory technology, CD-ROM, digital versatile disks 
(DVD) or other optical storage, magnetic cassettes, magnetic 
tape, magnetic disk storage or other magnetic storage devices, 
or any other medium which can be used to store the desired 
information and which can accessed by computing device 
2100. Any such computer storage media may be part of com 
puting device 2100. 
0105 Computing device 2100 may also contain commu 
nications device(s) 2140 that allow the device to communi 
cate with other devices. Communications device(s) 2140 is an 
example of communication media. Communication media 
typically embodies computer readable instructions, data 
structures, program modules or other data in a modulated data 
signal Such as a carrier wave or other transport mechanism 
and includes any information delivery media. The term 
"modulated data signal” means a signal that has one or more 
of its characteristics set or changed in Such a manner as to 
encode information in the signal. By way of example, and not 
limitation, communication media includes wired media Such 
as a wired network or direct-wired connection, and wireless 
media Such as acoustic, RF, infrared and other wireless 
media. The term computer-readable media as used herein 
includes both computer storage media and communication 
media. The described methods may be encoded in any com 
puter-readable media in any form, such as data, computer 
executable instructions, and the like. 
0106 Computing device 2100 may also have input device 
(s) 2135 Such as keyboard, mouse, pen, voice input device, 
touch input device, etc. Output device(s) 2130 such as a 
display, speakers, printer, etc. may also be included. All these 
devices are well know in the art and need not be discussed at 
length. 



US 2011/0060660 A1 

0107 While the preferred embodiment has been illus 
trated and described, it will be appreciated that various 
changes can be made therein without departing from the spirit 
and scope of the instant disclosure. 

1. A system for managing purchased digital content com 
prising: 

a data store comprising purchasing information about one 
or more products purchased by a user through the sys 
tem; 

a purchasing module configured to determine which of the 
purchased products comprise a downloadable product; 
and 

a locker module configured to provide purchasing infor 
mation about the downloadable product to the user. 

2. The system of claim 1, wherein the locker module is 
configured to receive a request for performing an operation 
related to the downloadable product. 

3. The system of claim 2, wherein the operation is per 
formed based, at least in part, on the purchasing information 
about the downloadable product. 

4. The system of claim 2, wherein the locker module is 
configured to update the purchasing information about the 
downloadable product with data associated with the per 
formed operation. 

5. The system of claim 1, wherein the locker module is 
configured to send a download link to the user, the download 
link corresponding to a download location of the download 
able product. 

6. The system of claim 1, wherein the locker module is 
configured to send a hash value to the user, the hash value 
indicative of an authenticity of the downloadable product. 

7. The system of claim 1, comprising an application asso 
ciated with a merchant, the merchant providing the down 
loadable purchased product to the user, wherein the locker 
module is configured to receive the purchasing information 
about the downloadable product from the application. 

8. The system of claim 7, wherein at least one of the locker 
module and the application is configured as a web service. 

9. A system for managing purchased digital content com 
prising: 

a data store comprising purchasing information about one 
or more products purchased by a user through the sys 
tem; and 

a locker module configured to provide purchasing infor 
mation about a purchased product to the user, the locker 
module configured to send a download link and a hash 
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value to the user, the download link corresponding to a 
download location of the purchased product, the hash 
value indicative of an authenticity of the purchased 
product. 

10. The system of claim 9, comprising a purchasing mod 
ule configured to determine whether the purchased product 
comprises a downloadable product. 

11. The system of claim 9, wherein the locker module is 
configured to receive a request for performing an operation 
related to the purchased product. 

12. The system of claim 11, wherein the operation is per 
formed based, at least in part, on the purchasing information 
about the purchased product. 

13. The system of claim 11, wherein the locker module is 
configured to update the purchasing information about the 
purchased product with data associated with the performed 
operation. 

14. The system of claim 9, comprising an application asso 
ciated with a merchant, the merchant providing the purchased 
product to the user, wherein the locker module is configured 
to receive the purchasing information about the purchased 
product from the application. 

15. The system of claim 14, wherein at least one of the 
locker module and application is configured as a web service. 

16. A method comprising: 
identifying a user associated with a commerce application, 

the commerce application connected with a merchant; 
facilitating a purchase of a product from the merchant 

through the commerce application; and 
providing a download link and a hash Value to the user, the 

download link corresponding to a download location of 
the product, and the hash value indicative of an authen 
ticity of the product. 

17. The method of claim 16, comprising determining 
whether the purchased product comprises a downloadable 
product. 

18. The method of claim 16, comprising retrieving pur 
chasing information associated with the purchased product 
from the merchant. 

19. The method of claim 18, comprising providing at least 
Some of the purchasing information about the purchased 
product to the user. 

20. The method of claim 18, comprising providing at least 
Some of the purchasing information about the purchased 
product to an application associated with the merchant. 
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