as United States

a2 Reissued Patent
Goodman

(10) Patent Number:
(45) Date of Reissued Patent:

USOORE44209E

US RE44,209 E
May 7, 2013

(54) METHOD AND SYSTEM FOR REAL-TIME
CONTROL OF DOCUMENT PRINTING
(75) Inventor: Daniel I. Goodman, Beit Shemesh (IL.)

(73) Assignee: Alearo Properties Limited Liability
Company, Dover, DE (US)

(21) Appl. No.: 13/397,620

(22) Filed: Feb. 15, 2012
Related U.S. Patent Documents
Reissue of:
(64) Patent No.: 7,664,956
Issued: Feb. 16, 2010
Appl. No.: 10/141,308
Filed: May 7, 2002

U.S. Applications:

(63) Continuation-in-part of application No. 09/774,236,
filed on Jan. 29, 2001, now abandoned, which is a
continuation-in-part of application No. 09/397,331,
filed on Sep. 14, 1999, now Pat. No. 6,298,446, which
is a continuation-in-part of application No. 09/313,
067, filed on May 17, 1999, now Pat. No. 6,209,103.

(30) Foreign Application Priority Data
Jun. 14,1998 (IL) coeoveveeivcrceccicc e 124895
Nov. 16,1998  (IL) .. 127093
Dec. 30, 1998 (IL) wecevvneeriencieececeenercenenene 127869
(51) Imt.ClL
HO4L 29/06 (2006.01)
(52) US.CL
USPC ....cceueee 713/176; 380/51; 380/55; 380/201;
726/27
(58) Field of Classification Search .................. 713/176;

380/51, 55, 201, 252; 726/27; 399/366
See application file for complete search history.

(56) References Cited

U.S. PATENT DOCUMENTS

4,405,829 A 9/1983 Rivest
4,586,811 A 5/1986 Kubo et al.
4,827,508 A 5/1989 Shear
4,977,594 A 12/1990 Shear

(Continued)

FOREIGN PATENT DOCUMENTS

EP 1517215 3/2005
EP 1517215 A2 3/2005
WO WO 98/25373 6/1998
WO WO 98/44424 10/1998

OTHER PUBLICATIONS

Stolowitz Ford Cowger LLP; Related Case Listing; Jan. 16, 2012; 1
Page.

(Continued)

Primary Examiner — Michael Pyzocha

(74) Attorney, Agent, or Firm — Stolowitz Ford Cowger
LLP

(57) ABSTRACT

A method for secure printing is presented. A document man-
agement system (DMS) is provided within a server computer
for storing, displaying and printing a plurality of documents.
At least a portion of the documents require authentication
information for displaying and printing. A web-based capture
protection system is provided that prevents proprietary con-
tent displayed on a display device from being screen-cap-
tured. The web-based capture protection system is combined
with the DMS to augment the DMS with capture protection of
displayed documents, including intercepting retrieval
requests from a client computer to display documents from
the DMS.

34 Claims, 9 Drawing Sheets

ADMINISTRATION ~PROPERTIES PROPERTIES
RULES FILE FILE
ENCRYPTED DOCUMENT
RULE MAY CONTAIN WITH ENCODED HEADER 15 oy eyt
ALLOW AND WMRK . D
INTERCEPTOR RSSOy SU+PD f MSG + H FOR SECURE
© { " @ VIEWING
=
p=4
g
=
=
8
o a
l
v
< @0 WiLL GENERALLY SEND
El CKSM, ALLOW, WMRK,
g WMRK_P, U_HTML, U_NATIVE,
H.GENERAL, H_HTML,
H_NATIVE AND M_NATIVE
SUPPORTED
TO PRINTER PRINT @ DOCUMENT
SERVER MANAGEMENT
@) SYSTEM
DOCUMENT ~ MAY SEND
CKSM, ALLOW,

PRI EST PRINT
T ® ®rerore

FROM GLIENT

WMRK AND MSG



US RE44,209 E

Page 2
U.S. PATENT DOCUMENTS 6,121,970 A 9/2000 Guedalia
. 6,154,844 A 11/2000 Touboul et al.
4991,118 A 2/1991 Akiyama et al. 6.178.243 Bl 1/2001 Pomerantz et al.
5,012,232 A 4/1991 Fadem -
5050213 A 9/1991 Sh 6,202,092 Bl 3/2001 Takimoto
Y car 6,205,480 Bl 3/2001 Broadhurst et al.
5,300,946 A 4/1994 Patrick
6,209,036 Bl 3/2001 Aldred et al.
5,303,370 A 4/1994 Brosh et al. :
6,209,103 Bl 3/2001 Schreiber et al.
5,410,598 A 4/1995 Shear
‘ 6,212,329 Bl 4/2001 Sugahara
5,454,067 A 9/1995 Tsai
6,236,387 Bl 5/2001 Imada
5,509,070 A 4/1996 Schull
. 6,240,450 Bl 5/2001 Sharples et al.
5,533,124 A 7/1996 Smith et al.
6,260,141 Bl 7/2001 Park
5,559,933 A 9/1996 Boswell .
6,263,365 Bl 7/2001 Scherpbier
5,570,306 A 10/1996 Soo
6,275,599 Bl 8/2001 Adler et al.
5,590,258 A 12/1996 Aoyama 6282362 Bl $2001 Murphy et al
5,633,932 A *  5/1997 Davisetal. ......cooon... 713/176 Sen - '
6,282,653 Bl 8/2001 Berstis et al.
5,636,292 A 6/1997 Rhoads :
6,289,137 Bl 9/2001 Sugiyama et al.
5,638,513 A 6/1997 Ananda :
‘ 6,298,422 Bl  10/2001 Spilo et al.
5,642,207 A 6/1997 Smitt -
6,298,446 Bl  10/2001 Schreiber et al.
5,710,834 A 1/1998 Rhoads
6,314,409 B2  11/2001 Schneck et al.
5,715,403 A 2/1998 Stefik e
6,324,569 B1  11/2001 Ogilvie et al.
5,721,788 A 2/1998 Powell et al. .
6,339,761 Bl 1/2002 Cottingham
5,745,254 A 4/1998 Satou
6,339,826 B2 1/2002 Hayes, Jr. et al.
5,745,360 A 4/1998 Leone et al.
6,343,274 Bl 1/2002 McCollom et al.
5,745,604 A 4/1998 Rhoads P
6,343,738 Bl 2/2002 Ogilvie
5,748,763 A 5/1998 Rhoads -
6,353,892 B2 3/2002 Schreiber et al.
5,748,783 A 5/1998 Rhoads
6,385,728 Bl 5/2002 DeBry
5,754,170 A 5/1998 Ranganathan
6,438,575 Bl 8/2002 Khan et al.
5,758,068 A 5/1998 Brandt et al.
6,460,140 B1  10/2002 Schoch et al.
5,761,669 A 6/1998 Montague et al.
5761686 A 6/1998 BI b 6,463,467 Bl  10/2002 Mages et al.
21925 oomberg 6,466,328 B1* 10/2002 Bradleyetal. ............... 358/1.15
5,764,770 A 6/1998 Schipper et al.
h 6,470,450 Bl  10/2002 Langford et al.
5,765,152 A 6/1998 Erickson
6,480,959 Bl  11/2002 Granger et al.
5,768,426 A 6/1998 Rhoads -
6,487,543 Bl  11/2002 Ozaki et al.
5,778,372 A 7/1998 Cordell et al.
6,557,103 Bl 4/2003 Boncelet, Ir. et al.
5,781,914 A 7/1998 Stork et al.
L 6,587,127 Bl 7/2003 Leeke et al.
5,790,117 A 8/1998 Halviatti et al.
. 6,601,108 Bl 7/2003 Marmor
5,801,679 A 9/1998 McCain
6,611,845 Bl 8/2003 Dockter et al.
5,801,689 A 9/1998 Huntsman
6,615,191 Bl 9/2003 Seeley
5,805,724 A 9/1998 Metcalfe et al. .
6,618,484 Bl 9/2003 Van Wie et al.
5,809,160 A 9/1998 Powell et al. .
. 6,659,861 Bl  12/2003 Faris et al.
5,822,432 A 10/1998 Moskowitz et al. -
6,661,904 B1  12/2003 Sasich et al.
5,822,436 A 10/1998 Rhoads
6,664,969 Bl  12/2003 Emerson et al.
5,832,119 A 11/1998 Rhoads
6,668,246 Bl  12/2003 Yeung et al.
5,835,712 A 11/1998 DuFresne ?
6,675,201 Bl 1/2004 Parkkinen
5,835,722 A 11/1998 Bradshaw et al.
‘ 6,694,434 Bl 2/2004 McGee et al.
5,838,902 A 11/1998 Shin e
6,766,454 Bl 7/2004 Riggins
5,841,886 A 11/1998 Rhoads :
6,785,015 Bl 8/2004 Smith et al.
5,841,978 A 11/1998 Rhoads
6,804,452 B1  10/2004 Kuroda et al.
5,850,481 A 12/1998 Rhoads
6,877,005 B2 4/2005 Hunter et al.
5,862,260 A 1/1999 Rhoads .
‘ 6,903,681 B2 6/2005 Faris et al.
5,870,544 A 2/1999 Curtis -
6,931,532 Bl 8/2005 Davis et al.
5,872,915 A 2/1999 Dykes et al. -
! 6,976,248 B2  12/2005 Balassanian
5,875,249 A 2/1999 Mintzer et al. -
; 6,993,662 B2 1/2006 Rubin et al.
5,875,296 A 2/1999 Shi et al.
7,190,878 B2 3/2007 Bolduc
5,881,287 A 3/1999 Mast
5.802°000 A 2/1999 Ginter ef al 2001/0021926 Al 9/2001 Schneck
3803101 A 41999 Blfll erhe i 2001/0042045 A1 11/2001 Howard et al.
ol alogh et al. 2002/0013792 Al 1/2002 Imielinski et al.
5,900,005 A 5/1999 Saito -
5001277 A 5/1999 Chu et al 2002/0021807 Al 2/2002 Saito
905505 A 31999 I “ke al 2002/0026475 A1 2/2002 Marmor
70, s 2002/0059344 Al 5/2002 Britton et al.
5,920,848 A 7/1999 Schutzer et al. -
h . 2002/0078343 Al 6/2002 Rubin et al.
5,954,028 A 9/1999 Miyashita et al. :
2002/0078361 Al 6/2002 Giroux et al.
5,968,119 A 10/1999 Stedman et al.
5074441 A 10/1999 R, | 2002/0112250 Al 8/2002 Koplar et al.
2082031 A 11/1999 I‘}’lgers ctal. 2002/0156742 Al 10/2002 Ogino et al.
20 shumaru 2002/0188570 Al 12/2002 Holliman et al.
5,983,227 A 11/1999 Nazem et al.
2002/0194485 Al  12/2002 Ram et al.
5,983,351 A 11/1999 Glogau
5086676 A 1171999 Dwin et al 2003/0133702 Al 7/2003 Collart
280, win of al. 2003/0151766 Al* 82003 Cloughetal. ............ 358/1.15
5,991,399 A 11/1999 Graunke et al. -
2004/0054630 Al 3/2004 Ginter et al.
5,999,622 A 12/1999 Yasukawa et al. 2004/0225890 Al  11/2004 Kang et al
5,999,941 A 12/1999 Andersen & '
6,009410 A 12/1999 LeMole et al. OTHER PUBLICATIONS
6,011,905 A 1/2000 Hpttenlocher etal.
6,014,702 A 1/2000 King et al. Yergeau et al., “Internationalization of the Hypertext Markup Lan-
g’ggé’ég? ﬁ %;3888 Iﬁf/{guyﬁn guage,” RFC 2070, Jan. 1997, Network Working Group.
6:052:780 A 4/2000 Gll(l)iiry Darn.ell.et al., “HTML 4 Second Edition Unleashed,” 1999, Barns
6,055,530 A 4/2000 Sato Publishing, p. 1079.
6,088,355 A 7/2000 Mills et al. Yergeau, “UTF-8, a transformation format of Unicode and ISO
6,119,108 A 9/2000 Holmes et al. 10646,” RFC 2044, Oct. 1996, Network Working Group.



US RE44,209 E
Page 3

Chapter 3—Understanding Image Guardian—3 pages, Sep. 11,
1998.

Chapter 3—Understanding Web Referee—3 pages, Sep. 11, 1998.
“Copysight”, http://www.ip2.com, Jul. 5, 1999.

“Copysight: Now You Can Protect Your Website Content on the
Internet with Copysight’s Suite of Software and Business Solutions”,
(http://www.ip2.com), 1999.

Digital Rights Management (http://www.intertrust.com), Jun. 3,
1999.

“Safelmage”, (http://www.safemedia.com), Jun. 3, 1999.
“SiteShield” press release, (http://www.maximized.com/press/
960529-1.html), Sep. 11, 1998.

Strom, D., “Browser: Protect Your Image on the Web”, 1998 (http://
www.zdnet.com).

Stirland, Sarah, ActiveX vs. Java, Wall Street & Technology, vol. 15,
No. 8, p. 48, Aug. 1997.

Wen-Nung Lie, Li-Chun Chang, “Data Hiding in Images With Adap-
tive Numbers of Least Significant Bits Based on the Human Visual
Systems,” IEEE, pp. 286-290, Oct. 1999.

Sellers, Duncan, “An Introduction to Steganography,” http://www.
totse.com/en/privacy/encryption/ 163947 html, pp. 1-18, 2003.
Mynatt, et al., “Nonvisual Presentation of Graphical User Interfaces:
Contrasting Two Approaches,” ACM, pp. 166-172, 1994.
“Overview of Cryptographic Services,” Copyright X/Open Company
Limited, 1996, 5 pp., http://opengroup.org/public/tech/security/gcs/
overview.htm.

“Products—SiteShield—Copyright Issues,” dated Sep. 11, 1998, 4
pp., Copyright 1997, Maximized Software, Inc. Press Release,
“Maximized Software Launches Deterrent Against Internet Copy-
right Pirates,” SiteShield: New Product PR, dated Sep. 11, 1998,
Copyright 1996, Maximized Software, Inc.

Deterrent Against Internet Copyright Pirates, SiteShield: New Prod-
uct PR, dated Sep. 11, 1998, Copyright 1996, Maximized Software,
Inc.

Digimarc & Copyright Protection (http://digimarc.com), 1999.
“SiteShield” product details, (http://www.maximized.com/products/
siteshield/why.html), Sep. 11, 1998.

“Softlock.com” (http://www.softlock.com), Jun. 3, 1999.

“Secure Hash Standard,” Federal Information Processing Standards,
Publication 1801-1, http://www. itl.nist/gov/fipspubs/fip180-1.
htm,18 pp., Apr. 17, 1995.

Web Page Article, “Track Images Across the Web,” Digimarc Cor-
poration, All rights reserved, Copyright 1996-1999, http://www.
digimarc.com/applications/copyright/copyright_ bod.htm.

Web Page Article, “Welcome to SafeMedia,” Copyright
SafeMedia", SafeMedia is a service mark of Internet Expressions,
Inc., Last Updated May 29, 1999, http://www.safemedia.com.

* cited by examiner



US RE44,209 E

Sheet 1 of 9

May 7, 2013

U.S. Patent

YAAN3S
AIM

3

Cos1

G601
o

T 'Ol4
£ 591
o HINYIS INRS] |
2 H 091
a1
S 3WYMLIOS oo
%5 HIAY3S FOVHIN
T
= !

o] IIvMLI0S] ¢ Warsas N5t
LN3170 39VIN INTWIOVNYIA e
Toar ¢ IN3WN20a

Y3LNdINOD YIAYTS
YASMONE INIWIDYNYA INIWNDOT
ANIWND0A
L~ os1
yISMOo¥d gIM o
Y3 - INAS LN
& £
HILAWOD LNAITD S 1 OEL
1 Cozt a TUVMLIOS | gzt
£ HIANIS IOVHIN f
= i
= STT
» A
yIAES EIM ¢

HILNAINOD H3AYIS 83M

N



US RE44,209 E

Sheet 2 of 9

May 7, 2013

U.S. Patent

Y¢ Old
| HOLv¥3IN3D YALdAYONT |~
66T d3avaH LNIWNooa | 092
'Y
J0SSI00dd |, NOLLYINHOAN| DNILNIYd
7~ NOLLYWHOANI [
ose INRd [ sy
5vz | 3DV S92
N
ovz 4dd «—]ldv
ez | LNIOJHIMOd
40SSIO0dd | .,
0gc~ 130X3 » INFWN00Q |\,
4
see_ ) QHOM
o
ste X HOLdADHIALNI | 6OT

N

JHYMLI0S HIAYES FOVHIN

691




US RE44,209 E

Sheet 3 of 9

May 7, 2013

U.S. Patent

d¢ Old

a8c

PIXSAFE

PN
HOLYNIQH00D | 082
HILdAMOIA |,z
ININND0A N
Jdvsix3al |ose
N

AHYMLI0S LNIO FOVHIN

/I\\mm L




US RE44,209 E

Sheet 4 of 9

May 7, 2013

U.S. Patent

YE "9ld4
SvE
e, e ewe
2 INIONT NG
Rizis oig
ol Jdi1 o s
mi 2§ 3
A gle " ~10
idy H0SSIO0H" Ud 43153003 iy INIONT L,
10048 N8 1508 . HevE Lvh0 e 1 TI05NOD
INRI SO Cooe Ceee Cose ove? oge 5287 "IN
HIAYIS 1N

/\os




US RE44,209 E

Sheet 5 of 9

May 7, 2013

U.S. Patent




US RE44,209 E

Sheet 6 of 9

May 7, 2013

U.S. Patent

IAIE
; Om.vv ”
AY1dSId aNY n
: 1dA¥DIA e
w Ld30UALNI
ory vy
IN3ITO OL aN3S
ANV LNIWN0a J 1dY SMOaNIM
LdAHON3 OL ¥3aNTY
ry
Gev
C
SWA WOYT
J1NGRLIY SILNGRILLY
s m.mz_mn* LINI¥d HLIM
ANy LNIWN20a $31NY NOY
0y A~ yova aNas SALNEINLLY
INI¥d INIGWOD
TA
L ) |
[QavME04 11 SSvd m
INIWNO0a ANy 183n034 m
153nd3y-ay INIWN00A
: 1dI0HALNI m
- Cozr | A o1y
e (o ) . SOb
M T1NY WOY4 ey | swawoys
; NOILYINHOANT e IN3Wnooaq I : ININNS0a
m INIYd LOVHLX3 LdTOMALNI ! 183INdIY
W3LSAS !
INIWIOYNYINE | H0SS300Ud JUYMLIOS ¥ISMONE
k=" | NIWNO0T ivr..lﬂzmz:ooo,l.%[moimoﬁpz_.lv_. "INTITO JDVIN 2 gam

/ ¥3AH3IS 93M



US RE44,209 E

Sheet 7 of 9

May 7, 2013

U.S. Patent

G "Dld
MOANIM |
SNOILAO [+ _m
LNIdd Av1dSia W
Soss os
¢ 085
O4NI| | YIAYIS LNIMd
» ANV T8N ¥IAYIS —» 0L 1S3INd3Y
INId N¥N13Y QHYMYO4
0€5
¢ 096 ( . orsy
" ITaVINTGd ION | |
SI LNIWNO0A., | . TYINHON LNIdd
IDYSSIN | | OL ¥3SMOUE  |—» Hz...,_sﬁm_w_ww
ozg | 98>
_ ¢:379Y.LNIYd
INTNNOOT {Q3L03108d .Emﬁw@wm
IN3WNo0a -
s3I\ dEozlon S| | oLisanday
| . u3smous
«——¥HIAYIS INMd ——p YOLYNIAY00O ple ¥3Q093d »le mmz,!ii
JUYMLAOS LNIITO FOVHIN >



US RE44,209 E

Sheet 8 of 9

May 7, 2013

U.S. Patent

9 Dl
HILNIYd R

s00o S1INS3d 0%9

%82 i
S|l sonsmT o B
25 000 WNIDRO | 0v9

¥ '+ SYIAYIH LNIYd .
04ANI TYNI VMO o5 : SRS Eu.i. e o N o~
: / Y3AN3S gIM ; 059

ST H, T

/ 4INYIS EIM | :
OANI o - 59
~SI0I0NS INTHd S 029
h SNOILdO INId ® - - oS00
QH+ad+ns ore
104N1 TYILINI ) : o5

"GH + DS
+0d+ NS

“ paLsks TUYMLIOS W ¥ISMOUS JIGNNN

INION3 JI0SNOD IN3WIOYNYIA w
e Nl e I NIHd —fe— E%B%irl&okmom&z_qlv?lhzw_,_o IoRIN M ggn—H  d31S



US RE44,209 E

Sheet 9 of 9

May 7, 2013

U.S. Patent

SNIMIIA

IALLYNTIN OGNV 3ALIYN H
TALHTH “TYHINIDH
FAALLYNTN “TALH TN O MHAM
WHAM MOV ASHMD

AN3S ATTVHINID T1M

®

L7914

DSIN ONY JHAM
MOTTY “NSHO

aN3Is AV INIWNJ04a

INZITO WoYd

140434 ad + NS
Niud |® | 153003y LNiug

W3LSAS
LNINIOYNVYIN
LINIWND0A

)
®

Lg

J3AAYES @
INEd HILNRJ OL

®@

INIWNO0d
SUPPORTED

J0SSI00Hd

AUNJIS O+
ANIIO OL

gH +5SW + ad + NS
Y3IAVIAH AZAOONI HLIM
LININND0A ALJAYONT

Q3140ddNs

@)

HOLd30HALNI

INIWND0Q |

,r.:m

$31143404d

MM ONV MOTTY
NIYLNOD AVIA 3TN

ERIE ﬁ % S3TNY

SHILH3d08d  NOLLVYLSINIAQY




US RE44,209 E

1
METHOD AND SYSTEM FOR REAL-TIME
CONTROL OF DOCUMENT PRINTING

Matter enclosed in heavy brackets [ ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

CROSS REFERENCES TO RELATED
APPLICATIONS

This application is a reissue of U.S. patent application Ser.
No. 10/141,308, filed on May 7, 2002, now issued as U.S. Pat.
No. 7,664,956, which is a continuation-in-part of [assignee’s
pending] application U.S. Ser. No. 09/774,236 filed on Jan.
29, 2001 now abandoned, entitled “Method and system for
copy protection of data content,” which is a continuation-in-
part of [assignee’s] application U.S. Ser. No. 09/397,331 filed
on Sep. 14, 1999, entitled “Method and system for copyright
protection of digital images transmitted over networks” (now
U.S. Pat. No. 6,298,446), which claims priority to Israeli
patents IL 127093, filed on Nov. 16, 1998, and IL 127869,
Jiled on Dec. 30, 1998 andis a continuation-in-part of [assign-
ee’s] application U.S. Ser. No. 09/313,067 filed on May 17,
1999, entitled “Methods and apparatus for preventing reuse
of'text, images and software transmitted via networks” (now
U.S. Pat. No. 6,209,103), which, in turn, claims priority to
Israeli patent IL 124895, filed Jun. 14, 1998, each of which is
incorporated by reference herein.

FIELD OF THE INVENTION

The present invention relates to controlled printing of
documents within a content copy protection system.

BACKGROUND OF THE INVENTION

Printing electronic documents within a personal computer
operating system, such as Microsoft Windows, typically
involves selecting a printer from a list of available local and
network printers, selecting print options for the selected
printer, and issuing a print request. A printer driver for the
selected printer then sends data for printing to a print spool,
which is a buffer feeding into a printer board.

After a print request is issued, the document is listed in a
print queue for the selected printer, while the print job is
pending. An administrator or the user issuing the print request
typically can delete the job prior to its execution, and abort the
print job while it is executing.

Prior art print workflows do not enable real-time control of
printing, other than deleting and aborting a print job. User and
document access control parameters and printer control
parameters are pre-configured. Today’s digital rights man-
agement and secure document environments focus on copy
protection, but print control is only enforced by pre-set
parameters, and by enabling or disabling printing altogether.

Thus there is a need for a dynamic print controller that can
control print jobs on the fly, after the print request is issued.

SUMMARY OF THE INVENTION

The present invention provides a method and system for
controlled printing of documents within a content copy pro-
tection system. The present invention enables inter alia real-
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2

time document access control, real-time document water-
marking, and real-time control of which printers a document
can be printed on.

There is thus provided in accordance with a preferred
embodiment of the present invention a method for real-time
control of document printing, including intercepting a print
request for an original document by a user, obtaining print
information corresponding to the original document, in
response to the intercepting, the print information including
an address for a print server, re-issuing the print request by a
server computer, and sending the print request and the print
information to the print server.

There is further provided in accordance with a preferred
embodiment of the present invention a method for real-time
control of document printing, including in response to a
request by a client computer to print an original document,
obtaining document print information corresponding to the
original document, generating a modified document compris-
ing embedding the document print information within the
original document, and sending the modified document to a
print server.

Thereis yet further provided in accordance with a preferred
embodiment of the present invention a system for real-time
control of document printing, including an administrative
tool for specifying document-specific print information for a
collection of original documents, a server computer including
an interceptor for intercepting a print request for an original
document, a print control processor for obtaining print infor-
mation specific to the original document, and a request gen-
erator for re-issuing the print request, and a client computer
including a request generator for issuing a print request for an
original document, a transmitter for sending the print request
and print information specific to the original document to the
server computer.

There is additionally provided in accordance with a pre-
ferred embodiment of the present invention a system for
real-time control of document printing, including a data stor-
age for providing document print information corresponding
to an original document, a document generator for obtaining
document print information corresponding to an original
document and for generating a modified document by embed-
ding the document print information within the original docu-
ment, in response to a request by a user to print the original
document, and a transmitter for sending the modified docu-
ment to a print server.

There is moreover provided in accordance with a preferred
embodiment of the present invention a method for real-time
control of document printing, including intercepting a print
request for an original document by a user, obtaining print
information corresponding to the original document, in
response to the intercepting; and logging the print request and
at least a portion of the print information.

There is further provided in accordance with a preferred
embodiment of the present invention a system for real-time
control of document printing, including an interceptor for
intercepting a print request for an original document by a user,
a print control processor for obtaining print information cor-
responding to the original document, in response to the inter-
cepting, and a print event logger for logging the print request
and at least a portion of the print information.

Thereis yet further provided in accordance with a preferred
embodiment of the present invention a print server including
a pre-check module for dynamically processing print infor-
mation at run-time, a document requester for requesting a
document to be printed from a document management sys-
tem, a format processor for converting a document from a
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native format to an internal format, and a print module for
delivering content to be printed to a print spool.

There is additionally provided in accordance with a pre-
ferred embodiment of the present invention a method for
serving documents to a printer, including dynamically pro-
cessing print information at run-time, requesting a document
to be printed from a document management system, convert-
ing a document from a native format to an internal format, and
delivering content to be printed to a print spool.

There is moreover provided in accordance with a preferred
embodiment of the present invention a document manage-
ment system with secure printing, including a document man-
ager for managing a storage of original documents, a user
account manager for managing at least one user account, for
at least one user having at least partial access to the original
documents, an interceptor for intercepting a print request for
an original document, and a print control processor for
obtaining print information specific to the original document.

There is moreover provided in accordance with a preferred
embodiment of the present invention a method for secure
printing within a document management system, including
managing a storage of original documents, managing at least
one user account, for at least one user having at least partial
access to the original documents, intercepting a print request
for an original document, and obtaining print information
specific to the original document.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be more fully understood and
appreciated from the following detailed description, taken in
conjunction with the drawings in which:

FIG.11s asimplified block diagram of'a controlled printing
system in accordance with a preferred embodiment of the
present invention;

FIG. 2A is a simplified block diagram of a server-side
component of a system for controlled printing, in accordance
with a preferred embodiment of the present invention;

FIG. 2B is a simplified block diagram of a client-side
component of a system for controlled printing, in accordance
with a preferred embodiment of the present invention;

FIG. 3A is a simplified block diagram of a print server for
controlled printing, in accordance with a preferred embodi-
ment of the present invention;

FIG. 3B is a user interface with a sample print options
dialogue, in accordance with a preferred embodiment of the
present invention;

FIG. 4 is a simplified flowchart for document preparation
within a copy protection application, in accordance with a
preferred embodiment of the present invention;

FIG. 5 is a simplified flowchart for a controlled print pro-
cess, in accordance with a preferred embodiment of the
present invention;

FIG. 6 is a simplified data sequence diagram for an authen-
tication and secure print workflow, in accordance with a pre-
ferred embodiment of the present invention; and

FIG.7is a simplified data flow diagram for setting print and
watermark attributes for a document, in accordance with a
preferred embodiment of the present invention.

DETAILED DESCRIPTION OF A PREFERRED
EMBODIMENT

The present invention provides a method and system for
printing documents within a secure content copy protection
system. In a preferred embodiment, the present invention
operates as a component of a “secure display” system. An
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example of such a system is applicant’s Mirage™ enterprise
software product, which is used to protect text and image
content displayed on a computer monitor for viewing, from
being copied. Mirage includes server-side software that
encrypts content prior to delivering it to clients, and client-
side software for decrypting the content prior to displaying it.

The Mirage technology is described in applicant’s U.S.
Pat. No. 6,298,446 entitled “Method and System for Copy-
right Protection of Digital Images Transmitted over Net-
works,” in applicant’s U.S. Pat. No. 6,353,892 entitled “Copy
Protection of Digital Images Transmitted over Networks,” in
applicant’s U.S. Pat. No. 6,992,693 entitled “Method and
System for Copy Protection of Images Displayed on a Com-
puter Monitor”, in applicant’s U.S. Pat. No. 6,993,662
entitled “Method and System for Copy Protection of Dis-
played Data Content”, in applicant’s U.S. Pat. No. 7,076,469
entitled “Copyright Protection of Digital Images Transmitted
over Networks”, in applicant’s U.S. Pat. No. 7,155,744
entitled “Copy Protection of Digital Images Transmitter over
Networks”. and also in applicant’s co-pending patent appli-
cations:

U.S. Ser. No. 09/459,493 filed on Dec. 13, 1999 and
entitled “Method and system for copyright protection of
digital images transmitted over networks”; and

U.S. Ser.No. 09/774,236 filed on Jan. 29, 2001 and entitled
“Method and system for copy protection of data con-
tent”.

Contents of U.S. Pat. Nos. 6,298,446, 6,353,892, 6,922,693,
6,993,662, 7,076,469 and 7,155,744, and the above two
patent applications are hereby incorporated by reference.

In a preferred embodiment, the present invention is used to
add secure printing functionality to Mirage, to complement
its secure display capability. Secure printing functionality
enables a user who is viewing a secure document on his
display to print the document, yet does not expose to the user
anunencrypted document file. In order to print the document,
the user must have appropriate authorization and be able to
authenticate himself. Additionally, the present invention pro-
vides the capability to dynamically watermark the document
at print time. Such watermark may include, for example, a
CONFIDENTIAL mark or a DO NOT DUPLICATE mark,
on each page of the document that is printed, as well as print
job and user information and an expiration date and/or time.

In a preferred embodiment, the present invention dynami-
cally logs each print event, as described hereinbelow.

The Mirage system can be integrated within a web server,
and used to protect HTML pages, XML pages and other web
content. Mirage can also be integrated within a document
management system (DMS), such as Livelink, which is a
DMS developed and manufactured by Open Text Corporation
of Waterloo, Canada, and Documentum, which is a DMS
developed and manufactured by Documentum, Inc. of Pleas-
anton, Calif. Mirage enhances DMS capability by providing
copy protection for displayed documents.

A DMS typically includes its own digital rights manage-
ment, including permissions that require authentication.
Mirage authentication preferably operates in conjunction
with DMS authentication.

Mirage manages permissions using administrative rules
and using a properties file. Administrative rules are typically
set by an administrator, and specify paths for directories and
files wherein protected content resides, and one or more rules
to be associated therewith. In a preferred embodiment of the
present invention, administration rules include printing
attributes. If an administration rule applies to a specific docu-
ment, then print attributes within the rule are used for such
document. In addition, a properties file is set when Mirage is






