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METHODS AND SYSTEMS FOR PRE-PROCESSING SENSOR MEASUREMENTS

FIELD OF THE INVENTION

[0001] The present invention relates to pre-processing sensor measurements of a host
device and/or storage system, and more particularly relates to pre-processing the sensor
measurements in order to decompose an aggregate latency measurement into its additive

latency components.

BACKGROUND

[0002] One important performance measure of the storage platform supporting a virtual
machine is the latency that the virtual machine experiences when the virtual machine submits
a request (e.g., read request, write request) to the storage platform. The storage platform may
include a host device (i.e., a physical device) on which the virtual machine is instantiated.
The storage platform may include a hypervisor (i.e., a software program running on the host
device) that interfaces the virtual machine with the physical hardware of the host device. The
storage platform may include a network that interfaces the hypervisor to a remote storage
system (i.e., remote from the perspective of the host device). The storage platform may also
include the remote storage system that carries out the request (e.g., provides data requested
by a read request, writes data from write request onto a storage medium). Techniques are
discussed herein below to analyze the latency experienced by the virtual machine in order to
assist a system administrator (or other individual) diagnosis the primary cause of the latency

experienced by the virtual machine.
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SUMMARY OF THE INVENTION

[0003] In accordance with one embodiment, a measurement of the latency (e.g., read
latency, write latency) experienced by a virtual machine may be decomposed into its additive
latency components, including the host latency, kernel latency, network latency and storage
latency.

[0004] The host latency may be the average amount of time taken by the virtual
machine to process a read or write command (including latency due to the application and
guest operating system of the virtual machine), and may be determined as the aggregate
latency reported from the virtual disk of the virtual machine (e.g., reported via an application
program interface (API) of a hypervisor manager) minus the aggregate latency reported from
the datastore on which the virtual disk is stored (e.g., reported via an API of the hypervisor
manager). If not already apparent, the terminology “host latency” does not refer to the entire
latency due to the host device, but only the latency caused by the virtual machine running on
the host device. While the kernel latency (described below) is also associated with the host
device, the kernel latency is typically not included within the host latency.

[0005] The kernel latency may be the average amount of time taken by the hypervisor
(specifically the kernel of the hypervisor) to process a read or write command (including the
time the command remains in a queue of the hypervisor). The kernel latency may be reported
from the datastore on which the virtual disk is stored (e.g., reported via an API of the
hypervisor manager).

[0006] The network latency may be the average amount of time taken by the network to
transmit a request from the host device to a storage system and transmit a reply (if necessary)
from the storage system back to the host device. The network latency may be determined as
the device latency reported from the datastore minus the storage latency reported by the
storage system.

[0007] The device latency may be the average time taken by the host device to read
from the storage system or write to the storage system (excluding any latency due to the host
device). The device latency may be reported from the datastore on which the virtual disk is
stored (e.g., reported via an API of the hypervisor manager).
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[0008] The storage latency may be the average amount of time taken by the storage
system to process a read or a write request. The storage latency may be reported from the
storage system (e.g., via a storage system API of the storage system).

[0009] A latency time series may be displayed with supplemental information
representing the above-described additive latency components, allowing an individual to
visually determine the primary cause of latency over time.

[0010] In accordance with one embodiment, sensor measurements may be first pre-
processed before being combined with other sensor measurements. For example, the device
latency reported from the datastore and/or the storage latency from the storage system may
first be pre-processed before the storage latency is subtracted from the device latency to
arrive at the network latency. Likewise, the aggregate latency reported from the virtual disk
and/or the aggregate latency reported from the datastore may be pre-processed before the
aggregate latency reported from the datastore is subtracted from the aggregate latency
reported from the virtual disk. The pre-processing may include data interpolation or data
averaging (e.g., in the case where the rate of data reporting is different between the datastore
and the storage system), data estimation (e.g., to fill in for missing data), time shifting (in the
case where data samples are labeled with incorrect time stamps), etc.

[0011] In accordance with one embodiment, an analysis server may receive a first
latency time series from a storage system, and a second latency time series from a hypervisor
manager. The hypervisor manager may manage a hypervisor that interfaces a virtual
machine of a host device with the storage system. The analysis server may process the first
and second latency time series. The analysis server may then compute a third latency time
series based on the respective processed versions of the first latency time series and the
second latency time series. Finally, the analysis server may facilitate a display of the third
latency time series on a client device.

[0012] These and other embodiments of the invention are more fully described in

association with the drawings below.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0013] Figure 1 depicts a system diagram of a communication path (including a client
device, a host device and a storage system) and a monitoring/analysis path (including a
monitoring server, a measurement datastore, an analysis server, and a client device) used to
monitor and analyze sensor measurements taken at various points in the communication path,
in accordance with one embodiment.

[0014] Figure 2 depicts a system diagram in which a host device, hypervisor manager
and storage system are communicatively coupled to one another, in accordance with one
embodiment.

[0015] Figure 3 depicts a system diagram within which sensor measurements are
received and processed by an analysis server, in accordance with one embodiment.

[0016] Figure 4 depicts a flowchart of an algorithm for processing sensor
measurements, in accordance with one embodiment.

[0017] Figure 5 depicts an example of interpolating data received from the storage
system application program interface (API), in accordance with one embodiment.

[0018] Figure 6 depicts an example alignment of time periods from the VMware API
with time periods from the storage system API, in accordance with one embodiment.

[0019] Figure 7 depicts a plot of virtual machine latency over time superimposed with a
breakdown of its additive latency components, in accordance with one embodiment.

[0020] Figure 8 depicts components of a computer system in which computer readable

instructions instantiating the methods of the present invention may be stored and executed.
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DETAILED DESCRIPTION OF THE INVENTION

[0021] In the following detailed description of the preferred embodiments, reference is
made to the accompanying drawings that form a part hereof, and in which are shown by way
of illustration specific embodiments in which the invention may be practiced. It is
understood that other embodiments may be utilized and structural changes may be made
without departing from the scope of the present invention. Description associated with any
one of the figures may be applied to a different figure containing like or similar
components/steps. While the sequence diagrams each present a series of steps in a certain
order, the order of some of the steps may be changed.

[0022] Figure 1 depicts system diagram 100 of a communication path (including client
device 102, network 104, host device 106, network 108, and storage system 110) and a
monitoring/analysis path (including monitoring server 112, measurement database 114,
network 116, analysis server 118, network 120, and client device 122) used to analyze and
monitor sensor measurements taken at various points in the communication path, in
accordance with one embodiment. Described in greater detail below in Figure 2 are the
sensor measurements taken along the portion of the communication path from host device
106, network 108 to storage system 110.

[0023] Client device 102 may transmit a request (e.g., request to access financial data,
request to access email, request to upload video, etc.) to host device 106 on which an
application is instantiated (e.g., application from financial enterprise, email application, video
sharing application, etc.). In some instances, data may be directly retrieved from or stored on
a storage medium of host device 106. In other instances, data may be retrieved from or
stored on storage system 110, requiring host device 106 to transmit a read and/or write
request to storage system 110 on behalf of client device 102.

[0024] In the monitoring/analysis path, sensor measurements may be collected from
host device 106 and/or storage system 110 onto measurement database 114 via network 108
(e.g., an agent/daemon may be located on host device 106 and/or storage system 110 which
sends sensor measurements to measurement database 114 via network 108). In addition or in
the alternative, sensor measurements may be collected from host device 106 and/or storage
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system 110 by monitoring server 112 and then stored on measurement database 114. In yet
another embodiment (not depicted), monitoring server 112 and measurement database 114
may be a part of host device 106 and/or storage system 110. Analysis server 118 may
process the sensor measurements (such processing described with reference to Figure 3
below) and facilitate the display of the resulting data on client device 122.

[0025] Client devices 102 and 122 may each be any of a desktop computer, a laptop, a
mobile phone, a tablet computing device, or any other computing device. In some
embodiments, client device 102 and 122 are part of a single computing device. Host device
106 may be a server, or any other computing device. Networks 104, 108, 116 and 120 may
be any form of communications means and, in some cases, may be individual
communications links (e.g., wired or wireless), or one or more communications networks,
including private networks, public networks and/or virtual private networks over public
networks.

[0026] Figure 2 depicts system diagram 200, which is presented in order to illustrate
portions of system diagram 100 in more detail. As depicted in system diagram 200, host
device 106, hypervisor manager 216 and storage system 110 are communicatively coupled to
one another. Virtual machine (VM) 202 and hypervisor 204 may be instantiated on host
device 106, and hypervisor 204 may interface VM 202 and other VMs (not depicted) to
physical hardware 206 of host device 106. Examples of a hypervisor include ESX™ (from
VMware, Inc.™ of Palo Alto, CA), Hyper-V™ (from Microsoft Corp.™ of Redmond, WA),
and the Xen Project™™ (developed by the Linux Foundation™ of San Francisco, CA). VM
202 may include one or more software applications (i.e., often called “applications” or “apps”
for brevity) and an operating system. Physical hardware 206 may include a processor
(configured to execute computer readable instructions), memory (configured to store
computer readable instructions and data), disk storage (also configured to store computer
readable instructions and data), and related components. Because the storage capacity of
physical hardware 206 may be limited, hypervisor 204 may also interface VM 202 with

storage system 110 (which often has a significant amount of storage capacity).
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[0027] Storage system 110 may be a Nimble Storage Array ™ or a Nimble Storage All-
Flash Array™ (both from Nimble Storage, Inc.”™ of San Jose, CA). Volume 208 may be a
logical portion of the storage space available on storage system 110 (i.e., defined by a set of
logical addresses mapped to a set of physical addresses on the storage system). A portion of
volume 208 may store datastore 210 (containing data and computer-readable instructions of
hypervisor 204). The remainder of the description will assume a one-to-one correspondence
between a datastore and a volume (for ease of description), although this relationship may not
hold in general. A portion of datastore 210 may store virtual disk 212, also called a virtual
machine disk or a VMDK (containing data and computer-readable instructions of VM 202).
The remainder of the description will assume a one-to-one correspondence between a virtual
disk and a datastore (for ease of description), although this relationship may not hold in
general. The data of VM 202 may include data of an application of VM 202, data of an
operating system of VM 202, the operational state of VM 202 (e.g., powered on, powered off,
suspended, etc.), etc. Computer-readable instructions of VM 202 may encode an operating
system of VM 202, an application of VM 202, etc.

[0028] Storage system 110 may communicate with hypervisor 204 via hypervisor
manager 216. An example of a hypervisor manager is a vCenter Server' " from VMware,
Inc. Hypervisor manager 216 may be instantiated on server 214, and server 214 may be part
of monitoring server 112 (as depicted in Figure 1). One task performed by hypervisor
manager 216 is the collection of sensor measurements from host device 106. Hypervisor
manager 216 may collect, among other things, sensor measurements regarding datastore 210,
virtual disk 212 and hypervisor 204. Hypervisor manager 216 may additionally be
configured to perform tasks unrelated to the collection of sensor measurements, such as
taking a VM snapshot, etc. It is noted that storage system 110 may directly communicate
with hypervisor 204 to collect sensor measurements without the assistance of hypervisor
manager 216.

[0029] Sensor measurements of interest may include host latency, kernel latency,
device latency, network latency and storage latency. The host latency may be the average
amount of time taken by VM 202 to process a read or write command (including latency due
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to the application and guest operating system of the virtual machine). The kernel latency
may be the average amount of time taken by hypervisor 204 (specifically the kernel of the
hypervisor) to process a read or write command (including the time the command remains in
a queue of the hypervisor). The device latency may be the average time taken by host device
106 to read from storage system 110 or write to storage system 110 (excluding any latency
due to host device 106). The network latency may be the average amount of time taken by
network 108 to transmit a request from host device 106 to storage system 110 and transmit a
reply (if necessary) from storage system 110 back to host device 106. The storage latency
may be the average amount of time taken by storage system 110 to process a read or a write
request. As depicted in Figure 2, the device latency may be equal to the sum of the network
latency and the storage latency.

[0030] Figure 3 depicts system diagram 300 within which sensor measurements are
received and processed by analysis server 118, in accordance with one embodiment. In
system diagram 300, analysis server 118 is depicted as directly receiving a plurality of sensor
measurements from hypervisor manager 216 and storage system 110. While this
arrangement is possible, it is understood that Figure 3 may be a simplified representation of
Figure 1, in which analysis server 118 may retrieve sensor measurements that are first stored
on measurement database 114.

[0031] More specifically, analysis server 118 may receive a plurality of measurements
from VMware application program interface (API) 302 (which may be a part of hypervisor
manager 216). These measurements may concern datastore 210 (such measurement being
reported from the “datastore level”) and virtual disk 212 (such measurement being reported
from the “virtual disk level”). The measurements at the “datastore level” may include the
number of operations per second (abbreviated as “ops”), throughput, kernel latency, device
latency, and the aggregate kernel + device latency. More specifically, the ops may refer to
the average number of read operations performed on datastore 210 per second, or the average
number of write operations performed on datastore 210 per second. The throughput may

refer to the average number of bits read from datastore 210 per second, or the average
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number of bits written to datastore 210 per second. The kernel and device latency have been
described above with respect to Figure 2.

[0032] The measurements at the “virtual disk level” may include the number of
operations per second (abbreviated as “ops”), throughput, and the aggregate host + kernel +
device latency. More specifically, the ops may refer to the average number of read
operations performed on virtual disk 212 per second, or the average number of write
operations performed on virtual disk 212 per second. The throughput may refer to the
average number of bits read from virtual disk 212 per second, or the average number of bits
written to virtual disk 212 per second. The host, kernel and device latency have been
described above with respect to Figure 2.

[0033] Analysis server 118 may additionally receive a plurality of measurements from
storage system API 304 (which may be a part of storage system 110). These measurements
may include the number of operations per second (abbreviated as “ops”), throughput, and the
storage latency. More specifically, the ops may refer to the number of read operations
performed on volume 208 per minute, or the number of write operations performed on
volume 208 per minute. The throughput may refer to the number of bits read from volume
208 per minute, or the number of bits written to volume 208 per minute. The storage latency
has been described above with respect to Figure 2. With error-free measurements and a one-
to-one correspondence between volume 208 and datastore 210, the “ops” measurement from
storage system API 304 should equal the “ops” measurement from the datastore level of
VMware API 302 (for equal time intervals). Similarly, the “throughput” measurement from
storage system API 304 should equal the “throughput” measurement from the datastore level
of VMware API 302.

[0034] Data pre-processor 306 of analysis server 118 may pre-process (or, for ease of
discussion, process) one or more of the received sensor measurements in order to compensate
for one or more non-idealities present in the sensor measurements (e.g., truncation, errors,
time delays, etc.). The specifics of the pre-processing are described below in Figures 4-6.
After the pre-processing of the signals, the aggregate kernel + device latency reported from
datastore 210 may be subtracted from the aggregate host + kernel + device latency reported
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from virtual disk 212 (via subtraction module 308) in order to arrive at the host latency.
Similarly, the storage latency reported from storage system 110 may be subtracted from the
device latency reported from datastore 210 (via subtraction module 310) in order to arrive at
the network latency. The host latency, kernel latency, network latency and storage latency
(e.g., pre-processed versions thereof) may be provided to plotter 312, which in turn facilitates
the display of these additive latency components on client device 122. It is noted that in most
cases a plot of the latency values over time is desired, as compared to the display of a latency
value at a single time. A display of an example latency time series is provided in Figure 7
below.

[0035] While not depicted in Figure 3 (for clarity of presentation), the ops and
throughput measurements from the datastore level, the ops and throughput measurements
from the virtual disk level, and the ops and throughput measurements from the storage system
may also be pre-processed by data pre-processor 306 and the processed versions thereof may
be output from data pre-processor 306, and transmitted to plotter 312 for display.

[0036] While not depicted in Figure 3 (for clarity of presentation), all the data
transmitted to plotter 312 may also be stored in a storage device (not depicted) by analysis
server 118. Such storage device may be located internally within analysis server 118 or
external from analysis server 118. Storage of this data allows for plotter 312 (or other
module) to access the data whenever the data is requested.

[0037] Figure 4 depicts flowchart 400 of an algorithm for processing sensor
measurements, in accordance with one embodiment. Flowchart 400 accepts as input storage
system data (including outputs of storage system API 304) and VMware data (including
outputs of VMware API 302). At step 402, the storage system data may be error checked,
interpolated and labeled. For example, if the number of reads were reported to be a negative
number, such measurement would be erroneous. The negative number of reads along with
the corresponding throughput and latency measurement for the same time period may be
replaced with zeroes, and the measurements may be labeled as erroneous. Similarly, if a
number of reads were greater than a certain threshold (e.g., threshold defining maximum
number of reads possible in a given time period), such measurement would also be erroneous.

-10-
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The erroneously high number of reads along with the corresponding throughput and latency
measurement for the same time period may be replaced with zeroes, and the measurements
may be labeled as erroneous.

[0038] Interpolation may occasionally be needed to address a sequence of null values
followed by a large sensor value. Such data pattern may be the result of the storage system
becoming too busy to report values (causing the sequence of null values), followed by the
storage system reporting a sum of the missed-reported values. The top plot depicted in
Figure 5 provides an example of the number of operations reported for 1-minute intervals by
the storage system. The storage system first reports 100 operations for the first interval,
followed by null for the four following intervals, followed by 500 operations for the sixth
interval. In an interpolation routine, the aggregate value (i.e., after the sequence of null
values) may be divided by the number of null intervals (i.e., intervals with a null value) plus
one. In the instant example, 500 is divided by (4+1), resulting in 100. The resulting value
may be populated in the null intervals, as well as the interval with the aggregate number. The
data resulting from the interpolation routine is depicted in the bottom plot of Figure 5. The
resulting data may also be labeled as observed (Obs) or interpolated (Int). In the example of
Figure 5, the measurement in the first interval was an observed value, whereas the
measurements in the second through sixth intervals were interpolated values.

[0039] At step 406, VMware data may be error checked, de-averaged and labeled.
Similar to the storage system data, any negative read counts might be replaced with zero, and
labeled as an error. VMware data is typically measured and averaged over a 20-second
interval, whereas the storage system data is typically measured over a 1-minute interval. To
allow comparisons to be performed across the two data sets, a “de-averaging” operation may
be performed on the VMware data. Taking the example of a VMware sensor measurement
indicating 4 reads per second (which is the result of averaging a total number of reads over a
20 second interval), a “de-averaging” operation may calculate a range of total read operations
that are possible over the 20 second interval to be 80-99 (assuming that averaged values are
rounded down to the nearest integer). More generally, the de-averaging operation may
compute the range with lower value = (measured number of operations)*20 and upper value

11-
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= (measured number of operations + 1)*20 — 1. Assuming that three adjacent 20-second
intervals of the VMware data are aligned with a 1-minute interval of the storage system data,
the de-averaged values from the three adjacent 20-second intervals may be summed and
compared to the value from the 1-minute interval. For example, suppose the de-averaged
values of 80+10, 40+10, 60+10 were calculated for three adjacent 20-second intervals, the
aggregated value of 180+30 from the VMware data could be compared to the value (e.g.,
160) from the 1-minute interval of the storage system data.

[0040] At step 408, any inconsistencies may be resolved within the VMware data. For
example in any given interval, the number of reads (or writes) from the virtual disk level
should equal or exceed the number of reads (or writes) from the data store level, since the
virtual disk level may include extra activity from the host (e.g., activity from application
and/or operating system running on VM 202). If this condition were violated, the associated
measurements may be marked as erroneous. In addition or in the alternative, the inconsistent
data may be resolved based on additional information (e.g., whether the datastore data or the
virtual disk data is more trustworthy). If no additional information is available, the
inconsistent data may be populated with zeros to avoid the propagation of erroneous values.
[0041] At step 404, the storage system data may be aligned with the VMware data (if
possible). Data alignment may be performed if the storage system data and VMware data are
both available for the same time period (i.e., storage system data is available for a 1-minute
interval and VMware data is available for three adjacent 20-second intervals which
approximately correspond to the 1-minute interval). In contrast, data alignment may not be
performed if one or more of the storage system data and VMware data are not available for
the same time period. The most common scenario is the VMware data being available, and
the storage system data being delayed (and hence not being available). Steps 412 and 414
(described below) handle the scenario when only the VMware data is available.

[0042] Figure 6 provides an example of aligning VMware data with storage system
data, in accordance with one embodiment. Typically, VMware data and storage system data
contain timestamps. Based on these timestamps, an approximate correspondence can be
established between 20-second VMware intervals and 1-minute storage system intervals. In
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the example of Figure 6, it is assumed for simplicity that the boundaries of the 20-second
intervals align with the boundaries of the 1-minute intervals (while this is not true in general).
In the first 1-minute interval, 90 operations are recorded, and in the corresponding three 20-
second intervals, 30 operations are recorded for each of the 20-second intervals. It is noted
that, in Figure 6, discrete operation counts for each of the 20-second intervals are depicted for
ease of description, while in a more realistic scenario, ranges (e.g., 30+10) would be provided
for each of the 20-second intervals.

[0043] Since the total number of operations reported from VMware (i.e., 30+30+30)
equals the total number of operations reported from the storage system (i.e., 90) for this first
I-minute interval, no alignment would be needed for this first 1-minute interval. In the
second 1-minute interval, an inconsistency is present as the total number of operations
reported from VMware (i.e., 30+20+10) does not equal the total number of operations
reported from the storage system (i.e., 90). Likewise, in the third 1-minute interval, an
inconsistency is present as the total number of operations reported from VMware (i.e.,
60+30+30) does not equal the total number of operations reported from the storage system
(i.e., 90).

[0044] Based on past observation, the cause of the inconsistency depicted in the
simplified example of Figure 6 can most easily be explained by operations occurring in one
interval being partially reported in a later interval. For instance, in the fifth 20-second
interval, which reported 20 operations, such interval likely had 30 operations, but 10 of these
operations were likely reported in the seventh 20-second interval with 60 operations.
Likewise, in the sixth 20-second interval, which reported 10 operations, such interval likely
had 30 operations, but 20 of these operations were likely reported in the seventh 20-second
interval with 60 operations. To address such inconsistencies, the alignment procedure of step
404 assigns 50% of the operations from the seventh interval to the second 1-minute interval,
and 50% of the operations from the seventh interval to the third 1-minute interval. Asa
result of such assignment, one can observe that the number of operations for each 1-minute

interval is now consistent between the two data sets. In general, the percentages used to split-
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up the data within a 20-second interval may be determined via a least squares technique
which minimizes a squared error.

[0045] Once the 50/50 assignment (or assignment with other percentages) is
determined, it is applied to the throughput and latency data as well. For instance, suppose the
latency for the seventh 20-second interval were 4 ms/operation. This would mean the
seventh 20-second interval experienced a total latency of 240 ms (i.e., 4 ms/operation * 60
operations). As a result of the 50/50 assignment, 120 ms would be added to the latency of the
second 1-minute interval, leaving the seventh 20-second interval contributing 120 ms of
latency to the third 1-minute interval.

[0046] In Figure 6, the boundaries between the time intervals of the two data sets were
aligned. In a more realistic scenario, the boundaries may not be aligned, resulting in a more
systematic assignment of data for each 20-second interval that straddles two minute-intervals.
Based on past observation, the two data sets often exhibit a time offset causing the
boundaries of the time intervals to not align, and this time offset may be variable over time.
[0047] In the example above, the inconsistency between the two data sets was resolved
by a 50/50 assignment. More generally, inconsistencies may not be completely eliminated by
the alignment procedure, but can only be reduced. For instance, if the seventh 20-second
interval of Figure 6 had 30 operations instead of 60 operations, the operation count of the
VMware dataset would be below the operation count of the storage system dataset (for these
three 1-minute intervals) regardless of the alignment procedure. Any inconsistency that still
remains between the two datasets may be addressed at step 410. Inconsistencies between the
two dataset may be resolved based on additional information (e.g., whether the VMware data
or the storage system data is more trustworthy). If the VMware data is more trustworthy, the
VMware data may be preserved, while the storage system data may be populated with zeros
to avoid the propagation of erroneous values. If the storage system data is more trustworthy,
the storage system data may be preserved, while the VMware data may be populated with
zeros to avoid the propagation of erroneous values. If no additional information is available,
both datasets may be populated with zeros (i.e., within certain time intervals), to avoid the
propagation of erroneous values. Any data that is replaced with zeros may be labeled as

“14-



WO 2017/201169 PCT/US2017/033121

erroneous. In one embodiment, inconsistencies between the datasets may be left unresolved,
and instead a score may be generated and reported which indicates the trustworthiness of the
data (e.g., lower score reported for data with higher inconsistencies).

[0048] Based on past observation, it is suspected that very high average latency values
are the result of a properly measured absolute latency value and an underreported number of
operations. For example, a device latency value [ms/operation] may be calculated by
VMware as the total device latency over a 20-second interval divided by the number of
operations over the 20-second interval. The denominator of this ratio being erroneously low
can result in an erroneously high ratio (i.e., erroneously high average latency measurement).
To address such potential inaccuracies, whenever the operations from the VMware data are
suspected to be erroneously low (e.g., via the alignment procedure of step 404), the device
latency value can be corrected by removing the erroneous denominator (e.g., multiplying the
device latency value by the VMware operation count) and dividing the resulting product by a
more trustworthy denominator (e.g., dividing the resulting product by the operation count
from the storage system).

[0049] Returning to the discussion of unaligned data, the processing of unaligned data
is performed at steps 412 and 414. As mentioned above, unaligned data refers to VMware
data without any corresponding storage system data. Therefore, “unaligned data” does not
refer to VMware data that is misaligned with storage system data, but rather refers to
VMware data that cannot be aligned with storage system data (due to the unavailability of the
latter). The goal of processing the “unaligned data” is to estimate the missing storage system
data, which includes the ops, throughput and storage latency of volume 208. The ops and
throughput of volume 208 can be estimated based on the ops and throughput provided at the
datastore level (since there s a direct correspondence between these values). There,
however, is no corresponding measurement for the storage latency from the VMware data.
To estimate the storage latency, the storage latency fraction of the device latency (i.e., storage
latency divided by device latency) is computed (at step 412) over a lengthy period of the
aligned data (e.g., six hours). The device latency reported in the unaligned VMware data
may be multiplied by such fraction to estimate the storage latency (at step 414). The
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resulting storage latency value may be labeled as an estimate (at step 414) so that it may be
substituted with an observed value at a later time when the observed value becomes available.
When available, aligned data (i.e., the resulting data of step 410) is used to generate results
(e.g., calculate host and/or network latency) in step 416. Otherwise, unaligned data (i.e.,
unaligned data itself or the resulting data of step 414) is used to generate results (e.g.,
calculate host and/or network latency) in step 416.

[0050] For completeness, correspondences between Figures 3 and 4 are noted. Steps
402, 404, 406, 408, 410, 412 and 414 of Figure 4 may be performed by data pre-processor
306 of Figure 3, and step 416 of Figure 4 may be performed by subtraction modules 308 and
310, and plotter 312 of Figure 3. For example, “storage latency (pr)” of Figure 3 may be
based on the resulting data of step 410 of Figure 4 when aligned data is available; otherwise,
“storage latency (pr)” may be based on the resulting data of step 414 of Figure 4 when
aligned data is not available.

[0051] Figure 7 depicts plot 700 of virtual machine latency over a one-hour duration
superimposed with a breakdown of its additive latency components, in accordance with one
embodiment. The additive latency components depicted in Figure 7 are host latency (702),
network latency (704) and storage latency (706). While kernel latency has been described
above in Figures 2 and 3, kernel latency is not depicted in Figure 7 for simplicity. The time
units displayed on the x-axis are [hour]:[minute], and values for the y-axis are provided in
milliseconds (ms). Below the plot of virtual machine latency over the one-hour duration is a
plot of virtual machine latency over a larger time window (e.g., from Feb. 2016 to Apr.
2016).

[0052] As is apparent from the foregoing discussion, aspects of the present invention
involve the use of various computer systems and computer readable storage media having
computer-readable instructions stored thereon. Figure 8 provides an example of a system 800
that is representative of any of the computing systems discussed herein (e.g., client device
102, host device 106, storage system 110, monitoring server 112, analysis server 118 and
client device 122). Note, not all of the various computer systems have all of the features of
system 800. For example, certain ones of the computer systems discussed above may not
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include a display inasmuch as the display function may be provided by a client computer
communicatively coupled to the computer system or a display function may be unnecessary.
Such details are not critical to the present invention.

[0053] System 800 includes a bus 802 or other communication mechanism for
communicating information, and a processor 804 coupled with the bus 802 for processing
information. Computer system 800 also includes a main memory 806, such as a random
access memory (RAM) or other dynamic storage device, coupled to the bus 802 for storing
information and instructions to be executed by processor 804. Main memory 806 also may
be used for storing temporary variables or other intermediate information during execution of
instructions to be executed by processor 804. Computer system 800 further includes a read
only memory (ROM) 808 or other static storage device coupled to the bus 802 for storing
static information and instructions for the processor 804. A storage device 810, which may
be one or more of a floppy disk, a flexible disk, a hard disk, flash memory-based storage
medium, magnetic tape or other magnetic storage medium, a compact disk (CD)-ROM, a
digital versatile disk (DVD)-ROM, or other optical storage medium, or any other storage
medium from which processor 804 can read, is provided and coupled to the bus 802 for
storing information and instructions (e.g., operating systems, applications programs and the
like).

[0054] Computer system 800 may be coupled via the bus 802 to a display 812, such as
a flat panel display, for displaying information to a computer user. An input device 814, such
as a keyboard including alphanumeric and other keys, may be coupled to the bus 802 for
communicating information and command selections to the processor 804. Another type of
user input device is cursor control device 816, such as a mouse, a trackball, or cursor
direction keys for communicating direction information and command selections to processor
804 and for controlling cursor movement on the display 812. Other user interface devices,
such as microphones, speakers, etc. are not shown in detail but may be involved with the
receipt of user input and/or presentation of output.

[0055] The processes referred to herein may be implemented by processor 804
executing appropriate sequences of computer-readable instructions contained in main
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memory 806. Such instructions may be read into main memory 806 from another computer-
readable medium, such as storage device 810, and execution of the sequences of instructions
contained in the main memory 806 causes the processor 804 to perform the associated
actions. In alternative embodiments, hard-wired circuitry or firmware-controlled processing
units (e.g., field programmable gate arrays) may be used in place of or in combination with
processor 804 and its associated computer software instructions to implement the invention.
The computer-readable instructions may be rendered in any computer language including,
without limitation, C#, C/C++, Fortran, COBOL, PASCAL, assembly language, markup
languages (e.g., HTML, SGML, XML, VoXML), and the like, as well as object-oriented
environments such as the Common Object Request Broker Architecture (CORBA), Java™
and the like. In general, all of the aforementioned terms are meant to encompass any series
of logical steps performed in a sequence to accomplish a given purpose, which is the
hallmark of any computer-executable application. Unless specifically stated otherwise, it

should be appreciated that throughout the description of the present invention, use of terms

2
2

2
2

2
2

2 2

such as “processing”, “computing”, “calculating”, “determining”, “displaying”, “receiving”,
“transmitting” or the like, refer to the action and processes of an appropriately programmed
computer system, such as computer system 1100 or similar electronic computing device, that
manipulates and transforms data represented as physical (electronic) quantities within its
registers and memories into other data similarly represented as physical quantities within its
memories or registers or other such information storage, transmission or display devices.
[0056] Computer system 800 also includes a communication interface 818 coupled to
the bus 802. Communication interface 818 may provide a two-way data communication
channel with a computer network, which provides connectivity to and among the various
computer systems discussed above. For example, communication interface 818 may be a
local area network (LAN) card to provide a data communication connection to a compatible
LAN, which itself is communicatively coupled to the Internet through one or more Internet

service provider networks. The precise details of such communication paths are not critical to

the present invention. What is important is that computer system 800 can send and receive

18-



WO 2017/201169 PCT/US2017/033121

messages and data through the communication interface 818 and in that way communicate
with hosts accessible via the Internet.

[0057] Thus, methods and systems for pre-processing sensor measurements in order to
decompose an aggregate latency measurement into its additive latency components have been
described. It is to be understood that the above-description is intended to be illustrative, and
not restrictive. Many other embodiments will be apparent to those of skill in the art upon
reviewing the above description. The scope of the invention should, therefore, be determined
with reference to the appended claims, along with the full scope of equivalents to which such

claims are entitled.
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CLAIMS

What is claimed is:

1. A method, comprising:

receiving a first latency time series from a storage system;

receiving a second latency time series from a hypervisor manager, the hypervisor
manager managing a hypervisor that interfaces a virtual machine of a host device with the
storage system;

processing the first and second latency time series;

computing a third latency time series based on the processed version of the first
latency time series and the processed version of the second latency time series; and

facilitating a display of the third latency time series.

2. The method of claim 1, wherein the first latency time series comprises, for each of a
plurality of time periods, a storage latency, wherein the storage latency represents an average
time taken by the storage system to process a read or a write request, the storage latency

averaged over the time period.

3. The method of claim 1, wherein the second latency time series comprises, for each of
a plurality of time periods, a device latency, wherein the device latency represents an average
time taken by the host device to read from the storage system or write to the storage system,

the device latency averaged over the time period.

4. The method of claim 1, wherein processing the second latency times series comprises

temporally arranging samples of the second latency time series with respect to samples of the

first latency time series.
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5. The method of claim 1, wherein processing the first latency times series comprises

substituting estimated samples in place of missing samples of the first latency time series.

6. The method of claim 1, wherein processing the second latency times series comprises

substituting erroneous samples of the second latency times series with zero values.

7. The method of claim 1, wherein computing the third latency time series based on the
processed version of the first latency time series and the processed version of the second
latency time series comprises subtracting the processed version of the first latency time series

from the processed version of the second latency time series.

8. An analysis server, comprising:
a processor;
a storage device connected to the processor; and
a set of instructions on the storage device that, when executed by the processor, cause
the processor to:
receive a first latency time series from a storage system;
receive a second latency time series from a hypervisor manager, the
hypervisor manager managing a hypervisor that interfaces a virtual machine of a host
device with the storage system,;
process the first and second latency time series;
compute a third latency time series based on the processed version of the first
latency time series and the processed version of the second latency time series; and

facilitate a display of the third latency time series.

9. The analysis server of claim 8, wherein the first latency time series comprises, for
each of a plurality of time periods, a storage latency, wherein the storage latency represents
an average time taken by the storage system to process a read or a write request, the storage
latency averaged over the time period.
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10. The analysis server of claim 8, wherein the second latency time series comprises, for
each of a plurality of time periods, a device latency, wherein the device latency represents an
average time taken by the host device to read from the storage system or write to the storage

system, the device latency averaged over the time period.

11. The analysis server of claim 8, wherein processing the second latency times series
comprises temporally arranging samples of the second latency time series with respect to

samples of the first latency time series.

12. The analysis server of claim 8, wherein processing the first latency times series
comprises substituting estimated samples in place of missing samples of the first latency time

series.

13. The analysis server of claim 8, wherein processing the second latency times series

comprises substituting erroneous samples of the second latency times series with zero values.

14. The analysis server of claim 8, wherein computing the third latency time series based
on the processed version of the first latency time series and the processed version of the
second latency time series comprises subtracting the processed version of the first latency

time series from the processed version of the second latency time series.

15. A non-transitory machine-readable storage medium comprising software instructions
that, when executed by a processor, cause the processor to:

receive a first latency time series from a storage system;

receive a second latency time series from a hypervisor manager, the hypervisor
manager managing a hypervisor that interfaces a virtual machine of a host device with the
storage system;
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process the first and second latency time series;
compute a third latency time series based on the processed version of the first latency
time series and the processed version of the second latency time series; and

facilitate a display of the third latency time series.

16.  The non-transitory machine-readable storage medium of claim 15, wherein the first
latency time series comprises, for each of a plurality of time periods, a storage latency,
wherein the storage latency represents an average time taken by the storage system to process

a read or a write request, the storage latency averaged over the time period.

17.  The non-transitory machine-readable storage medium of claim 15, wherein the second
latency time series comprises, for each of a plurality of time periods, a device latency,
wherein the device latency represents an average time taken by the host device to read from
the storage system or write to the storage system, the device latency averaged over the time

period.

18.  The non-transitory machine-readable storage medium of claim 15, wherein processing
the second latency times series comprises temporally arranging samples of the second latency

time series with respect to samples of the first latency time series.

19.  The non-transitory machine-readable storage medium of claim 15, wherein processing
the first latency times series comprises substituting estimated samples in place of missing

samples of the first latency time series.

20.  The non-transitory machine-readable storage medium of claim 15, wherein processing

the second latency times series comprises substituting erroneous samples of the second

latency times series with zero values.
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