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ENGERY EFFICIENT NETWORK 
CONNECTIVITY MAXIMIZATION 

RELATED APPLICATION 

[ 0001 ] This application is a divisional of and claims 
priority to U . S . patent application Ser . No . 13 / 407 , 181 , filed 
on Feb . 28 , 2012 , the disclosure of which is incorporated by 
reference herein . 

BACKGROUND 
[ 0002 ] A networked electronic device typically includes a 
wireless transceiver that enables the electronic device to 
transmit data and receive data from other devices over a 
network . In many instances , the wireless transceiver may be 
a wireless network interface controller ( NIC ) that includes a 
Wireless Fidelity ( Wi - Fi ) IEEE 802 . 11 radio . The Wi - Fi 
radio may enable the electronic device to connect to the 
Internet via multiple wireless network access points , also 
known as hotspots , which may be distributed over a geo 
graphical area . However , the communication range of each 
wireless network access point is generally limited , which 
may pose a problem when the electronic device is a mobile 
device that is frequently carried to many different locations 
by a user . 
[ 0003 ] For example , in order to maximize the time for 
which a mobile electronic device is connected to the net 
work , the network interface controller and the main proces 
sor of the electronic device may remain powered on even 
when no data is being communicated over the network . The 
constant powering of the network interface controller and 
the main processor may enable the electronic device to 
conduct searches for new wireless access points as current 
wireless access points recede out of range . These searches 
for new wireless access points as the electronic device 
travels through different geographic areas may prematurely 
deplete the battery of the electronic device due to the 
constant power consumption by the network interface con 
troller and the main processor . 
[ 0004 ] Alternatively , the user of the electronic device may 
manually power off the network interface controller of the 
electronic device , and then periodically turn on the network 
interface controller to search for new wireless access points 
at each new geographical location . However , such efforts 
may be cumbersome and inefficient as the user may expe 
rience time delays associated with the initiation and perfor 
mance of each new search . Further , applications on the 
electronic device that rely on push data , such as email 
programs and instant messaging programs , may not 
promptly receive new data due to the network interface 
controller being temporarily disabled . 

the network , but also to search for new wireless access 
points as the mobile electronic device moves about different 
geographical regions . Accordingly , the network interface 
controller and the main processor of the electronic device 
may consume considerable power while acquiring or main 
taining network connectivity to the network . 
[ 0006 ] In a scenario in which the electronic device is 
attempting to acquire network connectivity with a wireless 
access point , power consumption may be minimized by 
powering off the main processor of the electronic device , 
and periodically powering on the network interface control 
ler to search for one or more wireless access points that are 
pre - selected based on a usage context of the electronic 
device . Thus , since the network interface controller gener 
ally consume less power than the main processor of the 
electronic device , periodically powering on the network 
interface controller while the main processor is powered off 
may reduce overall energy consumption , 
[ 0007 ] In such a scenario , the electronic device may select 
at least one wireless access point identifier for inclusion in 
a list of wireless access point identifiers and populate the 
network interface controller memory with the list . The at 
least one access point identifier may be selected based at 
least on contextual data related the electronic device using 
the main processors . The electronic device may then power 
off the main processor . The electronic device may further 
periodically cycle the network interface controller between 
a power on state and a power saving state , so that the 
network interface controller may perform a scan for wireless 
access points that match the wireless access point identifiers 
during the power on state . In some instances , such a scan for 
wireless access points that match the wireless access point 
identifiers in the list may consume less energy than a scan for 
any available wireless access point . The electronic device 
may additionally power on the main processor in response to 
the network interface controller detecting a wireless access 
point that matches a corresponding wireless access point 
identifier in the network interface controller memory . 
[ 0008 ] In another scenario in which the electronic device 
is connected to a wireless access point , power consumption 
may be minimized by using different techniques . In at least 
one instance , the electronic device may cycle a network 
interface controller of the electronic device between a power 
on state and a power off state without terminating the 
communication connection . Accordingly , the electronic 
device may further power on a main processor of the 
electronic device when the network interface controller 
detects a beacon during the power on state that indicates the 
wireless access point has a buffered data frame for the 
electronic device . 
[ 0009 ] In another instance , power consumption minimi 
zation may include powering of the main processor of the 
electronic device , and placing the network interface control 
ler into a power saving state for time intervals that vary 
according to a robustness of the communication connection 
between the wireless access point and the electronic device . 
In such an instance , the electronic device may calculate an 
adaptive sleep interval for a network interface controller of 
the electronic device based on a robustness of the commu 
nication connection . The electronic device may then switch 
the network interface controller of the electronic device 
from a power saving state that lasts the adaptive sleep 
interval to a power on state . Accordingly , the electronic 
device may power on a main processor of the electronic 

SUMMARY 
[ 0005 ] Described herein are techniques for maximizing 
the network connectivity of an electronic device while 
minimizing the amount of power consumed by the electronic 
device in acquiring or maintaining the communication con 
nection . The electronic device may be a mobile electronic 
device . The electronic device may use a Wi - Fi transceiver to 
connect to a network , such as the Internet . The wireless 
transceiver may be a wireless network interface controller 
( NIC ) that includes a Wi - Fi radio . The electronic device may 
use the network interface controller and the main processor 
of the electronic device to not only communicate data over 
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device when the network interface controller detects a 
beacon during the power on state that indicates the wireless 
access point has a buffered data frame for the electronic 
device . 
[ 0010 ] Thus , by minimizing the amount of power con 
sumed by an electronic device in acquiring or maintaining 
network connectivity with a network , the duration of the 
overall network connectivity of the electronic device with 
the network may be increased . Further , the power consump 
tion minimization may also increase the battery longevity of 
the electronic device , resulting in additional convenience 
and productivity for the user of the electronic device . 
[ 0011 ] This Summary is provided to introduce a selection 
of concepts in a simplified form that is further described 
below in the Detailed Description . This Summary is not 
intended to identify key features or essential features of the 
claimed subject matter , nor is it intended to be used to limit 
the scope of the claimed subject matter . 

BRIEF DESCRIPTION OF THE DRAWINGS 
[ 0012 ] The detailed description is described with refer 
ence to the accompanying figures . In the figures , the left 
most digit ( s ) of a reference number identifies the figure in 
which the reference number first appears . The use of the 
same reference number in different figures indicates similar 
or identical items . 
[ 0013 ] FIG . 1 is a block diagram that illustrates an 
example scheme that implements energy efficient network 
connectivity maximization for an electronic device in a 
connected scenario and a disconnected scenario . 
[ 0014 ] FIG . 2 is an illustrative diagram that shows 
example modules and components of the electronic device 
that minimizes power consumption during acquisition and 
maintenance of network connectivity with a wireless access 
point . 
[ 0015 ] FIG . 3 is an illustrative diagram that shows search 
techniques employed by the electronic device that mini 
mizes power consumption during a search for available 
wireless access points 
[ 0016 ] FIG . 4 is a flow diagram that illustrates an example 
process for implementing a periodic power off mode that 
periodically cycles a network interface controller of the 
electronic device on and off to reduce power consumption . 
[ 0017 ] FIG . 5 is a flow diagram that illustrates an example 
process for implementing an adaptive sleep mode that places 
the network interface controller of the electronic device into 
a power saving state for varying time intervals to reduce 
power consumption . 
[ 0018 ] FIG . 6 is a flow diagram that illustrates an example 
process for determining whether to place the electronic 
device into the periodic power off mode or the adaptive sleep 
mode based on usage context of the electronic device . 
[ 0019 ] FIG . 7 is a flow diagram that illustrates an example 
process for reducing power consumption by periodically 
powering on the network interface controller to search for 
one or more wireless access points that are pre - selected 
based on contextual data . 

nection . The electronic device may be a mobile electronic 
device . The electronic device may use a Wi - Fi transceiver to 
connect to a network , such as the Internet . The wireless 
transceiver may be a wireless network interface controller 
( NIC ) that includes a Wi - Fi radio . The electronic device may 
use the network interface controller and the main processor 
of the electronic device to not only communicate data over 
the network , but also to search for new wireless access 
points as the electronic device moves about a geographical 
region . Accordingly , the network interface controller and the 
main processor of the electronic device may consume con 
siderable power while acquiring or maintaining network 
connectivity to the network . 

[ 0021 ] In some embodiments , the techniques may reduce 
the power consumption of the network interface controller 
and the main processor of the electronic device while the 
electronic device is seeking to acquire network connectivity 
with a wireless access point . In such embodiments , the 
techniques may include selecting a list of wireless access 
points based on data related to a current usage context of the 
electronic device . Subsequently , the main processor of the 
electronic device may be powered off and the network 
interface controller may be placed in a power saving state . 
The network interface controller may then be periodically 
power on to search for one or more of the wireless access 
points in the list . The list may be periodically updated to 
adapt to changes in the usage context of the electronic 
device . 
[ 0022 ] In other embodiments , the techniques may reduce 
the power consumption of the network interface controller 
and the main processor of the electronic device while the 
electronic device is engaged in an active communication 
connection with the network through a wireless access point . 
In some instances , the techniques may include powering off 
the main processor of the electronic device , and periodically 
cycling the network interface controller on and off . In such 
instances , a network stack of the electronic device may be 
configured to refrain from disconnecting the network con 
nectivity with the wireless access point even during intervals 
in which the network interface controller is powered off . 
[ 0023 ] In other instances , the techniques may include 
powering of the main processor of the electronic device , and 
placing the network interface controller into a power saving 
state for time intervals that vary according to a robustness of 
the communication connection between the wireless access 
point and the electronic device . In such instances , the 
robustness of the communication connection may be directly 
measured based on the signal strength of the communication 
signal emanating from the wireless access point that is 
acquired by the electronic device 106 . Alternatively , the 
robustness of the communication connection may be indi 
rectly measured by the proportions of data beacons trans 
mitted by the wireless access point that failed to reach the 
electronic device . 
[ 0024 ] Accordingly , by minimizing the amount of power 
consumed by an electronic device in acquiring or maintain 
ing network connectivity with a network , the duration of the 
overall network connectivity of the electronic device with 
the network may be increased . Further , the power consump 
tion minimization may also increase the battery longevity of 
the electronic device , resulting in additional convenience 
and productivity for the user of the electronic device . 
Various examples of techniques for implementing energy 

DETAILED DESCRIPTION 
[ 0020 ] Described herein are techniques for maximizing 
the network connectivity of an electronic device while 
minimizing the amount of power consumed by the electronic 
device in acquiring or maintaining the communication con 
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efficient network connectivity maximization in accordance 
with the embodiments are described below with reference to 
FIGS . 1 - 7 . 

Example Scheme 

[ 0025 ] FIG . 1 is a block diagram that illustrates an 
example scheme 100 that implements energy efficient net 
work connectivity maximization for an electronic device in 
a connected scenario 102 and a disconnected scenario 104 . 
The electronic device 106 may be a general purpose com 
puter , such as a tablet computer , a laptop computer , and so 
forth . However , in other embodiments , the electronic device 
106 may be one of a smart phone , a game console , a personal 
digital assistant ( PDA ) , or any other electronic device that is 
capable of interacting with a network via a network interface 
controller . 
[ 0026 ] In various embodiments , the electronic device 106 
may include at least one main processor 108 and a network 
interface controller 110 , among other components . The main 
processor 108 may process input data that is inputted into the 
electronic device 106 or generated by another component of 
the electronic device 106 to produce output data . In turn , the 
output data may be presented to a user of the electronic 
device 106 or processed by another component of the 
electronic device 106 . For example , in an instance in which 
the electronic device 106 is a smart phone , the main pro 
cessor 108 may execute various applications that are stored 
in the smart phone so that the smart phone may perform 
communication and / or productivity functions . 
[ 0027 ] The network interface controller 110 may enable 
the electronic device 106 to establish and carry out com 
munication with other electronic devices over a network . In 
various embodiments , the network interface controller 110 
may include a Wi - Fi radio 112 that provides the electronic 
device 106 with the ability to communicate with one or more 
wireless access points , such as a Wi - Fi wireless access point 
114 . 
[ 0028 ] The electronic device 106 may operate in several 
different states . In an active state , the electronic device 106 
may be processing data and carrying out functionalities . For 
example , in the instance in which the electronic device 106 
is a smart phone , the electronic device 106 may be in the 
active state when the user is using the electronic device 106 
to make a phone call , check email , browse a web site , 
compose a text message , and / or so forth . 
[ 0029 ] However , the electronic device 106 may also fre 
quently operate in a standby state . In the standby state , the 
electronic device 106 may be configured to minimize energy 
consumption while keeping the electronic device 106 ready 
to resume the active state . Nevertheless , the electronic 
device 106 may be often configured to perform tasks even in 
the standby state . In various scenarios , the main processor 
108 and the network interface controller 110 may remain 
powered on in order to constantly seek out and / or maintain 
network connectivity with one or more WI - FI wireless 
access points , such as the wireless access point 114 . In this 
way , communication data ( e . g . , emails , incoming VOIP call 
alerts , text messages ) may be pushed to or pulled by 
applications on the electronic device 106 even when the 
electronic device 106 is in the standby state . However , such 
acquisition or maintenance of network connectivity in the 
standby state , especially when the electronic device 106 is a 

mobile device that moves between different Wi - Fi wireless 
access points , may dramatically decrease the battery life of 
the electronic device 106 . 
( 0030 ) For example , during an establishment of a com 
munication connection 116 with the wireless access point 
114 , the electronic device 106 may initially authenticate to 
the wireless access point 114 . During authentication , the 
network interface controller 110 may send an authentication 
request to the wireless access point 114 . The authentication 
request may include the station identifier of the electronic 
device 106 ( e . g . , MAC address of the network interface 
controller 110 ) . In turn , the wireless access point 114 may 
answer with an authentication response message that indi 
cates success or failure of the authentication . 
[ 0031 ] In instances in which shared key authentication is 
implemented between the electronic device 106 and the 
wireless access point 114 , the authentication may also 
include the passing of the shared key to the wireless access 
point 114 . For example , such shared key may be a Wired 
Equivalent Privacy ( WEP ) key or a Wi - Fi Protected Access 
( WPA ) key . 
[ 0032 ] Once the authentication is completed , the network 
interface controller 110 may send an association request to 
the wireless access point 114 to gain access to the network . 
Upon receiving the association request , the wireless access 
point 114 may record the station identifier of the electronic 
device 106 ( e . g . , the MAC address of the network interface 
controller 110 ) so that data packets or frames may be 
delivered to the electronic device 106 . For instance , when 
the wireless access point 114 grants association to the 
electronic device 106 , the wireless access point 114 may 
respond to the electronic device 106 with a status code that 
indicates successful association , as well as an association ID 
( AID ) . Otherwise , the wireless access point 114 may 
respond to the electronic device 106 with an association 
failure status code . 
10033 ] . Further during the association , the electronic 
device 106 and the wireless access point 114 may further 
establish a target beacon transmission time ( TBTT ) and / or a 
listen interval . In various embodiments , the wireless access 
point 114 may buffer data frames for the electronic device 
106 so that the network interface controller 110 may cycle 
between a power saving state and a power on state to save 
energy without missing any buffered data frames from the 
wireless access point 114 . While in the power saving state , 
the network interface controller 110 is not completely pow 
ered off , but is in an inactive state to conserve power . 
Further , the main processor 108 of the electronic 102 may be 
powered off while the network interface controller 110 is 
cycling between the power saving state and the power on 
state to further save energy . 
[ 0034 ] The TBTT may be the time at which the wireless 
access point 114 sends a beacon to the electronic device 106 . 
Each beacon may inform the electronic device 106 whether 
the wireless access point 114 has buffered a data frame for 
the electronic device 106 . For example , the beacon may be 
a frame of data that includes a buffer status indicator , in 
which the buffer status indicator may have a value of “ O ” 
when no data frame is buffered , and a value of “ 1 ” when a 
data frame is buffered . Accordingly , the time difference 
between two TBTTs may be known as the beacon interval . 
[ 0035 ] In turn , the network interface controller 110 of the 
electronic device 106 may provide a listen interval to the 
wireless access point 114 . The listen interval may indicate to 
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the wireless access point 114 the number of beacon intervals 
that the electronic device 106 desires to remain in the power 
saving state . Accordingly , the wireless access point 114 may 
be configured to hold a buffered data frame for at least the 
duration of the listen interval before discarding the data 
frame . In this way , the electronic device 106 may enter into 
the power saving state , and then periodically power on to 
check for beacons at regular intervals . Thus , if a received 
beacon does not indicate that a data frame is buffered , the 
network interface controller 110 may resume the power 
saving state until the next beacon check . However , if a 
received beacon does indicate that a data frame is buffered , 
the network interface controller 110 may remain powered on 
to receive the buffered data frame , and the network interface 
controller 110 may further trigger the main processor 108 to 
power on and process the received data frame . 
[ 0036 ] Nevertheless , while the use of the TBTT and the 
listen intervals may provides some power saving benefits , 
additional power saving benefits may be realized from the 
use of a periodic power off mode 118 and / or an adaptive 
sleep mode 120 for the network interface controller 110 
when the electronic device 106 is in the connected scenario 
102 . In the connected scenario 102 , the electronic device 
106 may have already established network connectivity with 
the wireless access point 114 . 
[ 0037 ] The periodic power off mode 118 is implemented 
when the electronic device 106 is in a standby state . For 
example , the user may put the electronic device 106 into the 
standby state by activating a sleep key of a user interface of 
the electronic device 106 . During the periodic power off 
mode 118 , the main processor 108 of the electronic device 
106 may be powered off . Further , rather than cycling 
between the power saving state and the power on state to 
save energy , the network interface controller 110 may be 
alternatively powered on and powered off at regular inter 
vals . Each of the power off durations may be longer than the 
listen interval that the network interface controller 110 
established with the wireless access point 114 at an asso 
ciation phase . 
[ 0038 ] . Thus , by using these longer durations and com 
pletely powering off the network interface controller 110 
rather than putting the controller in the power saving state in 
each of the durations , the periodic power off mode 118 may 
achieve greater power conservation than is possible with the 
use of TBTT and the listen intervals . However , because the 
network interface controller 110 is intermittently powered 
off , the electronic device 106 may miss beacons that indicate 
that the wireless access point 114 has buffered data frames 
for the electronic device 106 . As a result , the wireless access 
point 114 may discard such buffered data frames that are 
intended for the electronic device 106 . 
10039 ] Nonetheless , the possibility that the wireless access 
point 114 may discard one or more data frames during an 
interval when the network interface controller 110 is pow 
ered off may be offset by the communication redundancy of 
an application that sends the data frames . For example , the 
application may be a VOIP communication program on a 
network server that is alerting the electronic device 106 of 
an incoming call . Accordingly , the VOIP communication 
program may continuously sent out multiple incoming call 
alert data frames that are intended for the electronic device 
106 . The multiple incoming call alert data frames are 
buffered by the wireless access point 114 . The electronic 
device 106 may fail to receive one or more buffered incom 

ing call alert data frames before they are discarded by the 
wireless access point 114 due to the network interface 
controller 110 being powered off . However , the network 
interface controller 110 may eventually detect a beacon from 
the wireless access point 114 that indicates an incoming call 
alert data frame is buffered during a power on interval . The 
network interface controller 110 may subsequently receive 
the data frame and trigger the main processor 108 to process 
the data frame . Other examples of delay tolerant applications 
that compensate for the possibility of missed buffered data 
frames when the electronic device 106 is operating in the 
periodic power off mode 118 may include text messaging 
programs , email programs , and / or so forth . Accordingly , the 
periodic power off mode 118 may provide a viable way for 
the electronic device 106 to conserve additional energy 
during the connected scenario 102 . 
[ 0040 ] In other embodiments , the adaptive sleep mode 120 
provides another way for the electronic device 106 to 
conserve additional energy during the connected scenario 
102 . In the adaptive sleep mode 120 , the network interface 
controller 110 may establish , during an association with the 
wireless access point 114 , a standard TBTT and a standard 
beacon interval . The network interface controller 110 may 
also establish a buffer duration for the wireless access point 
114 to buffer each data frame that is multiple times the 
length ( e . g . , 10 times ) of the beacon interval during the 
association . 
[ 0041 ] Subsequently , in order to save power while main 
taining the network connectivity with the wireless access 
point 114 when the electronic device 106 is in a standby 
state , the network interface controller 110 may be placed in 
a power saving state for multiple adaptive sleep intervals . 
Each of the adaptive sleep intervals ( e . g . , adaptive sleep 
interval 122 ) is a time between two power ups of the 
network interface controller 110 to listen for beacons , and 
may be stipulated to never exceed the buffer duration 
established with the wireless access point 114 . Further , the 
network interface controller 110 may proportionally vary the 
length of each adaptive sleep interval based on the robust 
ness of the communication connection 116 between the 
electronic device 106 and the wireless access point 114 . 
Thus , the stronger the communication connection 116 , the 
longer the adaptive sleep interval , while the weaker the 
communication connection 116 , the shorter the adaptive 
sleep interval . 
[ 0042 ] The variation of each adaptive sleep interval may 
be based on the principle that when the communication 
connection 116 is strong , the likelihood that the network 
interface controller 110 may fail to detect a beacon is small , 
so that the network interface controller 110 is more likely to 
afford to ignore some of the beacons that are sent out by the 
wireless access point 114 without missing a buffered data 
frame . On the other hand , when the communication con 
nection 116 is weak , the likelihood that the network interface 
controller 110 may fail to detect a beacon becomes greater , 
so that the network interface controller 110 is less likely to 
afford to ignore some the beacons . 
[ 0043 ] Thus , by using adaptive sleep intervals rather than 
fixed length listen intervals , the adaptive sleep mode 120 
may enable the main processor 108 to be powered off and 
the network interface controller 110 to be placed in the 
power saving state for longer durations during the connected 
scenario 102 . 
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[ 0044 ] While the periodic power off mode 118 and the 
adaptive sleep mode 120 may enable the electronic device 
106 to obtain greater power savings during the connected 
scenario 102 , they do not afford the electronic device 106 
any power conservation benefits during the disconnected 
scenario 104 . In the disconnected scenario 104 , the elec 
tronic device 106 may be unconnected to any wireless 
access points , and is actively searching for wireless access 
points to establish network connectivity . Accordingly , the 
main processor 108 and the network interface controller 110 
may be powered on and searching for available wireless 
access points . 

[ 0045 ] As shown with respect to the disconnected scenario 
104 , the electronic device 106 may take advantage of Wi - Fi 
offloading to reduce energy consumption while searching for 
the available wireless access point 124 . Wi - Fi offload 
enables a Wi - Fi offloading capable network interface con 
troller , such as the network interface controller 110 , to store 
selected wireless access point identifiers in an offload list 
126 in the memory of the network interface controller . The 
wireless access point identifiers may be Wi - Fi Service Set 
Identifiers ( SSIDs ) or Wi - Fi Basic Service Set Identifier 
( BSSIDs ) . A SSID may be a public name of a wireless access 
point , while the BSSID may be a Media Access Control 
( MAC ) address of a wireless access point . Accordingly , 
while a set of wireless access points may in some instances 
share a common SSID , each wireless access point generally 
has a unique BSSID . The wireless access point identifiers 
may be selected for storage in the offload list 126 by the 
main processor 108 of the electronic device 106 , and stored 
into the offload list 126 by a network interface controller 
processor of the network interface controller 110 . The wire 
less access point identifiers may be selected from master 
identifier data 128 based on the usage context of the elec 
tronic device 106 . In various embodiments , the usage con 
text may include a current location of the electronic device 
106 , a predicted location of the electronic device 106 , a time 
of the day , upcoming events or appointments of the user 
indicated by a task management application on the elec 
tronic device 106 , and / or so forth . The master identifier data 
128 may include identifier information that is stored in the 
electronic device 106 and / or identifier information that is 
stored on an external server , such as a server at a data center 
that is in a computing cloud . 
[ 0046 ] Once the selected wireless access point identifiers 
have been stored in the offload list 126 , the main processor 
108 may be powered off and the network interface controller 
110 may be placed in a power saving state . Subsequently , the 
network interface controller 110 may be periodically pow 
ered on to search for one or more wireless access points that 
match the wireless access point identifiers . Thus , if the 
network interface controller 110 is able to discover a match 
ing wireless access point , the network interface controller 
110 may then trigger the main processor 108 to power on in 
order to establish network connectivity with the discovered 
wireless access point . In some embodiments , once the 
network connectivity is established , the electronic device 
106 may enter the periodic power off mode 118 or the 
adaptive sleep mode 120 . Otherwise , the network interface 
controller 110 may power off or go back into power saving 
state for a predetermined time interval until the next power 
on to search for one or more matching wireless access 
points . 

[ 0047 ] Additionally , the main processor 108 may be peri 
odically powered on to refresh the offload list 126 that is 
stored in the memory of the network interface controller 110 . 
Each of the refreshments of the list may take into consid 
eration any changes in the usage context of the electronic 
device 106 . Thus , by taking advantage of an offloading 
capable network interface controller and using a network 
interface controller processor on the controller to discover 
available wireless access points , the electronic device 106 
may further reduce power consumption by periodically 
powering off the main processor 108 of the electronic device 
106 in the disconnected scenario 104 . 
[ 0048 ] In some embodiments , the network interface con 
troller 110 may use a probabilistic data structure scheme to 
increase the number of wireless access point identifiers that 
are monitored for discovering matching wireless access 
points . For example , the memory capacity of the memory 
206 that stores the offload list 126 may be limited to the 
storage of 10 wireless access identifiers . In such an example , 
the network interface controller 110 may use a Bloom filter 
to tradeoff false positives in exchange for the ability to store 
more than 10 wireless access identifiers in the same amount 
of memory 206 for monitoring by the network interface 
controller 110 . As used herein , a false positive means that the 
network interface controller 110 may power on the main 
processor 108 even though a newly discovered identifier 
does not actually match one of the monitored wireless access 
identifiers stored in the memory 206 . Thus , the tradeoff is 
between minimizing a false positive rate and maximizing a 
number of monitored wireless access point identifiers . 
00491 . In such embodiments , the network interface con 
troller 110 may implement the probabilistic data structure by 
maintaining a bit vector , and hashing the wireless access 
identifiers to be monitored using a set of hash functions . For 
each hash implemented using a hash function , the network 
interface controller 110 may flip a corresponding bit in the 
bit vector . Further , when a wireless access point is newly 
discovered by the network interface controller 110 during a 
search , the network interface controller 110 may hash an 
identifier of the newly discovered wireless access point . 
Following the hash , the network interface controller 110 
may check whether the resulting corresponding bits are all 
“ 1 ” s . In the event that the corresponding bits are all “ 1 ” ' s , the 
network interface controller 110 may power on the main 
processor 108 . It will be appreciated that having all the bits 
equal to “ 1 ” does not guarantee an exact match between the 
newly discovered wireless access point and a wireless access 
point identifier stored in the memory 206 . Instead , such a 
result may indicate that there is a high probability that the 
newly discovered wireless access point matches a wireless 
access point identifier stored in the memory 206 . 

Electronic Device Components 
[ 0050 ] FIG . 2 is an illustrative diagram that shows 
example modules and components of the electronic device 
106 that minimizes power consumption during acquisition 
and maintenance of network connectivity with a wireless 
access point . The electronic device 106 may includes at least 
one main processor 108 , a network interface controller 110 , 
main memory 202 , and / or user controls that enable a user to 
interact with the electronic device . In turn , the network 
interface controller 110 may include a NIC processor 204 , a 
memory 206 , a periodic power off component 208 , an 
adaptive sleep component 210 , a trigger component 212 , a 
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periodic search component 214 , and a probabilistic match 
component 216 . The memory 206 may store the offload list 
126 , among other data . The components of the network 
interface controller 110 may use the NIC processor 204 to 
perform tasks and functionalities . 
[ 0051 ] Each of the main memory 202 and memory 206 
may be implemented using computer readable media , such 
as computer storage media . Computer - readable media 
includes , at least , two types of computer - readable media , 
namely computer storage media and communication media . 
Computer storage media includes volatile and non - volatile , 
removable and non - removable media implemented in any 
method or technology for storage of information such as 
computer readable instructions , data structures , program 
modules , or other data . Computer storage media includes , 
but is not limited to , RAM , ROM , EEPROM , flash memory 
or other memory technology , CD - ROM , digital versatile 
disks ( DVD ) or other optical storage , magnetic cassettes , 
magnetic tape , magnetic disk storage or other magnetic 
storage devices , or any other non - transmission medium that 
can be used to store information for access by an electronic 
device . In contrast , communication media may embody 
computer readable instructions , data structures , program 
modules , or other data in a modulated data signal , such as a 
carrier wave , or other transmission mechanism . As defined 
herein , computer storage media does not include communi 
cation media . 
[ 0052 ] The main memory 202 may store a mode selection 
module 218 , a list selection module 220 , a network interface 
module 222 , a user interface module 224 , a power manage 
ment module 226 , and one or more applications 228 . Each 
of the modules may include routines , programs instructions , 
objects , scripts , and / or data structures that are executable by 
the main processor 108 to perform particular tasks or 
implement particular abstract data types . 
[ 0053 ] The network interface controller 110 may use the 
periodic power off component 208 to implement the periodic 
power off mode 118 . In various embodiments , the periodic 
power off component 208 may include hardware and / or 
software instructions that cycle the network interface con 
troller 110 on and off at regular intervals in the connected 
scenario 104 . In some embodiments , the software instruc 
tions may be stored in the memory 206 . The network 
interface controller 110 may listen for beacons that indicate 
the presence or absence of buffered data frames from the 
wireless access point 114 during each power on interval of 
the network interface controller 110 . 
[ 0054 ] Accordingly , when the network interface controller 
110 detects a beacon that indicates a data frame is buffered 
for the electronic device 106 , the network interface control 
ler 110 may receive the buffered data frame . Further , the 
trigger component 212 of the network interface controller 
110 may also trigger the main processor 108 to power on and 
process the received data frame . 
[ 0055 ] The proper operation of the periodic power off 
component 208 may be dependent on the configuration of 
the network interface module 222 in the main memory 202 . 
The network interface module 222 may implement a hier 
archical abstraction of a network stack 234 that includes , 
from bottom to top , a link layer 236 , an Internet layer 238 , 
a transport layer 240 , and an application layer 242 that 
enables the electronic device 106 to receive and transmit 
data over a network . In at least one embodiment , the link 
layer 236 may be configured to prevent the rest of the 

network stack from disconnecting the electronic device 106 
from the wireless access point 114 , when the network 
interface controller 110 in an underlying physical layer 244 
periodically powers off during the periodic power off mode 
118 . In other words , the link layer 236 may be configured to 
refrain from releasing an IP address that the network inter 
face controller 110 has previously obtained from the wire 
less access point 114 , and / or perform any other network 
connectivity termination activities that the link layer 236 
would normally perform when the network interface con 
troller 110 powers off . 
[ 0056 ] In other embodiments , the network interface mod 
ule 222 may implement an additional filter layer 246 in the 
network stack 234 beneath the link layer 236 . The filter layer 
246 may prevent the remaining layers in the network stack 
from becoming aware of the powering off of the network 
interface controller 110 during the periodic power off mode 
118 . For example , the filter layer 246 may block a media 
disconnect message initiated by the physical layer 244 from 
reaching the rest of the network stack 234 when the network 
interface controller 110 powers off . In this way , the link layer 
236 may be prevented from releasing an IP address and / or 
perform other network connectivity termination activities . 
[ 0057 ] As described above , the possibility that the wire 
less access point 114 may discard one or more data frames 
during an interval when the network interface controller 110 
is powered off may be offset by communication redundancy 
of applications , such as the application 248 , that send the 
data frames . The application 248 may reside on a service 
server 250 . For example , the application 248 may be a VOIP 
communication program that continuously sent out multiple 
incoming call alert data frames 252 ( 1 ) - 252 ( N ) that are 
intended for the electronic device 106 . As such , the wireless 
access point 114 may discard one or more of the data frames 
252 ( 1 ) - 252 ( N ) , such as the data frames 252 ( 1 ) - 252 ( 2 ) , 
because the network interface controller 110 was powered 
off . However , the network interface controller 110 may 
nevertheless receive the incoming call alert data frame 
252 ( N ) during a power on interval so that the user of the 
electronic device 106 does not miss the corresponding VOIP 
call . 

[ 0058 ] The network interface controller 110 may use the 
adaptive sleep component 210 to implement the adaptive 
sleep mode 120 . In various embodiments , the adaptive sleep 
component 210 may include hardware and / or software 
instructions that vary the adaptive sleep intervals of the 
network interface controller 110 during the adaptive sleep 
mode 120 . The sleep intervals may be varied based on the 
robustness of the communication connection 116 between 
the electronic device 106 and the wireless access point 114 . 
In some embodiments , the software instructions may be 
stored in the memory 206 . 
[ 0059 ] The robustness of the communication connection 
116 may be assessed based on signal strength of the com 
munication signal . As such , the adaptive sleep component 
210 may measure the strength of the communication signal 
transmitted by the wireless access point 114 during the 
adaptive sleep mode 120 . Accordingly , the stronger a 
strength of the communication signal , the longer the adap 
tive sleep interval that is implemented by the adaptive sleep 
component 210 . Conversely , the weaker the strength of the 
communication signal , the shorter the adaptive sleep interval 
that is implemented by the adaptive sleep component 210 . 
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[ 0060 ] In some embodiments , the duration of the adaptive 
sleep interval may be directly proportional to the strength of 
the communication signal transmitted by the wireless access 
point 114 . For example , given that the data frame buffer 
duration of the wireless access point 114 is one second and 
the beacon interval is 100 milliseconds , the wireless access 
point 114 may transmit 10 beacons per second . In such an 
example , when the signal strength of the communication 
signal transmitted by the wireless access point 114 is 90 % 
strength , the adaptive sleep component 210 may adopt 900 
milliseconds as the adaptive sleep interval for the network 
interface controller 110 . However , when the signal strength 
of the communication signal transmitted by the wireless 
access point 114 is 10 % strength , the adaptive sleep com 
ponent 210 may adopt 100 milliseconds as the adaptive 
sleep interval for the network interface controller 110 . 
[ 0061 ] Alternatively , the robustness of the communication 
connection 116 may be measured based on a beacon loss rate 
detected by the adaptive sleep component 210 . The beacon 
loss rate may be a percentage of expected beacons that the 
network interface controller 110 failed to receive during a 
test interval . In one example , the adaptive sleep component 
210 may have knowledge that the wireless access point 114 
is configured to transmit four beacons 254 ( 1 ) - 254 ( 4 ) in a test 
interval 256 of 400 milliseconds , i . e . , a beacon every 100 
milliseconds . However , the network interface controller 110 
only received two beacons ( e . g . , beacons 254 ( 2 ) and 254 ( 4 ) ) 
during the test interval . Based on these figures , the adaptive 
sleep component 210 may determine that the beacon loss 
rate is 50 % . 
[ 0062 ] Subsequently , after each test interval , the adaptive 
sleep component 210 may adjust the adaptive sleep interval 
based on the beacon loss rate during the test interval . In 
various embodiments , a higher beacon loss rate may result 
in a shorter adaptive sleep interval , while a lower beacon 
loss rate may result in a longer adaptive sleep interval . In at 
least one embodiment , the adaptive sleep interval may be 
inversely proportional to the beacon loss rate . For example , 
when the beacon loss rate is 10 % , the adaptive sleep 
component 210 may adopt 900 milliseconds as the adaptive 
sleep interval for the network interface controller 110 . 
However , when the signal strength of the communication 
signal transmitted by the wireless access point 114 is 90 % on 
a standardized scale , the adaptive sleep component 210 may 
adopt 100 milliseconds as the adaptive sleep interval for the 
network interface controller 110 . 
[ 0063 ] In at least one embodiment , the adaptive sleep 
component 210 may conduct a beacon loss rate test follow 
ing a power saving interval to determine the length of the 
next adaptive sleep interval . In this way , the adaptive sleep 
component 210 may adjust to changes in the robustness of 
the network connectivity between the electronic device 106 
and the wireless access point 114 . 
[ 0064 ] However , when the network interface controller 
110 detects a beacon that indicates a data frame is buffered 
for the electronic device 106 , the network interface control 
ler 110 may receive the buffered data frame . Further , the 
trigger component 212 of the network interface controller 
110 may also trigger the main processor 108 to power on and 
process the received data frame . 
[ 0065 ] The mode selection module 218 may enable the 
electronic device 106 to select the periodic power off mode 
118 or the adaptive sleep mode 120 to implement by the 
network interface controller 110 . Such a determination may 

be made when the electronic device 106 is to be placed in a 
standby state . The mode selection module 218 may make a 
determination as to which mode to implement based on the 
usage context of the electronic device 106 . In various 
embodiments , the mode selection module 218 may com 
mand the network interface controller 110 to apply the 
adaptive sleep mode 120 when there is a high likelihood 
( e . g . , over 50 % likelihood ) that the electronic device 106 is 
to be used again , i . e . , powered on , within a particular period 
of time in the future . On the other hand , the mode selection 
module 218 may apply the periodic power off mode 118 
when there is a low likelihood ( e . g . , 50 % or less likelihood ) 
that the electronic device 106 is to be powered on within the 
particular period of time in the future . This selection practice 
may be based on an observation that while the periodic 
power off mode 118 conserves more energy than the adap 
tive sleep mode 120 , powering on the network interface 
controller 110 to resume network connectivity after power 
ing off may take more time and processing overhead than 
power on the network interface controller 110 from a power 
saving state . 
10066 ] The mode selection module 218 may determine the 
likelihood that the electronic device 106 is to be powered on 
again within a particular period of time in the future based 
on usage context of the electronic device 106 . Such usage 
context may include factors such as a time of day , a location 
of the electronic device 106 ( e . g . , home or office ) , a pre 
dicted location of the electronic device 106 , the presence or 
absence of an appointment or an event noted in a task 
management application on the electronic device 106 , prior 
usage patterns of the electronic device 106 , and / or other 
relevant factors . In some embodiments , the mode selection 
module 218 may also have the ability to switch the elec 
tronic device 106 between the modes at a future time based 
on predicted usage context of the electronic device 106 . For 
example , the mode selection module 218 may place the 
network interface controller 110 in the adaptive sleep mode 
120 for the first 10 minutes after the user puts the electronic 
device 106 in a standby state , then switch the network 
interface controller 110 to the periodic power off mode 118 
after the elapse of the 10 minutes , or vice versa . 
[ 0067 ] The list selection module 220 may configure the 
network interface controller 110 to efficiently search for 
wireless access points 124 during the disconnected scenario 
104 . In operation , the list selection module 220 may select 
wireless access point identifiers for offloading to the network 
interface controller 110 from the master identifier data 128 . 
The master identifier data 128 may include the identifiers of 
wireless access points that are available in various geo 
graphical regions . The identifiers of the master identifier 
data 128 may include SSIDs and / or BSSIDs . The master 
identifier data 128 may be stored on an access point data 
server 258 and / or in the data store 230 of the electronic 
device 106 . The access point data server 258 may be a server 
that is a part of a computing cloud . 
10068 ] In various embodiments , the list selection module 
220 may select identifiers from the master identifier data 128 
based on contextual data 232 related to the electronic device 
106 . The contextual data 232 may include global positioning 
system ( GPS ) data that is supplied by a GPS component of 
the electronic device 106 . The electronic device 106 may 
prompt the user for consent via the user interface module 
224 prior to collecting the GPS data . The GPS data may 
provide information on a current location , direction of 
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travel , speed of travel , road of travel , and / or so forth . 
Alternatively or concurrently , the contextual data 232 may 
also include historical data on wireless access points that the 
electronic device 106 connecting to , including the geo - 
graphical locations of such wireless access points , durations 
of connectivity , and / or so forth . 
100691 In some embodiments , the contextual data 232 may 
also include information that is supplied by the applications 
228 that are on the electronic device 106 . Such information 
may include appointments or booked events of the user of 
the electronic device 106 , travel plans of the user , and / or 
other scheduling information of the user that may be useful 
in projecting one or more future locations of the user . 
10070 ] Accordingly , the list selection module 220 may 
process the contextual data 232 to select identifiers for 
placement in the offload list 126 . In some embodiments , the 
list selection module 220 may use a conditional probability 
algorithm to predict expected directions of travel , and in 
turn , expected locations of the electronic device 106 , based 
on previously connected wireless access points of the elec 
tronic device 106 . 
[ 0071 ] In other embodiments , the list selection module 
220 may use other machine learning and / or classification 
algorithms to predict locations of the electronic device 106 
based on the contextual data 232 . The machine learning 
algorithms may include supervised learning algorithms , 
unsupervised learning algorithms , semi - supervised learning 
algorithms , and / or so forth . The classification algorithms 
may include support vector machines , neural networks , 
expert systems , Bayesian belief networks , fuzzy logic , data 
fusion engine , and / or so forth . In additional embodiments , 
the list selection module 220 may employ one or more of 
directed and undirected model classification approaches , 
such as naïve Bayes , Bayesian networks , decision trees , 
neural networks , fuzzy logic models , and / or other probabi 
listic classification models . 
[ 0072 ] Once the list selection module 220 has predicted a 
location for the electronic device 106 , the list selection 
module 220 may select identifiers of wireless access points 
that correspond to the predicted location from the master 
identifier data 128 . The list selection module 220 may 
further populate the offload list 126 with the identifiers of the 
corresponding wireless access points . The selection of the 
identifiers of wireless access points that correspond to a 
predicted location is illustrated in FIG . 3 . 
[ 0073 ] FIG . 3 is an illustrative diagram that shows tech 
niques employed by the electronic device 106 during a 
search for available wireless access points that correspond to 
a predicted location of the electronic device 106 . In some 
embodiments , the list selection module 220 may use a 
nearest distance search 302 to select a predetermined num 
ber of identifiers from the master identifier data 128 . The 
selected identifiers may belong to wireless access points that 
are closest to a predicted location 304 of the electronic 
device 106 . For example , the list selection module 220 may 
select identifiers that belong to the wireless access points 
306 ( 1 ) - 306 ( N ) from identifiers of multiple wireless access 
points , as the wireless access points 306 ( 1 ) - 306 ( N ) are 
closest to the predicted location 304 . 
[ 0074 ] In other embodiments , the list selection module 
220 may use a sector - based search 308 to select a predeter 
mined number of identifiers from the master identifier data 
128 . In the sector - based search 308 , the list selection module 
314 may divided a geographical region that surrounds the 

predicted location 304 of the electronic device 106 into 
multiple sectors , such as the sectors 310 ( 1 ) - 310 ( N ) . Accord 
ingly , the list selection module 314 may select the identifiers 
of one or more wireless access points from each sector that 
is closest to the predicted location 304 of the electronic 
device 106 . For example , the list selection module 220 may 
select identifiers that belong to the wireless access points 
312 ( 1 ) - 312 ( N ) from identifiers of multiple wireless access 
points . By selecting the identifiers of one or more wireless 
access points from each sector , the list selection module 220 
may prevent the selection of identifiers of wireless access 
points that are clustered in a particular area . Instead , the list 
selection module 220 may distribute the selection across 
different compass directions . Such distribution may com 
pensate for any errors with respect to the predicted location 
304 of the electronic device 106 and / or a predicted direction 
of travel of the electronic device 106 . 
0075 ) Return to FIG . 2 , while in some embodiments 
every slot in the offload list 126 may be populated with 
identifiers of wireless access points that correspond to the 
predicted location of the electronic device 106 , the slots in 
the offload list 126 may be populated differently in other 
embodiments . In such embodiments , while a number of the 
slots in the offload list 126 are populated with identifiers of 
wireless access points that correspond to a predicted loca 
tion , the other slots may be populated with identifiers of 
popular wireless access points and / or identifiers of wireless 
access points that previously connected with the electronic 
device 106 . The popular wireless access points may be 
selected by the access point data server 258 based on 
historical usage data collected from the wireless access point 
usage patterns of a plurality of users . In various embodi 
ments , a popular wireless access point may be a wireless 
access point whose usage rate is greater than an average 
usage rate for a group of wireless access points , whose usage 
rate is greater than a threshold value , and / or whose usage 
rate is in a predetermined highest range of usage rates . 
[ 0076 ] Further , the number of slots in the memory 206 
may be constrained by the capacity of the memory 206 . For 
example , when there are 32 slots in the offload list 126 , the 
list selection module 220 may populate 22 of the slots with 
the identifiers of wireless access points that correspond to 
the predicted location , 5 of the slots with the identifiers of 
popular wireless access points , and 5 of the slots with the 
identifiers of wireless access points that previously con 
nected with the electronic device 106 . 
[ 0077 ] Once the selected wireless access point identifiers 
have been stored in the offload list 126 , the main processor 
108 may be powered off and the network interface controller 
110 may be placed in a power saving state . Subsequently , the 
periodic search component 214 may periodically powered 
on the network interface controller 110 so that the network 
interface controller 110 may search for one or more wireless 
access points that match the wireless access point identifiers 
in the offload list 126 . In various embodiments , the periodic 
search component 214 may include hardware and / or soft 
ware instructions that cycle the network interface controller 
110 between a power on state and the power saving state in 
the disconnected scenario 104 . In some embodiments , the 
software instructions may be stored in the memory 206 . 
[ 0078 ] Thus , if the network interface controller 110 is able 
to discover a matching wireless access point ( e . g . , wireless 
access point 114 ) , the network interface controller 110 may 
then use the trigger component 212 to trigger the main 
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ments , each of the hash functions may be a cryptographi 
cally - secure hash function or a hash function that is not 
cryptographically secure . For each hash implemented using 
a particular hash function , the probabilistic match compo 
nent 216 may flip a corresponding bit in the bit vector . This 
insertion procedure may be illustrated by the following 
pseudocode : 

initialize bitvector to 0 
foreach s in SSID ( BSSID ) _ List do 

foreach k in list _ of _ hash _ functions do 
index = hash ( s ) 
bitvector [ index ] = 1 

endfor 
endfor 

[ 0083 ] Further , when a wireless access point is newly 
discovered by the network interface controller 110 during a 
search , the probabilistic matching component 214 may hash 
an identifier of the newly discovered wireless access point . 
Following the hash , the probabilistic matching component 
214 may check whether the resulting corresponding bits are 
all “ 1 ” s . In the event that the corresponding bits are all “ 1 ” s , 
the probabilistic matching component 214 may use the 
trigger component 212 to power on the main processor 108 . 
This matching procedure may be illustrated by the following 
pseudocode : 

processor 108 to power on in order to establish network 
connectivity with the discovered wireless access point . In 
instances in which multiple matching wireless access points 
are simultaneously detected , the electronic device 106 may 
select one of the multiple matching wireless access points 
based on one or more criteria . The one or more criteria may 
include strongest signal strength , histories of reliability , 
identities of the providers of the multiple wireless access 
points , and / or so forth . In some embodiments , once the 
network connectivity is established , the electronic device 
106 may enter the periodic power off mode 118 or the 
adaptive sleep mode 120 . Otherwise , if no matching wireless 
access point is discovered , the network interface controller 
110 may go back into the power saving state for a prede 
termined time interval until the next power on to search for 
one or more matching wireless access points . 
[ 0079 ] However , in alternative embodiments , rather than 
using the trigger component 212 to power on the main 
processor 108 to establish the network communication , the 
network interface controller 110 may have the ability to 
establish the communication connection with the detected 
wireless access point without the involvement of the main 
processor 108 . Thus , in such embodiments , the network 
interface controller 110 may use the trigger component 212 
to power on the main processor 108 after the communication 
connection with the detected wireless access point has been 
established . 
[ 0080 ] In various embodiments , the network interface 
controller 110 may periodically cycle between the power 
saving state and actively searching for matching wireless 
identifiers in the power on state . The network interface 
controller 110 may do so until a number of failed scans , that 
is , failures to detect a matching wireless access point at each 
active search , reach a predetermined threshold value . The 
periodic search component 214 may track the number of 
such failed scans . At the point that the number of failed scans 
reaches the predetermined threshold value , the periodic 
search component 214 may power on the main processor 
108 so that the list selection module 220 may select new 
identifiers from the master identifier data 128 based on 
contextual data 232 related to the electronic device 106 . In 
this way , the identifiers in the offload list 126 may be 
refreshed based on the contextual data 232 . 
[ 0081 ] In some embodiments , the network interface con 
troller 110 may use a probabilistic data structure scheme to 
increase the number of wireless access point identifiers that 
are stored in the memory 206 and monitored by the network 
interface controller 110 . For example , the memory capacity 
of memory 206 that stores the offload list 126 may be limited 
to the storage of 10 wireless access identifiers . In such an 
example , the network interface controller 110 may use a 
Bloom filter to tradeoff false positives in exchange for the 
ability to storing more than 10 wireless access identifiers in 
the same amount of memory 206 for monitoring by the 
network interface controller 110 . 
[ 0082 ] In such embodiments , the probabilistic match com 
ponent 216 may insert a set of SSIDs or BSSIDs into the 
memory 206 according to a Bloom filter . The set of SSIDs 
or BSSIDs may be selected by the list selection module 220 . 
The insertion may be performed by maintaining a bit vector , 
and hashing the wireless access identifiers to be monitored 
using a set of hash functions . The probabilistic match 
component 216 may have the ability to implement hash 
functions using the NIC processor 204 . In various embodi 

foreach k in list _ of _ hash _ functions do 
index = hashz ( newSSID ) 

if ( 0 = = bitvector [ i ] ) 
return false ; 

endfor 
return true ; 

[ 0084 ] As illustrated by the pseudocode , having all of the 
bits of the hash result equal to “ 1 ” does not guarantee an 
exact match between the newly discovered wireless access 
point and a wireless access point identifier stored in the 
memory 206 . Instead , such a result may indicate that there 
is a high probability that the newly discovered wireless 
access point matches a wireless access point identifier stored 
in the memory 206 . 
[ 0085 ] The number of hash functions implemented by the 
probabilistic match component 216 to perform the insertion 
procedure and the matching procedure described above may 
be set to minimize the rate of false positives in the Bloom 
filter . For example , assuming that m is the size of the 
memory 206 in the network interface controller 110 ( in bits ) , 
n is the number of SSIDs or BSSIDs to be monitored , and 
k is the number of hash functions utilized by the Bloom 
filter , the probability of a false positive may be expressed as : 

@ ( 1 - [ - ] 
[ 0086 ] which may be approximated as : 

( 1 - e - kn / mk @ 
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[ 0087 ] Accordingly , in order to minimize the probability 
of a false positive , k may be set to : 

device 106 . In at least one embodiment , the data store 230 
may store the master identifier data 128 , the contextual data 
232 , and / or so forth . 

m 1n2 . 

Thus , in an example in which the memory 206 may hold up 
to 10 SSIDs of 32 bytes in length , then m may have a value 
of 10 * 32 * 8 = 2560 bits . Further , assuming that the probabi 
listic match component 216 is configured to monitor 100 
SSIDs , then k may be set to ( 2560 / 100 ) * ln ( 2 ) - 17 to 
minimize the rate of false positives . 
[ 0088 ] The user interface module 224 may enable a user to 
interact with the modules and component of the electronic 
device 106 using a user interface ( not shown ) . The user 
interface may include a data output device ( e . g . , visual 
display , audio speakers ) , and one or more data input devices . 
The data input devices may include , but are not limited to , 
combinations of one or more of keypads , keyboards , mouse 
devices , touch screens , microphones , speech recognition 
packages , and any other suitable devices or other electronic / 
software selection methods . 
[ 0089 ] In various embodiments , the user interface module 
224 may enable the user to power on and off the electronic 
device 106 , place the electronic device 106 in the standby 
state , and reactivate the electronic device 106 from the 
standby state . Additionally , the user interface module 224 
may also enable the user to interact with the applications 228 
that are on the electronic device 106 . The user interface 
module 224 may further enable the user to switch the 
network interface controller 110 between the periodic power 
off mode 118 and the adaptive sleep mode 120 . 
[ 0090 ] The power management module 226 may place the 
electronic device 106 in a standby state in response to an 
inactivation command . The inactivation command may be 
received from the user via the user interface module 224 . 
The placement of the electronic device 106 in a standby state 
may include powering off the main processor 108 and 
initiating the mode selection module 218 to place the 
network interface controller 110 in the periodic power off 
mode 118 or the adaptive sleep mode 120 . In other instances , 
the power management module 226 may place the electronic 
device 106 in the standby state when the main processor 108 
is idle and the user interface module 224 and no input is 
received from the user for a predetermined amount of time . 
In additional instances , the power management module 226 
may place the electronic device 106 in the standby state 
according to a pre - planned inactivation schedule . In some 
embodiments , the power management module 226 may also 
power off or place into power saving states other compo 
nents of the electronic device 106 , such as hard drives , GPS 
chips , display screens , and / or so forth . 
[ 0091 ] The applications 228 may include applications that 
provide contextual data 232 to the mode selection module 
218 and / or the list selection module 220 . The applications 26 
may include task management applications , email applica 
tion , office productivity application , calendar applications , 
scheduling applications , travel planning applications , and / or 
so forth . 
10092 ] The data store 230 may store the inputs that are 
used by the modules and components of the electronic 

Example Processes 
[ 0093 ] FIGS . 4 - 7 describe various example processes for 
implementing energy efficient network connectivity maxi 
mization . The order in which the operations are described in 
each example process is not intended to be construed as a 
limitation , and any number of the described operations can 
be combined in any order and / or in parallel to implement 
each process . Moreover , the operations in each of the FIGS . 
4 - 7 may be implemented in hardware , software , and a 
combination thereof . In the context of software , the opera 
tions represent computer - executable instructions that , when 
executed by one or more processors , cause one or more 
processors to perform the recited operations . Generally , 
computer - executable instructions include routines , pro 
grams , objects , components , data structures , and so forth 
that cause the particular functions to be performed or 
particular abstract data types to be implemented . 
[ 0094 ] FIG . 4 is a flow diagram that illustrates an example 
process 400 for implementing a periodic power off mode 
that periodically cycles a network interface controller of the 
electronic device on and off to reduce power consumption . 
[ 0095 ] At block 402 , the electronic device 106 may estab 
lish a communication connection 116 with a wireless access 
point , such as the wireless access point 114 . During the 
establishment of the communication connection 116 , the 
electronic device 106 and the wireless access point 114 may 
further establish a TBTT and / or a listen interval . The com 
munication connection 116 may be a Wi - Fi connection that 
is established with a Wi - Fi wireless access point . 
[ 0096 ] At block 404 , the electronic device 106 may 
receive a command to become inactivated . In some embodi 
ments , the user may use the user interface of the electronic 
device 106 to place the electronic device 106 in a standby 
state . In other embodiments , the electronic device 106 may 
place itself in the standby state when the main processor 108 
is idle and there is a lack of input from the user for a 
predetermined amount of time , or according to a pre - planned 
inactivation schedule . 
10097 ] At block 406 , the power management module 226 
may power off the main processor 108 in response to the 
inactivation command . The powering off of the main pro 
cessor 108 may provide significant reduction in the amount 
of energy that is consumed by the electronic device 106 . 
[ 0098 ] At block 408 , the periodic power off component 
208 may power off the network interface controller 110 of 
the electronic device 106 for a predetermined time interval 
without terminating the communication connection 116 with 
the wireless access point 114 . In various embodiments , the 
power management module 226 may rely on a modified link 
layer 236 or an additional filter layer 246 of the network 
stack 234 to maintain the communication connection 116 
during the predetermined time interval . 
[ 0099 ] At block 410 , the periodic power off component 
208 may power on the network interface controller 110 to 
listen for a beacon from the wireless access point 114 . The 
beacon may include a buffer status indicator that indicates 
whether the wireless access point 114 has buffered a data 
frame for the electronic device 106 . For example , the buffer 
status indicator may have a value of “ O ” when no data frame 
is buffered and a value of “ 1 ” when a data frame is buffered . 
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[ 0100 ] At decision block 412 , the network interface con - 
troller 110 may determine whether the beacon indicates that 
a data frame is buffered by the wireless access point 114 . 
Thus , if the beacon indicates that the wireless access point 
114 has buffered a data frame for the electronic device 106 
( “ yes ” at decision block 412 ) , the process 400 may proceed 
to block 414 . 
[ 0101 ] At block 414 , the network interface controller 110 
may receive the buffered data frame from the wireless access 
point 114 . Further , the periodic power off component 208 
may use the trigger component 212 to power on the main 
processor 108 to process the received data frame . However , 
if the beacon indicates that no data packet is buffered for the 
electronic device 106 , the process 400 may loop back to 
block 408 , so that the periodic power off component 208 
may once again power off the network interface controller 
110 for the predetermined time interval without terminating 
the communication connection 116 with the wireless access 
point 114 . 
[ 0102 ] As described above , the possibility that the wire 
less access point 114 may discard one or more data frames 
during an interval when the network interface controller 110 
is powered off may be offset by communication redundancy 
of a delay tolerant application 248 . The delay tolerant 
application 238 may send out redundant data frames that are 
eventually received by the network interface controller 110 . 
[ 0103 ] FIG . 5 is a flow diagram that illustrates an example 
process 500 for implementing an adaptive sleep mode that 
places the network interface controller of the electronic 
device 106 into a power saving state for varying time 
intervals to reduce power consumption . 
[ 0104 ] At block 502 , the electronic device 106 may estab 
lish a communication connection 116 with a wireless access 
point , such as the wireless access point 114 . During the 
establishment of the communication connection 116 , the 
electronic device 106 and the wireless access point 114 may 
further establish a target beacon transmission time ( TBTT ) 
and / or a listen interval . The communication connection 116 
may be a Wi - Fi connection that is established with a Wi - Fi 
wireless access point . 
[ 0105 ] At block 504 , the electronic device 106 may 
receive a command to become inactivated . In some embodi 
ments , the user may use the user interface of the electronic 
device 106 to place the electronic device 106 in a standby 
state . In other embodiments , the electronic device 106 may 
place itself in the standby state when the main processor 108 
is idle and there is a lack of input from the user for a 
predetermined amount of time , or according to a pre - planned 
inactivation schedule . 
[ 0106 ] At block 506 , the power management module 226 
may power off the main processor 108 in response to the 
inactivation command . The powering off of the main pro 
cessor 108 may provide significant reduction in the amount 
of energy that is consumed by the electronic device 106 . 
[ 0107 ] At block 508 , the adaptive sleep component 210 
may calculate an adaptive sleep interval for the network 
interface controller 110 of the electronic device 106 . The 
adaptive sleep interval may be calculated based on robust 
ness of the communication connection 116 between the 
electronic device 106 and the wireless access point 114 . In 
various embodiments , the adaptive sleep interval is the time 
of the power saving state between two power ups of the 
network interface controller 110 to listen for beacons . The 
adaptive sleep interval may be calculated based on signal 

strength of the communication signal emanating from the 
wireless access point that is acquired by the electronic 
device 106 . Alternatively , the adaptive sleep interval may be 
calculated based on a beacon loss rate . 
[ 0108 ] At block 510 , the adaptive sleep component 210 
may place the network interface controller 110 into a power 
saving state for the adaptive sleep interval . The power 
saving state may further reduce the amount of energy that is 
consumed by the electronic device 106 . 
[ 0109 ] At block 512 , the adaptive sleep component 210 
may power on the network interface controller 110 to listen 
for a beacon from the wireless access point 114 . The beacon 
may include a buffer status indicator that indicates whether 
the wireless access point 114 has buffered a data frame for 
the electronic device 106 . For example , the buffer status 
indicator may have a value of “ O ” when no data frame is 
buffered and a value of “ 1 ” when a data frame is buffered . 
[ 0110 ] At decision block 514 , the network interface con 
troller 110 may determine whether the beacon indicates that 
a data frame is buffered by the wireless access point 114 . 
Thus , if the beacon indicates that the wireless access point 
114 has buffered a data frame for the electronic device 106 
( “ yes ” at decision block 514 ) , the process 500 may proceed 
to block 514 . 
f0111 ] At block 514 , the network interface controller 110 
may receive the buffered data frame from the wireless access 
point 114 . Further , the adaptive sleep component 210 may 
use the trigger component 212 to power on the main 
processor 108 of the electronic device to process the 
received data frame . However , if the beacon indicates that 
no data packet is buffered for the electronic device 106 , the 
process 500 may loop back to block 508 , so that the adaptive 
sleep component 210 may calculate another adaptive sleep 
interval for the network interface controller 110 of the 
electronic device 106 . 
[ 0112 ] FIG . 6 is a flow diagram that illustrates an example 
process 600 for determining whether to place the electronic 
device into the periodic power off mode or the adaptive sleep 
mode based on usage context of the electronic device . 
[ 0113 ] At block 602 , the electronic device 106 may estab 
lish a communication connection 116 with a wireless access 
point , such as the wireless access point 114 . The commu 
nication connection 116 may be a Wi - Fi connection that is 
established with a Wi - Fi wireless access point . 
[ 0114 ] At block 604 , the electronic device 106 may 
receive a command to become inactivated . In some embodi 
ments , the user may use the user interface of the electronic 
device 106 to place the electronic device 106 in a standby 
state . In other embodiments , the electronic device 106 may 
place itself in the standby state when the main processor 108 
is idle and there is a lack of input from the user for a 
predetermined amount of time , or according to a pre - planned 
inactivation schedule . 
[ 0115 ] . At block 606 , the mode selection module 218 may 
determine a usage context of the electronic device 106 . The 
usage context may indicate the likelihood that the electronic 
device 106 is to be powered on again within a particular 
period of time in the future . The usage context may include 
factors such as a time of day , a location of the electronic 
device 106 ( e . g . , home or office ) , a predicted location of the 
electronic device 106 , the presence or absence of an appoint 
ment or an event noted in a task management application 
stored in the main memory 202 , prior usage patterns of the 
electronic device 106 , and / or other relevant factors . 
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[ 0116 ] At block 608 , the mode selection module 218 may 
place the network interface controller 110 of the electronic 
device 106 into the periodic power off mode 118 or the 
adaptive sleep mode 120 based on the usage context . In 
various embodiments , the mode selection module 218 may 
command the network interface controller 110 to enter the 
adaptive sleep mode 120 when the usage context indicates 
that there is a high likelihood ( e . g . , over 50 % likelihood ) that 
the electronic device 106 is to be used again , i . e . , powered 
on , within a particular period of time in the future . On the 
other hand , the mode selection module 218 may apply the 
periodic power off mode 118 to the network interface 
controller 110 when the usage context indicates that there is 
a low likelihood ( e . g . , 50 % or less likelihood ) that the 
electronic device 106 is to be powered on within the 
particular period of time in the future . 
10117 ] FIG . 7 is a flow diagram that illustrates an example 
process 700 for reducing power consumption by periodically 
powering on the network interface controller 110 to search 
for one or more wireless access points 124 that are pre 
selected based on contextual data . 
0118 ] At block 702 , the list selection module 220 may 
select wireless access point identifiers from the master 
identifier data 128 based on contextual data 232 related to 
the electronic device 106 . The selection may be made by the 
main processor 108 of the electronic device 106 . In some 
embodiments , the list selection module 220 may use a 
conditional probability algorithm to predict the expected 
directions of travel , and in turn , the expected locations of the 
electronic device 106 , based on previously connected wire 
less access points of the electronic device 106 . In additional 
embodiments , the list selection module 220 may use other 
machine learning and / or classification algorithms to predict 
locations of the electronic device 106 based on the contex 
tual data 232 . Once the list selection module 220 has 
predicted a location for the electronic device 106 , the list 
selection module 220 may select identifiers of wireless 
access points that correspond to the predicted location from 
the master identifier data 128 . 
[ 0119 ] In further embodiments , in addition to selecting 
wireless access point identifiers based on contextual data 
232 , the list selection module 220 may also select identifiers 
of popular wireless access points and / or identifiers of wire 
less access points that previously connected with the elec 
tronic device 106 . 
[ 0120 ] At block 704 , the list selection module 220 may 
push the selected wireless access point identifiers to the 
memory 206 . The memory 206 is located in the network 
interface controller 110 of the electronic device 106 . In some 
embodiments , the selected wireless access point identifiers 
may be stored in the offload list 126 . In other embodiments , 
the selected wireless access point identifiers may be stored 
in a probabilistic data structure in the memory 206 ( e . g . , 
Bloom filter ) . 
[ 0121 ] At block 706 , the power management module 226 
may power off the main processor 108 in response to the 
inactivation command . The powering off of the main pro 
cessor 108 may provide significant reduction in the amount 
of energy that is consumed by the electronic device 106 . 
[ 0122 ] At block 708 , the periodic search component 214 
may place the network interface controller 110 into a power 
saving state for a predetermined time period . The power 
saving state may further reduce the amount of energy that is 
consumed by the electronic device 106 . 

[ 0123 ] At block 710 , the periodic search component 214 
may power on the network interface controller 110 to scan 
for wireless access points that match wireless access point 
identifiers in the memory 206 . At decision block 712 , the 
network interface controller 110 may determine whether a 
matching access point is detected . In some embodiments , the 
match may be an absolute match in the instances in which 
the wireless access point identifiers are stored in the offload 
list 126 . In other embodiments , the match may be a high 
probability match rather than an absolute match in instances 
in which the wireless access identifiers are stored in the 
probabilistic data structure ( e . g . , Bloom filter ) . Thus , if a 
matching wireless access point is detected ( “ yes ” at decision 
block 712 ) , the process 700 may proceed to block 714 . 
[ 0124 ] At block 714 , the network interface controller 110 
may use the trigger component 212 to power on the main 
processor 108 of the electronic device 106 to establish 
connectivity with the detected wireless access point . In 
instances in which multiple matching wireless access points 
are simultaneously detected , the electronic device 106 may 
select one of the multiple matching wireless access points 
based on one or more criteria . The one or more criteria may 
include strongest signal strength , histories of reliability , 
identities of the providers of the multiple wireless access 
points , and / or so forth . 
[ 0125 ] However , if at decision block 712 the network 
interface controller 110 determines that no matching wire 
less access is detected ( “ no ” at decision block 712 ) , the 
process 700 may proceed to decision block 716 . At decision 
block 716 , the periodic search component 214 may deter 
mine whether the number of failed scans has reached a 
threshold value . Thus , if the number of failed scans has not 
reached the threshold value ( " no " at decision block 716 ) , the 
process 700 may loop back to block 708 so that the network 
interface controller may once again placed into a power 
saving state for the predetermined time period . 
[ 0126 ] However , if the periodic search component 214 
determines that the number of failed scans has reached the 
threshold value ( “ yes ” at decision block 716 ) , the process 
700 may continue to block 718 . At block 718 , the periodic 
search component 214 may use the trigger component 212 
to power on the main processor 108 of the electronic device 
106 and re - select the wireless access point identifiers . Sub 
sequently , the process 700 may loop back to block 702 so 
that the list selection module 220 may once again select 
wireless access point identifiers from the master identifier 
data 128 based on contextual data 232 related to the elec 
tronic device 106 . 
[ 0127 ] Thus , by minimizing the amount of power con 
sumed by an electronic device in acquiring or maintaining 
network connectivity with a network , the duration of the 
overall network connectivity of the electronic device with 
the network may be increased . Further , the power consump 
tion minimization may also increase the battery longevity of 
the electronic device , resulting in additional convenience 
and productivity for the user of the electronic device . 

CONCLUSION 

10128 ] In closing , although the various embodiments have 
been described in language specific to structural features 
and / or methodological acts , it is to be understood that the 
subject matter defined in the appended representations is not 
necessarily limited to the specific features or acts described . 



US 2018 / 0124699 A1 May 3 , 2018 
13 

Rather , the specific features and acts are disclosed as exem 
plary forms of implementing the claimed subject matter . 

1 - 20 . ( canceled ) 
21 . An electronic device comprising : 
a main processor ; 
a network interface controller ( NIC ) that includes a NIC 

processor and NIC memory ; and 
a main memory that includes machine - readable instruc 

tions , which when executed by the electronic device , 
configures the electronic device to : 
use the main processor to select at least one wireless 

access point identifier for inclusion in a list of 
wireless access point identifiers based at least on 
contextual data related to the electronic device and 
populates the NIC memory with the list of wireless 
access point identifiers ; and 

powers off the main processor following population of 
the NIC memory with the list of wireless access 
point identifiers . 

22 . The electronic device of claim 21 , wherein each 
wireless access point identifier in the list of wireless access 
points is one of a Service Set Identifier ( SSID ) or a Basic 
Service Set Identifier ( BSSID ) of a corresponding wireless 
access point . 

23 . The electronic device of claim 21 , wherein the NIC is 
configured to : 

periodically cycle the NIC between a power on state and 
a power saving state , the NIC configured to perform a 
scan for wireless access points that match the list of 
wireless access point identifiers in the NIC memory 
during the power on state . 

24 . The electronic device of claim 21 , wherein the NIC is 
configured to power on the main processor at least when the 
network interface controller detects a particular wireless 
access point that matches a corresponding wireless access 
point identifier in the NIC memory . 

25 . The electronic device of claim 24 , wherein the NIC is 
configured to power on the main processor when ( 1 ) the NIC 
detects the particular wireless access point that matches the 
corresponding wireless access point identifier ; and ( 2 ) the 
NIC establishes a communication connection with the par 
ticular wireless access point . 

26 . The electronic device of claim 24 , wherein the NIC is 
further configured to power on the main processor to select 
another list of wireless access point identifiers based at least 
on additional contextual data related to the electronic device 
when a number of performed scans in which the NIC fails 
to detect a matching wireless access point reaches a prede 
termined threshold . 

27 . The electronic device of claim 21 , wherein the NIC is 
configured to : 

insert a set of wireless access point identifiers into the NIC 
memory and determine a probable match between a 
wireless access point and one of the wireless access 
point identifiers in the set , wherein an amount of 
wireless access point identifiers in the set of wireless 
access point identifiers is greater than a number of 
identifier slots available in the NIC memory . 

28 . The electronic device of claim 21 , wherein the con 
textual data includes at least one of : locations of other 
wireless access points previously connected to by the elec 
tronic device , appointment or schedule data provided by an 
application on the electronic device , or global positioning 
system data for the electronic device . 

29 . The electronic device of claim 21 , wherein the 
machine - readable instructions , which when executed by the 
electronic device , further configures the electronic device to 
predict an expected location of the electronic device based 
at least on a conditional probability analysis of the contex 
tual data , and select the at least one wireless access point 
identifier from a master identifier database based at least on 
the expected location . 

30 . The electronic device of claim 21 , wherein the 
machine - readable instructions , which when executed by the 
electronic device , further configures the electronic device to 
populate the list of wireless access point identifiers with at 
least one of an identifier of a popular wireless access point , 
an identifier of a wireless access point that previously 
connected with the electronic device , or an identifier of a 
wireless access point that corresponds to an expected loca 
tion of the electronic device . 
31 . A method of performing operations on an electronic 

device , the electronic device including a main processor , 
main memory , and a network interface controller ( NIC ) , the 
NIC including a NIC processor and a NIC memory , the 
method comprising : 

selecting at least one wireless access point identifier for 
inclusion in a list of wireless access point identifiers 
based at least on contextual data related to the elec 
tronic device ; 

populating the NIC memory with the list of wireless 
access point identifiers ; and 

powering off the main processor of the electronic device 
following population of the NIC memory with the list 
of wireless access point identifiers . 

32 . The method of claim 31 , wherein each wireless access 
point identifier in the list of wireless access points is one of 
a Service Set identifier ( SSID ) or a Basic Service Set 
Identifier ( BSSID ) of a corresponding wireless access point . 

33 . The method of claim 31 , further comprising : 
periodically cycling the NIC between a power on state 

and a power saving state , the NIC configured to per 
form a scan for wireless access points that match the list 
of wireless access point identifiers in the NIC memory 
during the power on state . 

34 . The method of claim 31 , further comprising the NIC 
powering on the main processor at least when the NIC 
detects a particular wireless access point that matches a 
corresponding wireless access point identifier in the NIC 
memory . 

35 . The method of claim 34 , wherein powering on the 
main processor is performed when ( 1 ) the NIC detects the 
particular wireless access point that matches the correspond 
ing wireless access point identifier ; and ( 2 ) the NIC estab 
lishes a communication connection with the particular wire 
less access point . 

36 . The method of claim 34 ; wherein powering on the 
main processor includes selecting another list of wireless 
access point identifiers based at least on additional contex 
tual data related to the electronic device when a number of 
performed scans in which the NIC fails to detect a matching 
wireless access point reaches a predetermined threshold . 

37 . The method of 31 , wherein the NIC inserts a set of 
wireless access point identifiers into the NIC memory and 
determines a probable match between a wireless access 
point and one of the wireless access point identifiers in the 
set , wherein an amount of wireless access point identifiers in 
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the set of wireless access point identifiers is greater than a 
number of identifier slots available in the NIC memory . 

38 . The method of claim 31 , wherein the contextual data 
includes at least one of : 

locations of other wireless access points previously con 
nected to by the electronic device , appointment or 
schedule data provided by an application on the elec 
tronic device , or global positioning system data for the 
electronic device . 

39 . The method of claim 31 ; further comprising : 
predicting an expected location of the electronic device 

based at least on a conditional probability analysis of 
the contextual data ; and 

selecting the at least one wireless access point identifier 
from a master identifier database based at least on the 
expected location . 

40 . The method of claim 31 , further comprising populat 
ing the list of wireless access point identifiers with at least 
one of an identifier of a popular wireless access point , an 
identifier of a wireless access point that previously con 
nected with the electronic device , or an identifier of a 
wireless access point that corresponds to an expected loca 
tion of the electronic device . 

* * * * 


