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S$10  ACQUIRE, WHEN APPLICATION SOFTWARE RUNS, DATA WHICH IS QUTPUT TO THE
OUTSIDE OF A TERMINAL AND/OR IS STORED IN THE TERMINAL LOCALLY BY AN
APPLICATION SOFTWARE INTERFACE
$20 DETECT WHETHER THE ACQUIRED DATA COMPRISE PRIVACY DATA ACCORDING
TO A PRECONFIGURED PRIVACY DATABASE
S30 DETERMINE THE INTERFACE AS AN INTERFACE FOR LEAKAGE OF THE PRIVACY DATA
AA IFIT IS DETECTED THAT THE ACQUIRED DATA COMPRISE PRIVACY DATA

(57) Abstract: A method for detecting a data leakage interface, comprising: acquiring, when application software runs, data which is
output to the outside of a terminal and/or is stored in the terminal locally by an application software interface (S10); detecting whether
the acquired data comprise privacy data according to a preconfigured privacy database (S20); and if it is detected that the acquired data
comprise privacy data, determining the interface as an interface for leakage of the privacy data (S30). Also disclosed are an apparatus
for detecting a data leakage interface, a device, and a computer-readable storage medium. In combination with dynamic data acquisition
and automatic static data analysis, the present invention ensures the integrity of data for detection and analysis, avoids false reporting
and missing reporting of a privacy data leakage interface, and greatly improves the detection efficiency of the privacy leakage interface
of application software and reduces labor costs.
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