EP 2101 302 A1l

(19)

Européisches
Patentamt

European

Patent Office

Office européen
des brevets

(12)

(43) Date of publication:
16.09.2009 Bulletin 2009/38

(21) Application number: 08102549.6

(22) Date of filing: 12.03.2008

EP 2101 302 Al

(11)

EUROPEAN PATENT APPLICATION

(51) IntCl.:
GO07G 3/00(2006.01) GO7F 7/08 (2006.01)
GO6K 19/06 (2006.01) HO4L 9/32 (2006.01)

(84) Designated Contracting States:
ATBEBG CHCY CZDE DK EE ES FI FR GB GR
HRHUIEISITLILT LULV MC MT NL NO PL PT
RO SE SI SK TR
Designated Extension States:
AL BA MK RS

(71) Applicant: Userstar Information System Co., Ltd.
Chiayi City (TW)

(72) Inventors:
e Tseng, Yin- Hung
CHIAYI CITY (TW)
* Hsu, Sheng- Chun
TAITUNG HSIEN (TW)

(74) Representative: Collin, Jérome et al
Cabinet Régimbeau
20, rue de Chazelles
75847 Paris Cedex 17 (FR)

(54)

(57) A method for verifying authenticity of an object
includes the steps of: enabling an electronic device (6)
to generate and transmit a request signal; in response
to the request signal, enabling an RFID tag (5) to gener-
ate a first authentication code based on a varying secret
key, a second authentication code based on a unique
identification code of the RFID tag (5) and the varying
secret key, and a third authentication code that is based
on the unique identification code of the RFID tag (5) and
the first and second authentication codes, and to wire-

Method and system for verifying authenticity of an object

lessly transmit the third authentication code for reception
by the electronic device (6); and enabling the electronic
device (6) to forward the third authentication code re-
ceived from the RFID tag (5) to an authenticating center
(7) for verification. A system (1, 1’), which includes the
RFID tag (5), the electronic device (6), and the authen-
ticating center (7), and which performs the method is also
disclosed.

Printed by Jouve, 75001 PARIS (FR)



1 EP 2101 302 A1 2

Description

[0001] The invention relates to a method and system
for verifying authenticity of an object, more particularly
to a method and system for verifying authenticity of an
object with the use of a varying secret key.

[0002] In U.S. Patent Application Publication No.
20020005774, there is disclosed a conventional system
for verifying authenticity of a product. The conventional
system includes a radio frequency identification (RFID)
tag that has an encrypted code and that is associated
with the product, and an RFID tag reader that is operable
so as to read the encrypted code of the RFID tag and so
as to forward the encrypted code to an authentication
engine for validation.

[0003] The conventional system is disadvantageous
in that, since the encrypted code of the RFID tag is fixed,
the conventional system is prone to fraud.

[0004] U.S. Patent Application Publication No.
20050071231 proposes a system that addresses the
problem in the aforementioned conventional system. The
proposed system includes a RFID tag, an RFID reader,
and an authorizing entity. The RFID tag is associated
with the product. The RFID reader is operable so as to
generate an interrogation signal. The RFID tag, in re-
sponse to the interrogation signal, and generates and
transmits a random number. The RFID reader is further
operable so as to forward the random number to the au-
thorizing entity for validation.

[0005] Although the proposed system achieves its in-
tended purpose, the authorizing entity validates the ran-
dom number from the RFID reader against information
stored in a database thereof. Unauthorized access to the
database makes the proposed system prone to fraud.
[0006] Therefore, the object of the present invention
is to provide a method and system for verifying authen-
ticity of an object while ensuring security of transaction.
[0007] According to one aspect of the present inven-
tion, a method for verifying authenticity of an object is to
be implemented using a system that includes a radio fre-
guency identification (RFID) tag associated with the ob-
ject, an electronic device, and an authenticating center,
and comprises the steps of: enabling the electronic de-
vice to generate and wirelessly transmit a request signal;
in response to the request signal, enabling the RFID tag
to generate afirst authentication code based on avarying
secret key, a second authentication code based on a
unique identification code of the RFID tag and the varying
secret key, and a third authentication code that is based
on the unique identification code of the RFID tag and the
first and second authentication codes, and to wirelessly
transmit the third authentication code for reception by the
electronic device; and enabling the electronic device to
forward the third authentication code received from the
RFID tag to the authenticating center for verification.
[0008] According to another aspect of the invention, a
system for verifying authenticity of an obj ect comprises
a radio frequency identification (RFID) tag, an electronic
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device, and an authenticating center. The RFID tag is
associated with the object and has a unique identification
code. The electronic device is operable so as to generate
and wirelessly transmit a request signal. The RFID tag,
in response to the request signal, generates a first au-
thentication code based on a varying secret key, a sec-
ond authentication code based on a unique identification
code of the RFID tag and the varying secret key, and a
third authentication code thatis based on the unique iden-
tification code of the RFID tag and the first and second
authentication codes, and wirelessly transmits the third
authentication code for reception by the electronic de-
vice. The electronic device forwards the third authenti-
cation code received from the RFID tag to the authenti-
cating center for verification.

[0009] Other features and advantages of the present
invention will become apparent in the following detailed
description of the preferred embodiments with reference
to the accompanying drawings, of which:

Figure 1 is a block diagram of the first preferred em-
bodiment of a system for verifying authenticity of an
object according to the present invention;

Figures 2A and 2B are flowcharts of the first preferred
embodiment of a method for verifying authenticity of
an object according to the present invention;
Figure 3 is a block diagram of the second preferred
embodiment of a system for verifying authenticity of
an object according to the present invention; and
Figures 4A and 4B are flowcharts of the second pre-
ferred embodiment of a method for verifying authen-
ticity of an object according to the present invention.

[0010] Before the present invention is described in
greater detail, it should be noted that like elements are
denoted by the same reference numerals throughout the
disclosure.

[0011] Referring to Figures 1 and 2, the first preferred
embodiment of a system 1 for verifying authenticity of an
object (not shown) according to this invention is shown
to include a radio frequency identification (RFID) tag 5,
an electronic device 6, and an authenticating center 7.
[0012] Inthis embodiment, the RFID tag 5 is associat-
ed with the object and has a unique identification code.
[0013] The electronic device 6 includes a first process-
ing unit 61 that is operable so as to generate a request
signal, and a first transceiving unit 62 that is coupled to
and that is controlled by the first processing unit 61 of
the electronic device 6 to wirelessly transmit the request
signal.

[0014] The RFID tag 5, in response to the request sig-
nal, generates a varying secret key, a first authentication
code based on the varying secret key, a second authen-
tication code based on the unique identification code of
the RFID tag 5 and the varying secret key, and a third
authentication code that is based on the unique identifi-
cation code of the RFID tag 5 and the first and second
authentication codes, and wirelessly transmits the third



3 EP 2101 302 A1 4

authentication code for reception by the electronic device
6.

[0015] The first processing unit 61 of the electronic de-
vice 6 further controls the first transceiving unit 62 of the
electronic device 6 to forward the third authentication
code received from the RFID tag 5 to the authenticating
center 7 for verification.

[0016] The authenticating center 7 includes first and
second authenticating devices 71, 72. The first authen-
ticating device 71 of the authenticating center 7 is located
at a service provider (not shown) that administers the
system 1 of this invention. The second authenticating
device 72 of the authenticating center 7 is located at a
manufacturer (not shown) of the object.

[0017] The firstauthenticating device 71 of the authen-
ticating center 7 includes a second processing unit 711,
and a second transceiving unit 712 that is coupled to and
that is controlled by the second processing unit 711 of
the first authenticating device 71 to forward the third au-
thentication code received from the electronic device 6
to the second authenticating device 72.

[0018] The second authenticating device 72 of the au-
thenticating center 7 includes a third processing unit 721,
and a third transceiving unit 722. The third processing
unit 721 of the second authenticating device 72 executes
an algorithm so as to determine the unique identification
code of the RFID tag 5 and the first and second authen-
tication codes from the third authentication code forward-
ed by the first authenticating device 71, so as to generate
a verifying code that is based on two of the unique iden-
tification code of the RFID tag 5 and the first and second
authentication codes, and so as to compare the verifying
code with the remaining one of the unique identification
code of the RFID tag 5 and the first and second authen-
tication codes in order to verify authenticity of the object.
The third transceiving unit 722 of the second authenti-
cating device 72 is coupled to and is controlled by the
third processing unit 721 of the second authenticating
device 72 to forward the comparison result to the first
authenticating device 71.

[0019] The second processing unit 711 of the first au-
thenticating device 71 of the authenticating center 7 fur-
ther controls the second transceiving unit 712 of the first
authenticating device 71 to forward the comparison result
to the electronic device 6.

[0020] The electronic device 6 further includes an in-
forming unit 63 that is coupled to and that is controlled
by the first processing unit 61 of the electronic device 6
to inform the comparison result forwarded by the first
authenticating device 71 of the authenticating center 7
to a user (not shown). In this embodiment, the informing
unit 63 of the electronic device 6 includes a liquid crystal
display (not shown) that shows the comparison result in
the form of a text message or a graphical message or
both. In an alternative embodiment, the informing unit 63
of the electronic device 6 includes a light-emitting diode
(not shown) that emits light of different colors, each of
which is indicative of the comparison result. For example,
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when the light-emitting diode of the informing unit 63
emits a green light, this indicates that the comparison
result verifies the object as authentic. On the other hand,
when the light-emitting diode of the informing unit 63
emits a red light, this indicates that the comparison result
verifies the object as counterfeit.

[0021] It should be noted herein that informing the
comparisonresultto the user could be conducted through
other means not limited to the informing unit 63. In one
embodiment, the electronic device 6 is operable in a for-
ward mode, where the electronic device 6 forwards the
comparison result to a preset email account of the user
automatically. In another embodiment, the electronic de-
vice 6is operable in an upload mode, where the electronic
device 6 uploads the comparison result to an Internet
website automatically. In yet another embodiment, the
electronic device 6 is operable in a fax mode, where the
electronic device 6 sends the comparison result to a pre-
set facsimile machine of the user automatically.

[0022] In this embodiment, the first transceiving unit
62 of the electronic device 6 forwards the third authenti-
cation code to and receives the comparison result from
the second transceiving unit 712 of the first authenticating
device 71 of the authenticating center 7 via a wireless
connection 8. Preferably, the wireless connection 8 is
one of an Internet connection, a short message service,
a global system for mobile communications (GSM) con-
nection, a general packet radio service (GPRS) connec-
tion, and a wireless fidelity (Wi-Fi) connection. In an al-
ternative embodiment, the first transceiving unit 62 of the
electronic device 6 forwards the third authentication code
to and receives the comparison result from the second
transceiving unit 712 of the first authenticating device 71
of the authenticating center 7 via a wired connection 8,
such as an Ethernet or bus connection.

[0023] In an alternative embodiment, the authenticat-
ing center 7 is dispensed with the second authenticating
device 72. The second processing unit 711 of the first
authenticating device 71 is operable so as to determine
the unique identification code of the RFID tag 5 and the
first and second authentication codes from the third au-
thentication code forwarded by the electronic device 6,
S0 as to generate the verifying code that is based on two
of the unique identification code of the RFID tag 5 and
the first and second authentication codes, and so as to
compare the verifying code with the remaining one of the
unique identification code of the RFID tag 5 and the first
and second authentication codes. The second transceiv-
ing unit 712 of the first authenticating device 71 is coupled
to and is controlled by the second processing unit 711 of
the first authenticating device 71 to forward the compar-
ison result to the electronic device 6.

[0024] The first preferred embodiment of a method for
verifying authenticity of the object to be implemented us-
ing the aforementioned system 1 includes the steps
shown in Figures 2A and 2B.

[0025] In step 31, the first processing unit 61 of the
electronic device 6 generates the request signal, and
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controls the first transceiving unit 62 of the electronic de-
vice 6 to wirelessly transmit the request signal.

[0026] In step 32, in response to the request signal,
the RFID tag 5 generates the varying secret key, the first
authentication code based on the varying secret key, the
second authentication code based on the unique identi-
fication code of the RFID tag 5 and the varying secret
key, and the third authentication code that is based on
the first and second authentication codes and the unique
identification code of the RFID tag 5, and wirelessly trans-
mits the third authentication code.

[0027] It is noted that the varying secret key varies
each time that it is generated. In this embodiment, the
varying secret key is a function of date and time. That is,
when the RFID tag 5 receives the request signal from
the electronic device 6 on May 17, 2006 at 12:00:30 AM,
the RFID tag 5 generates the varying secret key in a
format "yyyymmddhhmmss" to obtain "200605171-
20030". The RFID tag 5 generates the first authentication
code as a reversed order of digits of the varying secret
key to obtain "03002171506002". Moreover, the RFID
tag 5 generates the second authentication code by ap-
pending the varying secret key to the unique identification
code (e.g. 123456) of the RFID tag 5 to obtain
"12345620060517120030". Further, the RFID tag 5 gen-
erates the third authentication code by stringing together
the unique identification code of the RFID tag 5 and the
first and second authentication codes to obtain
"1234560300217150600212345620060517120030".
[0028] In step 33, the first transceiving unit 62 of the
electronic device 6 receives the third authentication code
transmitted by the RFID tag 5.

[0029] In step 34, the first processing unit 61 of the
electronic device 6 controls the first transceiving unit 62
of the electronic device 6 to forward the third authentica-
tion code received in step 33 to the authenticating center
7 for verification.

[0030] In step 35, the second transceiving unit 712 of
the first authenticating device 71 of the authenticating
center 7 receives the third authentication code forwarded
by the electronic device 6.

[0031] In step 36, the second processing unit 711 of
the first authenticating device 71 controls the second
transceiving unit 712 of the first authenticating device 71
to forward the third authentication code received in step
35 to the second authenticating device 72 of the authen-
ticating center 7.

[0032] Itis noted that the first authenticating device 71
may be used in conjunction with different second authen-
ticating devices 72 administered by different product
manufacturers. In this case, the unique identification
code of the RFID tag 5 should have a first code portion,
e.g., "123", to identify the manufacturer, and a second
code portion, e.g., "456", to identify the manufacturer’'s
product.

[0033] ltisalso noted that the actual algorithmsto gen-
erate the inter-related varying secretkey, the first authen-
tication code, the second authentication code, and the
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third authentication code may vary among the different
product manufactures in accordance with the require-
ment of the latter.

[0034] In step 37, the third processing unit 721 of the
second authenticating device 72 of the authenticating
center 7 determines the unique identification code of the
RFID tag 5 and the first and second authentication codes
from the third authentication code received in step 36,
generates the verifying code that is based on two of the
unique identification code of the RFID tag 5 and the first
and second authentication codes, compares the verifying
code with the remaining one of the unique identification
code of the RFID tag 5 and the first and second authen-
tication codes in order to verify the obj ect, and controls
the third transceiving unit 722 of the second authenticat-
ing device 72 to forward the comparison result to the first
authenticating device 71.

[0035] In this embodiment, the third processing unit
721 of the second authenticating device 72 of the au-
thenticating center 7 generates the verifying code, i.e.,
"12345620060517120030", based on the unique identi-
fication code of the RFID tag 5, i.e., "123456", and the
first authentication code, i.e., "03002171506002".
[0036] In step 38, the second transceiving unit 712 of
the first authenticating device 71 receives the compari-
son result forwarded by the third transceiving unit 722 of
the second authenticating device 72.

[0037] In step 39, the second processing unit 711 of
the first authenticating device 71 controls the second
transceiving unit 712 of the first authenticating device 71
of the authenticating center 7 to forward the comparison
result to the electronic device 6.

[0038] In step 40, the first transceiving unit 62 of the
electronic device 6 receives the comparison result for-
warded by the second transceiving unit 712 of the first
authenticating device 71 of the authenticating center 7.
[0039] In step 41, the first processing unit 61 of the
electronic device 6 controls the informing unit 63 of the
electronic device 6 to inform the comparison result to the
user (not shown).

[0040] Figure 3 illustrates the second preferred em-
bodiment of a system 1’ for verifying authenticity of the
object according to this invention. When compared with
the previous embodiment, the first processing unit 61 of
the electronic device 6 is further operable so as to gen-
erate an inquiry signal. The first transceiving unit 62 of
the electronic device 6 is further controlled by the first
processing unit 61 of the electronic device 6 to transmit
the inquiry signal. The system 1’ further includes a code-
generating device 9 that includes a fourth processing unit
91 and a fourth transceiving unit 92. The fourth process-
ing unit 91 of the code-generating device 9, in response
to the inquiry signal, generates the varying secret key.
The fourth transceiving unit 92 of the code-generating
device 9 is coupled to and controlled by the fourth
processing unit 91 of the code-generating device 9 to
transmit the varying secret key for reception by the elec-
tronic device 6. In this embodiment, the request signal
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transmitted by the electronic device 6 for reception by
the RFID tag 5 contains the varying secret key. In other
words, the algorithm for generating the varying secret
key is not present in the RFID tag 5.

[0041] In an alternative embodiment, the authenticat-
ing center 7 further includes the code-generating device
9.

[0042] The second preferred embodiment of a method
for verifying authenticity of the object to be implemented
using the aforementioned system 1’ according to this in-
vention includes the steps shown in Figures 4A and 4B.
[0043] In step 51, the first processing unit 61 of the
electronic device 6 generates the inquiry signal, and con-
trols the first transceiving unit 62 of the electronic device
6 to transmit the inquiry signal.

[0044] Instep 52, inresponse to the inquiry signal, the
fourth processing unit 91 of the code-generating device
9 generates and transmits the varying secret key.
[0045] In step 53, the first transceiving unit 62 of the
electronic device 6 receives the varying secret key trans-
mitted by the code-generating device 9.

[0046] In step 54, the first processing unit 61 of the
electronic device 6 controls the first transceiving unit 62
of the electronic device 6 to wirelessly transmit the re-
quest signal that contains the varying secret key.
[0047] In step 55, in response to the request signal,
the RFID tag 5 generates the first authentication code
based on the varying secret key, the second authentica-
tion code based on the unique identification code of the
RFID tag 5 and the varying secret key, and the third au-
thentication code that is based on the first and second
authentication codes and the unique identification code
of the RFID tag 5, and wirelessly transmits the third au-
thentication code.

[0048] In step 56, the first transceiving unit 62 of the
electronic device 6 receives the third authentication code
transmitted by the RFID tag 5.

[0049] In step 57, the first processing unit 61 of the
electronic device 6 controls the first transceiving unit 62
of the electronic device 6 to forward the third authentica-
tion code received in step 56 to the authenticating center
7 for verification.

[0050] In step 58, the second transceiving unit 712 of
the first authenticating device 71 of the authenticating
center 7 receives the third authentication code forwarded
by the electronic device 6.

[0051] In step 59, the second processing unit 711 of
the first authenticating device 71 controls the second
transceiving unit 712 of the first authenticating device 71
to forward the third authentication code received in step
58 to the second authenticating device 72 of the authen-
ticating center 7.

[0052] In step 60, the third processing unit 721 of the
second authenticating device 72 of the authenticating
center 7 determines the unique identification code of the
RFID tag 5 and the first and second authentication codes
from the third authentication code forwarded by the first
authenticating device 71, generates the verifying code
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that is based on two of the unique identification code of
the RFID tag 5 and the first and second authentication
codes, compares the verifying code with the remaining
one of the unique identification code of the RFID tag 5
and the first and second authentication codes in order to
verify the object, and controls the third transceiving unit
722 of the second authenticating device 72 to forward
the comparison result to the first authenticating device
71.

[0053] In step 61, the second transceiving unit 712 of
the first authenticating device 71 receives the compari-
son result forwarded by the third transceiving unit 722 of
the second authenticating device 72.

[0054] In step 62, the second processing unit 711 of
the first authenticating device 71 controls the second
transceiving unit 712 of the first authenticating device 71
of the authenticating center 7 to forward the comparison
result to the electronic device 6.

[0055] In step 63, the first transceiving unit 62 of the
electronic device 6 receives the comparison result for-
warded by the second transceiving unit 712 of the first
authenticating device 71 of the authenticating center 7.
[0056] In step 64, the first processing unit 61 of the
electronic device 6 controls the informing unit 63 of the
electronic device 6 to inform the comparison result to the
user (not shown).

[0057] The method and system of this invention can
be applied to provide proof of authenticity of goods sold
over the Internet. In such an application, the electronic
device 6 is capable of accessing the Internet and, after
receiving the comparison result from the authenticating
center 7, can be operated to upload the comparison result
toanonline marketplace (such as a bidding website) such
that the comparison result forms a part of an item de-
scription web page for the object that is associated with
the RFID tag and that is being sold by a seller through
the online marketplace. Therefore, interested buyers
who access the item description web page can be pro-
vided with a proof of authenticity of the object, i.e., the
buyers can rest assured that the object being sold is au-
thentic.

Claims

1. A method for verifying authenticity of an object to be
implemented using a system (1, 1’) that includes a
radio frequency identification (RFID) tag (5) associ-
ated with the object, an electronic device (6), and an
authenticating center (7), said method comprising
the steps of:

(A) enabling the electronic device (6) to generate
and wirelessly transmit a request signal;

(B) in response to the request signal, enabling
the RFID tag (5) to generate afirst authentication
code based on a varying secret key, a second
authentication code based on a unique identifi-
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cation code of the RFID tag (5) and the varying
secret key, and a third authentication code that
is based on the unique identification code of the
RFID tag (5) and the first and second authenti-
cation codes, and to wirelessly transmit the third
authentication code for reception by the elec-
tronic device (6); and

(C) enabling the electronic device (6) to forward
the third authentication code received from the
RFID tag (5) to the authenticating center (7) for
verification.

The method as claimed in Claim 1, further compris-
ing the step of:

(D) enabling the authenticating center (7) to de-
termine the unique identification code of the
RFID tag (5) and the first and second authenti-
cation codes from the third authentication code
forwarded by the electronic device (6), to gen-
erate a verifying code that is based on two of
the unique identification code of the RFID tag
(5) and the first and second authentication
codes, to compare the verifying code with the
remaining one of the unique identification code
of the RFID tag (5) and the first and second au-
thentication codes in order to verify authenticity
of the obj ect, and to forward a comparison result
to the electronic device (6).

The method as claimed in Claim 2, further compris-
ing the step of enabling the electronic device (6) to
inform the comparison result to a user.

The method as claimed in Claim 3, wherein the elec-
tronic device (6) is operable in at least one of a for-
ward mode, where the electronic device (6) forwards
the comparison result to a preset email account of
the user automatically, and an upload mode, where
the electronic device (6) uploads the comparison re-
sult to an Internet website automatically.

The method as claimed in Claim 1, wherein, in step
(B), the varying secret key is generated by the RFID
tag (5).

The method as claimed in Claim 1, wherein, in step
(A), the request signal contains the varying secret
key.

The method as claimed in Claim 1, wherein, in step
(C), the electronic device (6) forwards the third au-
thentication code to the authenticating center (7) via
one of awireless connection and a wired connection.

The method as claimed in Claim 7, wherein said wire-
less connection is one of an Internet connection and
a short message service, and said wired connection
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10.

11.

12.

13.

10

is one of an Ethernet connection and a bus connec-
tion.

The method as claimed in Claim 2, wherein, in step
(D), the electronic device (6) receives the compari-
son result from the authenticating center (7) via one
of a wireless connection and a wired connection.

The method as claimed in Claim 9, wherein the wire-
less connection is one of an Internet connection and
a short message service, and the wired connection
is one of an Ethernet connection and a bus connec-
tion.

The method as claimed in Claim 2, wherein, in step
(D), the authenticating center (7) includes first and
second authenticating devices (71, 72), the first au-
thenticating device (71) being located at a service
provider that administers the system (1, 1'), the sec-
ond authenticating device (72) being located at a
manufacturer of the object, the first authenticating
device (71) forwarding the third authentication code
received from the electronic device (6) to the second
authenticating device (72) for verification.

Asystem (1, 1) for verifying authenticity of an object,
comprising:

a radio frequency identification (RFID) tag (5)
associated with the object and having a unique
identification code;

an electronic device (6) operable so as to gen-
erate and wirelessly transmit a request signal;
and

an authenticating center (7);

wherein, in response to the request signal, said
RFID tag (5) generates a first authentication
code based on a varying secret key, a second
authentication code based on the unique iden-
tification code of said RFID tag (5) and the var-
ying secret key, and a third authentication code
that is based on the unique identification code
of said RFID tag (5) and the first and second
authentication codes, and wirelessly transmits
the third authentication code for reception by
said electronic device (6); and

wherein said electronic device (6) forwards the
third authentication code received from said
RFID tag (5) to said authenticating center (7) for
verification.

The system (1, 1') as claimed in Claim 12, wherein
said authenticating center (7) is operable so as to
determine the unique identification code of said RFID
tag (5) and the first and second authentication codes
from the third authentication code forwarded by said
electronic device (6), so as to generate a verifying
code that is based on two of the unique identification
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code of said RFID tag (5) and the first and second
authentication codes, so as to compare the verifying
code with the remaining one of the unique identifi-
cation code of said RFID tag (5) and the first and
second authentication codes in order to verify au-
thenticity of the object, and so as to forward a com-
parison result to said electronic device (6).

The system (1, 1') as claimed in Claim 12, wherein
said RFID tag (5) further generates the varying se-
cret key in response to the request signal.

The system (1, 1’) as claimed in Claim 13, wherein
said electronic device (6) is further operable so as
to inform the comparison result forwarded by said
authenticating center (7) to a user.

The system (1, 1’) as claimed in Claim 15, wherein
said electronic device (6) is further operable in aleast
one of a forward mode, where said electronic device
(6) forwards the comparison result to a preset emalil
account of the user automatically, and an upload
mode, where said electronic device (6) uploads the
comparison result to an Internet website automati-
cally.

The system (1, 1') as claimed in Claim 12, wherein
the request signal contains the varying secret key.

The system (1') as claimed in Claim 17, wherein said
electronic device (6) is further operable so as to gen-
erate and transmit an inquiry signal, said system (1)
further comprising a code-generating device (9) that
generates and transmits the varying secret key to
said electronic device (6) in response to the inquiry
signal.

The system (1, 1') as claimed in Claim 12, wherein
said electronic device (6) forwards the third authen-
tication code to said authenticating center (7) viaone
of a wireless connection and a wired connection.

The system (1, 1') as claimed in Claim 19, wherein
said wireless connection is one of an Internet con-
nection and a short message service, and said wired
connection is one of an Ethernet connection and a
bus connection.

The system (1, 1') as claimed in Claim 13, wherein
said authenticating center (7) forwards the compar-
ison result to said electronic device (6) via one of a
wireless connection and a wired connection.

The system (1, 1') as claimed in Claim 21, wherein
said wireless connection is one of an Internet con-
nection and a short message service, and said wired
connection is one of an Ethernet connection and a
bus connection.
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23. The system (1, 1) as claimed in Claim 12, wherein

said authenticating center (7) includes first and sec-
ond authenticating devices (71, 72), said firstauthen-
ticating device (71) being located at a service pro-
vider that administers the system (1, 1'), said second
authenticating device (72) being located at a manu-
facturer of the object, said first authenticating device
(71) forwarding the third authentication code re-
ceived from said electronic device (6) to said second
authenticating device (72) for verification.



EP 2101 302 A1

I

[6L—

66L ]
oL ]

oL

[TL

-

—— 31Uun 3uissoooxd pIIyl

]
| 3TUn SUTATQDSURIY PITY]

A

]

~ L

A

. 3TUn SUTATOOSUBI) DUODIS

|
!

~ JTUn Su1sss00ad puodos

}1un

SUTATOOSURI) }SII]

A

]

\ 197 |

[L

mm\J/\

}1un

| 8urssoooad 1S11]

|
!

11un SUTWJIOJUT

3.1 (14




EP 2101 302 A1

CSTARTD

!

’the electronic device generates| 31
and transmits a request signal

|
the RF¥D tag geneyateg and transmits | g9
the third authentication code

the electronic device receives

the third authentication code | ~— 99

the electronic device forwards the
third authentication code to the r—~— 34

first authenticating device

!

the first authenticating device receives

the third authentication code ~— 39

]
the first authenticating device
forwards the third authent1c§t1op. 36
code to the second authenticating
device for verification

FIG. 2A



EP 2101 302 A1

the second authenticating device
forwards the comparison result to}—~__-37
the first authenticating device

|
‘the first authenticating device
receives the comparison result

—~—— 38

Y
the first authenticating device
forwards the comparison result F—~— 39
to the electronic device

V

the electronic device receives
the comparison result

-~ 40

!

the electronic device informs
the comparison result to the user

!

R
FIG. 2B

10



EP 2101 302 A1

m UHm 76 ; 16 6

[
) ) \ )
Y uw /
A+~ 31Uun Sursse00d pITY) Iun - 11un
Lel L ) Lnld BUTATROSURI) UIINOJ =™ Surssoooid J1JInoJ
)

* ,

77). —TH— 31un SUIATOOSUBIL DIIU] 8 69
LA _ : @

2L A S

_ / ‘

| {111un Su SN +1un -

1L~ 11 Hioo_wcmb puooos SUIATOOSURT} 1S11] 3e1 (14

4_ |
11L—TT—1 31un 3urssado1d puooes ]

_ 11un
\ ] 3urssesoad 3sa1]
19 G
IL ,

\\ eg —t+~—3TUNn SUTWIOJUI

11




EP 2101 302 A1

CSTARTD

V

the electronic device generates and
transmits the inquiry signal

J
the code-generating device generates
and transmits the varying secret key

|
the electronic device receives
the varying secret key

—~—— 5l

-~ 92

53

|
the electronic device transmits
the request signal that contains —~— 94
the varying secret key

\

the RFID tag generates and transmits
the third authentication code

—~_— 00

!

the electronic device receives
the third authentication code

|
the electronic device forwards
the third authentication code to

the first authenticating device
for verification

0

FIG. 4A

L~ 56

12



EP 2101 302 A1

¢

the first authenticating device receives

the third authentication code

\

second authenticating device

first authenticating device forwards
the third authentication code to the F—~—99

!

the second authenticating device

forwards the comparison result to—~— 60

the first authenticating device
| \

the first authenticating device
receives the comparison result

\

the first authenticating device
forwards the comparison result
to the electronic device

—~_—- 62

\

the electronic device receives
the comparison result

/“\\,/63

the electronic device informs
the comparison result to the user

|
TR

FIG. 4B

13



EPO FORM 1503 03.82 (P04C01) I\

D)

EP 2101 302 A1

European Patent
Office

EUROPEAN SEARCH REPORT

DOCUMENTS CONSIDERED TO BE RELEVANT

Application Number

EP 08 10 2549

Category Citation of document with indication, where appropriate, Rele\{ant CLASSIFICATION OF THE
of relevant passages to claim APPLICATION (IPC)
X WO 2007/068519 A (IBM [US]; IBM FRANCE 1-23 INV.
[FR]; BAUCHOT FREDERIC [FR]; CLEMENT G07G3/00
JEAN-YVES; M) 21 June 2007 (2007-06-21) GO7F7/08
* the whole document * GO6K19/06
————— HO41L9/32
X WO 20047088579 A (PARK MI-KYOUNG [KR]; 1-23
HYUN KWANG-CHUL [KR])
14 October 2004 (2004-10-14)
* the whole document *
X WO 2007/056620 A (MASSACHUSETTS INST 1-23
TECHNOLOGY [US]; FOLEY JOSEPH T [US];
SARMA SANJAY) 18 May 2007 (2007-05-18)
* page 10, Tine 9 - page 13, line 9 *
X US 20037159036 Al (WALMSLEY SIMON ROBERT [1-23
[AU] ET AL) 21 August 2003 (2003-08-21)
* the whole document *
X WO 2006/030344 A (IP AND INNOVATION 1-23
COMPANY HOLD [ZA]; PRETORIUS ALBERTUS TECHNICAL FIELDS
JACOBUS [ZA]) 23 March 2006 (2006-03-23) SEARCHED  (PO)
* the whole document * GO76G
----- GO7F
X GB 2 431 545 A (WONG CHIEN YAW [GB]; XING [1-23 GO6K
DA [GB]; MCFARLANE DUNCAN [GB]) HO4L
25 April 2007 (2007-04-25)
* the whole document *
_/ -
The present search report has been drawn up for all claims

Place of search

The Hague

Date of completion of the search

27 August 2008

Examiner

Guenov, Mihail

CATEGORY OF CITED DOCUMENTS

X : particularly relevant if taken alone

T : theory or principle underlying the invention

E : earlier patent document, but published on, or

Y : particularly relevant if combined with another
document of the same category

A : technological background

O : non-written disclosure

P : intermediate document

after the filing date

D : document cited in the application

L : document cited for other reasons

& member of the same patent family, corresponding
document

14




N

EPO FORM 1503 03.82 (P04C01)

)

EP 2101 302 A1

European Patent
Office

EUROPEAN SEARCH REPORT

DOCUMENTS CONSIDERED TO BE RELEVANT

Application Number

EP 08 10 2549

Category

Citation of document with indication, where appropriate,
of relevant passages

Relevant
to claim

CLASSIFICATION OF THE
APPLICATION (IPC)

A

RANASINGHE D C ET AL: "Security and
Privacy Solutions for Low-Cost RFID
Systems"

14 December 2004 (2004-12-14),

INTELLIGENT SENSORS, SENSOR NETWORKS AND
INFORMATION PROCESSING CONFER ENCE, 2004.
PROCEEDINGS OF THE 2004 MELBOURNE,
AUSTRALIA 14-17 DEC. 2004, PISCATAWAY, NJ,
USA,IEEE, PAGE(S) 337 - 342 , XP010783788
ISBN: 978-0-7803-8894-9

* the whole document *

STAAKE T ET AL: "Extending the EPC Network
- The Potential of RFID in
Anti-Counterfeiting"

13 March 2005 (2005-03-13), PROCEEDINGS
ACM SAC, XX, XX, PAGE(S) 1607 - 1612 ,
XP002397697

* the whole document *

JUELS A ED - ASSOCIATION FOR COMPUTING
MACHINERY: "STRENGTHENING EPC TAGS AGAINST
CLONING"

2 September 2005 (2005-09-02), WISE.
PROCEEDINGS OF THE 2005 ACM WORKSHOP ON
WIRELESS SECURITY. COLOGNE, GERMANY, SEPT.
2, 2005; [PROCEEDINGS OF THE ACM WORKSHOP
ON WIRELESS SECURITY], NEW YORK, NY : ACM,
US, PAGE(S) 67 - 75 , XP001508054

ISBN: 978-1-59593-142-9

* the whole document *

The present search report has been drawn up for all claims

1-23

1-23

1-23

TECHNICAL FIELDS
SEARCHED (IPC)

Place of search Date of completion of the search

The Hague 27 August 2008

Examiner

Guenov, Mihail

CATEGORY OF CITED DOCUMENTS

X : particularly relevant if taken alone

Y : particularly relevant if combined with another
document of the same category

A : technological background

O : non-written disclosure

P : intermediate document document

T : theory or principle underlying the invention

E : earlier patent document, but published on, or

after the filing date
D : document cited in the application
L : document cited for other reasons

& : member of the same patent family, corresponding

15




N

EPO FORM 1503 03.82 (P04C01)

D)

EP 2101 302 A1

European Patent
Office

EUROPEAN SEARCH REPORT

DOCUMENTS CONSIDERED TO BE RELEVANT

Application Number

EP 08 10 2549

Category

Citation of document with indication, where appropriate,
of relevant passages

Relevant
to claim

CLASSIFICATION OF THE
APPLICATION (IPC)

A

WEIS S A ET AL: "Security and privacy
aspects of Tow-cost radio frequency
identification systems"

LECTURE NOTES IN COMPUTER SCIENCE,
SPRINGER VERLAG, BERLIN, DE,

vol. 2802, 27 January 2004 (2004-01-27),
pages 201-212, XP002397694

ISSN: 0302-9743

* the whole document *

WO 2007/113040 A (IBM [US]; IBM FRANCE
[FR]; BAUCHOT FREDERIC [FR]; SECONDO
PIERRE [FR];) 11 October 2007 (2007-10-11)
* the whole document *

US 20057049979 Al (COLLINS TIMOTHY J [US]
ET AL) 3 March 2005 (2005-03-03)

* the whole document *

WO 2005/106807 A (ADVANCED ANALYSIS AND
INTEGRAT [GB]; CORRY JOHN JOSEPH [GB];
MCNEIGHT) 10 November 2005 (2005-11-10)

* the whole document *

The present search report has been drawn up for all claims

1-23

1-23

1-23

1-23

TECHNICAL FIELDS
SEARCHED (IPC)

Place of search Date of completion of the search

The Hague 27 August 2008

Examiner

Guenov, Mihail

CATEGORY OF CITED DOCUMENTS

X : particularly relevant if taken alone

Y : particularly relevant if combined with another
document of the same category

A : technological background

O : non-written disclosure

P : intermediate document document

T : theory or principle underlying the invention

E : earlier patent document, but published on, or

after the filing date
D : document cited in the application
L : document cited for other reasons

& : member of the same patent family, corresponding

16




EPO FORM P0459

EP 2101 302 A1

ANNEX TO THE EUROPEAN SEARCH REPORT

ON EUROPEAN PATENT APPLICATION NO. EP 08 10 2549

This annex lists the patent family members relating to the patent documents cited in the above-mentioned European search report.

The members are as contained in the European Patent Office EDP file on
The European Patent Office is in no way liable for these particulars which are merely given for the purpose of information.

27-08-2008
Patent document Publication Patent family Publication

cited in search report date member(s) date

W0 2007068519 A 21-06-2007 AU 2006326213 Al 21-06-2007
EP 1960945 A2 27-08-2008

WO 2004088579 A 14-10-2004 AU 2004225163 Al 14-10-2004
BR P10408923 A 28-03-2006
CA 2519889 Al 14-10-2004
EG 24037 A 30-03-2008
EP 1609115 Al 28-12-2005
JP 2006522404 T 28-09-2006
MX  PAB5010431 A 21-03-2006
NZ 542766 A 30-03-2007
US 2007109124 Al 17-05-2007

WO 2007056620 A 18-05-2007  NONE

US 2003159036 Al 21-08-2003  NONE

W0 2006030344 A 23-03-2006  NONE

GB 2431545 A 25-04-2007 WO 2007049072 Al 03-05-2007

W0 2007113040 A 11-10-2007  NONE

US 2005049979 Al 03-03-2005 EP 1661051 A2 31-05-2006
WO 2005024697 A2 17-03-2005

W0 2005106807 A 10-11-2005 CN 1998025 A 11-07-2007
EP 1745444 Al 24-01-2007
JP 2007535052 T 29-11-2007

For more details about this annex : see Official Journal of the European Patent Office, No. 12/82

17




EP 2101 302 Al
REFERENCES CITED IN THE DESCRIPTION
This list of references cited by the applicant is for the reader’s convenience only. It does not form part of the European
patent document. Even though great care has been taken in compiling the references, errors or omissions cannot be
excluded and the EPO disclaims all liability in this regard.

Patent documents cited in the description

* US 20020005774 A [0002] * US 20050071231 A [0004]

18



	bibliography
	description
	claims
	drawings
	search report

