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Abstract:

Apparatus and methods for access point coordination of data transmissions within a wireless local
area network (WLAN). In one embodiment, a method of managing a WLAN using an access point
(AP) coordination system. The AP coordination system accepts client device requests through their
associated APs and coordinates one or more APs within the WLAN to fulfill the client requests,
without forcing the client devices to associate with different APs. The APs fulfilling a client device
request are masked under the BSSID of the client-associated AP.
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Priority
The present application claims priority to co-owned, co-pending U.S. Patent
Application Serial No. 16/510,596, filed on July 12, 2019 of the same title, and incorporated

herein by reference in its entirety,

Background
1. Technological Field

The present disclosure relates generally to the field of wireless networks, and
specifically in one exemplary aspect, to apparatus and methods for access point coordination
of data transmission within a wireless local area network. Various disclosed embodiments
enhance wireless network systems with little or no involvement from or cognizance by client

devices using the wireless network systems.

Description of Related Art

Wireless networking technologies enable wireless devices to communicate data with to
one another. One common application for wireless technology is to provide network access to
devices that are within a coverage area of a wireless network that is connected to the Internet.
One such technology is Wi-Fi™ (IEEE Std. 802.11), which has become the de facto standard
for wireless networking in consumer electronics. Wi-Fi enables multiple interconnected Access
Points {APs, also commonly referred to as “hotspots™) to provide coverage areas ranging from
those as small as local coffee shops or residences, to entite corporate and academic campuses.

Commercially, Wi-Fi provides high value services in, for example, airports, hotels, and
restaurants. Businesses and/or promotional events often provide Internet service to attract
customers. Artisans of ordinary skill in the related arts will readily appreciate that typical
wireless APs have an effective connectivity range on the order of one hundred (100) feet,
depending on factors such as the presence or absence of buildings or other structures (and their
materials of construction}, and other interfering emitters. A typical home Wi-Fi network setup
may include the user’s client device in wireless communication with an AP (and/or a modem
connected to the AP) that are in communication with the backend, where the client device must
be within a certain range that allows the client device to detect the signal from the AP and
conduct commumication with the AP. Large coverage areas can be formed by grouping together

a number of APs with overlapping coverage.
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Although a single Wi-Fi network can have multiple APs, client devices (e.g., cell
phones, laptops, tablets, etc.) are made to associate with one AP at a time, A wireless client
device typically connects to a Wi-Fi network through one AP and continues to communicate
with the network using only that AP, until it is forced to disconnect and dis-associate — such as
when the Access Point is turned off, or its signal becomes too weak to be viable — and
find/associate with a different Access Point. This process places the burden of establishing a
connection on the client device, and forces the client device to waste time disconnecting,
searching through, and reconnecting to a wireless network.

Additionally, even if two or more APs are available to a client device, the client device
will only receive and transmit data from the AP it is currently associated with. Moreover,
communications between any given AP and the client are “half duplex™ (i.e, only
unidirectional at any given time). These factors can potentially lead to a network suffering an
overloading or load imbalance condition, with some APs of that network having too much
traffic (due to too many clients being associated with that particular AP), while other available
APs are underutilized.

To these ends, improved methods and apparatus are needed to coordinate wireless
network traffic to/from multiple APs. Ideally, such improved methods and apparatus would
also leverage extant protocols and hardware/firmware/software of APs and client devices so as

to minimize or even eliminate the need for any modification to such devices.

Summary

The present disclosure satisfies the foregoing needs by providing, infer alia, methods
and apparatus for access point coordination of data transmission within a wireless local area
network.

In a first aspect, an access point (AP) apparatus configured for use within at least one
local area network is disclosed. In one embodiment, the AP apparatus imcludes: a wireless
transceiver configured to utilize a wireless local area network (WL AN) air interface protocol;
a processor apparatus in data communication with the wireless transceiver; and a storage
apparatus in data communication with the processor apparatus and having a non-transitory
computer-readable storage medium, the storage medium comprising at least one computer
program having a plurality of instructions.

In one vanant, the plurality of insttuctions are configured to, when executed by the

processor apparatus, cause the AP apparatus to: receive at least one request issued from a
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wireless-enabled client device to the AP apparatus, the at least one request relating to
transaction of at least user data between the AP apparatus and the wireless-enabled client
apparatus; evaluate at least a portion of the received at least one request to determine at least a
sufficiency of the AP apparatus to service the request; and based at least in part on the
evaluation, cause: (i} generation of at least one message for transmission to a wireless apparatus
associated with the at least one local area network, the at least one message comprising data
relating to an association between the AP apparatus and the wireless-enabled client device, and
configured to cause the wireless apparatus to utilize the data relating to an association to enable
transaction of the at least user data between the wireless apparatus and the wireless enabled
client device substantially in parallel with the transaction of the at least user data between the
AP apparatus and the wireless-enabled client device; and (i1) transmuission of the at least one
message to the wireless apparatus.

In one implementation, the plurality of instructions are further configured to, when
executed by the processor apparatus, cause the AP apparatus to maintain a registry or listing of
at least a portion of AP apparatus within the at least one local area network. The AP apparatus
to selects the wireless apparatus from the registry or listing. The selection of the wireless
apparatus from the registry or listing is based, e.g., at least on algorithmic evaluation of one or
more parameters associated with each of the at least portion of AP apparatus within the registry
or listing, the one or more parameters selected from the group consisting of: {i) historical data
relating to association with the wireless enabled client device; and (1) current availability
status.

In another implementation, the wireless apparatus comprises a commodity WLAN AP
apparatus, and the at least one computer program of the AP apparatus comprises firmware
disposed onto the AP apparatus after its manufacture.

In a further implementation, the transmission of the at least one message to the wireless
apparatus comprises transmission via a wireline data network interface between the AP
apparatus and the wireless apparatus. For instance, the wireline data network interface may be
a protocol specifying network addresses for each of the AP apparatus and the wireless
apparatus within the at least one local area network, and the transmission comprises
transmission to a network address of the wireless apparatus.

In another implementation, the data relating to an association between the AP apparatus
and the wireless-enabled client device comprises at least a BSSID (Basic Service Set Identifier)

and passkey data.
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In another aspect, a method of providing service to a client from two or more wireless
access points i1s disclosed. In one embodiment, the method includes: associating the client
device with a first access point; providing data regarding the association to a second access
point; and utilizing the provided data in the second access point to provide concurrent service
to the client from both the first and second access points. In one variant, the access points and
client are all Wi-Fi (IEEE Std. 802.11) complaint, and the access points assume AP roles, while
the client assumes an STA role. The provided data includes a passkey and BSSID (Basic
Service Set Identifier) of the first AP thereby enabling the second AP to mimic or “clone” the
operation of the first AP as far as interactions with the client/STA.

In one variant of the method, existing medium access/contention mechanism are used
for providing data transmissions to/from the client from/to each of the participating APs. In
another variant, at least the participating APs transact data with the client according to a
prescribed mechanism asserted by controller logic (e.g., a TDMA or other approach).

In another aspect, a method of managing a wireless local area network (WLAN), using
an Access Point coordination system, is provided. In one embodiment, the method includes:
establishing a wireless local area network having an Access Point Controller (AP Controller)
and a plurality of wireless Access Points (APs) having overlapping coverage, each AP capable
of granting access into the WLAN; establishing a connection to the WLAN from at least one
client device, the connection made through an association with one of the APs; and using the
AP coordination system to fulfill requesis from the at least one client device. In one
embodiment, the WLAN is a Wi-Fi (i.e., IEEE Std. 802.11) compliant network.

In one variant, a client device creates an association with a first AP in the WLAN, and
does not create an association with any other APs in the WLAN. In one implementation, the
first AP transmits client device information and its own identification information to one or
more other APs. In one such implementation, the first AP transmits the information to an AP
Controller or other intermediary process, and the AP Controller distributes the information
among the one or more other APs.

In another embodiment, the AP Controller assesses the APs within the WLAN with
respect to client devices connected to the network, The assessment may include determining
signal strength of an AP in relation to a client device. In one variant, the AP Controller creates
a directory of viable/usable APs for each client device in the WLAN. In one implementation,
the directory may be ranked by signal strength of the AP with respect to the client device,

and/or other metrics such as known location of the client relative to the known AP location,
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past or historical associations of the client with the given AP, or other. In one variant, the AP
Controller periodically reassesses the APs with respect o the client devices and updates the
directories. In another variant, the AP Controller only assesses the APs when prompted by an
event, such as a client device request sent to the network.

In one embodiment, the method includes receiving a client device request at a first AP,
and using two or more of the network APs (including the first AP) to fulfill the client request
without forcing the client device to associate with any AP other than the first AP. The client
device request may be a download or an upload request. In one variant, the method includes
instructing all APs fulfilling the client request to utilize the identification information of the
first AP. In one variant, the identification information is the BSSID of the first AP.

In yet another embodiment, the method includes sending client device request
information and AP schedule information to an AP Controller, having the AP Controller
process the client device request information and the AP schedule information, having the AP
Controller create an optimized transmission schedule for the client request, and sending
instructions, including the optimized transmission schedule, to one or more APs. In one
embodiment, the instructions to each of the one or more APs are instructions to fulfill at least
part of the client request at certan times slots. The instructions also contain
identification/address information of the AP that the client device is associated with. In one
implementation, fulfilling at least part of the client request includes transmitting data to the
client device under the BSSID of the associated AP. In another implementation, fulfilling at
least part of the client request includes accepting data sent to the BSSID of the associated AP
from the client device.

In one embodiment, the optimized transmission schedule is made according to
predetermined parameters. The parameters may include a threshold time, a threshold signal
strength, the number of APs used in the operation, etc.

In a further embodiment, the method includes: having a first AP receive a request from
a chient device, determining that the first AP cannot fulfill the request within one or more
prescribed parameters, identifying a second AP that can fulfill (the rest) of the request within
the prescribed parameters, and using a combination of the first and the second APs fulfill the
request in accordance with the prescribed parameters. In one embodiment, the determination
and identfication is made by an AP Controller. In another embodiment, at least part of the
determination and identification is/are made by the first AP.

In a further embodiment, the method includes transmitting a frame protect passkey from
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a first AP to a second AP, the frame protect passkey including client device identification data,
first AP identification data, and other data. In one variant, the first AP identification data is the
BSSID (or MAC address) of the first AP, and the client device identification data is the MAC
address of the client device. The other data can include security information, for example, any
data/key/encryption protocol that has been previously established between first AP and client
device, that would allow the second AP to imitate the first AP, In an implementation, the
method includes transmitting scheduling information from a first AP to a second AP.
Communication between a first and a second AP may be direct communication or made
through/facilitated by an AP Controller and/or another network entity (e.g., a router).

In another aspect, a method of fulfilling a client device request within a Wireless Local
Area Network is provided, including: receiving a client device request from a client device
associated with a first Access Point (AP), processing the client device request, and fulfilling
the client device request using one or more APs. In one variant, the one or more APs may or
may not include the first AP. In one embodiment, the AP(s) fulfilling the client device request
are masked under the BSSID of the first Access Point, such that the client device is unaware
that it’s connected to any AP other than the first AP.

In another aspect of the present disclosure, a WL AN system 1s provided. The WLAN
system includes an Access Point Controller (AP Controller) and a plurality of wireless Access
Points (APs) having overlapping coverage. In one embodiment, the AP Controller a stand-
along device. In another embodiment, the AP Controller is integrated within one or more of
the network entities { APs, router, modem, etc.). In one implementation, the AP Controller is
physically located at the local premises. Altemately, the AP Controller is located remotely in
the headend or backend of the infrastructure. The WLAN system is configured to provide AP
coordination of transmissions to and from client devices within the system.

In another aspect of the present disclosure, an AP Controller apparatus is provided. In
one embodiment, the controller apparatus 1s configured for use within a local area network,
and to manage wireless traffic to a wireless-enabled device, and includes: a processor
apparatus; and a storage apparatus in data communication with the processor apparatus and
having a non-transitory computer-readable storage medium, the storage medium comprising at
least one computer program having a plurality of instructions stored thereon.

In one varnant, the plurality of instructions are configured to, when executed by the
processor apparatus, cause the controller apparatus to: register and assess APs located in the

local area network, accept client device requests (directly from client devices or through the
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APs), accept/obtain AP scheduling information, accept/obtain AP identification information,
process client device requests in accordance with predetermined parameters and AP scheduling
information, create optimized transmission schedules for client device requests, and transmit
AP-instructions to APs. In an embodiment, the AP Controller includes a backend network
interface and a WLAN network interface, and the AP-instructions are transmitted through the
WLAN network interface. In an embodiment, the AP-instructions include the optimized
transmission schedules and AP identification information. In one embodiment, the AP
Controller a stand-along device. In another embodiment, the AP Controller is integrated within
an AP, a router, and/or a modem.

In another aspect, a computer readable apparatus is disclosed. In one embodiment, the
computer readable apparatus comprises a storage medium, the storage medium comprising at
least one computer program having a plurality of instructions stored thereon. In one variant,
the computer-readable apparatus is part of an AP Controller.

These and other aspects shall become apparent when considered in light of the

disclosure provided herein.

Brief Description of The Drawings
FIG. 1 is a functional block diagram illustrating an exemplary hybrid fiber coax

network configuration useful with various aspects of the present disclosure.

FIG. 2A 15 a functional block diagram of one embodiment of a peer-enabled Access
Point (AP) apparatus according to the present disclosure,

FIG. 2B is a functional block diagram of one embodiment of a network-enabled Access
Point (AP) apparatus according to the present disclosure.

FIG. 3A is a functional block diagram of one embodiment of a local wireless Access
Point controller apparatus according to the present disclosure.

FIG. 3B is a functional block diagram of one embodiment of a network or centralized
wireless Access Point controller apparatus according to the present disclosure.

FIG. 4A is alogical block diagram of an exemplary AP coordination architecture useful
with various embodiments of the present disclosure.

FIG. 4B is a logical block diagram of another exemplary AP coordination architecture
useful with various embodiments of the present disclosure.

FIG. 4C is a logical block diagram of yet another exemplary AP coordination

architecture useful with various embodiments of the present disclosure.
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FIG. 5 is a graphical representation of one exemplary embodiment of a wireless local
area network (WLAN) according to various embodiments of the present disclosure, showing
AP coverage areas.

FIG. 6A is a ladder diagram showing exemplary message and data exchange between
various entities within a WLAN a according to a first embodiment of the present disclosure.

FIG. 6B is a ladder diagram showing exemplary message and data exchange between
various entities within a WL AN a according to a second embodiment of the present disclosure.

FIG. 6C is a ladder diagram showing exemplary message and data exchange between
various entities within a WLAN a according to a third embodiment of the present disclosure.

FIG. 7A is alogical flow diagram of an exemplary embodiment of a generalized method
to service a client device using multiple APs of a WLAN according to the present disclosure.

FIG. 7B is a logical flow diagram of another exemplary embodiment of a generalized
method to service a client device using multiple APs of a WLAN according to the present
disclosure.

FIG. 7C is a logical flow diagram of a further exemplary embodiment of a generalized
method to service a client device using multiple APs of a WLAN according to the present
disclosure.

FIG. 7D is a logical flow diagram of yet another exemplary embodiment of a
generalized method to service a client device using multiple APs of a WLAN according to the
present disclosure.

FIG. 8 is a logical flow diagram of an exemplary embodiment of a method for servicing
a client device transaction by multiple APs of a WLAN of the present disclosure,

FIG. 8A is alogical flow diagram of an exemplary embodiment of a method to process
a client device transaction of the method of FIG. 8.

FIGS. 9A-9B are graphical representations of exemplary time schedules for three
WLAN APs, according to a first scenario.

FIGS. 10A-10D are graphical representations of exemplary time schedules for three
WLAN APs, according to disclosure second scenario.

All figures disclosed herein are © Copyright 2018-2020 Charter Communications
Operating, LLC. All rights reserved.

Deiailed Description

Reference is now made to the drawings wherein like numerals refer to like parts
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throughout.

As used herein, the term “access point” refers generally and without limitation to a
network node which enables communication between a user or client device and another entity
within a network, such as for example a Wi-Fi AP, or a Wi-Fi-Direct enabled device acting as
a Group Owner (GO).

As used herein, the term “application” refers generally and without limitation to a unit
of executable software that implements a certain functionality or theme. The themes of
applications vary broadly across any number of disciplines and functions (such as on-demand
content management, e-conunerce transactions, brokerage transactions, home entertainment,
calculator etc.), and one application may have more than one theme. The unit of executable
software generally runs in a predetermined environment; for example, the unit could include a
downloadable Java Xlet™ that nuns within the JavaTV™ environment.

As used herein, the term “client device™ includes, but is not limited to, set-top boxes
(e.g., DSTBs), gateways, modems, personal computers (PCs), and minicompuiers, whether
desktop, laptop, or otherwise, and mobile devices such as handheld computers, PD As, personal
media devices (PMDs), tablets, “phablets”, smartphones, and vehicle infotainment or similar
systems.

As used herein, the term “computer program™ or “software™ is meant to include any
sequence or human or machine cognizable steps which perform a function. Such program may
be rendered in virtually any programmung language or environment including, for example,
C/C++, Fortran, COBOL, PASCAL, assembly language, markup languages (e.g., HTML,
SGML, XML, VoXML), and the like, as well as object-oriented environments such as the
Common Object Request Broker Architecture (CORBA), Java™ (including J2ME, Java Beans,
etc.) and the like.

As used herein, the terms “Intemet” and “internet” are used interchangeably to refer to
inter-networks including, without limitation, the Internet.

As used herein, the term “memory”™ includes any type of integrated circuit or other
storage device adapted for storing digital data including, without limitation, ROM. PROM,
EEPROM, DRAM, SDRAM, DDR/2 SDRAM, EDO/FPMS, RLDRAM, SRAM, “flash”
memory (e.g., NAND/NOR), and PSRAM.

As used herein, the terms “microprocessor” and “processor” or “digital processor”™ are
meant generally to include all types of digital processing devices including, without limitation,

digital signal processors (DSPs), reduced instruction set computers (RISC), general-purpose

CA 03143823 2022-1-12
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(CISC) processors, microprocessors, gate arrays {(e.g.. FPGAs), PLDs, reconfigurable
computer fabrics (RCFs), array processors, secure microprocessors, and application-specific
integrated circuits {(ASICs). Such digital processors may be contained on a single unitary IC
die, or distributed across multiple components.

As used herein, the terms “MSO™ or “multiple systems operator™ refer to a cable,
satellite, or terrestrial network provider having infrastructure required to deliver services
including programming and data over those mediums.

As used herein, the terms “network™ and “bearer network™ refer generally to any type
of telecommunications or data network including, without limitation, hybrid fiber coax (HFC)
networks, satellite networks, cellular or telco networks, and data networks (including MANSs,
WANSs, LANs, WL ANSs, intemets, and intranets). Such networks or portions thereof may utilize
any one or more different topologies (e.g., ring, bus, star, loop, eic.), transmission media (e.g.,
wired/RF cable, RF wireless, millimeter wave, optical, etc.) and/or communications or
networking protocols (e.g., SONET, DOCSIS, 1EEE Sid. 802.3, ATM, X.25, Frame Relay,
3GPP, 3GPP2, WAP, SIP, UDP, FTP, RTP/RTCP, H.323, etc.).

As used herein, the term “network interface” refers to any signal or data interface with
a component or network including, without limitation, those of the FireWire (e.g., FW400,
FWZ800, etc.), USB (e.g., USB2), Ethemet (e.g.., 10/100, 10/100/1000 (Gigabit Ethernet), 10-
Gig-E, etc.), MoCA, Coaxsys (e.g., TVnet™), radio frequency tuner (e.g., in-band or OOB,
cable modem, etc.), Wi-Fi (802.11), 3GPP (LTE/LTE-A/5G NR), WiMAX (802.16), Zigbee®,
Z-wave, PAN (e.g., 802.15), power line carrier (PLC), or IrDA families.

As used herein, the term “Wi-Fi” refers to, without limitation, any of the variants of
IEEE-Std. 802.11 or related standards.

As used herein, the term “wireless™ means any wireless signal, data, communication,
or other interface including without limitation Wi-Fi, Bluetooth, 3G (3GPP/3GPP2),
HSDPA/HSUPA, TDMA, CDMA (eg., IS95A, WCDMA, etc.), FHSS, DSSS, GSM,
PAN/802.15, WiMAX (802.16), 80220, Zigbee®, Z-wave, narrowband/FDMA, OFDM,
PCS/DCS, LTE/LTE-A, 5G NR, analog cellular, CDPD, satellite systems, millimeter wave or

microwave systems, acoustic, and infrared (i.e., IrDA).
Overview

In a Wi-Fi wireless network, multiple client devices (e.g., “STA” devices) can be

connected to one AP. However, within a given period of time {e.g., in a one millisecond frame),

10
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the AP can only send data to or receive data from one client device. Moreover, since Wi-Fi
communication is half-duplex communication, an AP or a client device cannot send and receive
data simultaneously. Because of these limitations, even assuming a sufficiently high signal
strength at the relevant receiver exists, a client device is often required to “back off” and wait
to send a request or receive data, and as such a busy or highly congested AP may not be able
to service all client requests, including with sufficient bandwidih to maintain QoE (quality of
experience) or QoS (quality of service) requirements in a reliable fashion.

In a multi-AP system, if a first AP cannot service a client request dueto e.g., congestion,
another AP within range of the relevant client device might be able to provide a higher level of
service. However, since client devices only communicate through one AP at a time under extant
802.11 protocols, dissociation of the client device from the first AP, acquisition of a suitable
second AP, and subsequent association with the second AP, are all required. The current
disclosure advantageously overcomes this disabilily by permitting logical aggregation of
multiple Access Points that are communicative or capable of communication with a given client
device, without forcing the client device to separately dissociate/associate with each of the
multiple Access Points.

In one aspect, the present disclosure leverages the fact that Access Points (APs) within
a given Wi-Fi network share the same network name or Service Set Identifier (SSID); each
Access Point has its own unique Basic Service Set Identifier (BSSID), based on its Media
Access Control {(MAC) address, which serves as a umque identifier for the Access Point. A
listing of all BSSIDs within the given network is called an Extended Basic Service Set
Identifier (ESSID). In one embodiment, when a client device (e.g., STA) connects to a Wi-Fi
network, it does so by associating with one Access Point {(e.g., AP1 having a unique BSSID1)
belonging to the network. Thereafter, the client device sends and receives data through one or
more other wireless Access Points (AP2, AP3, etc.) by allowing these other AP’s to “spoof” or
clone the BSSID of AP1 (BSSID1) when commumicating with the same client device. In other
words, AP2 may transmit data to the client device under the credentials of BSSID1 such that
the client device believes that the data is originated from AP1, when in fact it is physically
transmitted via a separate air interface between AP2 and the client. Similarly, data sent by the
client device to AP1 (to BSSID1) may be received by multiple APs within the system. In this
way, handoff operations are completely obviated, and the client device is not required to
disassociate from one Access Point in order to communicate with a second (and even third)

Access Point in order to achieve the requisite increased data throughput.

11
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Moreover, in some embodiments, the client/STA can advantageously be a simple
commodity-type device; no modifications to the client (and hence the ubiquitous installed base
of commodity client devices) are necessary, since extant medium access and contention
resolution mechanisms are employed. The client in the exemplary embodiment simply sees
transmission form the multiple APs as originating from a single AP, and likewise transmits
data to the “single AP” when in fact such transmissions are received by the multiple
participating APs (assuming all are within wireless range of the client).

In another variant, the foregoing extant access and contention resolution mechanisms
are, at least from the AP side, replaced with a prescribed medium access scheme (e.g., TDMA
slot schedule) so that each of the participating APs are instructed to at least transmit according
to the schedule. In one implementation, the client advantageously need not be aware of this
schedule or synchronize to it; it merely sees the fransmissions from the multiple participating
APs as transmissions from the same AP with which it associated, just in a prescribed sequence
or timing. As such, contention or interference at the client from the multiple signals is largely
avoided.

Service Provider Network

FIG. 1 illustrates a typical service provider network configuration useful with the
features of the WLAN utilization apparatus and methods described herein. This service
provider network 100 is used in one embodiment of the disclosure to provide backbone and
backhaul from the service provider’s service nodes, such as HFC cable or FTTC/FTTH drops
to different premises or venues/residences. For example, one or more stand-alone or embedded
DOCSIS cable modems (CMs) 112 are in data communication with the various WLAN
architecture components (e.g., AP’s and controllers, if used) as described in greater detail

below, so as to provide two-way data communication to the served components.

In certain embodiments, the service provider network 100 also advantageously permits
the aggregation and/or analysis of subscriber- or account-specific data (including inter alia,
particular AP or controller devices associated with such subscriber or accounts) as part of the
provision of services to users under the exemplary delivery models described herein. As but
one example, device-specific IDs (e.g., BSSID, MAC address or the like) can be cross-
correlated to MSO subscriber data maintained at e.g., the network head end(s) 107 so as to
permit or at least facilitate, among other things, (i) user/device authentication to the MSO
network; (ii) correlation of aspects of the area, premises or venue where service is provided to

particular subscriber capabilities, demographics, or equipment locations, such as for delivery
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of location-specific or targeted content or advertising; and (iii) determination of subscription
level, and hence subscriber privileges and access 1o certain services as applicable. Moreover,
device profiles for particular devices can be maintained by the MSO, such that the MSO (or its

automated proxy processes) can model the device for wireless or other capabilities.

The MSO network architecture 100 of FIG. 1 is particularly useful for the delivery of
packetized content (e.g., encoded digital content carried within a packet or frame structure or
protocol) consistent with the various aspects of the present disclosure. In addition to on-demand
and broadcast content (e.g., live video programming), the system of FIG. 1 may deliver Internet
data and OTT (over-the-top) services to the end users (including those of the AP’s 106a-c) via
the Intemet protocol (IP) and TCP (i.e., over the WLAN radio bearer), although other protocols
and transport mechanisms of the type well known in the digital communication art may be
substituted.

The network architecture 100 of FIG. 1 generally includes one or more headends 107
in communication with at least one hub 117 via an optical ring 137, The distribution hub 117
is able to provide content to various “client” devices (e.g., APs 106a-c), via modem/gateway
devices as applicable, via an interposed network infrastructure 145. It will be appreciated from
examination of FIG. 1 that the various WLAN APs may each act as a “client” device of the
network. For example, in some installations, the controller 104 of a given AP is physically
disparate or removed from the locations of its constituent AP’s 106, and a (e.g., wired, wireless,
optical) PHY bearer is needed to communicate control data between the controller and their
constituent APs, as well as a backhaul for the APs to the core/backbone for user data/plane
functions. In one such architecture, the controller 104b (where used) may be placed further
toward the core of the MSQ distribution network, while the various constituent AP’s are placed
at the edge. Alternatively, both devices 104a, 106 may be near the edge (and e.g., served by
edge QAMs or RF carriers 140 as shown in FIG. 1). In both cases, the MSO infrastructure
may be used to control and user data from each device and communicate it to, via the MSO
infrastructure, the other components, much as two geographically disparate customers of a
given MSO might communicate data via their respective DOCSIS modems in their premises.
Each component has an IP address within the network, and as such can be accessed by the other
components.

Moreover, a given controller and its AP’s may be co-located (i.e., physically and
logically integrated) as desired, as shown by the combined units 106b in FIG. 1. This may also
be “hybridized,” such as where one constituent AP is co-located (and potentially physically
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integrated) with the controller, while the remaining AP’s of that controller are geographically
and physically distributed and may or may not have controller logic,

Accordingly, different AP/controller scenarios are shown in FIG. 1 for purposes of
illustrating the possible diversity of installations and operation consistent with the present
disclosure. These include: (1) installations with at least one commodity AP 106¢ and at least
one remotely (network) controlled AP 106a; (1) installations with at least one commodity AP
106¢ and at least one controller-enabled AP 106b; and (iii) installations with all commodity
APs 106¢ and a local controller 104a.

In the MSO network 100 of FIG. 1, various content sources 103, 103a are used to
provide content to content servers 104, 105 and origin servers 121. For example, content may
be received from a local, regional, or network content library as discussed in co-owned U.S.
Patent No. 8,997,136 entitled “APPARATUS AND METHODS FOR PACKETIZED
CONTENT DELIVERY OVER A BANDWIDTH-EFFICIENT NETWORK”, which is
incorporated herein by reference in its entirety. Alternatively, content may be received from
linear analog or digital feeds, as well as third party content sources. Internet content sources
103a (such as e.g., a web server) provide Internet content to a packetized content origin
server(s) 121. Other IP content may also be received at the onigin server{s) 121, such as voice
over IP (VoIP) and/or IPTV content. Content may also be received from subscriber and non-
subscriber devices (e.g., a PC or smartphone-originated user made video).

The network architecture 100 of FIG. 1 may further include a legacy
multiplexer/encrypter/modulator (MEM; not shown). In the present context, the content server
104 and packetized content server 121 may be coupled via a LAN to a headend switching
device 122 such as an 802.3z Gigabit Ethemet {or “10G™) device. For downstream delivery via
the MSO infrastructure (i.e., QAMSs), video and audio content is multiplexed at the headend
107 and transmitted to the edge switch device 138 (which may also comprise an 802.3z Gigabit
Ethernet device) via the optical ring 137.

In one exemplary content delivery paradigm, MPEG-based video content {e.g., MPEG-
2, H.264/ AVC) may be delivered to user IP-based client devices over the relevant physical
transport (e.g., DOCSIS channels and WL AN bearer of the respective AP 106); that is as
MPEG-over-IP-over-MPEG. Specifically, the higher layer MPEG or other encoded content
may be encapsulated using an IP network-layer protocol, which then utilizes an MPEG
packetization/container format of the type well known in the art for delivery over the RF
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channels or other transport, such as via a multiplexed transport stream (MPTS). Delivery in
such packetized modes may be unicast, multicast, or broadcast.

Individual devices such as cable modems 112 and associated APs 106 and controllers
104 (where used) of the implementation of FIG. 1 may be configured to monitor the particular
assigned RF channel (such as via a port or socket ID/address, or other such mechanism) for IP
packets intended for the client or subscriber premises/address that they serve. The IP packets
associated with Internet services are received by edge switch, and forwarded to the cable
modem termination system (CMTS) 139. The CMTS examines the packets, and forwards
packets intended for the local network to the edge switch. Other packets are in one variant
discarded or routed to another component.

The edge switch forwards the packets receive from the CMTS to the QAM modulator,
which transmits the packets on one or more physical (QAM-modulated RF) channels to the
“client” WLAN devices. The IP packets are typically transmitted on RF channels that are
different than the “in band” RF channels used for the broadcast video and audio programming,
although this is not a requirement,

In one implementation, the CMs 112 shown in FIG. 1 each service a premises or venue,
such as user premises, an apartment building conference center or hospitality structure (e.g.,
hotel), which includes one or more AP nodes for provision of WLAN services (e.g., 802.11-
2016 compliant Wi-Fi) nodes for WLAN access within 2.4GHz ISM band, or even E-UTRAN
femtocells, CBRS (Citizens Broadband Radioc Service) nodes, or other such devices.

In parallel with (or in place of) the foregoing delivery mechanisms, the MSO backbone
131 and other network components can be used to deliver packetized content to the “client”
WLAN devices 104, 106 via non-MSO networks. For example, so-called “OTT” content
(whether tightly coupled or otherwise) can be ingested, stored within the MSO’s network
infrastructure, and delivered to the AP via an interposed service provider network {(which may
include a public Internet) 111 (e.g., at a local coffee shop, via a WLAN AP connected to the
coffee shop’s service provider via a modem, with the user’s IP-enabled end-user device 108
utilizing an Intemet browser or MSO/third-party app to stream content according to an HTTP-
based approach over the MSO backbone 131 to the third party network to the service provider
modem 113 (or optical demodulator) to the AP, and to the user device via the AP wireless

interface.

15



10

15

20

25

30

CA 03143823 2022-1-12

WO 2021/011422 PCT/US2020/041722

Access Point Architecture

FIG. 2A illustrates one exemplary wireless Access Point 106b according to the present
disclosure. As shown, the exemplary access point device includes: a processor subsystem 202,
a memory module 204 with peer controller logic 205, a WLAN network interface 206, and a
backhaul interface 208.

In one exemplary embodiment, the processor 202 may include one or more of a digital
signal processor, microprocessor, field-programmable gate array, or plurality of processing
components mounted on one or more substrates. The processor subsystem 202 may also
comprise internal cache memory (e.g., L1/L2/L3 or other types of cache). The processor
subsystem is in communication with a memory subsystem 304, the latter including memory
which may for example comprise SRAM, flash, and/or SDRAM components, or even “3D”
memory arrays. The memory subsystem may implement one or more of DMA-type hardware,
so as to facilitate data accesses as is well known in the art.

The processor subsystem 202 is configured to execute at least one computer program
stored in memory 204 {e.g., non-transitory computer readable storage media). The computer
program may include a plurality of computer readable instructions configured to establish,
monitor, and maintain a backhaul access link. As described in greater detail elsewhere herein,
the memory may contain logic (e.g., one or more programs) 205 configured to implement peer
controller functions, including aggregation of two or more co-located or proximate APs under
a common BSSID/passkey.

In one embodiment, the WLAN interface is an 802.11-compliant client (e.g., STA)
interface 2006 (e.g., Wi-Fi interface) and is configured to transact one or more data with one or
more wireless devices. Each client device of the wireless access point has an address (e.g., an
IP address) that is unique within the wireless network; the address can be used to communicate
with the comresponding device. In more complex networks, addresses may be logically divided
into ranges of network addresses, etc.

In one implementation of the wireless access point 106b, the backhaul interface 208 is
configured to enable the AP 106b to: (i) register with an upstream backhaul access point and/or
access point controller (such as the AP controller 104a or 104b in FIG. 3A or FIG. 3B,
respectively); and (ii) manage backhaul link connectivity to support network connectivity for
its wireless clients. In one exemplary embodiment, registration of the access point includes
registration with an access point registry service provided by a wireless network. In one

exemplary embodiment, the registration includes authenticating and authorizing the access
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point to the service provider’s network. On successful authentication and authorization, the
access point 15 enabled/instructed to provision hotspot functionality for its wireless clients, In
one variant, the access point provisions network service in accordance with information
provided by the service provider’s network. For example, the network may specify an SSID
for the access point. In another example, the network may instruct the access point to operate
a completely independent sub-network (with a unique SSID}, etc. In one embodiment, the
service provider’s network may provide instructions to the access point through an access point
controller.

In one exemplary embodiment, the client interface 206 and backhaul interface 208 of
the device 106b of FIG. 2A comprise one or more wireless radio interfaces. In some variants,
the client interface and the backhaul interface are physically distinct; in other vanants, the
interfaces are logically performed over the same physical radio interface (e.g., time and/or
frequency multiplexed). Generally, a radio interface incorporales an assembly of filters, low
noise amplifiers (LNAs), power amplifiers (PAs), and antenna assemblies that are configured
to transmit a modulated waveform via an air interface. As shown, the radio/modem subsystem
may be configured to support MIMO (Multiple Input Multiple Output) antenna technology in
which multiple antennas are used to transmit and receive signaling. With MIMO, multiple
independent data streams can be transmitted in parallel using the same time-frequency
resource. To distinguish the data streams sharing this same time-frequency resource, spatial
division multiplexing is applied Those of ordinary skill in the related arts will readily
appreciate that SISO (Single In, Single Out), SIMQ (Single In, Multiple Out), and MISQO
(Multiple In, Single Out) antenna schemes may be substituted with equivalent success.

In one embodiment the backhaul interface 208 of the device of FIG. A comprises a
wired interface (e.g., GbE, 10G, or similar) that connects to a modem, router, gateway, AP
controller, or other service node of a backhaul network. While the present disclosure is
primarily directed to Ethernet immplementations compliant with IEEE 802 3, artisans of ordinary
skill in the related arts, given the contents of the present disclosure, will readily appreciate that
the various principles described herein are readily applicable to any wired interface, including
but not limited to: FireWire (e.g., FW400, FW800, etc.), USB (e.g., USB2), Ethemet (e.g.,
10/100, 10/100/1000 (Gigabit Ethernet), 10-Gig-E, etc.), MoCA, Coaxsys (e.g., TVnet™), etc.

In this embodiment of the AP 106b, the AP includes peer AP controller logic 205, which
is configured to enable the AP to generate messages for transmussion to one or more other APs

within a given served area or premises including data to enable the recipient AP(s) to
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implement “cloning” of the transmitting AP’s BSSID and passkey data, such that the recipient
APs can function in effect as alter-egos of the transmitting AP and operate concurrently
therewith with respect to each served client.

In one exemplary implementation, communication between the AP peers is
accomplished via an Ethemet (e.g., GbE) or other LAN wireline connection existing between
the APs, such as via a common router or modem with which the two APs are in data
communication. Altematively, the present disclosure contemplates at least one of the peer
APs, when communicating with its designated peer “controller” AP, acting as an STA device
(with the peer controller acting as an AP), such that the coordination data (e.g., BSSID and
passkey data) can be transmitted from the controller to the recipient or “minion” AP via a
wireless channel between the two devices {1.e, using an 802.11 air interface channel). In
another variant, the recipient STAs are each configured to act as both an AP and STA (i.e., AP
for serving the target client(s), and STA for transaction of data with the transmitting AP,
including the generated messaging with the BSSID and passkey data). This approach obviates
a separate wireline (e.g., Ethemet) data connection between the two (or more) APs acting in
the aggregate.

In yet other embodiments, the AP’s may be equipped with alternate communication
channels (such as Bluetooth or BLE, or another PAN interface such as IEEE Std. 802.15.4).

FIG. 2B illustrates another embodiment of the AP of the present disclosure, wherein
the AP 106a includes client controller logic 215 which acts as a logical chent to network-based
“server” controller logic within a separate local or cloud-based controller 104a, 104b with
which the AP 106a is in logical communication. In this fashion, the client controller logic 215
acts as a “minion” of the “master” network controller 104a, 104b during operation, including
allocation of BSSID and passkey values as described herein during periods when multi-AP
data transmissions with one or more clients are utilized.

Also, as discussed below in greater detail, while the data backhaul and interface 208
used by the AP is in many embodiments described herein also used for logical communications
between the client controller logic 215 and the network controller logic 104a, 104b, it is also
envisaged that separate physical channels may be used for the communication between the
controller entities, depending on their placement within the architecture. This is particularly
true of the network controller logic is not within the backhaul pathway of the relevant AP(s).

FIG. 3A illustrates one exemplary embodiment of a local Access Point (AP) Controller

104a according to the present disclosure. As shown, the AP controller 104a includes: a
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processor 302, a memory module 304, a peer controller (PC) 306, a backend (e.g., backhaul)
network interface 310, and a WLAN network interface 312, The foregoing apparatus being
purely illustrative, artisans of ordinary skill in the related arts will readily appreciate, given the
present disclosure, that the AP Controller may be a stand-alone device, virtualized and/or
distributed within other network entities {(e.g., within a router or modem), or be distributed
within one or more of the WLAN APs. Moreover, in deployment scenarios where an access
point operates in a stand-alone manner without an overarching network of access points {e.g.,
consumer premises may only have a single AP, etc.), it is readily appreciated that a single AP
may execute the complementary PC logic 306.

At a high level, the exemplary local controller 104a of FIG. 3 A utilizes its PC logic 306
to control two or more peer APs within a given WLAN, such as at a user’s premmses or an
enterprise or venue, The controller may for example be a standalone box, or integrated with
e.g., DOCSIS modem providing backhaul for the premises, or a network router. It
communicates with the peer APs within the WLAN over which it is cognizant via the WLAN
network interface 312, which may also include backhaul or other functionality as well.

In one exemplary embodiment, the processor 302 may include one or more of a digital
signal processor, microprocessor, field-programmable gate array, or plurality of processing
components mounted on one or more substrates. The processor 302 may also comprise an
internal cache memory. The processing subsystem is in communication with a memory
subsystem 304, the latter including memory which may for example comprise SRAM, flash,
and/or SDRAM components. The memory subsystem may implement one or more of DMA
type hardware, so as to facilitate data accesses as is well known in the art. The memory
subsystem of the exemplary embodiment contains computer-executable instructions which are
executable by the processor subsystem.

The processing apparatus 302 is configured to execute at least one computer program
stored in memory 304 {e.g., non-transitory computer readable storage media). The computer
program may include a plurality of computer readable instructions configured to perform the
complementary logical fimctions of a peer controller (PC) 306, Other embodiments may
implement such functionality within dedicated hardware, logic, and/or specialized co-
processors (not shown). For instance, the peer controller (or portions of the functionality
thereof) can be located in one or more MSO data centers, and/or in other “cloud™ entities
(whether withan our outside of the MSO network).

In one embodiment, the local AP controller 104a (including PC 306) is configured to

19



10

15

20

25

30

CA 03143823 2022-1-12

WO 2021/011422 PCT/US2020/041722

register wireless client devices 108, register and communicate with wireless APs, evaluate the
APs in relation to the client devices, and manage WLAN traffic between the client devices and
the APs. For example, the AP controller 104a may receive a request from a client device
attempting to send/receive data through a first AP and allocate the request to at least one other
AP. This process is discussed in detail later in the present disclosure.

In one embodiment, the complementary PC 306 is further configured to communicate
with one or more authentication, authorization, and accounting (AAA) servers of the core
network. The AAA servers are configured to provide, inter alia, authorization services and
facilitate tracking and/or control of network subscribers for intelligently controlling access to
computer resources, enforcing policies, auditing usage, and providing the information
necessary to bill for services. In some variants, authentication processes are configured to
identify a subscriber, typically by having the subscriber enter a valid user name and valid
password before access is granted.

In one embodiment, the backend network interface 310 is configured to transact one or
more network address packets with other networked devices according to a network protocol.
Common examples of Open Systems Interconnection {OSI) based network routing protocols
include for example: Internet Protocol (IP), Internetwork Packet Exchange (IPX), and OSI
based network technologies (e.g., Asynchronous Transfer Mode (ATM), Synchronous Optical
Networking (SONET), Synchronous Digital Hierarchy (SDH), Frame Relay, etc.) The network
interface 310 operates in signal communication with the backbone of the content delivery
network (CDN), such as that of FIG. 1. This interface might comprise for instance GbE
(Gigabit Ethernet) or other interfaces of suitable bandwidth capability.

The WLAN interface 312 is utilized in the illustrated embodiment for communication
with the WLAN APs, such as via Ethemet or other data network protocols. It will also be
appreciated that the two interfaces 310, 312 may be aggregated together and/or shared with
other extant data interfaces.

FIG. 3B illustrates one exemplary embodiment of a network {(e.g., core or cloud)
network controller 104b according to the disclosure. As shown, the AP controller 104b
includes: a processor 312, a memory module 314, an AP network controller (NC) 316, a
headend or core LAN network interface 320, and a hybnd fiber coaxial (HFC) plant interface
322. The foregoing apparatus being purely illustrative, artisans of ordinary skill in the related
arts will readily appreciate, given the present disclosure, that the network AP Controller may

be a stand-alone device, virtualized and/or distributed within other core network entities (e.g.,
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within a router or modem), or be distributed within one or more of the WLAN APs.

At a high level, the exemplary network controller 104b of FIG. 3b utilizes its NC logic
316 to control two or more APs within a given WLAN under its control, such as at a user’s
premises or an enterprise or venue. The controller may for example be a standalone box, or
integrated with e.g., CMTS devices, or other network components depending on placement. It
communicates with one or more “controlled”™ APs within the WLAN over which it is cognizant
via the HFC interface 322, which may also include content distribution or Internet service or
other functionality as well.

In one exemplary embodiment, the processor 312 may include one or more of a digital
signal processor, microprocessor, field-programmable gate array, or plurality of processing
components mounted on one or more substrates. The processor 312 may also comprise an
intemmal cache memory. The processing subsystem is in communication with a memory
subsystem 314, the latter including memory which may for example comprise SRAM, flash,
and/or SDRAM components. The memory subsystem may implement one or more of DMA
type hardware, so as to facilitate data accesses as is well known in the art. The memory
subsystem of the exemplary embodiment contains computer-executable instructions which are
executable by the processor subsystem.

The processing apparatus 312 is configured to execute at least one computer program
stored in memory 314 {e.g., non-transitory computer readable storage media). The computer
program may include a plurality of computer readable instructions configured to perform the
complementary logical functions of the network controller {(NC) 316. Other embodiments may
implement such functionality within dedicated hardware, logic, and/or specialized co-
processors (not shown).

In one embodiment, the network AP controller 104b (including NC 316) is similarly
configured to register wireless client devices 108, register and communicate with wireless APs,
evaluate the APs in relation to the client devices, and manage WLAN traffic between the client
devices and the APs. For example, the AP controller 104b may receive data relating to a request
from a client device attempting to send/receive data through a first AP within its controlled
group, and allocate the request to at least one other AP. In one embodiment, the NC 316 is
further configured to communicate with one or more authentication, authorization, and
accounting (AAA) servers of the core network. The AAA servers are configured to provide,
inter afia, authorization services and facilitate tracking and/or control of network subscribers

for intelligently controlling access to computer resources, enforcing policies, auditing usage,
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and providing the information necessary to bill for services. In some variants, authentication
processes are configured to identify a subscriber, typically by having the subscriber enter a
valid user name and valid password before access is granted.

In one embodiment, the headend network interface 320 is configured to transact one or
more network address packets with other networked devices within the MSO domain (e.g., via
MSO LAN or intranet) according to a network protocol. Common examples of Open Systems
Interconnection {OSI) based network routing protocols include for example: Internet Protocol
(IP), Internetwork Packet Exchange (IPX), and OSI based network technologies (e.g.,
Asynchronous Transfer Mode (ATM), Synchronous Optical Networking (SONET),
Synchronous Digital Hierarchy (SDH), Frame Relay, etc.) The network interface 320 operates
in signal communication with the MSO LAN. This interface maght comprise for instance GbE
(Gigabit Ethernet) or other interfaces of suitable bandwidth capability.

The HFC plant interface 322 is utilized in the illustrated embodiment for
communication with the WLAN APs, whether via the HFC plant (e.g., packetized protocols
camed over in-band or QOB channels), or via another communication bearer, It will also be
appreciated that the two interfaces 320, 322 may be aggregated together and/or shared with
other extant data interfaces, such as in cases where the controller entity function is virtualized
within another component, such as an MSO network server performing other functions.

FIG. 4A shows a first exemplary architecture of an AP coordination system 400
according to the present disclosure. In this architecture, the AP controller 403 1s capable of
performing all the tasks of an AP. That is, controller logic 403 is integrated with the AP (AP2
in this scenario) and hence has its own connectivity range to service client devices directly. As
shown, the individual APs (AP1, AP2, and AP3) each are associated with a common network
ID (SSID), and each maintain their own unique BSSID values (BSSID1, BSSID2, and BSSID3
respectively) for “normal™ or non-tandem operation as described herein; these BSSID values
are, during tandem operation, merged into one BSSID (typically that of the AP with the
controller logic such as AP2, but this is not a requirement) such that the client 108, during such
tandem operation, sees each of the participating or aggregated APs as having a common BSSID
(BSSIDx in FIG. 4A) as well as common passkey data.

It is noted that in general, several mechanisms exist for communication between WLAN
APs, including those indigenous the protocol or underlying network apparatus. One such
mechanism for communication between the APs is a DS (Distributed System) using IEEE Std.
802.3 (e.g., Ethernet), such as via RJ-45/CAT-5/6 cabling between the APs via an interposed
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router or other networking infrastructure. Advantageously, using this mechanism, no
substantive firmware or hardware modifications are needed for the receiving or “minion™ AP,
and hence commodity/OEM devices may be effectively repurposed by the techniques described
herein for “aggregated” operation under e.g., a common BSSID/passkey.

In one or more embodiments, each AP 106b, 106¢ is located within and/or services a
designated area (e.g., a building, room, or plaza for commercial, corporate, academic purposes,
and/or any other space suitable for Wi-Fi access). Each AP is configured to provide wireless
network coverage within its coverage or connectivity range. The combined coverage of the
wireless connectivity provided by APs is configured to provision network access to a so-called
“open” Internet or intranet. More generally, artisans of ordinary skill in the related arts will
readily appreciate that the combined coverage of the wireless networks provides uncontrolled
(but limited) network access to any client device. In some variants, access to the network
requires a client device to enter valid credentials (e.g , username and password, or Globally
Unique Identifier (GUID)). In another variant, such access does not require authorization or
authentication for the provision of limited services only.

FIG. 4B illustrates another exemplary AP coordination system architecture 420 useful
in practicing various aspects of the present disclosure. In one exemplary embodiment, a local
network includes one or more APs 106b, 106¢ serving one or more client devices 408 within
the serviced area(s). At least one AP controller 104a operated by a service provider (which may
be located on-site or remotely in the headend or backend of the infrastructure} communicates
with at least some of the APs {e.g., those shown with the local controller client logic 403) to
provide information to be distributed to client devices 408. Communications between the AP
controller 104a and the relevant AP(s) may be accomplished through a wired network (e.g.,
LAN, backhaul infrastructure) and/or through a wireless network (e.g., WLAN serviced by Wi-
Fi connections). In one or more embodiments of the network, the information provisioned by
the AP controller 104a may include, depending on configuration: (1) client device
address/identification (e.g., MAC addresses), (i1} AP address/identification (e.g., BSSID), (ii)
client request information, (iii) security key(s) or cryptographic data, (iv) AP schedule
information, and/or (v) various network parameters (bandwidth, quality of service, etc.).
Depending on the needs and demands of AP(s) and the services employed by the AP(s), myriad
types of information, and in fact literally any type of digital data, can be transferred to, and be
used by the AP(s), via the exemplary AP coordination system 420. In an exemplary

embodiment, the AP Controller 104a collects information relating to the APs, client devices,
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and client device requests made within the Wi-Fi network. The AP controller may process the
collected information, and instruct the APs to fulfill the client requests according 1o a
transmission schedule provided by the AP Controller, as described in greater detail
subsequently herein.

In one or more exemplary embodiments of the system 420, the APs are associated with
one SSID (one network name) and each AP has its own unique BSSID, as in the system 400 of
FIG. 4A. The network-based AP controller 104a may instruct any of the (participating) APs to
transact data with a client device 408 while aggregated under the BSSID of a different AP. In
another embodiment, at least some of the APs may be associated with more than one SSID,
and the AP coordination protocols of the present disclosure may be internally applied within
each SSID.

In one embodiment of the present disclosure, all WLAN APs and client devices operate
on or within a prescribed set of channels. In another embodiment, some APs may operate using
multiple channels. In this case, one implementation of the controller 104a is configured to issue
a “change channel” request or command that may be sent to a client device or to a participating
AP.

FIG. 4C illustrates yet another embodiment of the architecture 440 according to the
present disclosure. In this embodiment, the network controller 104b is “cloud” based; i.e.,
disposed at a remote location such as within the MSO core network (see FIG. 1 and discussion
of FIG. 3B). Data comummunication between the participating WLAN AP’s and the controller
104b 1s accomplished in one embodiment via the network backhaul between the APs and the
core (i.e., that used to backhaul the user plane traffic of the APs), such as via a control channel,
QOB channel, or other dedicated or shared bearer available for such purposes, although other
communication channels may be used as well.

Although FIGS. 4A-4C show three APs, this is merely illustrative, and a different
number of APs may be used within the AP coordination system architectures 400,420.

Based on the foregoing architectures, various embodiments of the present disclosure
are directed to enabling a client device 108 to send and receive data from multiple APs even
while maintaining an “association” with only one AP (i.e., viatandem or aggregated operation).
Specifically, in one embodiment, a client device 108 may initially connect to the local area
network by associating with one AP (e.g., APl having BSSIDI1), and thereafter send and
receive data through other APs of that network {e.g., AP2, and AP3, as well as AP1) without

associating with any of the other APs (i.e., without negotiating separate connections or sessions
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with the other APs). The client device in such tandem or aggregated operation does not realize
that it is connected to AP2 and AP3, since AP2 and AP3 use the identity of AP1 (BSSID1),
and the cryptography negotiated between AP1 and the client, to interact with the client device.
In this way, the client device in an exemplary embodiment advantageously requires no extra
software (e.g., applications software, or firmware) over its normal commodity configuration,
and is unaware of the AP transmission coordination taking place within the WLAN system.

Notwithstanding, that the present disclosure contemplates the client device (e.g.,
smartphone, tablet, laptop) having an installed or downloaded application or “app” or firmware
update comprising, e.g., an application programming interface (API), that allows the client
device to more actively participate in the AP transmission coordination. That is, a common
protocol or compatible API (enabled by, .g., an application available from the service provider
operating the AP/controller, the user’s “host” service provider {e.g., an MSO) who has access
to the AP/controller, eic.) among the client devices, AP(s), and/or AP Controller may allow for
more effective coordination/scheduling of data transmissions within a Wi-Fi network. In one
such scenario, the controller 104a or its proxy may make an API call to the client device 108
to obtain various types of information from the client relating to status {e.g., WLAN parameter
or link status, signal strength, etc.), capabilities, and/or pending requests. Conversely, the client
device application or firmware may make API calls to e.g., the controller or a proxy (e.g., a
networked server of the MSO or another entity) to obtain useful or required data, including for
effecting the aggregated operation described above.

In another variant, the controller 104a may act as a conduit for data intended to be
transmitted to and from APs; i.e., be “in line” entities within the data path of the APs. Typically,
control traffic is routed from the APs to their controllers. User traffic can optionally be routed
through the controller, or pointed directly to the Internet depending on the deployment scenario.

FIG. 5 illustrates an exemplary embodiment of a wireless network 500 having an
associated AP controller 104a, 104b and access points AP1 106b, 106¢, AP2 106b, 106¢, and
AP3 106b, 106c. In various embodiments, each AP has a limited connectivity range or area
505-1/505-2/505-3 as determined by e.g., RSSI at the recipient client device. As shown, some
client devices are within the connectivity range of one or more APs, but not within connectivity
range of other APs. For example, some client devices 108-1/108-4 are within range of only one
AP; other client devices 108-2/108-3 are within range of two APs and may be serviced by one
or both. The AP Controller 104a, 104b is aware of the connectivity range of each AP as it

relates to the client devices, and may schedule network traffic accordingly. For example, the

25



10

15

20

25

30

CA 03143823 2022-1-12

WO 2021/011422 PCT/US2020/041722

AP controller may receive a request from one client device 108-2, and instruct AP1 and AP2,
but not AP3, to fulfill the request.

It will be appreciated, however, that in some embodiments of the disclosure, such AP
selection for participation in tandem/aggregated operation may be completely driven by the
client. For instance, in one such approach, each of the APs shown in FIG. 5 may be open to
becoming part of an aggregate (whether by affirmative instruction from controller logic in the
network controller 104a, 104b, or even ancther “peer” AP as in FIG. 4A, or by virtue of logic
within the firmware of each AP itself), but the client may not be within range or otherwise have
adequate connectivity to that given AP, and hence will not attempt to associate with it (e.g.,
transmitted probe requests are never received or replied to). As such, that AP will never form
an association with that client using the shared BSSID (e.g., BSSIDx) and passkey data, but
rather will form associations with the other APs that are within range of it. Hence, the client
device 108 in effect selects which APs participate in the aggregation merely by virtue of its
physical position within the WL AN relative to each AP,

FIGS. 6A-6C are ladder diagrams illustrating various exemplary communication flows
between the entities of the various architectures of FIGS. 4A-4C.

In the approach 600 of FIG. 6 A, AP-based controller logic 403 of AP1 106b first
negotiates with the client via probe request 602 and response 604; AP2 in this scenario also
receives the probe request and issues a response 606, The client then attempts to authenticate
with AP1 via request 608 and response 610, and likewise subsequently requests access via
request 612 and response 614. At this point, AP1 transmits a message 616 to AP2 to invoke
the tandem or aggregated operation. In one variant, AP1 transmits the BSSID and passkey data
to AP2 as shown. Once the client is associated with AP1 and AP2 has implemented AP1’s
BSSID and passkey data, data is transacted between the client 108 and both AP1 and AP2 on
an opportunistic basis (i.e., using indigenous access/contention resolution mechanisms present
within the underlying air interface standard (here, IEEE Std. 802.11). For instance, if AP1 and
AP2 simultaneously attempt to transact data with the client using the same carrier at the same
time, one of the two APs will detect that the medium is used, and back off or employ another
approach to transact data with the client (e.g., via a different time slot).

In the approach 620 of FIG. 6B, similar probe/response actions 622, 624, 626 are taken,
as are the authentication/response 628, 630 and access request/response 632, 634, yet in in this
variant, time slot (TS) coordination data is also transmitted from the controller logic of AP1

via the message 636, and subsequently AP1 and AP2 utilize their designated time slots to
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respectively transact data 638, 640 with the client. It will be appreciated that while time slot or
temporal offset is shown in this example, other mechanisms for contention resolution (i.e.,
differentiating one AP from the other) may be employed, such as e.g., use of different carriers.

In the approach 650 of FIG. 6C, similar probe/response actions 656, 638, 660 are taken,
as are the authentication/response 662, 664 and access request/response 666, 668, yet in in this
vanant, AP2 is effectively a commodity device with no substantive controller logic, while AP1
includes client controller logic in logical communication with the network controller 104a,
104b. The APs are configured to: (i) report their BSSID values to the controller per respective
messages 652, 654; (i1) report any associations formed per message 670; and (iii)
receive/service requests 672 from the controller for e.g., AP1 passkey data generated from the
reported association with the client 108 per response message 674. Per the instruction message
676 sent from the controller to AP2, AP2 assumes the BSSID and passkey of AP1, and the two
APs operate in tandem/aggregation as previously described to transact data 678, Tt will be
further appreciated that while extant contention resolution mechanisms such as those described
above with respect to FIG. 6A may be used with the architecture of FIG, 6C, so may the time
slot {TS) coordination or other mechanisms for contention resolution (i.e., differentiating one

AP from the other, such as e.g., use of different carriers), as discussed with respect to FIG. 6B.

Exemplary Methods

Various methods and embodiments thereof for operating and controlling wireless
networks according to the present disclosure are now described with respect to FIGS. 7A-7D
and 8-8A. In the various embodiments of FIGS. 7A-7D, the AP controller logic (i) is integrated
within AP1 as previously described herein (FIG. 7A), or (ii) the AP controller 104a, 104b may
be a separate entity (such as an NC; see FIG. 3B), or is integrated within other APs in the
network (as FIG. 7C). In another configuration, the AP controller already has API
identification data {e.g., by virtue of a pnor commumication between the AP and the controller).

FIG. 7A is alogical flow diagram of an exemplary embodiment of a generalized method
700 to service a client device using multiple directly communicative APs of a WLAN
according to the present disclosure.

At step 702, a client device having wireless capabilities joins a WLAN by making an
association with an access point {e.g., AP1) of the WLAN. In one embodiment, APl
communicates with an authentication server (e.g., through a backhaul interface) to ascertain

whether the client device has appropriate credentials to be connected to the WLAN. In one
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variant, the authentication server is integrated with AP1.

At step 704, AP1 sends client association information to AP2 and any other
participative APs). The client association information may include for example API
address/identification, the client device address/identification, estimated signal strength
between AP1 and the client device, and any other data related to the association between AP1
and the client device (e.g., BSSID and passkey data).

At step 706, the participating APs (AP1, AP2... APn) all transact data with the client
device 108 according to extant IEEE Std. 802.11 protocols (e.g., using existing contention
resolution mechanisms).

FIG. 7B is a logical flow diagram of another exemplary embodiment of a generalized
method 710 to service a client device using multiple APs of a WLAN according to the present
disclosure. At step 712, the client device having wireless capabilities joins a WLAN by making
an association with an access point (e.g., AP1) of the WLAN. In one embodiment, AP1
communicates with an authentication server (e.g., through a backhaul interface) to ascertain
whether the client device has appropnate credentials to be connected to the WLAN. In one
variant, the authentication server is integrated with AP1.

At step 714, AP1 sends client association information to a AP2 and any other
participative APs). The client association information may include for example API
address/identification, the client device address/identification, estimated signal strength
between AP1 and the client device, and any other data related to the association between AP1
and the client device (e.g., BSSID and passkey data). TDMA or other assigned contention
resolution mechanism data (e.g., slot assignments or other such data) is also sent to the
participating AP(s) so that it/they can utilize proper coordination with AP1.

At step 716, the participating APs (AP1, AP2... APn) all transact data with the client
device 108 according to extant IEEE Std. 802.11 protocols, yet using a specified (e.g.,
predetermined) contention avoidance or medium access protocol, such as a slotted TDMA or
similar, as described in greater detail below with respect to FIGS. 9A-10D.

FIG. 7C is alogical flow diagram of a further exemplary embodiment of a generalized
method 720 to service a client device using multiple APs of a WLAN and a controller,
according to the present disclosure.

At step 722, the client device having wireless capabilities joins a WLAN by making an
association with an access point {e.g., AP1) of the WLAN. In one embodiment, APl

communicates with an authentication server (e.g., through a backhaul interface) to ascertain
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whether the client device has appropnate credentials to be connected to the WLAN. In one
variant, the authentication server is integrated with the controller 104a, 104b,

At step 724, AP1 sends client association information to a designated AP Controller.
As in prior embodiments, the client association information may include for example AP1
address/identification, the client device address/identification, estimated signal strength
between AP1 and the client device, and any other data related to the association between AP1
and the client device (e.g., BSSID and passkey data).

At step 726, the AP Controller assesses all or a prescribed subset of network APs with
respect to the newly added client device. This (optional) assessment may be active in nature;
e.g., it may involve a query 1o each AP being assessed to return data such as measured RSSI,
active associations, powered on/off status, etc., or may be passive in nature; e.g , via data
measured or obtained relative to the target AP such as bandwidth it is currently utilizing on its
backhaul, error reports or logs previously lodged with a controller or other MSO entity, data
regarding its geographic location. In one embodiment, the AP Controller instructs each AP
within the network to gauge its signal strength and communication capability with the client
device. The AP Controller may create a directory or listing of active network APs that may
viably communicate with the client device. The directory of usable APs may be ranked by, e.g.,
signal strength to the client device, by some other parameter, or by a combination of parameters
including signal strength. Altemnately, the directory of usable APs may be unranked. The
assessment step may be repeated periodically by the AP Controller in order to keep the
directory or listing current. Altemately, the assessment step may be performed at certain
prompts — such as when the AP Controller receives a request from the client device or an AP
with which the client has formed an association.

At step 728, the AP Controller selects one or more secondary APs to service client via
tandem/aggregated operation, such as based on the assessment of step 726 (if performed).
Otherwise, the Controller may utlize a pre-existing histing or order of priority for AP usage, or
determine a listing dynamically based on which APs are determined to be online/powered up
or communicative with the client (e.g., within ranges), such as via probe responses.

At step 730, the AP Controller transmits association data to secondary APs to enable
data transaction.

At step 732, AP1 and AP2-APn transact data with Client Device using existing medium
access/contention mechanisms.

FIG. 7D is a logical flow diagram of yet another exemplary embodiment of a
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generalized method to service a client device using multiple APs of a WLAN according to the
present disclosure.

At step 742, the client device having wireless capabilities joins a WLAN by making an
association with an access point {e.g., AP1) of the WLAN. In one embodiment, APl
communicates with an authentication server (e.g., through a backhaul interface) to ascertain
whether the client device has appropnate credentials to be connected to the WLAN. In one
variant, the authentication server is integrated with the controller 104a, 104b.

At step 744, AP1 sends client association information to a designated AP Controller.
As in prior embodiments, the client association information may include for example API
address/identification, the client device address/identification, estimated signal strength
between AP1 and the client device, and any other data related to the association between AP1
and the client device (e.g., BSSID and passkey data).

At step 746, the AP Controller assesses all or a prescribed subset of network APs with
respect to the newly added client device. This (optional) assessment may be active in nature;
e.g., it may involve a query to each AP being assessed to return data such as measured RSSI,
active associations, powered on/off status, etc., or may be passive in nature; e.g., via data
measured or obtained relative to the target AP such as bandwidth it is currently utilizing on its
backhaul, error reports or logs previously lodged with a controller or other MSO entity, data
regarding its geographic location. As in prior embodiments, the AP Controller may instruct
each AP within the network to gauge its signal strength and communication capability with the
client device. The AP Controller may create a directory or listing of active network APs that
may viably communicate with the client device. The directory of usable APs may be ranked
by, e.g.. signal strength to the client device, by some other parameter, or by a combination of
parameters including signal strength. Alternately, the directory or listing of usable APs may be
unranked. The assessment step may be repeated peniodically by the AP Controller in order to
keep the directory or listing current. Alternately, the assessment step may be performed at
certain prompts — such as when the AP Controller receives a request from the client device or
an AP with which the client has formed an association.

At step 748, the AP Controller selects one or more secondary APs to service client via
tandemv/aggregated operation, such as based on the assessment of step 746 (if performed).
Otherwise, the Controller may utilize a pre-existing listing or order of priority for AP usage, or
determine a listing dynamically based on which APs are determined to be online/powered up

or communicative with the client (e.g., within ranges), such as via probe responses.
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At step 750, the AP Controller transmits association data to secondary APs to enable
data transaction,

At step 752, AP1 and AP2-APn transact data with Client Device using an assigned
medium access/contention mechanism such as TDMA.

FIG. 8 illustrates an exemplary methodology 800 of fulfilling a client device request
within a WLAN. This methodology utilizes logic within the contacted AP to determine that
additional APs are necessary to service a client data transaction. At step 802, a client device
associated with an access point (e.g., AP1) of a WLAN sends a network request to the access
point. The request may be a download request or an upload request {e.g., an RTS frame
specifying the estimated time duration for the upload). The request may be part of a video call,
a voice call, a video/game stream, a file transfer, etc. At step 804, the peer or controller logic
in AP1 evaluates the request to determine if it can fulfill the request in accordance with one or
more parameters. The parameters may include for instance a threshold time tw for finishing the
request, current state of AP1, current pending requests for other clients at AP1, the size of the
data to be transacted, or any number of other factors. The parameters may also include Quality
of Service parameters or requirements associated with the request, including throughput, transit
delay, priority and protection. For example, AP1 may determine that the request should be
completed within time tw of receipt of the request and that AP1 does not have enough available
bandwidth or other resources within tw to fulfill the entire request {e.g., available TDMA time
slots in vanants where a TDMA access scheme is assigned; see e.g., FIG. 7B and 7D). In
another variant, AP1 may determine that the client request demands a starting time that AP1
cannot fulfill.

In the event that AP1 determines that it can fulfill the client device request according
to specified parameters, AP1 may fulfill the client request (and steps 806-812 of the method
800 may be skipped). Note that in one altemate configuration, step 804 may be skipped such
that, upon receipt of a client device request, AP1 immediately passes on the client request
information to the AP Controller per step 806 without performing its own
evaluation/determination process.

At step 806, AP1 sends client request information to an AP Controller process. Note
that this controller process may be co-located within the AP (see FIG. 2A), or altematively may
be a network based controller (NC) 104b. The client request information may include for
example the request itself, client device identification {e.g., MAC, assigned device name,

network address), AP1 identification, APl schedule, any necessary security information,
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and/or the parameters for the request. The AP1 schedule if used may include time slot data
(e.g., if a TDMA access scheme is apphied), idle/occupied time period information of AP1
through a predetermined time (e.g., N ms); e.g., corresponding to CTS or other “free periods™
presently identified.

At step 808, the AP controller processes the client request information and, based on
the client request information, and develops a response. This response may include for example
assignment of one or more other APs within the aforementioned directory or listing maintained
by the controller (or transmitted to the controller from AP1, such as other APs within the target
WLAN), and optionally assignment of a media access schedule or scheme (e.g., TDMA slots).
For instance, in one variant, the controller creates an optimized transmission schedule for the
request. In one embodiment, the transmission schedule includes scheduled download and/or
upload time slots assigned for one or more network APs (note that all APs need not necessarily
use the assigned schedule, but this is typically most efficient as compared to contention-based
management). Similarly, the one or more APs assigned may or may not include AP1. One
exemplary implementation of this process is described in more detail with respect to FIG. 8B,

At step 810 of FIG. 8A, the AP Controller sends instructions to the one or more network
APs, based on the generated response (e.g., BSSID/passkey data, optimized transmission
schedule if used, etc.). For example, an assigned or aggregated AP may receive instructions to
transmit part of a download to the client device during time slots 1-3, another AP may receive
instructions to transmit another part of a download to the client device during time slots 4-5,
and a third AP may receive instructions to leave ime slots 6-8 open in anticipation of a
transmission from the client device.

At step 812, the APs fulfill the client device request according to the received
instructions — under the identity of AP1, and using the provided transmission schedule if
utilized.

FIG. 8B illustrates an exemplary implementation of the methodology of step 808 (in
FIG. 8A) of processing a client device request. At step 808-1 of the method, the AP Controller
obtains or creates a directory or listing of usable APs that may viably communicate with the
client device (as previously described), e.g., those within the target WLAN and powered on or
otherwise accessible by the client. As such, the controller may also “ping” each listed AP using
inter-device protocols, or access/call an API resident on the AP(s), to verify its
status/connectivity. For mstance, such API may return power on/off state, recent probe

requests/responses, recent association data, RSSI or other signal strength data, etc.
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At step 808-2, the AP Controller obtains data, which may optionally include schedules
(i.e., idle/occupied time slot data) for every AP in the directory or listing. See, for example,
FIGS. 9A or 10A below. This obtained data, as noted above, may also include data enabling
the controller to make an “intelligent™ selection {e.g., select only APs that are (1) within the
same SSID/WLAN,; (ii) are currently powered on; (iii) are currently communicative with the
target client (e.g., via probe/response transactions); (iv) have previously successfully
associated with the client (e.g., credentials are operative and not out of date), and/or (v) are
configured to “auto-associate™ with the client without client or network manager assent
(thereby providing a more seamless user experience for the client).

At step 808-3, the AP Controller distributes the necessary data to service client request
among the selected APs, which may optionally include an optimized transmussion schedule for
the client request. The optimized transmission schedule can include all or some of the APs
from the directory of usable APs. In one implementation, the optimized transmission schedule
may have AP1 and no other APs. In another implementation, the optimized transmission
schedule may include AP1 and one or more other APs from the directory. In a third
implementation, the optimized transmission schedule may have one or more APs from the
directory, excluding AP1.

Various machine leaming (ML) or artificial intelligence (AI) or other algorithms can
be applied to the analysis, selection and “distribution” of the client request. For example, the
AP Controller (or a designated analysis proxy process such as a headend analytics server) can
prioritize {in addition to the “intelligent™ selection criteria above): (i} using fewer APs, (ii)
using APs only within a threshold signal strength of the client device, (iii) fulfilling the request
in as shorter time, (iv) using some APs only for download or only for upload requests, or (v)
some combination of any of the above parameters. See, for example, FIGS. 9B and 10B-10D
below.

FIGS. 9A-9B illustrate some example time schedules, according to features of the
present disclosure. FIG. 9A shows example time slot schedules of three network APs (AP1,
AP2, AP3) In this example, the three APs have been identified as APs that may viably
communicate with the client device. The AP Controller obtains time schedules for time ty, from
the three APs. This process is described above with respect to step 808-2 (FIG. 8B). The “busy™
time slots may include time slots that have already been assigned to other transmissions (for
sending or receiving data on the channel) or reserved for non-transmission of data.

FIG. 9B shows one possible optimized transmission schedule for a client device
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request. The AP Controller creates the transmission schedule with ordered priorities of, for
example: (i) finishing the transmission request within a threshold time tw and (ii) placing a
maximum portion of the request on AP1 first, AP2 second, and AP3 third. Note that the
transmission schedule is only illustrative, and other transmission schedules using different
priorities may be created consistent with the present disclosure.

In another illustrative example, FIGS. 10A-10B show different transmission schedules
of three network APs. FIG. 10A shows initial AP1/AP2/AP3 schedules where the three network
APs are completely free within a threshold time tiw. Depending on the distribution algorithm,
the AP Controller may schedule the entirety of a client request to AP1 (FIG. 10B), schedule
the client request to AP2 (FIG. 10C), or it may choose to distribute the client request among
AP1, AP2, and AP3 (FIG. 10D). Any number of other distributions are possible depending on
the parameters and algorithm used by the AP Controller.

It will be appreciated that while the exemplary embodiments of the methods and
apparatus of the present disclosure are cast primarily in terms of “commodity™ clients (e.g.,
STAs) which have no dedicated logic or applications for implementing the various aspects of
the disclosure (i.e., they are effectively “off the shelf” Wi-Fi compliant devices) for purposes
of ubiquity and ease of adoption, such clients/STAs may also be modified to varying degrees
(e.g., via firmware, and/or application software operative to run on the client) in order to
implement the various functions described herein. For example, the present disclosure
contemplates that the MSO might provide the user wath the ability to download an app or install
a firmware upgrade to their smartphone or mobile device or PC which would enable or further
enhance the ability of the client/STA to associate with multiple APs “simultaneously™ (e.g.,
using extant medium access mechanisms specified in the Wi-Fi standards, or according to a

prescribed medium access schedule, or other).

Additional Considerations

Where certain elements of these implementations can be partially or fully implemented
using known components, only those portions of such known components that are necessary
for an understanding of the present disclosure are described, and detailed descriptions of other
portons of such known components are omitted so as not to obscure the disclosure. In the
present specification, an implementation showing a singular component should not be
considered limiting; rather, the disclosure 1s mtended to encompass other implementations

including a plurality of the same component, and vice versa, unless explicitly stated otherwise
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herein. Further, the present disclosure encompasses present and future known equivalents to
the components referred 1o herein by way of illustration.

It will also be recognized that while certain aspects of the technology are described in
terms of a specific sequence of steps of a method, these descriptions are only illustrative of the
broader methods of the disclosure, and may be modified as required by the particular
application. Certain steps may be rendered unnecessary or optional under certain
circumstances. Additionally, certain steps or functionality may be added to the disclosed
implementations, or the order of performance of two or more steps permmuted. All such
variations are considered to be encompassed within the disclosure disclosed and claimed
herein.

While the above detailled description has shown, described, and pointed out novel
features of the disclosure as applied to various implementations, it will be understood that
various omissions, substitutions, and changes in the form and details of the device or process
illustrated may be made by those skilled in the art without departing from the disclosure. The
foregoing description is of the best mode presently contemplated of carrying out the principles
of the disclosure. This description is in no way meant to be limiting, but rather should be taken
as illustrative of the general principles of the technology. The scope of the disclosure should
be determined with reference to the claims.

It will be further appreciated that while certain steps and aspects of the various methods
and apparatus described herein may be performed by a human being, the disclosed aspects and
individual methods and apparatus are generally computerized/computer-implemented.
Computerized apparatus and methods are necessary to fully implement these aspects for any
number of reasons including, without limitation, commercial viability, practicality, and even
feasibility (i.e., certain steps/processes simply cannot be performed by a human being in any

viable fashion).
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WHAT IS CLAIMED IS:
1. A method of managing a wireless local area network having a plurality of

access points (APs), the method comprising;:

establishing an association between a client device and a first AP of the plurality of
APs;

accepting a request to transact data from the client device through the first AP; and

fulfilling the request using two or more of the plurality of APs.

2, The method of Claim 1, wherein the fulfilling the request using two or more of
the plurality of APs comprises utilizing a common BSSID (Basic Service Set Identifier) and
passkey data for each of the two or more APs.

3. The method of Claim 2, wherein the utilizing the common BSSID and the
passkey data for each of the two or more APs comprises using a BSSID and passkey data
associated with the established association between the client device and the first AP,

4, The method of Claim 1, wherein the fulfilling the request using the two or
more of the plurality of APs comprises sending instructions to the one or more of the plurality
of APs comprising: (i) an optimized transmission schedule for the request, and (ii)
identification data associated with the first AP.

5 The method of Claim 1, wherein the request comprises data indicative of a

required time for the transacting of the data.

6. The method of Claim 1, wherein the two or more of the plurality of APs does
not include the first AP,
7. The method of Claim 1, wherein the fulfilling the request comprises:

creating a directory of APs;

obtaining schedule data from the directory of APs; and

creating a transmission schedule for the request, the creating based on the schedule
data from the directory of APs.

8. The method of Claim 7, wherein the fulfilling the request comprises creating
the directory of APs by at least assessing the plurality of APs to determine a signal strength
associated with each of the plurality of APs for the client device.

9 The method of Claim 8, wherein the creating the directory of APs comprises
ranking the plurality of APs according to the respective signal strengths associated therewith,
and omutting from the directory certain ones of the plurality of APs which have a signal
strength that falls below a threshold signal strength.
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10. An access point (AP) apparatus configured for use within at least one local
arca network, comprising;
a wireless transceiver configured to utilize a wireless local area network (WLAN) air
interface protocol;
a processor apparatus in data communication with the wireless transceiver; and
a storage apparatus in data communication with the processor apparatus and having a
non-transitory computer-readable storage medium, the storage medium comprising at least
one computer program having a plurality of instructions configured to, when executed by the
processor apparatus, cause the AP apparatus to:
receive data representative of at least one request issued from a wireless-
enabled client device to the AP apparatus, the at least one request relating to
transaction of at least user data between the AP apparatus and the wireless-enabled
client apparatus;
evaluate at least a portion of the received data representative of the at least one
request to determine at least a sufficiency of the AP apparatus to service the request;
and
based at least in part on the evaluation, cause:

(i) generation of at least one message for transmission to a wireless
apparatus associated with the at least one local area network, the at least one
message compnising data relating to an association between the AP apparatus
and the wireless-enabled client device, and configured to cause the wireless
apparatus to utilize the data relating to the association to enable transaction of
the at least user data between the wireless apparatus and the wireless enabled
client device substantially in parallel with the transaction of the at least user
data between the AP apparatus and the wireless-enabled client device; and

(i1) transmussion of the at least one message to the wireless apparatus.

11. The AP apparatus of Claim 10, wherein the plurality of instructions are further
configured to, when executed by the processor apparatus, cause the AP apparatus to maintain
a registry or listing of at least a portion of the AP apparatus within the at least one local area
network.

12. The AP apparatus of Claim 11, wherein the plurality of instructions are further
configured to, when executed by the processor apparatus, cause the AP apparatus to select the

wireless apparatus from the registry or listing.
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13. The AP apparatus of Claim 12, wherein the plurality of instructions are further
configured to, when executed by the processor apparatus, cause the AP apparatus to perform
the selection of the wireless apparatus from the registry or listing based at least on
algornithmic evaluation of one or more parameters associated with each of the at least portion
of AP apparatus within the registry or listing, the one or more parameters selected from the
group consisting of: (1) historical data relating to association with the wireless enabled chient
device; and (ii) current availability status.

14. The AP apparatus of Claim 10, wherein the wireless apparatus comprises a
commodity WLAN AP apparatus, and the at least one computer program of the AP apparatus
comprises firmware disposed onto the AP apparatus after manufacture of the AP apparatus.

15. The AP apparatus of Claim 10, wherein the transmission of the at least one
message to the wireless apparatus comprises transmission via a wireline data network
interface between the AP apparatus and the wireless apparatus.

16. The AP apparatus of Claim 15, wherein the wireline data network interface
comprises a protocol specifying network addresses for each of the AP apparatus and the
wireless apparatus within the at least one local area network, and the transmission comprises
transmission to a network address of the wireless apparatus.

17. The AP apparatus of Claim 10, wherein the data relating to an association
between the AP apparatus and the wireless-enabled client device comprises at least a BSSID
(Basic Service Set Identifier) and passkey data.

18. An access point (AP) controller apparatus configured for use with at least one
local area network, comprising;

a processor apparatus; and

a storage apparatus in data communication with the processor apparatus and having a
non-transitory computer-readable storage medium, the storage medium comprising at least
one computer program having a plurality of instructions configured to, when executed by the
processor apparatus, cause the AP controller apparatus to:

register a plurality of access points { APs) located in the at least one local area
network,

process data representative of a request issued from a client device and
forwarded by a first of the plurality of APs to the AP controller apparatus to identify
one or more of the registered plurality of APs to allocate to the request, and

transmit data to the identified one or more of the plurality of APs enabling
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servicing of the request by at least the identified one or more of the registered
plurality of APs and the first of the plurality of APs,
19. The AP controller of Claim 18, wherein the client device is associated with the
first of the plurality of APs, and the transmitted data includes instructions for the one or more
5  of the plurality of APs to transact data under an identification of the first of the plurality of

APs,
20. The AP controller of Claim 19, wherein the AP controller apparatus is
integrated with the one or more of the plurality of APs.

39

CA 03143823 2022-1-12



1722

PCT/US2020/041722

WO 2021/011422

E—
— M

N3O

0L —

SHOMLIN
Y¥3dIAQ¥d
IAN3S

NIVINOQ 3D1Ad38
ALdVd QHIHL

2901
\ av [ %801

%901

4901 {198
el wEmounos
f w0} ONY KRION

- HHOMLIN
i .m_m_._.w_n_ OSH

dVNYIM

{snumns
k)
[E[E 200

]
]
£
’
i
#
2
2
3
]
5
H
: ¥ITIONINOD
s
‘
4
£
$
£
H
L
3
H
3
3
%
3

16410309
YUM v

\
9901 &y

: “qwugmm

bl

e e b i e o e o

m
N gL <1,
m NIVROQ OSH

NIVWOQ 3DIAN3S OSK

'Ol AN

00}

CA 03143823 2022-1-12



2122

PCT/US2020/041722

WO 2021/011422

qgsol

Ve 'Ol

774
B si907
UITIONLINGD )
dy ¥3ad e <
{11°208) 30VANIINI
ANOWIW WYOMLIN NVTM
F 3
) 4
104 M {174
FOVA43LNI
¥0SS300Ud e e ¢
{dv) INIOd $8330V

\

(sv1s)

INvHMOYE

CA 03143823 2022-1-12



322

PCT/US2020/041722

WO 2021/011422

2501

a¢ "ol

e
R 007
UITIONLINGD )
INGMOdY e <
{11°208) 30VANIINI
ANOWIW WYOMLIN NVTM
F 3
) 4
104 M {174
FOVA43LNI
¥0SS300Ud e e ¢
{dv) INIOd $8330V

\

(sv1s)

INvHMOYE

CA 03143823 2022-1-12



422

PCT/US2020/041722

WO 2021/011422

#2/»

Ve "Old

'

7o
50t
01901 M
HITIONINOD +
33 JOVANIINI
AONIN YHOMLIN NVIM
s J
0t M [T
| aovaam
08839044 YHOMLIN ¢
aNDiova

YITIOYLNOD LNIOd §5300V V01

{sdv)

INYHYIVE

CA 03143823 2022-1-12



5/22

PCT/US2020/041722

WO 2021/011422

arol /

g¢ "old

e
Bt
21807 =
HITIONINOD
HEOMISN ¥ ovaan [
ANOWIN INVId OdH
s J
f414 A (744
| govasEN
¥085300%d YUOMIIN |«
ON3QVaH

YITIONLNOD LNIOd SS300V TVHLNID

NNOMLIN
NOILNGRLSId OSH

QN3av3H
OSK

CA 03143823 2022-1-12



6/22

PCT/US2020/041722

WO 2021/011422

vt ‘Ol

2901

0ov

80T

xQIss9

£0t

N

201A3P RN

XQiss8

Ja)jonuo)

[ 3

adv

G

XQ1559

INVHENIVE

2901

CA 03143823 2022-1-12



7122
PCT/US2020/041722

WO 2021/011422

av "ol

oz \

80T
/ﬁ 221ABP U

Qi

XQI559

2807 W

J911013u0)

X154

adv

2807 w3))

J|0u0)

141558

1dV

-

NV

13||01]u0) dv

CA 03143823 2022-1-12



8122

PCT/US2020/041722

WO 2021/011422

Y 'Ol

ot

B90T

50T
130107 dy

80T

xQissa

201ABP JUBID

XQI559

xd|ssa

*I

307 31807
J3(|0J3u03 2901 - 2901 JR|jonue)
141559
<dv
1dY
. y
i
|
-:..‘
INYHMOYE

CA 03143823 2022-1-12



9122

PCT/US2020/041722

-

-
-~
-

-

--
--
-

hduiainded T
-
-

WO 2021/011422

\\\\ rllt
' ' L4 -
< 80T » e80T AT
’ .’ AP N|Ap 0IAPp
¢ L U .
b A e waip | Waip
! K /! %
\ ! LY
L ! \
\ ! \
k ‘__ .__ 1
.MMMW \ ago) 2901 ._ ,_
/ ! 9901 \ 990 F/ _m ___
£dv ! Zdv Tdv | ;
] 1 1 [}
t N i ]
] 1 r i
_.h —_. ﬁ. _____
] \ I [}
! 1Y 4 [
\ / \ I I
\ 7 LY 7 ’
-u ....M / ss s.-
LY 2N \ + ¢
LY /f pzf \\s sss
Il II Ill \\\ \\
/a \ .~
£-505 . . el .
ll...llll - 2-508 lflll.ll. IIl\l\l.\Illlll Illllll\ /
T-505

19)|013u0) dv

\q 501 "EV0T

005

CA 03143823 2022-1-12



10/22

PCT/US2020/041722

WO 2021/011422

V9 'Oid

819
919 | \\ .
\_ 0 > '
NOILOVSNYYL
JOVSSI QISSS ANV ¥Lva Zdv/Tdv OL IN3IMD
AZNSSVd ZdV OL TdV #19
"
N T VIo L ECE e L
ﬁ T8
153N0D3Y $5300¥ IN3IND 019
208

909 /./ ISNOJS3H NOLLVOILNIHLNY TdY

” , 153N03Y NOILWIILNIHLNY LN3ITD

3SNOd334 390Yd £dV
vos~ ISNO4STY 380Yd TdY
= 15303 380¥d INJID
oo
1 onuod
39017 qs0t

801

009

CA 03143823 2022-1-12



11/22

PCT/US2020/041722

WO 2021/011422

49 'Ol

o\%
¢ NOILOVSNVYEL 889
9g9 v1va (Z51) Zd¥ OL IN3ITD
Ne—e ‘ NOILIVSNVYL ’
30VSSIN

NOLYNIQHO00 ¥1va (TS1) TdY OL IN3D vea

aNv aIsse | P TISE We LA A -
'A3NSSVd ZdV OL TdV ﬁ -9
1S3ND3IY $5320V IN3ND 0£9

879
929 // 3ISNOJS3H NOILVDIINIHLNY TdY

AN

T————————————————————————————————————————
153NC3Y NOILYOILNIHLAY LNIITD

ISNOdS3H 380Ud ZdV

.
>

wee

ISNO4SIY J80Ud TdY

»
>

F 3

oo
1 jonuo)

153N034 3804d IN3D

3501

qs0t

BOT

029

CA 03143823 2022-1-12



12122

PCT/US2020/041722

WO 2021/011422

19VYSSIW
Q1S58 ANV ADASSYd

949

N\

Ll

VY OL zm._._op_._.zvi

29 ‘'OId
8.9
< 7 >
NOILOVSNYYL
AINSSYd ¥ITIOULINOD OL TdV V.1¥a ZdV/TdV OL IN3MD

)
vL9 \ TSITO3Y [3v OLEITIONINGD 899
e 4 NOLLYIJ0SSY ,_m_._._om_pzomuo%mﬁwd TNOISTUSTOV IV 999
\ 153N03Y $$300V IN3MD 99
049 299
099 // 3SNDJS534 NOILVDIINIHLNY 1Y
,I,
/ 153024 NOILVILNIALNY LN3ND
¥s9 3SNOdS3Y 39044 LdV > 859
) 88597 ISNOJS3Y 390Yd TdY g
DS 41558 ZdY ¢
OSW QISSE Tdv 153n034 3804d INIMD
1 wep
[0J3u03
\
qpoT ‘ep0T
801

099

CA 03143823 2022-1-12



13122

PCT/US2020/041722

WO 2021/011422

904

H anuRuo) w

3

[

SWISIUBYODW UO)IUBIU0I/SSBIIE WnipaL Bu)is|xs
Buisn 2213 3U3]|D YuM EIEP JDBSUBIL UdY'‘TdY PUE TdY

v0L

f 3

Udv‘zdY 031 gISSa Pue Asyssed spuss Tdy

0L

F Y

[

(TdV YHM S31RID0SSE) 3}10MIBU Sujof 3jA3Q JU3)|D

3

uels

00L

VL 'Ol

CA 03143823 2022-1-12



14122

PCT/US2020/041722

WO 2021/011422

9L

H anuRuo) w

F 3

(VINQL) WSIueydaL Uojjuajuos/ssadoe wnjpalu pausisse
03 Bulp039€ 32/A3Q JU3I[D YIM BlEp 1DBSUBI} Udy™"‘TdY PUE TdY

1474

3

3|npayas YIAIQL ‘udv‘Zdv 03 QISSE pue Asyssed spuas Tdy

[474

F Y

[

(TdV YHM S31RID0SSE) 3}10MIBU Sujof 3jA3Q JU3)|D

3

uels

1172

894 *Old

CA 03143823 2022-1-12



15122

PCT/US2020/041722

WO 2021/011422

H anupuo) H

[AA

WS|UBLIDW UOJIUIIU0I/sSaIIe Winjpaw Bupisie
Buisn 301A3Q UBI|D YUM BIep JIBSUBIY UdY-ZdV PUE TdY

0tEL

3

uojjoesuel] elep ajqeud
03 S4¥ AJBpUDIDS 0] BIEP UO[IRIDOSSE SHWISURI] 13(|01JU0) 4V 0ZL

8L

[ 3

( (¢

uonelado pajedaldse/wapue) ejA Ul
83]AJ3S 0) 54V AJEpUCIAS 2I0W JO AU SIS J3|[0NUC) dV

1144

321A3Q UR)|) 03 10adsal
YIM SV SISSISSE JI(|043U0D) dY

9tL ~

19[]0JU0) dV O} BIeP UONRIDOSSE SpUas Ty

(44

F 3

[ (

(TdV YuM S2)812055E) HI0MIBU SUIO[ 321ARQ 1D

b

JL 'O

ﬁ pess _

CA 03143823 2022-1-12



16/22

PCT/US2020/041722

WO 2021/011422

H anupuo) H

[4°TA

{VINQL) wsiueyosw uojjuajuod/ssaide wn|paw pausisse
Buisn 301A3Q UBI|D YUM BIep JIBSUBIY UdY-ZdV PUE TdY

0sL

3

elep YINQL -uojioesues) elep sjqeus
03 S4¥ AJBpUDIDS 0] BIEP UO[IRIDOSSE SHWISURI] 13(|01JU0) 4V orL

8L

[ 3

( (¢

uonelado pajedaldse/wapue) ejA Ul
83]AJ3S 0) 54V AJEpUCIAS 2I0W JO AU SIS J3|[0NUC) dV

1174

321A3Q UR)|) 03 10adsal
YIM SV SISSISSE JI(|043U0D) dY

avL ~

19[]0JU0) dV O} BIeP UONRIDOSSE SpUas Ty

(47

F 3

[ (

(TdV YuM S2)812055E) HI0MIBU SUIO[ 321ARQ 1D

b

as’sid

ﬁ pess _

CA 03143823 2022-1-12



17122

PCT/US2020/041722

WO 2021/011422

8 'Did

{18

018

808

908

$08

208

H m::ﬂ.._ou Q

o
-

1senbas 321A3Q U1 |14y (S)dY

A

(

(5)dV ©1 SUOIPNJISUI SPUSS JB]|0IU0) dY

F ¥

uojaesues) ayl $a553204d 139|000 dY

(¢

42]|0JIUCD) d¥ 17eU0) TdY

ON

| UE

uey S8A

auoje 3sanbal ||} UL Y JYIBYM SUIWIRIRP TdY

3

(

Td¥ 01 1sanbal SpuUas 23lAaq Jualjd

f

H uers w

008

CA 03143823 2022-1-12



18122

PCT/US2020/041722

WO 2021/011422

V8 "I

m-wom/.

¢-808

1-808

159nbaJ Jual|d J0y 3|NPaYIS UOISSIWSURL paziwido ajesauss

Sd¥ WOy SSNP3YIS LI} UIEIqO

sd¥ 219131 Jo AJo1I3.Ip 31ERLD pUE JOJ EIEP UIRIGO

~~

808

CA 03143823 2022-1-12



19/22
WO 2021/011422 PCT/US2020/041722

L
(e )]
U]
| 11N

A ry Fy
N
N
S
iy

AP1
AP2
AP3

03143823 2022- 1-12



WO 2021/011422

CA 03143823 2022-1-12

Schedule client request

AR

BRRRR

20/22

FIG. 98B

S
NN

%
SR
SRRNNNRE

AP2
AP3

PCT/US2020/041722

tin




21122
F 3

r 3 F 3 F 3
WO 20%1/01 1422 PCT/US2020/041722
3 1
Qv
;=9
= —]
ke
e ]
3
b3
£ —
1 o
o
o’
—— 5 4
(T
A 4
— o~ o
o (= o
< < <
F 3 F F
F 3
-
o
i
= -
< O
Li.

CA 03143823 2022-1-12

AP1
AP2
AP3



22[22

PCT/US2020/041722

aot "Sid

2

»

A A

L

F 3

F 3

sanbaJ JU3IP 3NpaYIs

WO 2021/011422

J01 "Old

!

edv

F 3

In

Pt

\

3sanbai Jua|p ajnpayos

1dv

CA 03143823 2022-1-12



FIG. 7A

e

700

Start

Client Device joins network (associates with AP1)

702

AP1 sends passkey and BSSID to AP2,...APn

) )

704

AP1 and AP2,...APn transact data with Client Device using
existing medium access/contention mechanisms

)

706



	Page 1 - COVER_PAGE
	Page 2 - ABSTRACT
	Page 3 - DESCRIPTION
	Page 4 - DESCRIPTION
	Page 5 - DESCRIPTION
	Page 6 - DESCRIPTION
	Page 7 - DESCRIPTION
	Page 8 - DESCRIPTION
	Page 9 - DESCRIPTION
	Page 10 - DESCRIPTION
	Page 11 - DESCRIPTION
	Page 12 - DESCRIPTION
	Page 13 - DESCRIPTION
	Page 14 - DESCRIPTION
	Page 15 - DESCRIPTION
	Page 16 - DESCRIPTION
	Page 17 - DESCRIPTION
	Page 18 - DESCRIPTION
	Page 19 - DESCRIPTION
	Page 20 - DESCRIPTION
	Page 21 - DESCRIPTION
	Page 22 - DESCRIPTION
	Page 23 - DESCRIPTION
	Page 24 - DESCRIPTION
	Page 25 - DESCRIPTION
	Page 26 - DESCRIPTION
	Page 27 - DESCRIPTION
	Page 28 - DESCRIPTION
	Page 29 - DESCRIPTION
	Page 30 - DESCRIPTION
	Page 31 - DESCRIPTION
	Page 32 - DESCRIPTION
	Page 33 - DESCRIPTION
	Page 34 - DESCRIPTION
	Page 35 - DESCRIPTION
	Page 36 - DESCRIPTION
	Page 37 - DESCRIPTION
	Page 38 - CLAIMS
	Page 39 - CLAIMS
	Page 40 - CLAIMS
	Page 41 - CLAIMS
	Page 42 - DRAWINGS
	Page 43 - DRAWINGS
	Page 44 - DRAWINGS
	Page 45 - DRAWINGS
	Page 46 - DRAWINGS
	Page 47 - DRAWINGS
	Page 48 - DRAWINGS
	Page 49 - DRAWINGS
	Page 50 - DRAWINGS
	Page 51 - DRAWINGS
	Page 52 - DRAWINGS
	Page 53 - DRAWINGS
	Page 54 - DRAWINGS
	Page 55 - DRAWINGS
	Page 56 - DRAWINGS
	Page 57 - DRAWINGS
	Page 58 - DRAWINGS
	Page 59 - DRAWINGS
	Page 60 - DRAWINGS
	Page 61 - DRAWINGS
	Page 62 - DRAWINGS
	Page 63 - DRAWINGS
	Page 64 - REPRESENTATIVE_DRAWING

