
(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2011/0078083 A1 

Yeates et al. 

US 2011 0078O83A1 

(43) Pub. Date: Mar. 31, 2011 

(54) 

(75) 

(73) 

(21) 

(22) 

(63) 

--~. (- polic 

ELECTRONIC DRAFT CAPTURE 

Inventors: 

Assignee: 

Appl. No.: 

Filed: 

Continuation of application No. 10/620.293, filed on 

Anthony James Yeates, Redmond, 
WA (US); Pavel Anatolievich 
Dournov, Redmond, WA (US); 
Balaji Balasubramanian, 
Redmond, WA (US); Vaidyanathan 
Arunachalam, Redmond, WA 
(US); Donna Lynn Whitlock, 
Seattle, WA (US); Timothy Belvin, 
Auburn, WA (US) 

MICROSOFT CORPORATION, 
REDMOND, WA (US) 

12/917,775 

Nov. 2, 2010 

Related U.S. Application Data 

Jul. 15, 2003, now Pat. No. 7,853.525. 

6 
Network 

4 

Processor 
System 

: 

3 

! . . . 44 \ 
46 M ---...- R 

Publication Classification 

(51) Int. Cl. 
G06O 20/00 (2006.01) 
G06O 40/00 (2006.01) 

(52) U.S. Cl. ............................................. 705/79; 705/44 
(57) ABSTRACT 

A method for processing financial transactions includes 
transmitting an authorization request to a payment processing 
gateway server. The authorization request includes a Supple 
mental header having a contract identification field that stores 
an identification of a contract between a merchant and a 
payment provider. A transaction response transmission is 
received from the payment processing gateway server in 
response to the authorization request. The transaction 
response transmission includes a transaction response header 
and a response data component. The transaction response 
header includes identification of a particular transaction to 
which the transaction response transmission is applicable. 
The response data component includes an indication that the 
contract is invalid. The indication that the contract is invalid is 
responded to by facilitating a rejection of the financial trans 
action. 
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ELECTRONIC DRAFT CAPTURE 

CROSS REFERENCE TO RELATED 
APPLICATION 

0001. The present application is a continuation of and 
claims priority of U.S. patent application Ser. No. 10/620. 
293, filed Jul. 15, 2003, the content of which is hereby incor 
porated by reference in its entirety. 

BACKGROUND OF THE INVENTION 

0002 The present invention relates to processing financial 
transaction authorization requests from merchants. More spe 
cifically, the present invention relates to a payment processing 
gateway for use in processing financial transaction authori 
Zation requests and a protocol accessing Such a gateway. 
0003. In a retail transaction, a purchaser purchases a retail 
product from a merchant. Retail transactions have been used 
throughout much of human history. Having evolved from a 
simple barter system, there has been an ongoing trend to make 
Such transactions more efficient and convenient for the con 
Sumer and the merchant. As an alternative to barter, money 
was used to represent the value of items to allow more flex 
ibility in such transactions. Next, there was the realization 
that the money involved in the transaction did not need to be 
physically present at the transaction time. For example, a 
debit ledger can be maintained by the merchant and used to 
record sales in which credit was extended to the consumer. 
This allowed the consumer to pay for the goods at a future 
date. Checking systems are also employed in which a check is 
issued allowing the recipient to draw on those funds from a 
bank. 
0004 Charge, debit cards, electronic checks and the like 
(“financial cards') provide far more convenience to the con 
Sumer than the use of physical checks. Originally, copies of 
receipts from Such financial card transactions were simply 
maintained by the merchant and periodically processed. 
Eventually real time authorization techniques were provided 
by financial card issuers. In such systems, a merchant is able 
to obtain an authorization from the financial card issuer prior 
to completion of the retail transaction. Various types of autho 
rization can be used, for example an authorization can be 
obtained through oral communication, such as through a tele 
phone call. Authorizations can also be obtained through digi 
tal communication techniques. 
0005 Presently, many retail locations employ point of sale 
(POS) devices in which a magnetic strip on a financial card is 
“swiped' through a card reader. Data on a “smartcard’ chip 
can also be read. The data can be read using a magnetic 
sensor, electrical contacts, a radio frequency (RF) connec 
tion, or through other techniques. The card reader or a device 
connected to the reader, initiates a telephone call with an 
authorization center. The authorization center is able to 
immediately authorize or declinea particular transaction. The 
point of sale device informs personnel at the retail location of 
the result of the authorization request. If the transaction is 
questionable, the merchant can be required to obtain further 
information for verifying the card holding prior to providing 
authorization for the transaction. With the advent of the Inter 
net. Such authorization procedures are moving away from 
point to point telephone connections and are beginning to 
exploit the connectivity that the Internet provides. In such 
transactions, a device at the point of sale uses a secure com 
munication technique. Such as a Secure Socket Layer (SSL). 
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to communicate with a authorization gateway. The gateway is 
capable of simultaneously communicating with point of sale 
devices from multiple merchants. The gateway contacts the 
appropriate financial institution regarding the authorization 
request and relays the result of the authorization request back 
to the appropriate point of sale device through the Internet 
connection. There is an ongoing need to improve the perfor 
mance and convenience of Such transactions. 

SUMMARY OF THE INVENTION 

0006 Embodiments of systems and methods for process 
ing financial transactions are disclosed herein. In one embodi 
ment, an authorization request is transmitted to a payment 
processing gateway server. The authorization request 
includes a Supplemental header having a contract identifica 
tion field that stores an identification of a contract between a 
merchant and a payment provider. A transaction response 
transmission is received from the payment processing gate 
way server in response to the authorization request. The trans 
action response transmission includes a transaction response 
header and a response data component. The transaction 
response header includes identification of a particular trans 
action to which the transaction response transmission is 
applicable. The response data component includes an indica 
tion that the contract is invalid. The indication that the con 
tract is invalid is responded to by facilitating a rejection of the 
financial transaction. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0007 FIG. 1 is a simplified diagram showing a payment 
processing gateway coupling a point of sale device to finan 
cial institutions across public and financial networks. 
0008 FIG. 2 is a block diagram showing the point of sale 
device of FIG. 1 in greater detail. 
0009 FIG. 3 is a block diagram showing the payment 
processing gateway of FIG. 1 in greater detail. 
0010 FIG. 4 is a block diagram of a general computing 
environment in which embodiments of the present invention 
may be practiced. 
0011 FIG. 5 is a block diagram showing an authorization 
request data packet. 
0012 FIG. 6 is a block diagram showing an authorization 
response data packet. 

DETAILED DESCRIPTION OF ILLUSTRATIVE 
EMBODIMENTS 

0013 The present invention provides a protocol and 
implementation to Support various forms of electronic fund 
transaction types. Examples of electronic fund transactions 
are those which are based upon credit cards, charge cards, 
debit cards, check verification, gift cards, coupons, etc. As 
used herein, these various types of electronic fund transac 
tions are referred to as “financial transactions' or “financial 
cards, although a physical card is not required. Various trans 
action types are supported including the types “authorize'. 
“void”, “return”, “settle', etc. 
0014 Point of sale (POS) terminals communicate directly 
over a public network Such as the Internet, or through a retail 
server system which couples to the public network, to a pay 
ment processing gateway server. The payment processing 
gateway server provides a link between authorization 
requests received from the public network and at least one 
financial network. The financial network provides communi 
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cations with at least one financial institution which is capable 
of authorizing the particular transaction. The financial net 
work can be a private network or can be a secure link over a 
public network. 
0015 FIG. 1 is a simplified block diagram of an electronic 
fund transaction processing system 10 in accordance with one 
example embodiment of the present invention. The transac 
tion processing system 10 includes a point of sale (POS) 
device 12 which couples to a public network 14, such as the 
Internet. A payment processing gateway 16 couples to the 
public network 14 and is in communication with the point of 
sale device 12. The payment processing gateway 16 couples 
to at least one financial network 18A, 18B . . . 18N. The 
financial network 18A-N can be a private network or a secure 
communication link over a public network Such as the Inter 
net. At least one financial institution 20A, 20B . . . 20N 
couples to each of the respective financial networks 18A, 18B 
. . . 18N. Any number of financial institutions 20A-N can 
couple to a single financial network 18A-N. 
0016. The point of sale device 12 can be physically located 
at a retail location Such as a retail store. The device 12 can 
comprise an individual cash register, for example, or can be a 
retail server system which is used to connect to multiple point 
of sale devices. Such a retail server system can provide addi 
tional functionality Such as inventory control, theft preven 
tion, etc. The retail server system can be implemented in a 
separate server or in a peer-to-peer architecture. The retail 
location can include a local area network which couples to the 
point of sale device 12. In some systems, wireless networks 
are provided. In one aspect, the present invention reduces 
communication overhead on Such networks. 
0017 FIG. 2 is a simplified block diagram of point of the 
sale device 12 shown in FIG. 1 and which includes a user 
input/output 30. The user input/output 30 can comprise, for 
example, a display, keyboard, a touchscreen, pointing device, 
card reader Such as a magnetic card reader, RFID reader, 
magnetic stripe reader, Smartcard reader, Voice recognition 
device or the like, weighing scale, or any of the various inputs 
and outputs discussed below or known in the art. The input/ 
output 30 couples to a processor system 32 which includes a 
memory 34. Memory 34 is used for storing programming 
instructions as well as data. A network interface 36 is used to 
couple the processor system32 to the public network 14 over 
a physical layer 38. User input/output 30 is used to initiate a 
financial card authorization request by processor 32. Proces 
Sor 32 formats the request in accordance with the appropriate 
protocol format for transmission by network interface 36 over 
the physical layer38. The physical layer 38 can be any type of 
network connection. In addition, processor System 32 can 
perform other functions such as maintain inventory, perform 
cash register operations, provide instructions to an operator, 
provide information or advertisements to a consumer, etc. 
0018 FIG. 3 is a simplified block diagram of payment 
processing gateway 16. Gateway 16 includes a network inter 
face 40 configured to couple to the public network 14 through 
physical layer 42. A processor system 44 includes a memory 
47 which contains programming instructions and data. Pro 
cessor System 44 couples to public network 14 through inter 
face 40 and to financial networks 18A-N through a network 
interface 46. Network interface 46 couples to financial net 
work 18A-N through physical layer 48. 
0019. In operation, gateway 16 receives authorization 
requests from point of sale device 12 over public network 14. 
The authorization requests are formatted in accordance with 
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the appropriate transmission protocol for transmission over 
financial network 18A-N to a respective financial institution 
20A-N. When gateway 16 receives a response to an authori 
Zation request from the appropriate financial institution 20A 
20N, the result is relayed back to the respective point of sale 
device 12 through the public network 14. In accordance with 
one transmission protocol, the response transmission is iden 
tified such that the point of sale device 12 is able to determine 
to which authorization request the response message relates. 
However, such a transaction identification is not required 
when a single authorization request is sent over a synchro 
nous connection, such as a single credit card transaction. In 
this case, the point of sale device 12 can wait for a return value 
to an httpost, or wait on a dedication socket, as there are no 
other transactions which must be followed. However, if mul 
tiple transaction authorization requests are sent, either at the 
point of sale device or through a retail server system, or if 
multiple transactions are bundled into a single message, or for 
Some other reason a synchronous responses are Supported, 
Such a transaction identification can be used. 
0020. As illustrated below in greater detail, processor sys 
tem 44 can have other inputs, outputs or configurations. The 
network interface 46 and physical layer 48 can be in accor 
dance with any appropriate standard or protocol. 
0021 FIG. 4 illustrates an example of a suitable comput 
ing system environment 100 on which the invention may be 
implemented. System environment 100 can implement point 
of sale device 12 and/or payment processing gateway 16. The 
devices, for example payment processing gateway 16, can be 
implemented across multiple environments 100. The comput 
ing system environment 100 is only one example of a suitable 
computing environment and is not intended to Suggest any 
limitation as to the scope of use or functionality of the inven 
tion. Neither should the computing environment 100 be inter 
preted as having any dependency or requirement relating to 
any one or combination of components illustrated in the 
exemplary operating environment 100. 
0022. The invention can be implemented in numerous 
other general purpose or special purpose computing system 
environments or configurations. Examples of well-known 
computing systems, environments, and/or configurations that 
may be suitable for use with the invention include, but are not 
limited to, personal computers, server computers, hand-held 
or laptop devices, multiprocessor Systems, microprocessor 
based systems, programmable consumer electronics, net 
work PCs, minicomputers, mainframe computers, telephony 
systems, dedicated custom hardware, distributed computing 
environments that include any of the above systems or 
devices, and the like. 
0023 The invention may be described in the general con 
text of computer-executable instructions, such as program 
modules, being executed by a computer. Generally, program 
modules include routines, programs, objects, components, 
data structures, etc. that perform particular tasks or imple 
ment particular abstract data types. In some embodiments, the 
invention is designed to be practiced in distributed computing 
environments where tasks are performed by remote process 
ing devices that are linked through a communications net 
work. In a distributed computing environment, program mod 
ules are located in both local and remote computer storage 
media including memory storage devices. 
0024. With reference to FIG.4, an exemplary system for 
implementing the invention includes a one or more general 
purpose computing devices in the form of a computer 110. 
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Components of computer 110 may include, but are not lim 
ited to, a processing unit 120, a system memory 130, and a 
system bus 121 that couples various system components 
including the system memory to the processing unit 120. The 
system bus 121 may be any of several types of bus structures 
including a memory bus or memory controller, a peripheral 
bus, and a local bus using any of a variety of bus architectures. 
By way of example, and not limitation, Such architectures 
include Industry Standard Architecture (ISA) bus, Micro 
Channel Architecture (MCA) bus, Enhanced ISA (EISA) bus, 
Video Electronics Standards Association (VESA) local bus, 
and Peripheral Component Interconnect (PCI) bus also 
known as Mezzanine bus. 

0025 Computer 110 typically includes a variety of com 
puter readable media. Computer readable media can be any 
available media that can be accessed by computer 110 and 
includes both volatile and nonvolatile media, removable and 
non-removable media. By way of example, and not limita 
tion, computer readable media may comprise computer Stor 
age media and communication media. Computer storage 
media includes both volatile and nonvolatile, removable and 
non-removable media implemented in any method or tech 
nology for storage of information Such as computer readable 
instructions, data structures, program modules or other data. 
Computer storage media includes, but is not limited to, RAM, 
ROM, EEPROM, flash memory or other memory technology, 
CD-ROM, digital versatile disks (DVD) or other optical disk 
storage, magnetic cassettes, magnetic tape, magnetic disk 
storage or other magnetic storage devices, or any other 
medium which can be used to store the desired information 
and which can be accessed by computer 110. Communication 
media typically embodies computer readable instructions, 
data structures, program modules or other data in a modulated 
data signal Such as a carrier wave or other transport mecha 
nism and includes any information delivery media. The term 
"modulated data signal” means a signal that has one or more 
of its characteristics set or changed in Such a manner as to 
encode information in the signal. By way of example, and not 
limitation, communication media includes wired media Such 
as a wired network or direct-wired connection, and wireless 
media Such as acoustic, RF, infrared and other wireless 
media. Combinations of any of the above should also be 
included within the scope of computer readable media. 
0026. The system memory 130 includes computer storage 
media in the form of volatile and/or nonvolatile memory such 
as read only memory (ROM) 131 and random access memory 
(RAM) 132. A basic input/output system 133 (BIOS), con 
taining the basic routines that help to transfer information 
between elements within computer 110, such as during start 
up, is typically stored in ROM 131. RAM 132 typically con 
tains data and/or program modules that are immediately 
accessible to and/or presently being operated on by process 
ing unit 120. By way of example, and not limitation, FIG. 3 
illustrates operating system 134, application programs 135, 
other program modules 136, and program data 137. 
0027. The computer 110 may also include other remov 
able/non-removable volatile/nonvolatile computer storage 
media. By way of example only, FIG. 4 illustrates a hard disk 
drive 141 that reads from or writes to non-removable, non 
Volatile magnetic media, a magnetic disk drive 151 that reads 
from or writes to a removable, nonvolatile magnetic disk 152, 
and an optical disk drive 155 that reads from or writes to a 
removable, nonvolatile optical disk 156 such as a CDROM or 
other optical media. Other removable/non-removable, vola 
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tile/nonvolatile computer storage media that can be used in 
the exemplary operating environment include, but are not 
limited to, magnetic tape cassettes, flash memory cards, digi 
tal versatile disks, digital video tape, solid state RAM, solid 
state ROM, and the like. The hard disk drive 141 is typically 
connected to the system bus 121 through a non-removable 
memory interface Such as interface 140, and magnetic disk 
drive 151 and optical disk drive 155 are typically connected to 
the system bus 121 by a removable memory interface, such as 
interface 150. 

0028. The drives and their associated computer storage 
media discussed above and illustrated in FIG. 4, provide 
storage of computer readable instructions, data structures, 
program modules and other data for the computer 110. In 
FIG. 4, for example, hard disk drive 141 is illustrated as 
storing operating system 144, application programs 145. 
other program modules 146, and program data 147. Note that 
these components can either be the same as or different from 
operating system 134, application programs 135, other pro 
gram modules 136, and program data 137. Operating system 
144, application programs 145, other program modules 146. 
and program data 147 are given different numbers here to 
illustrate that, at a minimum, they are different copies. 
0029. A user may enter commands and information into 
the computer 110 through input devices such as a keyboard 
162, a microphone 163, and a pointing device 161, Such as a 
mouse, trackball or touch pad. Other input devices (not 
shown) may include a joystick, game pad, satellite dish, Scan 
ner, or the like. These and other input devices are often con 
nected to the processing unit 120 through a user input inter 
face 160 that is coupled to a system bus, but may be connected 
by other interface and bus structures, such as a parallel port, 
game port or a universal serial bus (USB). The system bus 
may be implemented using any appropriate techniques. A 
monitor 191 or other type of display device is also connected 
to the system bus 121 via an interface, such as a video inter 
face 190. In addition to the monitor, computers may also 
include other peripheral output devices such as speakers 197, 
printer 196, pole displays, modems, network interface cards, 
etc. which may be connected through an output peripheral 
interface 195. 

0030 The computer 110 is operated in a networked envi 
ronment using logical connections to one or more remote 
computers, such as a remote computer 180. The remote com 
puter 180 may be a personal computer, a hand-held device, a 
server, a router, a network PC, a peer device or other common 
network node, and typically includes many or all of the ele 
ments described above relative to the computer 110. The 
logical connections depicted in FIG. 4 include a local area 
network (LAN) 171 and a wide area network (WAN) 173, but 
may also include other networks. Such networking environ 
ments are commonplace in offices, enterprise-wide computer 
networks, intranets and the Internet. 
0031 When used in a LAN networking environment, the 
computer 110 is connected to the LAN 171 through a network 
interface or adapter 170. The WAN networking environment 
is provided by the public network 14 or private networks 
18A-N. The computer 110 typically includes a modem 172 
network interface card, or other means for establishing com 
munications over the WAN 173, such as the Internet. A net 
work connection to the WAN may also be through a gateway, 
router, proxy, or other connection to the WAN over the LAN. 
The modem 172, which may be internal or external, may be 
connected to the system bus 121 via the user input interface 
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160, or other appropriate mechanism. In a networked envi 
ronment, program modules depicted relative to the computer 
110, or portions thereof, may be stored in the remote memory 
storage device. By way of example, and not limitation, FIG. 4 
illustrates remote application programs 185 as residing on 
remote computer 180. It will be appreciated that the network 
connections shown are exemplary and other means of estab 
lishing a communications link between the computers may be 
used. 

0032. In one aspect, the present invention provides a new 
protocol for transmission of authorization requests and/or 
authorization responses between point of sale device 12 and 
payment processing gateway 16 over public network 14. The 
protocol can be configured for optimized implementation 
with retail management Software which operates on a retail 
server system running on the gateway 16. In some embodi 
ments, data can be preconfigured or otherwise previously 
stored in a database in memory 47 on the payment processing 
gateway 16 Such that the data does not need to be retransmit 
ted over the public network 14. This provides increased secu 
rity while reducing transmission overhead. 
0033. In one aspect, a supplemental header is pre-pended 

to the authorization request “payload’. FIG. 5 is a block 
diagram showing an example authorization request 200. 
Authorization request 200 includes a transaction specific data 
field 202, cache-key field 204 and a cacheable data field 206. 
The supplemental header field 208 is shown pre-pended to the 
authorization request 200 on top of the cacheable data 206. 
The supplemental header carries a small amount of data 
which is used as a key to index a database in payment pro 
cessing gateway 16. One example of such a field is one which 
identifies the financial contract(s) and terms of operation for 
a particular acquiring banks or financial networks and the 
payment gateway provider. Such a “contract ID field can be 
used by the payment processing gateway 16 to access a small 
list of valid contract IDs. This accessing can be through a 
simple in-memory list oran in-memory hash table to improve 
performance. If a particular transaction request arrives at the 
payment processing gateway 16 with an invalid contract ID, 
the payment processing gateway 16 can reject the authoriza 
tion request because a valid contract is not properly identified 
for the particular merchant who sent the authorization request 
200. In another example, the contract ID can be used to 
reference a particular Subset of a group of valid financial 
networks, for example, an issuing financial institution fre 
quently used more than one financial network and an acquir 
ing bank or financial institution will indicate which subset of 
the various networks can be used by the merchant. 
0034. The rejection from the payment processing gateway 
16 can be in the form of an authorization or transaction 
response transmission 230 shown in FIG. 6. A transaction 
response can include a transaction identification header field 
232 and a response data field 234. The transaction identifica 
tion field 232 identifies a particular transaction to which the 
response 230 is applicable. For example, a merchant may 
issue multiple transaction authorization requests 200 within a 
short period of time and the transaction identification field 
232 is used to match a particular response with the appropri 
ate request. As discussed above, the transaction ID is not 
required in all embodiments. The response field 234 includes 
data which indicates the response to the authorization request 
200 such as “authorized”, “declined, “hold card”, “cut card', 
“bad card”, “call issuer for further information’, or request 
additional information from the purchaser, for example, to 
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verify the authenticity of the cardholder. As discussed below, 
the gateway 16 can also request transmission of cacheable 
data to populate a cache. If the contractID for the Supplemen 
tal header 208 is invalid, the payment processing gateway 16 
can provide a response 234 to the authorization request 200 
which indicates that the contract is invalid. 

0035. The contractID field can also be used to audit trans 
actions by payment processing gateway 16. This auditing can 
be used to ensure that merchants utilizing the payment pro 
cessing gateway 16, or the financial institutions utilizing pay 
ment processing gateway 16, are properly charged for the use 
of the service. Further, the contact ID field can be used to 
analyze transactions to determine the source of the transac 
tions, destination of the transaction, particular merchants 
involved, particular terms of the contract, etc. In one specific 
example, the contract identification comprises two bytes of 8 
bits each. 
0036. In another example, the supplemental header 208 
includes a payment type field. The payment type field is used 
to provide information to the payment processing gateway 16 
as to which particular financial network 18A-N should be 
used for authorizing the transaction. For example, a particular 
financial network 18A-N may be for credit transactions of a 
particular type of debit card, while another financial network 
18A-N may be for use with credit cards. Other financial 
networks may be directed to advance payment types such as 
gift cards, coupons, Smart credit cards, “microcredits, etc. 
“Microcredits” are directed to a credit format in which small 
dollar amount transactions may be performed through credit 
in a cost effective manner. The payment type field can also 
indicate the particular protocol used by the back-end financial 
network 18A-N and often within payload of the transmission, 
i.e., the transaction specific data 202. 
0037. The transaction authorization protocol 200 illus 
trated in FIG. 5 also provides a cache-key field 204. The 
cache-key 204 can be used to uniquely identify a particular 
shop or store Submitting an authorization request. Merchant 
data can also be cached, for example for merchants with 
multiple stores. The payment processing gateway 16 can 
retrieve cache data within memory 34 illustrated in FIG. 2 
based upon the cache-key. The cache data can be merchant or 
store invariant data information described below in more 
detail. In one specific embodiment, the cache-key field 204 
comprises a 128 bit data field. The data field can be used to 
carry a GUID (Globally Unique Identifier). In another spe 
cific example, 12 bytes of the 128 bits identifies a particular 
merchant while the remaining 4 bytes identifies a particular 
store of that merchant. 

0038. The authorization request 200 may also contain 
cache-able data 206. Typical prior art financial transaction 
protocols are capable of carrying a fairly rich set of merchant 
data, including for example, merchant name (25 bytes), coun 
try (3 bytes), state (2 bytes), location (13 bytes), city code/zip 
code (3 bytes), merchant category (4 bytes), acquirer bin (6 
bytes), time Zone differential (3 bytes), merchant category 
code (4 bytes), extra field separators for ease of viewing (4 
bytes) and others. The total can be more than 66 bytes of data 
for the main authorization message in a T-format authoriza 
tion request message (direct debit). Typically, all of this data 
must be transmitted with each authorization request. 
0039. With the present invention, the transaction invariant 
data can be cached in memory 34 of payment gateway 16. In 
typical prior art gateways, such a cache would providelimited 
benefits due to server performance limitations and the diffi 
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culty of maintaining state across multiple servers arranged in 
a cluster. For example, the state of a particular transaction 
would be required to be maintained across a cluster of servers 
in a performat manner because there is a relatively high Vol 
ume of authorization request which must be processed in near 
real time. Further, it is difficult to ensure that cached data is 
maintained or otherwise restored when a server is reset. 
0040 Web servers, for example, tend to be inherently 
stateless. With the present invention, payment processing 
gateway 16 is configured as a web server offering a web 
service which maintains state using a cache as desired in order 
to Support Such caching operations. The cache can be through 
any appropriate caching technique such as a shared file, a 
database, etc. Preferably, a caching mechanism is utilized 
which provides high performance and operates very effi 
ciently to support large numbers of simultaneous transac 
tions. In one aspect, the merchant invariant data is cached in 
Volatile memory (i.e., RAM) of the payment processing gate 
way 16. For example, by caching 100 bytes of data per mer 
chant and with 200,000 merchants, 20 megabytes of memory 
world be utilized. 
0041 Although this caching operation is particularly use 
ful for authorization requests, the caching can also be utilized 
with settlement requests. A settlement request typically 
occurs less frequently than an authorization request. In a 
settlement request, a number of transactions are typically 
“batched together for settlement with the appropriate finan 
cial institution. The settlement process involves the transfer 
of funds from the appropriate financial institution to the 
account of the merchant. 
0042. If the payment processing gateway 16 is imple 
mented in a number of different servers, such as that provided 
by a web cluster, the caching of merchant or transaction 
invariant data can be achieved in any appropriate way. Even a 
Small cluster of 2 servers can process a relatively large Vol 
ume of authorization request traffic. For such a cache to be 
effective, the state can be maintained for each transaction 
being serviced by the gateway 16. A state service can be 
maintained across multiple web servers in a web cluster. Such 
a state service can be implemented in a shared server whereby 
each of the servers in the web cluster can access for the state 
information. Cache consistency and replication across mul 
tiple servers must be maintained for Such an implementation. 
One specific implementation of such a state service is through 
the .NET framework provided by Microsoft Corporation, of 
Redmond, Wash. This framework supports a distributed com 
puting environment in which applications may be written in 
any number of high level languages. The high level languages 
are compiled to a common runtime language known as CLR 
(Common Language Runtime). Further, in Such an embodi 
ment, the CLR can operate across various hardware platforms 
Such that the implementation is hardware independent. In 
Such an embodiment, the payment processing gateway 16 
consists of a number of distributed computing systems. 
Objects can be used to exchange data between the systems 
and maintain. 
0043. In one implementation suitable for a small number 
of servers, each server maintains its own cache. A single 
server with Sufficient processing capabilities may be capable 
of processing a Substantial number of authorization requests. 
0044) The state service can operate with a database server, 
such as an SQL server which can be used to provide backup of 
stored data. The database can be used to restore the 
in-memory cache upon system failure of other fault. 
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0045. In some embodiments, a single database access is 
employed for each authorization per transaction. For 
example, a procedure stored in the payment processing gate 
way 16 can be used to log the transaction to memory, for 
auditing, reporting, billing or other purposes. The same pro 
cedure used to log the data to the database can be used to read 
the associated cached invariant merchant data back from the 
database. 
0046 A web server front end can also be utilized with 
payment processing gateway 16 which directs web requests 
from a particular IP (Internet Protocol) address to the same 
server within the cluster. This particular redirection can be set 
for any time period, for example a number of days. Such a 
front end can be implemented in software or hardware com 
ponents. With Such an implementation, it is not necessary to 
synchronize the web server cache within the cluster. Instead, 
each web server within the cluster provided by the payment 
processing gateway 16 need only maintain state for the par 
ticular transactions which it is handling. 
0047 For small scale applications, a web service can be 
utilized such as that provided by ASP.NET. A particular ASP. 
NET page can be provided on each web server within the web 
cluster and used to update the cache of a given server. 
0048. A custom server can be provided which provides a 
state server to other computers within the cluster. The server 
can maintain an in-memory cache of merchantor store invari 
ant records. The state server can respond to requests from the 
web cluster. If the state server is reset or otherwise looses 
data, the web cluster can provide a negative acknowledge 
ment (i.e., NACK) to the merchant/store POS 12 thereby 
requesting that a complete data transmission be provided with 
the next transmission. The transmission of the complete data 
set can be provided for a desired length of time. This will 
cause the merchant to provide all of the merchant invariant 
data such that the database provided by the gateway 16 can be 
repopulated. During this period, the payment processing 
gateway 16 can provide the appropriate financial institution 
20A-N with all the data received from a particular merchant, 
mapping various fields as required. 
0049. In embodiments such as those discussed above in 
which various data is cached within a memory in payment 
processing gateway 16, Software operating at the point of sale 
device 12 can be configured to periodically transmit the entire 
data set for a given merchant to the payment processing 
gateway. This can be used to allow webservers or state servers 
of gateway 16 to be individually reset without difficulty. For 
example, the Software running on a point of sale device 12 can 
be configured to submit a full data set every 2, 8 or 24 hours. 
Data transmissions such as the authorization response 230 
shown in FIG. 6 can include an additional data field to allow 
the payment processing gateway 16 to indicate that the full 
merchant data is required. Alternatively, a separate message 
can be sent by the gateway 16. This data can be sent indepen 
dently, or can be included in the next transaction request. 
Further, if only partial data is required, the message from the 
payment processing gateway 16 to the point of sale device 12 
can indicate which data field or fields must be re-sent. In such 
a configuration, the payment processing gateway 16 can con 
tinue to accept partial data for a period of time after the initial 
request is sent. This allows multiple point of sale devices 12 
within a store to transmit data to a payment processing gate 
way 16 which is implemented across multiple servers. 
0050. In order to further reduce the overhead of the mes 
sages exchanged across the public network 14, or local net 
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works of the retail location, in one aspect the present inven 
tion eliminates redundant or unrequired transmissions. For 
example, Some acknowledgement messages used in Socket 
based protocols such as the protocol implemented by VisaNet 
are redundant. This is especially true for protocols based upon 
HTTPS. In one specific example, the acknowledgement 
(ACK) which is transmitted before a response for a credit card 
transaction in a single transaction mode is not required. 
Although the acknowledgement can be useful in monitoring 
operation of the Software during debugging, it is not normally 
required by the point of sale device 12. Other such non 
essential transmissions can also be eliminated. 

0051. The various transmissions between the point of sale 
device 12 and the payment processing gateway 16, including 
the authorization request 200 and the authorization response 
230, can be implemented using a number of techniques. For 
example, the HTTPS protocol can be used in which a packet 
or partial packet for transmission on a financial network 
18A-N is "wrapped as the payload in the secure transmis 
Sion. This configuration is particularly useful when integrat 
ing point of sale devices 12 which are at retail locations or 
which are implemented online through a merchant website. 
Further, this configuration can scale to high transaction Vol 
umes as required. 
0.052 In another example, the payment processing gate 
way 16 provides an XML service for communication with the 
point of sale device 12. This configuration is also well suited 
for integrating point of sale devices 12 which exist at both 
retail locations and from online merchants. 
0053 A secure socket layer (SSL) protocol can be used in 
which a particular message or packet is carried in an SSL 
wrapper. This implementation may be required for Some debit 
card transactions and is Suited for the high performance 
required to handle a large Volume of transactions. Further, 
Such a protocol can be used to keep a socket open on a 
financial network 18A-N during the entire transaction pro 
cess. Server clustering techniques such as thread pooling, 
clustering and load balancing can be implemented to Support 
such an SSL protocol. 
0054. In another implementation of the present invention, 
the payment processing gateway 16 can provide a back end 
server process to maintain open payment sockets (or equiva 
lents) through the financial networks 18A-N. Such a back end 
service can be synchronized with a stateless frontend coupled 
to public network 14. Although credit card authorizations can 
typically be handled as a single synchronous transaction, 
debit card transactions typically require an additional final 
acknowledgement from the point of sale device 12 to the 
payment processing gateway 16 and to the appropriate finan 
cial institution 20A-N over a financial network 18A-N. This 
additional acknowledgement confirms that the retailer 
received the authorization acknowledgement and that the 
funds transfer was settled. If this acknowledgement is not 
received, the transaction is automatically reversed and the 
funds are returned to the customer's account. This can be 
implemented using a socket based protocol. Such as SSL, 
where a server thread is used to maintain both the front end 
and back end socket sessions. However, this is more difficult 
to implement in a web based protocol which utilizes web 
servers such as Microsoft's IIS. As discussed above, web 
services are inherently stateless. Therefore, without addi 
tional implementation, the final acknowledgement may go to 
a different thread than the original transaction, and possibly 
even to a different server in a web cluster. In one aspect, the 

Mar. 31, 2011 

present invention maintains a thread in the web service Such 
that such an acknowledgement can be sent to the appropriate 
financial institution. 

0055. The back end server process typically on a separate 
common server can be used to maintain an open back end 
socket over the appropriate financial network 18A-N. In such 
an embodiment, the socket must be uniquely identified to the 
front end web server, for example using a GUID which the 
back end server maps to a specific Socket port. The front end 
web server coupled to the public network 14 will place trans 
action messages on the appropriate queue. The queue is then 
accessed by the back end server process. The back end server 
process can be single or multi-threaded and processes mes 
sages by assigning them to a new or existing socket session as 
appropriate. A new socket session with a financial institute 
18A-N is opened at the start of each transaction and closed at 
the end of the transaction. All messages for a given transac 
tion will occur over the same socket. Socket connections for 
incomplete transactions can be set to time out after a prede 
termined interval to protect server resources. 
0056 Although in typical payment processing systems, 
the point of sale device is required to provide an acknowl 
edgement to the gateway during a debit card transaction, in 
one aspect, the present invention operates without the need 
for Such a second acknowledgement. For example, the gate 
way can send a second acknowledgement back through the 
financial network without waiting for the acknowledgement 
to be received from the point of sale device. This allows the 
transaction to be stateless within the gateway and the debit 
transaction can then be easily supported over the HTTPS 
protocol without the need to use sockets such as SSL, directly. 
This configuration allows standard web servers to implement 
the present invention. Without the second acknowledgement 
from the point of the sale device, an additional safety mecha 
nism can be provided to prevent a duplicate transaction from 
being processed. For example, the gateway can detect that the 
same or a similar transaction is being run from the same 
terminal or store within a specific period of time. If such a 
transaction is identified by the gateway, the gateway can 
simply block the transaction or send some type of a message 
back to the point of sale device indicating that an error has 
occurred or warning that a duplicate transaction has been 
received, requesta confirmation that the duplicate data should 
be processed, request that the data be specifically called in, or 
simply acknowledge a successfully processed transaction 
previously. For example, if the same payment instrument is 
used from the same point of sale terminal within a relatively 
Small time window, for example, one to two minutes, a simple 
acknowledgement can be provided. 
0057 Although the present invention has been described 
with reference to particular embodiments, workers skilled in 
the art will recognize that changes may be made in form and 
detail without departing from the spirit and scope of the 
invention. In one aspect, the present invention is configured to 
operate as a web service. In another aspect, a socket server 
implementation is used. In general, web services provide 
transactional functions which operate across a network Such 
as the Internet. Web services adhere to a shared specification 
Such that they are able to share objects and exchange data. 
One extension of web services which is well suited for imple 
mentation of the present invention is the web services 
enhancements (WSE) class library available in the Microsoft. 
NET framework. The present invention is applicable to elec 
tronic fund transfers based upon financial transaction autho 
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rization requests, and response to Such requests. Although 
cards are specifically discussed, the invention relates to any 
type of payment instrument that can be used. The financial 
transaction authorization request are conveyed from a source, 
Such as a store or merchant, to an authorization provider. Such 
as a financial institution, over public and/or private networks 
or direct connections. 

What is claimed is: 
1. A method of authorizing a financial transaction, the 

method comprising: 
receiving a first authorization request from a point of sale 

device, the first authorization request including a first 
transaction specific data field, a first cache key field, a 
first cacheable data field, and a first supplemental header 
field, the first cacheable data field including merchant 
data, the first Supplemental header including a first con 
tractID field that is used as a key to index a database and 
a payment type field that is used to identify a particular 
financial network; 
accessing a list of valid contract IDs utilizing the first 

contract ID field; 
uniquely identifying a particular store Submitting the first 

authorization request utilizing the first cache key field; 
caching the merchant data in a volatile memory component 

of a payment processing gateway; 
sending a first authorization transmissionin response to the 

first authorization request, the first authorization trans 
mission including a transaction identification field and a 
response data field, the transaction identification field 
identifying aparticular financial transaction to which the 
first authorization transmission is applicable, the 
response field indicating a response to the first authori 
Zation request, wherein the response is selected from the 
group consisting of “authorized.” “declined, “hold 
card,” “cut card,” “bad card “call issuer for further 
information, and “request additional information from 
the purchaser': 

receiving a second authorization request from the point of 
sale device, the second authorization request including a 
second transaction specific data field and a second cache 
key field; and 

retrieving the merchant data from the volatile memory 
component utilizing the second cache key field. 

2. The method of claim 1 wherein the first supplemental 
header identifies a financial contract and terms of operation 
for a particular acquiring bank and a payment gateway pro 
vider. 

3. The method of claim 2 wherein the point of sale device 
is a retail server system that is used to connect multiple point 
of sale devices. 

4. The method of claim 3 further comprising the retail 
server system providing inventory control and theft protec 
tion. 

5. The method of claim 4 wherein accessing a list of valid 
contract IDs comprises accessing an in-memory hash table. 

6. The method of claim 5 wherein the first authorization 
transmission includes a request for the point of sale device to 
transmit cacheable data to populate a cache. 

7. The method of claim 6 further comprising: 
auditing financial transaction processed by a payment pro 

cess gateway utilizing the first contract ID field; and 
utilizing the audit to ensure that merchants using the pay 

ment process gateway are properly charged. 

Mar. 31, 2011 

8. The method of claim 7 wherein the merchant data com 
prises a merchant name, a country, a state, a location, a city 
code/zip code, a merchant category, an acquirer bin, a time 
Zone differential, a merchant category code, and an extra field 
separator. 

9. A method of processing a financial transaction, the 
method comprising: 

transmitting an authorization request to a payment process 
ing gateway server, the authorization request including a 
Supplemental header that includes a contract identifica 
tion field that stores an identification of a contract 
between a merchant and a payment provider, 

receiving, from the payment processing gateway server in 
response to the authorization request, a transaction 
response transmission, wherein the transaction response 
transmission includes a transaction response header and 
a response data component, the transaction response 
header including identification of a particular transac 
tion to which the transaction response transmission is 
applicable, and wherein the response data component 
includes an indication that said contract is invalid; and 

responding to the indication that the contract is invalid by 
facilitating a rejection of the financial transaction. 

10. The method of claim 9, wherein the authorization 
request further comprises a transaction specific data field that 
includes an indication of the identification of the particular 
transaction. 

11. The method of claim 10, wherein the authorization 
request further comprises a cache key field that identifies a 
particular business sub-unit for which data is to be cached 
separately from a different business sub-unit. 

12. The method of claim 10, wherein the authorization 
request further comprises a cache key field that includes an 
identifier that points to a particular data storage location on 
the payment processing gateway server. 

12. The method of claim 10, wherein the authorization 
request further comprises a cache key field that includes an 
identifier that points to a particular one of a plurality of data 
storage locations maintained on the payment processing gate 
way server for the merchant. 

13. A method of processing a financial transaction, the 
method comprising: 

transmitting an authorization request to a payment process 
ing gateway server, the authorization request including a 
mechanism for identifying a specific one of a plurality of 
data storage locations maintained on the payment pro 
cessing gateway server for a particular merchant; and 

receiving, from the payment processing gateway server in 
response to the authorization request, a transaction 
response transmission, wherein the transaction response 
transmission includes a transaction response header and 
a response data component, the transaction response 
header including identification of a particular transac 
tion to which the transaction response transmission is 
applicable, and wherein the response data component 
includes an indication that said contract is valid or oth 
erwise authorized. 

14. The method of claim 13, wherein the mechanism for 
identifying a specific one of a plurality of data storage loca 
tions is a mechanism for identifying a particular business 
sub-unit for the particular merchant. 

15. The method of claim 13, wherein the mechanism for 
identifying a specific one of a plurality of data storage loca 
tions is a mechanism for identifying a particular business unit. 
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16. The method of claim 13, wherein the mechanism for 
identifying a specific one of a plurality of data storage loca 
tions is a mechanism for identifying a particular store. 

17. The method of claim 13, wherein the mechanism for 
identifying a specific one of a plurality of data storage loca 
tions is a mechanism for identifying a shared data stored 
location made accessible as part of a web service. 

18. The method of claim 13, wherein the mechanism for 
identifying a specific one of a plurality of data storage loca 
tions is a mechanism for identifying a data stored location that 
is configured to support simultaneous data recordation trans 
actions. 
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19. The method of claim 13, wherein the mechanism for 
identifying a specific one of a plurality of data storage loca 
tions is a mechanism for identifying a volatile data storage 
memory. 

20. The method of claim 13, wherein the mechanism for 
identifying a specific one of a plurality of data storage loca 
tions is a mechanism for identifying a data storage location in 
which there is a collection of pre-existing transaction data for 
the merchant already cached. 
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