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COMMUNICATION OF NON-IP DATA
OVER PACKET DATANETWORKS

TECHNICAL FIELD

Embodiments presented herein relate to communicating non-Internet
Protocol (IP) data over a packet data network (PDN), and particularly to
methods, a core network gateway node, awireless device, computer
programs, and a computer program product for communicating non-1P data
over apacket data network of PDN type IPv4, IPv6, or IPv4IPv6.

BACKGROUND

In communications networks, there may be a chalenge to obtain good
performance and capacity for agiven communications protocol, its
parameters and the physical environment in which the communications
network is deployed.

The core network (CN) architecture of the third generation partnership
program's (3GPP) Long Term evolution (LTE) wireless communication
standard isdenoted the System Architecture Evolution (SAE). One
component of the SAE architecture isthe Evolved Packet Core (EPC), also
known as SAE Core. In general terms, the EPC will serve asthe equivaent of
aGeneral Packet Radio Service (GPRS) network (viaaMobility Management
Entity (MME), Serving Gateway (S-GW) and packet data network (PDN)
Gateway (P-GW) subcomponents).

For example, existing packets in the EPC to/from the Internet has an Internet
protocol (IP) header (v4 or v6) and typically also aTransmission Control
Protocol (TCP) or aUser Datagram Protocol (UDP) header. Mechanisms exist
for header compression in messages exchanged between awireless device
and aradio access network (RAN) node (RANN), such asan eNodeB, serving
the wireless device. When header compression is used, the wireless device
compresses the TCP/UDP/IP headers in the uplink (i.e., in communication
from the wireless devicetothe RANN) and the RANN decompresses the
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TCP/UDP/IP headers in the downlink (i.e., in communication from the
RANN tothe wireless device).

Some issues have been identified for existing mechanisms for machine-to-
machine type communication using networks asthose disclosed above
(especialy so caled cellular Internet of Things (CloT) communications).

The wireless device must perform 1Pv6 address allocation procedures,
including repeatedly reallocating the IPv6 address (verifyingthat it isstill in
use).

The overhead of the I P headers isreduced by existing header compression
schemes, but the overhead may still beregarded as substantial asthe IP
headers need to betransmitted over the radio interface to set up the
compression scheme. With very small amounts of data to transmit, header
compression may still bethe dominating information sent.

The wireless device must use | Pfor communication with an external
application server (AS), evenif that ASisthe only communication peer that
the wireless device has. Implementation of IPin the wireless device adds to
its cost. Implementing an I P stack and an UDP and/or TCP stack requires
memory and processing resources in the wireless device. CloT devices are
typically constrained and ultra low cost and it may be aproblem to
implement the IPFUDP/TCP stack under such conditions.

It has been proposed to use anew PDN type called "non-1P" to avoid some of
the aboveissues. However, introducing anew PDN Typein 3GPP systems
may have major impact on both the standard as such and devices
implementing the standard. Another issue would behow totunnel non-1P
data to/from the application server.

Hence, there is still aneed for an improved communication of non-1P data
over apacket data network.
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SUMMARY

An object of embodiments herein isto provide efficient communication of
non-1P data over apacket data network.

According to afirst aspect there is presented amethod for communicating
non-IP data over aPDN of PDN type IPv4, IPv6, or IPv4lPv6. The method is
performed by a core network gateway node. The method comprises
communicating | P packets over apacket data network of PDN type IPv4,
IPv6, or IPv4lPv6 with an application server, the I P packets comprising an IP
header and being addressed to awireless device. The method comprises
communicating header-less payload packets over the packet data network
with the wireless device. The header-less payload packets correspond tothe

| P packets having the 1P header removed and represent the non-1P data.

In this respect, the non-IP data may thus be defined asrepresenting data that
istransmitted in an IP context but without using IP headers; i.e., where
header-less payload packets replace ordinary | P packets.

Advantageoudly this provides efficient communication of non-IP data over a
packet data network.

Advantageoudly this allowsfor aminimal impact to existing EPC standards
and reuses the PDN Typefor "IP", whilst a the same time supports anew
type of communication (without using TCP/UDP/IP headers) to address an
Application Server from the wireless device.

Advantageoudly, the handling in Application Servers can bethe same for
"non-IP and "IP" data (i.e. the ASisnot impacted if headers are removed
between the wireless device and the core network gateway node (such as a P-
GW or C-SGN). That is, existing | P mechanisms can be used in the
Application Servers.

Advantageoudly this allowsfor a ssimple communications setup.
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Advantageously, by minimizing the overhead transmitted over the air
interface tothe wireless device, this enables optimized over the air
transmission.

Advantageoudly this alowsfor parallel communication channels, i.e.
communication using with IP headers and without | P headers in parallel.

According to a second aspect there is presented acore network gateway node
for communicating non-IP data over apacket data network of PDN type |Pv4,
IPv6, or IPv4lPv6. The core network gateway node comprises processing
circuitry. The processing circuitry is configured to cause the core network
gateway node to perform a set of operations. The set of operation causes the
core network gateway node to communicate | P packets over apacket data
network of PDN type IPv4, IPv6, or IPv4lPv6 with an application server, the
| P packets comprising an | P header and being addressed to awireless device.
The set of operation causesthe core network gateway node to communicate
header-less payload packets over the packet data network with the wireless
device. The header-less payload packets correspond tothe | P packets having
the 1P header removed and represent the non-1P data.

According to athird aspect there is presented acomputer program for
communicating non-1P data over a packet data network of PDN type IPv4,
IPv6, or IPv4lPv6, the computer program comprising computer program
code which, when run on processing circuitry of acore network gateway
node, causesthe processing circuitry to perform amethod according tothe
first aspect.

According to afourth aspect there ispresented amethod for communicating
non-1P data over a packet data network of PDN type IPv4, IPv6, or |Pv4lPv6.
The method isperformed by awireless device. The method comprises
communicating header-less payload packets on a connection over a packet
data network of PDN type IPv4, IPv6, or IPv4lPv6 with a core network
gateway node. The connection isby the wireless device regarded as a point-
to-point connection.
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According to afifth aspect there is presented awireless devicefor
communicating non-1P data over a packet data network of PDN type IPv4,
IPv6, or IPv4lPv6. The wireless device comprises processing circuitry. The
processing circuitry is configured to cause the wireless deviceto perform a set
of operations. The set of operations causes the wireless deviceto
communicate header-less payload packets on a connection over a packet data
network of PDN type IPv4, IPv6, or IPv4lPv6 with acore network gateway
node. The connection isby the wireless device regarded as a point-to-point
connection.

According to a sixth aspect there ispresented acomputer program for
communicating non-1P data over a packet data network of PDN type IPv4,
IPv6, or IPv4lPv6, the computer program comprising computer program
code which, when run on processing circuitry of awireless device, causesthe
processing circuitry to perform amethod according tothe fourth aspect.

According to a seventh aspect there is presented acomputer program product
comprising acomputer program according to at least one of the third aspect
and the sixth aspect and a computer readable means on which the computer
program is stored.

It istobe noted that any feature of the first, second, third, fourth, fifth, sixth
and seventh aspects may be applied to any other aspect, wherever
appropriate. Likewise, any advantage of the first aspect may equally apply to
the second, third, fourth, fifth, sixth, and/or seventh aspect, respectively, and
viceversa. Other objectives, features and advantages of the enclosed
embodiments will be apparent from the following detailed disclosure, from
the attached dependent claims aswell asfrom the drawings.

Generally, all terms used in the claims are to be interpreted according totheir
ordinary meaning in the technical field, unless explicitly defined otherwise
herein. All references to "a/an/the element, apparatus, component, means,
step, etc." aretobeinterpreted openly asreferring to at least one instance of
the element, apparatus, component, means, step, etc., unless explicitly stated
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otherwise. The steps of any method disclosed herein do not have to be
performed in the exact order disclosed, unless explicitly stated.

BRIEF DESCRIPTION OF THE DRAWINGS

The inventive concept isnow described, by way of example, with reference to
the accompanying drawings, in which:

Fig. | isaschematic diagram illustrating a communication network according
to embodiments,

Fig. 2aisaschematic diagram showing functiona units of a core network
gateway node according to an embodiment;

Fig. 2b isaschematic diagram showing functional modules of a core network
gateway node according to an embodiment;

Fig. 3aisaschematic diagram showing functiona units of awireless device
according to an embodiment;

Fig. 3bisaschematic diagram showing functional modules of awireless
device according to an embodiment;

Fig. 4 shows one example of acomputer program product comprising
computer readable means according to an embodiment;

Figs. 5, 6, 7, and 8 are flowcharts of methods according to embodiments;

Fig. 9isaschematic illustration of part of acommunication network
according to embodiments;

Fig. 10 isasignaling diagram according to embodiments; and
Fig. 11isaschematic illustration of an | P packet according to embodiments.

DETAILED DESCRIPTION

The inventive concept will now be described more fully hereinafter with
reference to the accompanying drawings, in which certain embodiments of
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the inventive concept are shown. This inventive concept may, however, be
embodied in many different forms and should not be construed aslimited to
the embodiments set forth herein; rather, these embodiments are provided
by way of example sothat this disclosure will bethorough and complete, and
will fully convey the scope of the inventive concept tothose skilled in the art.
Like numbers refer to like elements throughout the description. Any step or
feature illustrated by dashed lines should beregarded as optional.

Fig. | isa schematic diagram illustrating acommunications network 100
where embodiments presented herein can be applied. The communications
network 100 is apacket data network of PDN type IPv4, IPv6, or IPv4lPv6.
The communications network 100 comprises an external Service Network
(SN) 110. The Service Network 110inturn comprises at least one Application
Server (AS) 111. The Service Network 110 is operatively connected to a
cellular network 150 over interface SGi. The cellular network 150 may be an
LTE network. The cellular network 150 comprises a Core Network (CN) 120
and a Radio Access Network (RAN) 130. The Core Network 120 comprises a
Packet Data Network Gateway (P-GW) 121. The P-GW 121 may be part of a
Celular Internet of Things Serving Gateway Node (C-SGN) 122. The P-GW
121 and the C-SGN 122 are examples of logical entities and are hereinafter
denoted core network gateway nodes. The Core Network 120 may comprise
further logica nodes, such asaHome Subscriber Server (HSS) 123 (not
illustrated in Fig. 1). The Core Network 120 is operatively connected to the
RAN 130 over interface Si. The RAN 130 comprises at least one Radio Access
Network Node (RANN) 131. The RANN may be provided asradio base
station, abase transceiver station, anode B, an evolved node B, or asa
remote radio unit. The RANN 131 provides network access to at least one
Wireless Device (WD) 140, for example, over interface Uu. The wireless
device 140 isthereby enabled to access services and exchange data with the
Application Server 111. The wireless device 140 may be aportable wireless
device (such asamobile station, mobile phone, handset, wireless loca loop
phone, user equipment (UE), smartphone, laptop computer, tablet computer,
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or loT device, such asasensor arrangement configured to access the
Application Server ill the network 150, etc.).

Asnoted above, atunnel connection may be established between the wireless
device 140 and the Application Server 111. There are many ways for this
tunnel connection to be established. Reference isnow made to Figs. 9(a) and
9(b) relating totwo such aternatives. Figs. 9(a) and 9(b) schematically
illustrate two examples of parts of the communications network 100 of Fig. 1
where there are four wireless devices 140 denoted WD-A, WD-B, WD-C, and
WD-D. Fig. 9(a) illustrates a scenario where there isone individual tunnel
connection per wireless device for the AS 111, and Fig. 9(b) illustrates a
scenario where there isone common tunnel connection for all the wireless

devices for the AS 111.

Some concerns regard how awireless device 140 isto beidentified inthe AS
111. Some concerns regard how data isto be switched tothe correct PDN
connection for forwarding tothe wireless device 140 when Down Link (DL)
data isreceived from the AS 111 on the SGi interface inthe P-GW 121 or C-
SGN 122. Since some identity (ID) of the wireless device 140 needs to be
present in the received DL data, some concerns regard how to store the ID in
the CN 120 and/or RAN 130. For example, the 1D should bepresent inthe P-
GW 121 and/or C-SGN 122 as part of a switching table. The ID could, for
example, be propagated from subscription information of the wireless device
140 as stored in the HSS 123. The 1D could, for example, be signalled using a
tunnel establishment protocol on the SGi interface. Some concerns regard
security aspects coordinated for the direct tunnel and the PDN connection.
Some of these concerns are tied towhat protocol isused between the C-SGN
122 and/or P-GW 121 and the AS 111.

Assumptions that have been proposed to resolve these issues will be
summarized next. An IPv6 prefix isassigned tothe wireless device 140 even if
the data is"non-IP". The IP address isnot provided tothe wireless device
140; the 1P address only used on the SGi interface. One tunnel per wireless
device 140 isassumed. The wireless device 140 isin the AS 111 identified by



10

15

20

25

30

WO 2017/032399 PCT/EP2015/069273

the IP address of the wireless device i40.When DL data isreceived on the SGi
interface in the P-GW 121 and/or C-SGN 122 the data is switched tothe
correct PDN connection for forwarding tothe wireless device 140 by mapping
the destination |P address tothe PDN Connection Tunnel endpoint identifier
(TEID). The destination 1P address defines the 1D of the wireless device 140
in the received DL data. The IP address allocation enables the ID to be
present inthe P-GW 121 and/or C-SGN 122 as part of the switching table.
Further the IP address can be provided (from the P-GW 121 and/or the
C-SGN 122) tothe AS 111 in the same way for both "non-IP" and "IP" based
data (e.g. over the top or using TS 29.061 Radiug/Diameter mechanisms,
etc.). No specific establishment of the direct tunnel needed interms of
security aspects.

By using the IP address for identifying the wireless device 140 and for
tunnelling the non-IP data tothe AS 111, the impact on other aspect of the
communications network 100, such as other aspects of the cellular network
150, iskept small. For example, the handling in Application Servers 111 can
bethe same for "non-IP" data and "IP" data

Assigning and using an IP address to distinguish each wireless device 140 in
the AS 111 and on the SGi interface in the P-GW 121 and/or C-SGN 122
implies that the IP address assignment in the cellular network 150 shall be
kept. To keep the impact on the communications network 100 small, the
"PDN Type" should still be"IP" (i.e. ,IPv6) for the CloT PDN connection.

Some changes needed for the PDN connections conveying "Non-IP" data will
be summarized next. Firstly, the P-GW 121 shall not provide the allocated IP
address tothe wireless device 140 i.e. Stateless Address Auto Configuration
(SLAAC) or the Dynamic Host Configuration Protocol (DHCP) isnot used for
"non-IP" PDN connections. Secondly, the IP headers are removed/added
before forwarding packets to/from the wireless device 140 respectively.
Thirdly, the C-SGN 122 (or a Mobility Management Entity (MME) in the CN
120) should indicate tothe RANN 131 not to use header compression for the
wireless device 140 (if data radio bearers (DRBS) are used).
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By this approach the "non-IP" service provided by the cellular network 150
for CloT can be seen as amechanism for header compression or header
removal toreduce the amount of overhead data passed over the low bitrate
radio interface Uu. The SGi interface towards the AS 111 remains aknown [P
interface. This enables the use of existing |IP mechanisms at the AS side and
also minimizes impact on the cellular network 150.

Since a CloT wireless device 140 using "non-IP" may not have any means to
address different ASs 111, the operational connection between the wireless
device 140 and the AS 111 may beregarded as a point-to-point tunnel. The IP
address of the AS 111 can e.g. be configured commonly for al traffic in an
Access Point Name (APN). Communication using UDP/IP may bebased on
using known UDP ports (e.g. 3GPP defined or deployment unique and
management wise coordinated between the AS 111 and C-SGN 122) for "non-
IP" data

The embodiments disclosed herein particularly relate to mechanisms for
communicating non-IP data over a PDN of PDN type IPv4, IPv6, or
IPv4lPv6. In order to obtain such mechanisms there isprovided acore
network gateway node 121, 122, amethod performed by the core network
gateway node 121, 122, a computer program comprising code, for example in
the form of a computer program product, that when run on processing
circuitry of the core network gateway node 121, 122, causes the core network
gateway node 121, 122 to perform the method. In order to obtain such
mechanisms there isfurther provided awireless device 140, a method
performed by the wireless device 140, and a computer program comprising
code, for example in the form of a computer program product, that when run
on processing circuitry of the wireless device 140, causes the wireless device
140 to perform the method.

Fig. 2a schematically illustrates, interms of a number of functiona units, the
components of a core network gateway node 121, 122 according to an
embodiment. Processing circuitry 210 isprovided using any combination of
one or more of a suitable central processing unit (CPU), multiprocessor,
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microcontroller, digital signal processor (DSP), application specific
integrated circuit (ASIC), field programmable gate arrays (FPGA) etc.,
capable of executing software instructions stored in a computer program
product 410a (as in Fig. 4), e.g. in the form of a storage medium 230.

Particularly, the processing circuitry 210 isconfigured to cause the core
network gateway node 121, 122 to perform aset of operations, or steps, S102-
S112. These operations, or steps, S102-S112 will be disclosed below. For
example, the storage medium 230 may store the set of operations, and the
processing circuitry 210 may be configured to retrieve the set of operations
from the storage medium 230 to cause the core network gateway node 121,
122 to perform the set of operations. The set of operations may be provided
as aset of executable instructions. Thus the processing circuitry 210is
thereby arranged to execute methods asherein disclosed.

The storage medium 230 may also comprise persistent storage, which, for
example, can be any single one or combination of magnetic memory, optical
memory, solid state memory or even remotely mounted memory.

The core network gateway node 121, 122 may further comprise a
communications interface 220 for communications with other entities of the
core network 120 aswell as entities of the service network 110, such as one or
more application servers 111, and entities of the RAN 130, such as one or
more RANNSs 131, and indirectly with one or more wireless devices 140. As
such the communications interface 220 may comprise one or more
transmitters and receivers, comprising analogue and digital components and
asuitable number of antennas for wireless communications and ports for

wireline communications.

The processing circuitry 210 controls the general operation of the core
network gateway node 121, 122 e.g. by sending data and control signals tothe
communications interface 220 and the storage medium 230, by receiving
data and reports from the communications interface 220, and by retrieving
data and instructions from the storage medium 230. Other components, as
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well asthe related functionality, of the core network gateway node 121, 122
are omitted in order not to obscure the concepts presented herein.

Fig. 2b schematically illustrates, interms of a number of functiona modules,
the components of a core network gateway node 121, 122 according to an
embodiment. The core network gateway node 121, 122 of Fig. 2b comprises a
communications module 210a configured to perform below steps S102,
Si02a, Si02b, S110, Siioa, Snob. The core network gateway node 121, 122 of
Fig. 2b may further comprises anumber of optional functional modules, such
as any of aremove module 210b configured to perform below steps Sio8a,
Sio8aa, an add module 210c configured to perform below steps Sio8b,
Sio8bb, an indicate module 2iod configured to perform below step S112, an
acquire module 2ioe configured to perform below step S104, and an
acknowledge module 2iof configured to perform below step S106. The
functionality of each functional module 2ioa-2iof will be further disclosed
below in the context of which the functional modules 2ioa-2iof may be used.
In general terms, each functional module 2ioa-2iof may beimplemented in
hardware or in software. Preferably, one or more or al functional modules
2ioa-2iof may beimplemented by the processing circuitry 210, possibly in
cooperation with functional units 220 and/or 230. The processing circuitry
210 may thus be arranged to from the storage medium 230 fetch instructions
asprovided by afunctiona module 2ioa-2iof and to execute these
instructions, thereby performing any steps aswill be disclosed hereinafter.

The core network gateway node 121, 122 may be provided as a standalone
device or asapart of at least one further device. For example, the core
network gateway node 121, 122 may be provided in anode of the core
network 120. For example, functionality of the core network gateway node
may beimplemented in aP-GW 121 or in a C-SGN 122.

Further, functionality of the core network gateway node 121, 122 may be
distributed between at least two devices, or nodes. Thus, afirst portion of the
instructions performed by the core network gateway node 121, 122 may be
executed in afirst device, and a second portion of the of the instructions
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performed by the core network gateway node 121, 122 may be executed in a
second device; the herein disclosed embodiments are not limited to any
particular number of devices on which the instructions performed by the core
network gateway node 121, 122 may be executed. Hence, the methods
according tothe herein disclosed embodiments are suitable to be performed
by a core network gateway node 121, 122 residing in acloud computational
environment. Therefore, although asingle processing circuitry 210 is
illustrated in Figs 2athe processing circuitry 210 may bedistributed among a
plurality of devices, or nodes. The same applies to the functional modules
2ioa-2iof of Fig. 2b and the computer program 420a of Fig. 4 (see below).

Fig. 3aschematically illustrates, interms of anumber of functional units, the
components of awireless device 140 according to an embodiment. Processing
circuitry 310 isprovided using any combination of one or more of a suitable
central processing unit (CPU), multiprocessor, microcontroller, digital signal
processor (DSP), application specific integrated circuit (ASIC), field
progranmable gate arrays (FPGA) etc., capable of executing software
instructions stored in acomputer program product 410b (asin Fig. 4), eg. in
the form of a storage medium 330.

Particularly, the processing circuitry 310 isconfigured to cause the wireless
device 140 to perform aset of operations, or steps, S202-S206. These
operations, or steps, S202-S206 will be disclosed below. For example, the
storage medium 330 may store the set of operations, and the processing
circuitry 310 may be configured to retrieve the set of operations from the
storage medium 330 to cause the wireless device 140 to perform the set of
operations. The set of operations may beprovided as a set of executable
instructions. Thus the processing circuitry 310 isthereby arranged to execute
methods asherein disclosed.

The storage medium 330 may also comprise persistent storage, which, for
example, can be any single one or combination of magnetic memory, optical
memory, solid state memory or even remotely mounted memory.
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The wireless device 140 may further comprise a communications interface
320 for communications with entities of the RAN 130, such as one or more
RANNS 131, and indirectly with entities of the core network 120, such asa
core network gateway node 121, 122. As such the communications interface
320 may comprise one or more transmitters and receivers, comprising
analogue and digital components and asuitable number of antennas for
wireless communications and ports for wireline communications.

The processing circuitry 310 controls the general operation of the wireless
device 140 e.g. by sending data and control signals to the communications
interface 320 and the storage medium 330, by receiving data and reports
from the communications interface 320, and by retrieving data and
instructions from the storage medium 330. Other components, aswell asthe
related functionality, of the wireless device 140 are omitted in order not to
obscure the concepts presented herein.

Fig- 3b schematically illustrates, interms of anumber of functional modules,
the components of awireless device 140 according to an embodiment. The
wireless device 140 of Fig. 3b comprises anumber of functiona modules; a
communications module 310a configured to perform below step S206, a
provide module 310b configured to perform below step S202, and areceive
module 310c configured to perform below step S204. The wireless device 140
of Fig. 3b may further comprises anumber of optional functional modules.
The functionality of each functiona module 3ioa-3ioc will be further
disclosed below in the context of which the functional modules 3ioa-3ioc
may beused. In general terms, each functional module 3ioa-3ioc may be
implemented in hardware or in software. Preferably, one or more or al
functional modules 3ioa-3ioc may beimplemented by the processing
circuitry 310, possibly in cooperation with functional units 320 and/or 330.
The processing circuitry 310 may thus be arranged to from the storage
medium 330 fetch instructions asprovided by afunctional module 3ioa-3ioc
and to execute these instructions, thereby performing any steps aswill be
disclosed hereinafter.
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Fig. 4 shows one example of acomputer program product 410a, 410b
comprising computer readable means 430. On this computer readable means
430, acomputer program 420a can be stored, which computer program 420a
can cause the processing circuitry 210 and thereto operatively coupled
entities and devices, such asthe communications interface 220 and the
storage medium 230, to execute methods according to embodiments
described herein. The computer program 420a and/or computer program
product 410a may thus provide means for performing any steps of the core
network gateway node 121, 122 asherein disclosed. On this computer
readable means 430, acomputer program 420b can be stored, which
computer program 420b can cause the processing circuitry 310 and thereto
operatively coupled entities and devices, such asthe communications
interface 320 and the storage medium 330, to execute methods according to
embodiments described herein. The computer program 420b and/or
computer program product 410b may thus provide means for performing any
steps of the wireless device 140 asherein disclosed.

In the example of Fig. 4, the computer program product 410a, 410b is
illustrated asan optical disc, such asaCD (compact disc) or aDVD (digital
versatile disc) or aBlu-Ray disc. The computer program product 410a, 410b
could aso be embodied asamemory, such asarandom access memory
(RAM), aread-only memory (ROM), an erasable programmable read-only
memory (EPROM), or an electrically erasable programmable read-only
memory (EEPROM) and more particularly asanon-volatile storage medium
of adevice in an external memory such asaUSB (Universal Serial Bus)
memory or a Flash memory, such asacompact Flash memory. Thus, while
the computer program 420a, 420b ishere schematically shown asatrack on
the depicted optical disk, the computer program 420a, 420b can be stored in
any way which issuitable for the computer program product 410a, 410b.

Figs. 5and 6 are flow charts illustrating embodiments of methods for
communicating non-IP data over a packet data network 100 of PDN type
IPv4, IPv6, or IPv4IPv6 as performed by the core network gateway node 121,
122. Figs. 7 and 8 are flow charts illustrating embodiments of methods for
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communicating non-IP data over apacket data network 100 of PDN type
IPv4, IPv6, or IPv4lPv6 as performed by the wireless device 140. The
methods are advantageously provided ascomputer programs 420a, 420b.

Reference isnow made to Fig. 5illustrating amethod for communicating
non-1P data over apacket data network 100 of PDN type IPv4, IPv6, or
IPv4lPv6 as performed by the core network gateway node 121, 122 according
to an embodiment.

The core network gateway node 121, 122 communicates |P packets with the
application server 111. The core network gateway node 121, 122 isthus
configured to, in astep S102, communicate |P packets over apacket data
network 100 of PDN type 1Pv4, IPv6, or IPv4lPv6 with an application server
111. The |1 P packets comprise an IP header 1110 and are addressed to a
wireless device 140.

However, for communications between the core network gateway node 121,
122 and the wireless device 140 the communications may beregarded as
header-less. Particularly, the core network gateway node 121, 122is
configured to, in astep S110, communicate header-less payload packets over
the packet data network 100 with the wireless device 140.

The header-less payload packets communicated in step S110 represent the
non-1P data. Further, the header-less payload packets communicated in step
S110 correspond tothe IP packets communicated in step S102 but with the IP
header 1110 being removed.

Fig. 11 schematically illustrates the structure of an IP packet 1100 according
to an embodiment. The IP packet 1100 comprises aheader 1110 and a
payload 1120. The payload 1120 in turn comprises a UDP packet 1130. The
UDP packet 1130 comprises a UDP header 1140 and apayload 1150. Hence
payloads 1120 and 1150 represent header-less payload packets. Asthe skilled
person understands, instead of comprising a UDP packet 1130 the |P packet
1100 may comprise another type of packet. The herein disclosed UDP packet
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1130 may thus bereplaced by any other suitable packets having aheader
which can beremoved according to embodiments disclosed herein.

There may be different ways for the core network gateway node 121, 122 to
communicate the IP packets 1100 with the application server 111. For
example, the IP packets 1100 may be communicated on the SGi interface (if
the core network gateway node isaP-GW 121) or on the S5/S8 interface (if
the core network gateway node isa C-SGN 122) of the core network gateway
node. Hence, the communications interface 320 may implement an SGi
interface and/or a S5/S8 interface.

There may be different ways for the core network gateway node 121, 122 to
communicate the header-less payload packets 1120, 1150 with the wireless
device 140. For example, the header-less payload packets 1120, 1150 maybe
communicated on aconnection over the packet data network 100 where this
connection isidentifiable asnon-IP.

Asnoted above, the P-GW 121 may not provide the allocated |P address to the
wireless device 140 i.e. the Stateless Address Autoconfiguration or DHCP
may not beused for non-IP PDN connections. Further, in case the | P packets
1100 comprise an I P address of the wireless device 140 the header-less
payload packetsii20, 1150 may not comprise any |P address of the wireless
device 140.

The header-less payload packets 1120, 1150 may be communicated in General
Packet Radio Service Tunnelling Protocol (GTP) frames.

Reference isnow made to Fig. 6illustrating methods for communicating non-
|P data over apacket data network 100 of PDN type IPv4, IPv6, or IPv4lPv6
as performed by the core network gateway node 121, 122 according to further
embodiments.

The core network gateway node 121, 122 may be configured toremove IP
headers 1110 in packets being communicated tothe wireless device 140 (i.e,
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in the downlink), and to add IP headers 1110 being communicated from the
wireless device 140 (i.e., in the uplink).

Hence, according to an embodiment the core network gateway node 121, 122
isconfigured to, in astep Si02a, communicate the IP packets 1100 with the
application server 111 by receiving the IP packets 1100 over the packet data
network 100. The core network gateway node 121, 122 may then be
configured to, in astep Sio8a, remove the |P header 1110 from the |P packets
1100 to form the header-less payload packets 1120, 1150. According to this
embodiment the core network gateway node 121, 122 is configured to, in a
step Siioa, communicate the header-less payload packets 1120, 1150 with the
wireless device 140 by transmitting the header-less payload packets 1120,
1150 over the packet data network 100 towards the wireless device 140.

Further, each IP packet may comprise a UDP header 1140. The core network
gateway node 121, 122 may then be configured to, in astep Sio8aa, remove
the UDP header 1140 from the IP packets 1100 prior to transmitting the
header-less payload packets 1120, 1150 in step Siioa. A similar procedure as
in step Sio8aa may beused for other types of headers than UDP headers.

According to another embodiment the core network gateway node 121, 122is
configured to, in astep Snob, communicate header-less payload packets
1102, 1150 with the wireless device 140 by receiving header-less payload
packets 1120, 1150 over the packet data network 100 from the wireless device
140. The core network gateway node 121, 122 may then be configured to, in a
step Sio8b, add the 1P header 1110tothe header-less payload packets 1120,
1150 to form the I P packets 1100. According to this embodiment the core
network gateway node 121, 122 is configured to, in astep Si02b,

communicate the |IP packets 1100 with the application server 111 by
transmitting the | P packets 1100 over the packet data network 100 towards
the application server 111.

Further, the core network gateway node 121, 122 may be configured to, in a
step Sio8bb, add a UDP header 1140 tothe IP packets 1100 prior to
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transmitting the IP packets 1100 in step SiO2b. A similar procedure asin step
Sio8bb may beused for other types of headers than UDP headers.

There are several ways for the core network gateway node 121, 122to
determine whether toremove/add an IPheader 1110 (and UDP header 1140)
to packets transmitted to/from the wireless device 140. For example, the
application server 111 identifies |P address, protocol (typicaly UDP) and port
(any value can beused) that are configured in relation tothe wireless device
140 in the core network gateway node 121, 122 aswell asthe local identities to
use in relation tothe wireless device 140. IPv6 address suffix-prefix may be
learnt from IP address allocation for the wireless device 140 , protocol and
port.

The core network gateway node 121, 122 may be configured to, in astep S104,
acquire an indication of the wireless device 140 to communicate header-less
with the wireless device i40.There are different events that can trigger the
core network gateway node 121, 122 may to communicate header-less with
the wireless device 140.

For example, the wireless device 140 may request for header remova /
header addition tobe activated in the core network gateway node 121, 122.
That is, the indication acquired in step S104 may request the core network
gateway node 121, 122 to remove the IP header 1110 from |IP packets 1100 to
betransmitted towards the wireless device 140, and/or to add the | P header
1110 to the header-less packets 1120, 1150 received from the wireless device
140 to be transmitted towards the AS 111. The indication may be acquired
during an initial attach procedure or a PDN Activation procedure of the
wireless device 140.

Whether the core network gateway node 121, 122 isto communicate header-
less with the wireless device 140 may thus benegotiated between the core
network gateway node 121, 122 and the wireless device 140. In existing
communications network Protocol Configuration Options (PCO) or
Additional Protocol Configuration Options (APCO) information elements are
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used for negotiations between the core network gateway node 121, 122 and
the wireless device 140. According to the embodiments disclosed herein the
field "PDN Type" for e.g. "IPv6" isused and support isadded for a"Non-I1P"
request (i.e., arequest for header-less communications) being sent from the
wireless device 140 to the core network gateway node 121, 122 in the existing
PCO or APCO information elements. Hence, the indication acquired in step
S104 may beprovided in PCO information elements or APCO information
elements received from the wireless device 140. The core network gateway
node 121, 122 may not perform any router advertisements for IPv6 when the
new PCO value has been negotiated.

An dternative touse PCO/APCO may for the core network gateway node 121,
122 beto use the International Mobile Station Equipment Identity (IMEI) or
Type Allocation Code (TAC) of the wireless device 140 to implicitly know
what wireless devices 140 that may communicate header-less
communications. The Non-IP option may then be staticaly defined per
device-type. This implies that no negotiation between the core network
gateway node 121, 122 and the wireless device 140 is needed; instead the core
network gateway node 121, 122 may have access torules, for examples as
stored in the storage medium 230, that identifies the wireless devices that
will use header-less communications and may read the IMEI/TAC in order to
determine whether to communicate header-less with the wireless device 140

or not.

The core network gateway node 121, 122 may further provide an indication to
the wireless device 140 that a"Non-IP' PDN connection has been setup.
Hence, the core network gateway node 121, 122 may be configured to, in a
step S106, acknowledge to the wireless device 140 to communicate header-
less with the wireless device i140.The acknowledging may be provided in a
Create Session Response or a PDN Activation Response.

The header-less packets 1120, 1150 may be communicated on UDP ports of
the core network gateway node 121, 122. That is, the core network gateway
node 121, 122 may have apre-configured channel (e.g. UDP/IP with
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dedicated UDP-ports) for any "Non-IP" communication that alows the core
network gateway node 121, i22to capture uplink header-less packets 1120,
1150 and encapsulate them in IP-frames (e.g. UDP/IP) and send that to an
configured application server 111. In the downlink, the core network gateway
node 121, 122 captures the |P packets (e.g. UDP/IP) based on target IP
address and port), removes the headers and encapsulates the payload in raw
format in frames, such as GTP frames, that are forwarded to the wireless
device 140.

Aswill befurther disclosed below, the core network gateway node 121, 122
may indicate to a RANN 131 not to use header compression for the wireless
device 140 (for example if DRBs are used). Hence, the core network gateway
node 121, 122 may be configured to, in astep S112, indicate to a RANN 131
serving the wireless device 140 to not use header compression for the wireless
device 140.

Reference isnow made to Fig. 7illustrating amethod for communicating
non-1P data over apacket data network 100 of PDN type IPv4, IPv6, or
IPv4lPv6 as performed by the wireless device 140 according to an
embodiment.

Asnoted above, the core network gateway node 121, 122 in step S110
communicate header-less payload packets 1120, 1150 with the wireless device
140. The wireless device 140 istherefore configured to, in astep S206,
communicate header-less payload packets 1120, 1150 on a connection over a
packet data network 100 of PDN type I1Pv4, 1Pv6, or IPv4IPv6 with the core
network gateway node 121, 122. The connection isby the wireless device 140
regarded as apoint-to-point connection.

This may require the wireless device 140 only to communicates with one
remote application server 111 and that the IP configuration for that
application server 111 may be set up from the core network gateway node 121,
122 instead of from the application server 111 sothat the air interface Uu only
carries the actual payload. This type of compression-like communications
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then need toterminate inthe core network gateway node 121, 122 instead of
in the RANN 131 asin current header compression schemes.

The wireless device isconfigured with an Access Point Name (APN) and the
APN may beidentifiable asnon-IP.

Asnoted above, the header-less payload packets 1120, 1150 may not comprise
any User UDP header 1140.

Asnoted above, the header-less payload packets 1120, 1150 may not comprise
any | P address of the wireless device.

Asnoted above, the connection between the wireless device 140 and the core
network gateway node 121, 122 may beidentifiable asnon-IP.

Asnoted above, the header-less payload packets 1120, 1150 may be
communicated in GTP frames.

Reference isnow made to Fig. 8 illustrating methods for communicating non-
|P data over apacket data network 100 of PDN type IPv4, IPv6, or IPv4lPv6
as performed by the wireless device 140 according to further embodiments.

Asnoted above, the wireless device 140 and the core network gateway node
121, 122 may negotiate whether or not to use header-less communications
there between. Hence, the wireless device 140 may be configured to, in a step
S202, provide an indication tothe core network gateway node 121, 122 to
communicate header-less with the wireless device 140. Asnoted above, the
indication may beprovided during an initial attach procedure or PDN
Activation procedure of the wireless device 140.

Asnoted above, the core network gateway node 121, 122 may indicate to the
wireless device 140 that a "non-IP" PDN connection has been setup. Hence,
the wireless device 140 may be configured to, in astep S204, receive an
acknowledgement from the core network gateway node 121, 122 that the core
network gateway node 121, 122 isto communicate header-less with the
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wireless device 140. Asnoted above, the acknowledgement may bereceived
in aCreate Session Response or a PDN Activation Response.

The wireless device 140 may be configured not to use IPv6. However, the
herein disclosed header-less communications may be performed in paralel to
communications of ordinary |P frames between the wireless device 140 and
the core network gateway node 121, 122. The herein disclosed embodiments
may thus enable paralel transmission of header-less payload packets 1120,
1150 and ordinary IP frames (IPv4 and/or |Pv6 frames). When parallel
communication with header-less payload packets and regular |P packets is
performed, an encapsulation format may beused to distinguish the header-
less payload packets from the regular |P packets in the uplink direction. One
mechanism to achieve such adistinction isto prepend non-IP data by one
byte that may not occur in |P headers, e.g. the value zero ("0"). But other
aternatives for achieving such adistinction of the frames may beused as
well. For example, all IP frames on a"Non-IP" capable connection may be
prepended by abyte with value 255 ("oxff ). Any header-less payload packets
on that connection that starts with the value 255 (on the first byte) is
prepended with one byte of value 255 aswell. In this way, when the value 255
ispresent inthe first two bytes, or if any other value than 255 ispresent in
the first byte, the packet isinterpreted asaheader-less payload packet, whilst
all other packets are interpreted as|P packets and the first byte isremoved.
This would provide low overhead for the header-less payload packets.

The header-less communications may be used for narrow-band optimized
communication for main functions of the wireless device 140 and ordinary |P
communications may be used, for example, for data-intensive
communications such as software upgrades. The header-less communications
and the ordinary |P communications may be multiplexed to different parts of
the processing circuitry 310 of the wireless device 140. The part of the
processing circuitry 310 handling communications of ordinary |P traffic may
then for instance be sleeping/turned off when it is not needed, thereby saving
processing and/or power requirements inthe wireless device 140.
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One particular embodiment for communicating non-IP data over a packet
data network 100 of PDN type IPv4, IPv6, or IPv4lPv6 based on at least some
of the above disclosed embodiments will now be disclosed in detail.

This embodiment relates to setting up a"non-IP* PDN connection (or a
packet data protocol (PDP) context) to allow such protocol tobeused by a
CloT wireless device 140 towards the application server 111in the packet data
network 100. The core network gateway node 121, 122 in this case can bea
transparent gateway, and the CloT wireless device 140 can communicate to
the specific application server 111 directly using the herein disclosed

methods. No IP specific procedure isrequired by the core network gateway
node 121, 122.

Reference isnow made tothe signalling diagram according to Fig. 10. As
noted above (see, e.g., Fig. 1) the P-GW 121 and the C-SGN 122 are logical
entities that may beimplemented in the same entity; the P-GW 121 could be
part of the C-SGN 122. However, for clarity these entities have been
separately illustrated in Fig. 10.

S301: The wireless device 140 sends an initial attach with an indication set to
"Non-IP'. The message format isasthat defined in TS 24.301. One way to
implement step S301 isto perform any of steps S104, S202.

S302: The C-SGN 122, if deemed necessary, authenticates the wireless device
140 according to known procedures. The C-SGN 122 processes the initial
attach and identifies that the wireless device 140 uses non-IP data. |P address
alocation will be carried out, but no IP headers will beused on the data
delivered to/from the wireless device 140. Since anon-IP wireless device 140
has no means to address different Application Servers 111, the C-SGN 122
selects aproper destination for the wireless device 140, e.g. the Application
Server 111, according tothe APN and will forward any data from the wireless
device 140 tothat specific Application Server 111. The non-IP data sent
to/from the Application Server 111 and the wireless device 140 is
encapsulated in UDP/IP packets. The |P address alocated tothe wireless
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device 140 and the IP address of the AS 111 configured in the non-IP APN will
beused for setting the addresses in the UDP/IP header. Other 1P related
operations are the same asin step S304. One way to implement step S302 is
to perform steps S106.

The steps S303 to S305 are executed only when wireless device 140 is

roaming.

5303. The C-SGN 122 processes the initial attach and identifies, based on the
Non-1P indication received in step S301, that the wireless device 140 uses
non-IP data. Therefore, the C-SGN 122 selects aproper P-GW 121 according
tothe APN. The C-SGN 122 sends a Create Session Request or a similar
request message tothe P-GW 121, indicating that "Non-IP" isrequested. One
way toimplement step S303 isto perform step S104.

5304. The P-GW 121 runs the IPrelated operations for "non-IP", eg. IP
address alocation, but no SLAAC (e.g. no Router Advertisements sent to the
wireless device 140), modified switching where |P headers are
removed/added at forwarding (IP headers removed DL and added UL). The
P-GW 121 uses adirect forwarding path, e.g. a point-to-point tunnel, towards
the Application Server 111 or the packet data network 110 associated with the
APN.

In this respect, the "non-IP" service provided by the cellular network 150 (as
represented by the RAN 130 and the CN 12) for CloT communications can be
regarded asaheader compression or header removal between the wireless
device 140 and the P-GW 121 to reduce the amount of overhead data passed
over the low bitrate radio interface Uu. The interface SGi towards the
Application Server 111isdtill a"norma” IP interface, enabling the use of any
available 1Ptechnology at the Application Server side and to minimize the
impact on the cellular network 150. Since a CloT wireless device 140 using
"non-1P" has no means to address different Application Servers 111, the
connection between the wireless device 140 and the Application Server 111
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will beregarded as apoint-to-point tunnel. The IP address of the Application
Server 111 isdefined inthe APN.

5305. The P-GW 121 responds with a Create Session Response, indicating
that the "Non-IP" PDN connection has been setup. One way to implement
step S305 isto perform any of steps S106, S204.

5306. The C-SGN 122 uses already available Si messages to establish the
corresponding wireless device context on the RANN 131. The C-SGN 122
indicates tothe RANN 131that header compression shall not beused. The C-
SGN 122 also includes an Attach Accept message at Non-access stratum
(NAYS) layer. One way toimplement step S306 isto perform step S112.

S307-S308. Radio resource control (RRC) messages to setup the
corresponding radio bearers, including the DRB for the PDN connection, are
exchanged. The same type of DRB isused regardless if it conveys IP or non-

| P data.

If small data delivery mechanisms are used, e.g. so-called data over NAS, the
DRB establishment isnot necessary, e.g. communication over a default
bearer may be sufficient.

S309. Already available Si messages are used toinform the C-SGN 122 of the
successful setup of the radio bearers.

S310. The wireless device 140 sends an Attach Complete tothe C-SGN 122 to
indicate the successful setup of the "Non-IP* PDN connection.

S311. For uplink non-1P traffic, the wireless device 140 sends the non-IP data
tothe C-SGN 122 over the PDN connection. The C-SGN 122 in turn
encapsulates and forwards the data in UDP/IP packets tothe Application
Server 111. In case the wireless device 140 isroaming, the C-SGN 122
forwards the non-IP data to P-GW 121 and the P-GW 121 forwards the data
encapsulated in UDP/IP packets tothe Application Server 111. For downlink
non-1P traffic, the Application Server 111 sends non-IP data encapsulated in
UDP/IP packets for the wireless device 140 and forwards the data tothe P-
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GW 121 or C-SGN 122. The P-GW 121 at roaming and C-SGN 122 otherwise
removes the UDP/IP header before it forwards the downlink non-IP traffic to
the wireless device 140 using the bearer for the non-IP PDN connection. The
P-GW 121/C-GSN may use aknown UDP port for triggering the | P header
removal. Alternatively the triggering may be coupled with the used APN. One
way toimplement step S310 isto perform any of steps S102, Si02a, Si02b,
Sio8a, SioBaa, Sio8b, Sio8bb, S110, Snoa, Snob, S206.

Asalready mentioned at the beginning of the detailed description, the
wireless device 140 isin the AS 111 identified by the |P address of the wireless
device i40.When DL data isreceived on the SGi interface in the P-GW 121
and/or C-SGN 122 the data is switched tothe correct PDN connection for
forwarding tothe wireless device 140 by mapping the destination |P address
tothe PDN Connection Tunnel endpoint identifier (TEID). The destination |P
address defines the 1D of the wireless device 140 in the received DL data. The
| P address allocation enables the ID tobepresent in the P-GW 121 and/or C-
SGN 122 as part of aswitching table. Further the IP address can be provided
(from the P-GW 121 and/or the C-SGN 122) tothe AS 111 in the same way for
both "non-IP" and "IP" based data (e.g. over the top or using TS 29.061
Radiug/Diameter mechanisms, etc.).

Asalso aready mentioned at the beginning of the detailed description, some
identity (ID) of the wireless device 140 needs to be present in the received DL
data. Also, the ID needs tobe stored the 1D in the CN 120 and/or RAN 130.
For example, the 1D may be present inthe P-GW 121 and/or C-SGN 122 as
part of aswitching table. The ID could, for example, be propagated from
subscription information of the wireless device 140, e.g. stored in the HSS
123 or similar database.

It ispossible to use other small data delivery mechanisms to deliver non-1P
traffic between the wireless device 140 and the C-SGN 122, e.g. so-called Data
over NAS.



10

15

20

WO 2017/032399 PCT/EP2015/069273

28

For PDN connections marked as"Non-IP', the P-GW 121 does not use SLAAC
or DHCP.

UDP/IP headers are thus removed/added before forwarding to/from the
wireless device 140. That is, the P-GW 121 or C-SGN 122 adds a UDP/IP
header when sending data towards the AS 111 on the SGi interface (or a
corresponding interface), and the P-GW 121/C-SGN 122 removes the UDP/IP
header when received on the SGi interface before forwarding the data
towards the wireless device 140.

The RANN 131 (and/or MME) isprovided with an indication not to use
header compression for the wireless device 140 (if DRBs are used).

The inventive concept has mainly been described above with reference to a
few embodiments. However, asisreadily appreciated by aperson skilled in
the art, other embodiments than the ones disclosed above are equally
possible within the scope of the inventive concept, as defined by the
appended patent claims. For example, athough some embodiments have
been disclosed in the context of 3GPP release 13 standardization of Cellular
Internet-of-Things (Machine-to-Machine) type communication, the herein
disclosed embodiments are suitable for any type of communication over
narrowband links using a PDN 100 of PDN type 1Pv4, IPv6, or IPv4IPv6.
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CLAIMS

1. A method for communicating non-Internet Protocol, IP, data over a
packet data network, PDN, (100) of PDN type IPv4, IPv6, or IPv4lPv6, the
method being performed by acore network gateway node (121, 122), the
method comprising:

communicating (S102, S311) | P packets (1100) over apacket data
network (100) of PDN type IPv4, 1Pv6, or IPv4IPv6 with an application
server (111), said | P packets comprising an IP header (1110) and being
addressed to awireless device (140); and

communicating (S110, S311) header-less payload packets (1120, 1150)
over said packet data network with said wireless device,

wherein said header-less payload packets correspond to said | P packets
having said | P header removed and represent said non-IP data.

2. The method according toclaim 1,

wherein communicating said |P packets with said application server
comprises receiving (Si02a, S311) said | P packets over said packet data
network;

the method further comprising:

removing (Si08a, S311) said IPheader from said | P packets to form said
header-less payload packets;, and

wherein communicating said header-less payload packets with said
wireless device comprises transmitting (Siioa, S311) said header-less payload
packets over said packet data network towards said wireless device.

3. The method according toclaim 2, wherein each | P packet comprises a
User Datagram Protocol, UDP, header (1140), the method further
comprising:

removing (Sio8aa, S311) said UDP header from said | P packets prior to
transmitting said header-less payload packets.

4. The method according to claim 1,
wherein communicating said header-less payload packets with said
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wireless device comprises receiving (Snob, S311) said header-less payload
packets over said packet data network from said wireless device;

the method further comprising:

adding (Sio8b, S311) said IPheader to said header-less payload packets
toform said | P packets; and

wherein communicating said | P packets with said application server
comprises transmitting (Si02b, S311) said | P packets over said packet data
network towards said application server.

5. Themethod according to claim 4, further comprising:
adding (Sio8bb, S311) aUser Datagram Protocol, UDP, header (1140) to
said | P packets prior totransmitting said | P packets.

6. The method according to claim 1, wherein said IP packets comprise an
| P address of the wireless device and wherein the header-less payload packets
do not comprise any |P address of the wireless device.

7.  The method according to claim 1, further comprising:
indicating (S112, S306) to aradio access network node (131) serving the
wireless deviceto not use header compression for the wireless device.

8. The method according to claim 1, wherein said header-less packets are
communicated on dedicated User Datagram Protocol, UDP, ports of the core
network gateway node.

9. The method according to claim 1, wherein said header-less payload
packets are communicated on aconnection over said packet data network,
and wherein said connection isidentifiable asnon-IP.

10. The method according to claim 1, wherein the wireless deviceis
configured with an Access Point Name, APN, and wherein said APN is
identifiable asnon-1P.

11.  The method according to claim 1, further comprising:
acquiring (S104, S301, S303) an indication of the wireless deviceto
communicate header-less with the wireless device.
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12.  The method according to claim 11, wherein said indication requests the
core network gateway node to remove said | P header from IP packets to be
transmitted towards the wireless device, and/or to add said |Pheader to said
header-less packets received from the wireless device.

13. The method according to claim 11 or 12, wherein said indication is
provided in Protocol Configuration Options, PCO, information elements or
Additional Protocol Configuration Options, APCO, information elements
received from the wireless device.

14. The method according to claim 11, wherein said indication is provided
by an International Mobile Station Equipment Identity, IMEI, or aType
Allocation Code, TAC, of the wireless device.

15. The method according to claim 11, 12, 13, or 14, wherein said indication
isacquired during an initial attach procedure or a PDN Activation procedure
of the wireless device.

16. The method according to claim 1, further comprising:
acknowledging (S106, S302, S305) tothe wireless deviceto
communicate header-less with the wireless device.

17. The method according to claim 16, wherein said acknowledging is
provided in a Create Session Response or a PDN Activation Response.

18. The method according to claim 1, wherein said | P packets are
communicated on SGi interface or S5/S8 interface of the core network
gateway node.

19. The method according to claim 1, wherein said header-less payload
packets are communicated in General Packet Radio Service Tunnelling
Protocol, GTP, frames,

20. A method for communicating non-Internet protocol, |IP, data over a
packet data network, PDN, (100) of PDN type IPv4, IPv6, or IPv4IPv6, the
method being performed by awireless device (140), the method comprising:
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communicating (S206, S311) header-less payload packets (1120, 1150)
on aconnection over apacket data network of PDN type IPv4, IPv6, or
IPv4lPv6 with a core network gateway node (121, 122), wherein said
connection ishy the wireless device regarded as a point-to-point connection.

21. The method according to claim 20, wherein said header-less payload
packets do not comprise any User Datagram Protocol, UDP, header.

22. The method according to claim 20, wherein said header-less payload
packets do not comprise any IP address of the wireless device.

23. The method according to claim 20, wherein said connection is
identifiable asnon-1P.

24. The method according to claim 20, further comprising:
providing (S202, S301) an indication tothe core network gateway node
to communicate header-less with the wireless device.

25. The method according to claim 24, wherein said indication is provided
during an initial attach procedure or PDN Activation procedure of the
wireless device.

26. The method according to claim 20, further comprising:

receiving (S204, S305) an acknowledgement from the core network
gateway node that the core network gateway node isto communicate header-
less with the wireless device.

27. The method according to claim 26, wherein said acknowledgement is
received in a Create Session Response or a PDN Activation Response.

28. The method according to claim 20, wherein said header-less payload
packets are communicated in General Packet Radio Service Tunnelling
Protocol, GTP, frames.

29. A core network gateway node (121, 122) for communicating non-
Internet Protocol, |P, data over apacket data network, PDN, (100) of PDN
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type IPv4, 1Pv6, or IPv4IPv6, the core network gateway node comprising
processing circuitry (210), the processing circuitry being configured to cause
the core network gateway node to perform aset of operations causing the
core network gateway node to:

communicate |P packets (1100) over apacket data network (100) of
PDN type I1Pv4, IPv6, or IPv4IPv6 with an application server (111), said IP
packets comprising an |P header (1110) and being addressed to awireless
device (140); and

communicate header-less payload packets (1120, 1150) over said packet
data network with said wireless device,

wherein said header-less payload packets correspond to said | P packets
having said | P header removed and represent said non-IP data.

30. The core network gateway node according to claim 29, wherein the core
network gateway node is aPacket Data Network Gateway, P-GW, (121) or a
Cellular Internet of Things Serving Gateway Node, C-SGN, (122).

31. Awireless device (140) for communicating non-Internet protocol, IP,
data over apacket data network, PDN, (100) of PDN type IPv4, IPv6, or
IPv4lPv6, the wireless device comprising processing circuitry (310), the
processing circuitry being configured to cause the wireless device to perform
a set of operations causing the wireless device to:

communicate header-less payload packets (1120, 1150) on a connection
over apacket data network of PDN type IPv4, IPv6, or IPv4lPv6 with acore
network gateway node (121, 122), wherein said connection isby the wireless
device regarded as a point-to-point connection.

32. The wireless device according to claim 31, wherein the wireless deviceis
awireless deviceisan Internet of Things, 10T, device.

33. A computer program (420a) for communicating non-Internet Protocol,
IP, data over a packet data network, PDN, (100) of PDN type IPv4, IPv6, or
IPv4lPv6, the computer program comprising computer code which, when run
on processing circuitry (210) of a core network gateway node (121, 122),
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causes the core network gateway node to:

communicate (S102, S311) | P packets (1100) over a packet data network
(100) of PDN type IPv4, IPv6, or IPv4lPv6 with an application server (111),
said | P packets comprising an IP header (1110) and being addressed to a
wireless device (140); and

communicate (S110, S311) header-less payload packets (1120, 1150) over
said packet data network with said wireless device,

wherein said header-less payload packets correspond to said | P packets
having said | P header removed and represent said non-IP data

34. A computer program (420b) for communicating non-Internet protocol,
IP, data over apacket data network, PDN, (100) of PDN type IPv4, IPv6, or
IPv4lPv6, the computer program comprising computer code which, when run
on processing circuitry (310) of awireless device (140), causes the wireless
device to:

communicate (S206, S311) header-less payload packets (1120, 1150) on
aconnection over apacket data network of PDN type IPv4, IPv6, or IPv4IPv6
with acore network gateway node (121, 122), wherein said connection is by
the wireless device regarded as a point-to-point connection.

35. A computer program product (410a, 410b) comprising a computer
program (420a, 420b) according to at least one of clams 33 and 34, and a
computer readable means (430) on which the computer program is stored.



WO 2017/032399 PCT/EP2015/069273
1/5
100
......................................... ’—/
130 122"
i 130 AL
140 : :
)  { S ON (]
i | "RAN 9|
b | — e C-SGN [}
WD '
“Z5 ! |[Rann :
Uu i ) S1 P-GW ||| :
: ( M|
L 131 ( 111
) 121
/—/‘ _________________________________________
150
Fig. 1
121, 122
= = = =1
_____ 210a | 2106 |
210 | 220 Comm | Remove
Processing — Comm. | | o1 °__ __ _ __ _
circuitry | interface ————q [ ————]
R | 210c |, 210d
| 230 | | Add | Indicate
| Storage | 121,122 | | ——7—F7F—— —————
' —— -1 1T 71
| medium_| 210 || 210f
I Acquire | | _Ac_kn_ _|
Fig. 2a




WO 2017/032399 PCT/EP2015/069273

2/5
310 | 320
Processing —— Comm. 310a 310b
circuitry | interface Comm. Provide
N
| 330 |
| Storage | 140 A0 140
. Receive
| medium |
Fig. 3a Fig. 3b
410a,
410b
S206
Communicate header-
less IP packets
420a,
420b Fig. 7
430
Fig. 4
] 5202 |
L Provide indication |
S102 ———— = ———
Communicate IP packets | $204 |
with application server Receive
| acknowledgement |
+ b e — —— — — — —
S110 +
Communicate header- S206
less IP packets with Communicate header-
wireless device less IP packets

Fig. 5 Fig. 8



WO 2017/032399

S102
Communicate IP packets
with application server

—e— e— — —— — —— —

S J—

$104 '
| Acquire indication from |
wireless device |

S106
| Acknowledge to wireless |
device |

I
| S108a |
| Remove IP header |

I
| S108aa |
| Remove UDP header |

Communicate header-
less IP packets with
wireless device

I S110a |
| Transmit header-less |
| IP packets |

N J—

I
| S112 |
| Indicate to RANN |

PCT/EP2015/069273

| Acquire indication from |
wireless device |

- st |
| Acknowledge to wireless |
!_ device

S110

Communicate header-
less IP packets with
wireless device

| S110b |
| Receive header-less |
| IP packets |

i

| S108b
| Add IP header

I
| S108bb |
| Add UDP header |

Communicate IP packets

with application server
$102b |

I Transmit IP packets l

v —— ewe E— —— — — —

R S

| S112
| Indicate to RANN




WO 2017/032399

PCT/EP2015/069273

140 122 111
A K (>
WD-A \ wD-A[LO WD-A
WD-B (- s :O
c-sGN |WD-B((LU A |WD-B
WD-C < wD-C|(TT0) WD-C
WD-D - WD-D[(TT( WD-D
HSS
WD-A| 123
WD-B
WD-C
WD-D
(b)
140 122 111
WD-B 15 c.sGN |WD-B As |WD-B
WD-C - WD-C WD-C
WD-D (< WD-D \ / WD-D
HSS
WD-A
WB:E A— 123
WD-D

Fig. 9




WO 2017/032399

5/5

PCT/EP2015/069273

140 131 122 123 121 111
WD RANN C-SGN HSS P-GW AS
S301. Init. Attach (Non-IP)
i »
S302. Authentication
«-——————fF———————pF —————= »
S303. Create Session
Request (Non-IP)
_S304. PtP
forwarding
_ S305. Create Session
S306. S1 msg Response (Non-IP)

S307. RRC [
~ msg

S308. RRC

msg.ACK | 5309. $1

msg.ACK
| S310. Attach complete _
(Non-IP)
when MO/MT data is pending:
P S311. Non-IP data | S311. Non-IP data S311.
Forward
(non-IP
data)

11\)10 11’)408 8 ) 11’)50
‘ \ ‘ \ \




INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2015/069273

A. CLASSIFICATION OF SUBJECT MATTER
I NV. HO4\W28/ 06

ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

HO4W

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal , WPl Data, |BM TDB

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* | Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

X US 2014/185438 Al (PATEL SATYEN S [US] ET 1-35
AL) 3 July 2014 (2014-07-03)
paragraphs [0019] - [0023], [0027] -
[0038] ; figures 1-4

X US 2004/ 148425 Al (HAUMDNT SERGE [FI] ET 1-35
AL) 29 July 2004 (2004-07-29)
par agr aphs [0066] , [0067] [o0078]
[0087], [0105] - [0142]; figures 1-6

X EP 1 641 193 Al (LUCENT TECHNOLOG ES | NC 1-35
[US]) 29 March 2006 (2006-03-29)
paragraphs [0026] - [0041]; figures 1, 3

Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" documentwhich may throw doubts on priority claim(s) orwhich is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority

date and not in conflict with the application but cited to understand
the principle ortheory underlying the invention

"X" document of particular relevance; the claimed invention cannot be

considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be

considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

4 May 2016

Date of mailing of the international search report

13/ 05/ 2016

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Fokas, M chai l

Form PCT/ISA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/EP2015/069273
Patent document Publication Patent family Publication

cited in search report date member(s) date

us 2014185438 Al 03-07-2014 NONE

Us 2004148425 Al 29-07-2004 AT 300826 T 15-08-2005
AU 2002334299 Al 03-03-2003
DE 10131561 Al 16-01-2003
EP 1413099 A2 28-04-2004
us 2004148425 Al 29-07-2004
Wo 03003652 A2 09-01-2003

EP 1641193 Al 29-03-2006 AU 3829300 A 12-12-2000
DE 69927243 DI 20-10-2005
DE 69927243 T2 29-06-2006
EP 1056259 Al 29-11-2000
EP 1496654 A2 12-01-2005
EP 1641193 Al 29-03-2006
JP 3694241 B2 14-09-2005
JP 2003500933 A 07-01-2003
us 6788675 BI 07-09-2004
us 2004095939 Al 20-05-2004
Wo 0072549 A2 30-11-2000

Form PCT/ISA/210 (patent family annex) (April 2005)




	abstract
	description
	claims
	drawings
	wo-search-report

