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@ IC CARD FOR SECURITY ATTESTATION AND IC CARD SERVICE SYSTEM USING SAID IC CARD.

@ A program for generating individual keys from a
base key is stored in a memory in each SA card (12)
in the production of SA cards. Next, the base key is
stored in a secret area in the memory, data stored in
which cannot be read out from outside, in the SA
card (12) by an SA card issuing machine. When
issuing individual user cards (13), a user card is-
suing machine transmits ID or the like of the card to
the SA card (12), prepares the individual keys by
use of the individual key generation program and
stores the received individual keys in the secret area

in the memory of the user card (13). At the time of
use, the card ID or the like of the user card is
transmitted from the user card (13) to the SA card
(12) and the SA card prepares the individual key of
the user card from the reception information and
shares the individual key. In this manner, the IC card
service system can execute various attestations by
use of the functions such as encoding and decoding
of data without making on-line inquiry to the center
side.
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[Technical Field]

The present invention relates to an IC card
service system usable in a financial facility, etc.,
which can gain access to a computer center, etc.,
from a terminal with the use of an IC card, perform
an encryption communication via a personal com-
puter network and carry out a credit transaction
with the use of an IC card and, in particular, to an
IC card for security authentication and an IC card
service system for a user which uses the IC card.

[Background Art]

As known in the art, an IC card can store a
larger amount of information therein and can be
utilized f various services, such as a payment,
medical care and communication through the utili-
zation of various items of data, such as stored
personal information and monetary information.

These items of information have to be kept
under personal secrecy and protected from an
abuse by other persons so as to obtain security. In
order to achieve this object, it is proved effective to
encrypt information with the use of a key of which
only a card owner and service provider are aware.

A key sharing system and individual key sys-
tem are both known as a key management system
for IC cards. Shoji Miyakuchi and Masahiko Iwate
"Individual Key Management System For IC
Cards" of a preprint ISEC88-37 - Institute of Elec-
tronic and Communications Engineers of Japan -
November 19, 1988 discloses, for example, an
individual key management system.

In the key sharing system, however, a key is
shared by all cards and, if a malign card holder
reads the key of his or her own card, the security
of the system is endangered as a whole. In the
individual key management system, on the other
hand, a base key and individual key generation
program are placed in the center and, upon the
individual authentication of an IC card, it is neces-
sary to conduct a communication with the center
and hence it is not possible to make an authentica-
tion off-line.

Another method may be conceived, according
to which, for example, a base key is placed at a
terminal. This system, however, allows ready ac-
cess o be gained by other persons to information
at the terminal, making it impossible to obtain se-
curity.

[Disclosure of Invention]

It is accordingly an object of the present inven-
tion to provide an IC card for security authentica-
tion and an IC card service system using it, the IC
card storing an individual key generation program
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and base key for individual key generation to en-
able it to be safely used off-line.

In order to achieve the aforementioned object,
use is made of an IC card which contains a secu-
rity module for individual key generation and var-
ious authentications. This IC card is hereinafter
referred to as an IC card (SA card) for security
authentication and an IC card for a general user is
referred to as a user card.

A specific terminal for setting a base key for
individual key generation o the SA card upon
issuance is referred to as an SA card issuing
machine and a terminal for generating an individual
key in the SA card and setting it to the user card is
referred fo as a user card issuing machine.

The SA card issuing machine is managed by a
card issuer or a third-party public facility, etc., and
the user card issuing machine is managed or used
for each service provider.

In an actual use of an IC card service system,
the SA card is held by a service provider, such as
a store, and the user card is owned by the general
user.

In the present invention as set out above, at
the manufaciuring of an SA card, a program for
generating an individual key from a base key is
stored in memory in the SA card. Then a base key
is stored in memory, by the SA card issuing ma-
chine, at an externally inaccessible secret area of
the SA card. Upon the issuance of an individual
user card, an 1D, etc., of the user card is transmit-
ted to the SA card to allow an individual key to be
prepared with the use of the individual key genera-
tion program and stores a received individual key
in memory at a secret area of the user card.

In use, the user card transmits its ID, efc., o
the SA card to allow an individual key of the user
card to be prepared with the use of received in-
formation. By so doing, the individual key is shared
between the two. By so doing, it is possible to
perform data encryption and decryption functions.

[Brief Description of the Drawings]
Fig. 1 is an explanatory view showing an IC card
(SA card) for security authentication and a com-
puter system for utilizing a user IC card with the
use of the SA card;
Fig. 2 is a block diagram showing an IC card
(SA card), for security authentication, according
to one embodiment of the present invention;
Fig. 3 is a view of explaining an algorithm for
generating an authentication code used in the
system of Fig. 2;
Fig. 4 is a view for explaining an individual key
generation sequence when a user card is issued
with the user of the SA card of Fig. 4; and
Figs. 5 to 8 are views for explaining forms of an
IC card service systems of the present inven-
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tion, Fig. 5 being a sequence of authentication
between the SA card and the user card, Fig. 6
being a view for explaining a sequence for re-
turning a result of mutual authentication to a
service terminal, Figs. 7A, 7B and 7C showing a
sequence of message authentication and Fig. 8
being a view for explaining an information fiow
between respective constituent elements in the
system.
[Best Mode of Carrying Out the Invention]

(A) Credit Setiling System

Fig. 1 shows a computer system (user IC card
service system) utilizing a security authenticating
IC card (SA card). In Fig. 1, a service provider,
such as a store, installs a service terminal device
10 and reader/writer 11 in the store and an SA card
12 and user card 13 are adapted to be inserted
into the reader/writer 11. In an actual transaction, a
cross-reference is first made between the SA card
12 and the user card 13. Upon the performance of
a transaction, an electronic signature exchange is
done between the two for the fransaction io be
cross-referred for authentication in the conduction
of the dealing. The fransaction data, user card's
signature, etc., are stored in a disc 14 and so on
and transmitied, by a subsequent batch-processing
step for instance, to a host computer 16 of a center
via a network 15 to perform various authentications
involved in a payment process. In such a system
feature, no one-by-one on-line reference from the
service terminal 10 to the computer 16 in the
center is required upon the authentication of the
user IC card. It is possible to perform an authen-
ticating operation between the user IC card and the
SA card and hence to reduce an operation cost
from a standpoint of economy.

(B) Inner Structure of IC Card

Fig. 2 is a block diagram showing a security
authentication 1C card (SA card 12) as employed in
the service system of the present invention.

A command analyzing module 121 and secu-
rity module 122 are built into a mask ROM 120 in
the SA card 12. The security module 122 performs
its functions by the following modules 124 to 127
with an encrypting device 123 as a nucleus:

1) an individual key generation module 124
2) mutual authentication module 125

3) message authentication module 126

4) transaction authentication module 127

In accordance with an algorithm as set out
below, the generation module 124 generates an
individual key with the use of a work area for the
security module 122 and base key for individual
key generation. The modules 125, 126 and 127
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perform their predetermined processings, using an
individual key generated by the individual key gen-
eration module 124.

In Fig. 1, a RAM 128 serves as an interface
between the mask ROM 120 in the SA card 12 and
the external reader/writer 11 and includes a serial
/O 128a, receiving buffer 128b and transmitting
buffer 128. In an SA card 12, an EEPROM 129
performs data input/output functions with respect to
the security module 122 in the mask ROM 120 and
contains respective memory areas, such as a file
name, KID, base key, file name, ID, data area and
so on as will be set forth below.

(C) Explanation of Terms

The terms principally employed throughout the
present specification will be explained below.

(1) Individual Key Management System

This is a system using keys set as user card's
secret keys which are different for each card.

(2) Authentication

The authentication includes [party's
authentication] for correctly recognizing the identity
of a communication party using a secret encryption
key, [mutual authentication] for recognizing each
other's identity simultaneously, [message
authentication] for authenticating the presence or
absence of the tampering of a massage by a third
party other than information provider and receiving
persons, and [itransaction authentication] for
authenticating a transaction made using any spe-
cific user card.

(3) Authenticating Code (MAC, TC, etc., as will be
set out below) generation Algorithm

Given data (a message, transaction information,
efc.) is divided into 8-byte units and encrypted by
the same encryption key, starting from its leading
portion as shown in Fig. 3, and a final 8-byte
encryption result is delivered as an output. This is
called an authenticating code generation algorithm.
The result output is hereinafter called as an MAC
(massage authentication code) for a message au-
thentication and as a TC (fransaction authentication
code) for a transaction authentication. In order to
generate TC, it is necessary to employ an individ-
ual key.

(D) Setting of IC Card's Individual Key & How to
Use it

(1) An Example of How to Set an Individual Key on
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a Card Issuing Machine When a User Card [s
Issued.

Upon issuance of a user card, a user card
issuing machine 20 as identified by 20 in Fig. 1 for
example requests the issuance of an individual key
to, for example, the SA card 12. The machine
receives an individual key as generated from the
SA card 12 and sets it on the user card 13 1o be
issued. The way of how to generate an individual
key in the SA card 12 (Fig. 4) is as follows. The SA
card, upon the setting of the individual key, in-
volves the following processing with the use of

A a card ID (8-byte) individually allocated to
the user card

B: a file name containing an area stored with
the individual key (7 byte: For data < 7
bytes, a NULL (O) is inserted until 7 bytes
are reached and, at data > 7 bytes, an
exceeding portion for example is cut.)

C: an area number = KID (1 byte) of an area
of the individual key

D: a base key (8 bytes).

The user card issuing machine 20 first reads
out the ID of the user card 13 as A and transmits it
to the SA card 12. The data B, C and D are initially
set, by an SA card issuing machine for instance, in
the card.

in Fig. 4, data (C + B) is prepared by combining
KID (1 byte) of C and file name B of effective 7
bytes and is supplied to one input of an exclusive
OR (EX-OR) device and the card ID of a leading
effective 8-byte portion of the user card 13 is
added to the other input of the EX-OR device.

Then an encryption processing (for example,
FEAL) 123 is performed, by the encrypting device
in the security module 122, with the use of an 8-
byte code plaintext and the base key as an encryp-
ted code in which case the code is generated from
the output side of EX-OR device. The encrypted
word (8 bytes) of the output information is em-
ployed as an individual key.

Finally, the SA card 12 transmits the individual
key to the user card issuing machine 20. The user
card issuing machine 20 receives the individual key
and writes it onto the user card 12.

A brief explanation will be given below of FEAL
as used for encryption made according to the
present invention. SHOJI MIYAMOTO [FEAL-8 En-
cryption algorithm] is disclosed, as FEAL above, in
an NTT Practical Research Report vol 37, No. 4/5.

FEAL is an argorithm-opened type secret key
code, that is, a code which is characterized by a
high-speed processing. The same key is employed
for encryption and decryption and dealt with as a
secret. The processing speed is of the order of 120
Kb/s under a program of 0.7 K byte as described
by an assembler for a 16-bit microprocessor (8086)
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and of the order of above 20 Kg/s under a program
of 0.4 byte for an 8-bit microprocessor for use in
an IC card. In this way, FEAL is smaller in a
program size and faster in processing speed and is
fitted for software processing. Therefore, it is fitted
for a code function built in the G card.

(2) Individual Key Management Feature at the Op-
eration Service

If both a given user card 13 and key are
required for various authentications by holding a
base key in the SA card 12, the SA card 13 can
generate an individual key for the user card in
communication, the way of which is as shown in
Fig. 3.

A sequence of an individual key generation will
be done, for example, in the following way.

(a) 8-byte data is generated with a predeter-
mined KID + file name.

(b) The 8-byte data generated at (a) and the
leading 8 bytes of the card ID of the user card
are EX-ORed together.

(c) A result obtained by the processing (b)
above and 8-byte base key are input to the
encrypting device 123 in the security module
122 to perform an encryption process, and an
output encryption serves as an individual key.

(E) Mutual Authentication of SA Card 12 and User
Card 13

(1) Principle of Mutual Authentication

By the "party's authentication” is meant such
an authentication that the secret key to be authen-
ticated is the same as that on the authenticated
side, by utilizing their code, without being directly
identified to each other. The mutual recognition of
the party's authentication is made from both par-
ties, the algorithm of which is as follows:

@ A recognizing party transmits generated

random numbers to the recognized side.

@ The party on the recognized side encrypts

the random numbers, thus transmitted from the
recognizing party's side, with the secret key and
sends a result back to the recognizing side.

® The party on the recognized side also
independently encrypts the transmitted random
numbers with his or her own secret key and
compares it with the random numbers sent back
from the recognized side.
@ I there is a coincidence between the two,
the original random numbers are common be-
tween the two, meaning that both the parties
have a common secret key. It is thus possible to
recognize each other's irue identity on the rec-
ognized side.
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(2) Example of Mutual Authentication

if the aforementioned steps are implemented,
as the "mutual authentication”, on the form of an
SA card-to-user card command/response, it will be
as shown, for example, in Fig. 5. Let it be assumed
that K1 represents a common secret key for
authenticating the user card by the SA card and
K2, a common secret key for authenticating the SA
card by the user card. The SA card generates
random numbers R1 and transmits them as a com-
mand to the user card on the recognized side. The
user card generates different random numbers R2
and regards them as a response. Then the SA card
encrypts R2 with a key K2 and transmits a result F
(K2, R2) command to the user card. The user card
compares a result of encryption made by itself for
R2 with a result of reception and regards a result of
comparison as a response, that is, a result of
authentication made by the SA card for the SA
card. Further, if, here, the authentication is correct,
the user card encrypis R1 with the key K1 and also
transmits a result F (K1, R1) as a response. The
SA card also encrypts R1 with K1 and uses a result
for comparison. This is an authentication made, by
the SA card, for the user card.

(F) When Result of Mutual Authentication Between
SA Card and User Card Is Returned to Service
Terminal

The service terminal initially transmits random
numbers R to the SA card. When the SA card
sends a result of mutual authentication for the user
card back to the service terminal, it is done so
together with f(R) as a simple function f(x) (for
example, f(x} = x+1). The random numbers R and
function f are kept in secrecy against the user card.
Even if a masquerading response indicating that a
mutual authentication is OK is sent from the user
card directly to the service terminal, the party on
the service terminal is not deceived by that re-
sponse. This sequence is shown in Fig. 6.

(G) Massage Authentication by SA Card
(1) Principle of the Massage Authentication

In accordance with a MAC generating algo-
rithm, a MAC is prepared from a transmitting mes-
sage with the use of a secret key common to the
parly on the transmitting side and that on the
receiving side. MAC and data are transmitted to the
receiving side. The party on the receiving side,
similarly, prepares its own MAC based on the re-
ceived massage and, if there is a coincidence
between that MAC and MAC prepared on the trans-
mitting side, he or she can confirm that the re-
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ceived massage is not tampered with.

It is also possible to make the following mas-
sage authentication. The party on the transmitting
side transmits only a massage to the receiving side
and the receiving party prepares MAC from the
received massage and sends it back to the frans-
mitting party. The transmitting party independently
prepares a MAC from his or her own fransmitted
massage, compares that MAC with MAC prepared
on the receiving party and can confirm whether or
not the massage has duly be received. Figs. 7A
and 7B show the message authentication action as
set out above.

(2) Example of the Massage Authentication

The service provider implemenis a massage
authentication relative to the user card with the use
of the SA card as will be set forth below. Here it is
assumed that the SA card and user card have a
common secret key Km for massage authentica-
tion.

As shown in Fig. 7C, the service provider (an
operation service terminal, etc.) transmits a mes-
sage M to the user card. The user card generates
a MAC based on a received massage M with the
use of its own KM and sends it back to the service
provider. The service provider transmits an initially
transmitted massage M and received MAC to the
SA card and requests them to make a massage
authentication there. The SA card prepares a MAC
based on the received M with the use of its own
Km, compares it with the received MAC, performs
their massage authentication and sends a result of
authentication back to the service provider.

(H) Mutual Transaction Authentication between SA
Card and User Card

(1) Principle of the Transaction Authentication

The transaction information is a date of frans-
action, article code, unit price, quantity, and others.
The "ransaction authentication includes an action,
such as the specifying of a card used in a fransac-
tion of interest, confirming of a validity of transac-
tion information, etc.

The issuing of the respective cards is carried
out as will be set forth below.

@ At a Time of Issuing the SA Card

An individual key for the SA card is generated
with a secret parameter (a base key for the SA
card) known by the SA card issuing machine, and
set.

@ At a Time of Issuing the User Card
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An individual key for the user card is generated
based on an individual key generation base key set
in the SA card, and set.

For the aforementioned transaction information,
the SA card and user card prepare their TC's
based on a TG generation algorithm with the use of
the individual keys set at the issuing state. Let it be
assumed that TC of SA card and that of the user
card represent TCsa and TCu, respectively.

TCsa is conserved in the user card and TCu is
con-served in the SA card or a service provider,
host computer, etc., having the SA card, both being
employed to prove a transaction.

(2) Example of a Sequence of Transaction Authen-
tication

A processing sequence of transaction authen-
tication will be explained below, assuming an actual
transaction of purchasing goods in the store and
making a payment for the goods with the use of an
IC card. Fig. 6 shows the way of how fo process, in
the system, ftransaction information, information
generated for authentication, etc.

@ Transaction information, such as the number
of purchased goods, amount paid and transac-
tion date, are input to the peripheral terminal
and displayed on a display unit.

® The transaction information is transmitted to
the user card.

® In the user card, a transaction authentication
card TC (TCu) of the user card is generated.

@ TCu is transmitted from the user card to the
terminal.

® The transaction information is transmitted to
the SA card.

® In the SA card, a transaction authentication
code TCsa of the SA card is generated.

@ TCsa is transmitted from the SA card to the
terminal.

History information 1 (ID of SA card +
fransaction information + TCsa) is transmitted
to the user card.

@ The history information 1 is written info the
user card.

History information 2 (ID of the user card +
fransaction information + TCu) is received at
the terminal and stored, for example, in a disk
host.

@D The history information 2 (ID of the user card
+ fransaction information + TCu) is transmitted
to a printer and delivers a receipt sheet as an
output.

(2 For further transaction to be performed, the
aforementioned sequence is repeated and, at
the end of the transaction, an end sequence is
carried out.

As evident from the above, the present inven-
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tion exhibits specific effects as will be set out
below.

(@) Since TCu is generated based on a TC
generation algorithm with the use of the transac-
tion information and individual key specific for
each user card, if the party reviews the transac-
tion information and TCu, then he or she can
identify the user card with which the transaction
is carried out.

{b) The card ID, transaction information, etc. of
the user card can be stored in the store, system
host, etc., and can be used for establishing that
a transaction is surely conducted with the user
card involved in which case the information, etc.,
are authenticated with the use of the SA card,
etc. Even if the transaction data of the user card
is to be tampered with or illegally used after
transactions, any illegal action cannot be done
because the illegality of data involved is de-
tected by the transaction authentication using
the SA card.

(c) With the individual key provided for the SA
card, TCsa is prepared for the transaction in-
formation with the use of the individual key and

can be stored in memory at a transaction history
area of the user card. Since a client can prove
any specific transaction in any specific store, it
is not possible to, after the end of the transac-
tion, tamper with the transaction data, or carry
out any illegal transaction, on the "store" side.
Whether or not TCu and TCsa as generated
from transaction information are true can be proved
utilizing a public facility, not a client or a store, as a
third-party- institution. By so doing, it is possible o
implement the same security system as that for a
digital signature system and to provide an excep-
tionally high exaciness of transaction data as well
as a high safety with which the transaction can be
carried out.

[Industrial Applicability]

The present invention can be applied to an IC
card service system, in general, including a finan-
cial system and so on by gaining access to a
computer center, etc., from the terminal, perform-
ing a coded communication via a personal com-
puter network, or carrying out a credit transaction
with the use of an IC card.

Claims

1. An integrated-circuit (IC) card for security au-
thentication which includes an information pro-
cessing unit, such as a microcomputer, and a
memory for storing a program, which is char-
acterized by comprising:

a security module for generating an in-
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dividual key and carrying out various authen-
tications; and

a programmable read only memory which
stores an algorithm having an individual key
common to other user IC cards, the individual
key being usable at a time of authentication,
and a base key.

An integrated-circuit card service system char-
acterized by comprising terminal means for
allowing a predetermined intercommunication
between an IC card for security authentication
as claimed in claim 1 and a user IC card, the
authentication of the user IC card being able to
be done without being referred to a center side
from the terminal means on-line.
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