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olsl, E WAA ] HEH THES Fxdte] 2
7} ol sk AAjdEel o AgEAY H =
AE e

$A, & @yl wjFe] H&= 7l&d ds] Ay,
!
Fs 4 A2 (ASR)2 QI7te] A4S 4sta o]5 HAE Aow FHse 7|&S v|dtl. tE4<l ASR
A ='E o Z(Apple) 9] AlEl(Siri), A/ (Samsung)®] ¥ 2=H](Bixby), T& ©JAEBE(Google Assistant),

IBM Watson Speech to Text, 1#]3l Mozilla DeepSpeech ol UTh. ¥ WA A 7]&d A4 = AR Al
22810 2 DeepSpeechS A E5}H3t.

pN
it
o

s}

24 912 (Automatic Speech Recognition. ASR)

N

S AhA oA (Audio Adversarial Examples)

DeepSpeechE Wl o = = Aty 32 diglF(adversarial attack algorithm)o] Aot u} 9lth(Nicholas
Carlini and David Wagner. Audio adversarial examples: Targeted attacks on speech-to-text. In 2018 IEEE
Security and Privacy Workshops (SPW), pages 1-7. IEEE, 2018.). ©]#3F ¥Z-& Nicholas Carlini 59 &
A (Nicholas Carlini, Pratyush Mishra, Tavish Vaidya, Yuankai Zhang, Micah Sherr, Clay Shields, David
Wagner, and Wenchao Zhou. Hidden voice commands. In 25th {USENIX} Security Symposium ({USENIX}
Security 16), pages 513-530, 2016.)& A7l Ao},

Over—the-Air W% &7 (Over-the-Air Adversarial Attacks)

AdE oY AdlA oA (autio adversarial examples)& =T vlo]AE &3l ZHF317] olsA = RI=
Al 715 Fdete]l dutsojop gt ey, obFd M-S HeA il A AAlE 29AE Fall ol
stal o5 wholam ARG, $ALS AHs] kA Ee Zolth. o] over—the-air 7]so] F83F o]
o]t}. RIRs(Room Impulse Responses)E& ©]83Fi= over-the—air 7]&°] $lt(Lea Sch ™ onherr, Thorsten
Eisenhofer, Steffen Zeiler, Thorsten Holz, and Dorothea Kolossa. Imperio: Robust over—the-air
adversarial examples for automatic speech recognition systems. In Annual Computer Security
Applications Conference, pages 843-855, 2020.). X3l MetamorphE ©]&3}] over-the-airE =&3AY
(Tao Chen, Longfei Shangguan, Zhenjiang Li, and Kyle Jamieson. Metamorph: Injecting inaudible commands
into over—-the-air voice controlled systems. In Network and Distributed Systems Security (NDSS)
Symposium, 2020.) ¥4 LuEF AANE AsA ®sAZHoZMN over-the-airg FETF=  HH (Mohammad
Esmaeilpour, Patrick Cardinal, and Alessandro Lameiras Koerich. Towards robust speech-to-text
adversarial attack. arXiv preprint arXiv:2103.08095, 2021.)¢] At}.

ot A, & wHel A AksHE /I WEel thatel A,

T2 Aye] @ (Attack Scenario)
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(attacker)= AT Ex AdE HHL F9<4(radio frequency)olA © 73+ AlZ(a stronger
signal )& Ao 24 AFZE &lo]A(hijack)T 4 Yrt. A5E 2ot (music)olAY ©<d] @AY= 4T
A F Ak Fag He A5 54X ARE=(hidden sounds) & %‘ﬂb A2 dAes Aoltk. Foto] 1t
27 gte 2ol A EdolHAY e Aelrt Edoldnhd A E wAM F doy, E@AAE AU e
A= AErt £4 @vka Azt ¢ 7] wEd & ﬂiﬂr% s @R3AYE 28U o #2239
4 FE dY
T4 AU e AT EX JFE dHSE & dEA g7 o9&, IJAXIE En Y gUHeE ¥
A7y G JquH FARAE FIeE FAS F dvk. a2y, A B3 JE JUSE FAAVE ¢
AA FrhA FAAE EE 4EZl g FR5E AT ERN TEAS AET 3 FTHAE 3Rl
Z} Aoz TAd AEE FAFoEN FAS FAFALY FAE ol A= FBANA LA AEE

FANG FAVE IREY QHUYER FAE] 7] Wi, AAdE g AlE(radio wave)T =

) JEks WS How dast £ . FriHor | v @742 =o]Z(environmental noise)”}
52 A (demodulation process) ool Alzo] F&gS & 4 vk, AUH dAE HL wol=2E FUlgeR
A AR wiEe, Aol A= |- e g ok, wEkA, AdlA A7 wol=d oigk A&
S ZEA qgFE &V A% g AFES AYsgint. shve] HFER AU AAE 2T N BH S
Z(FM radio waves)E $4l5tal Oh2 AFHEZ UL AIZE FAI/EXSE A4S Adgselnt. Ade Jgys
o] Fofl, Fubg HEH AT7F AR AlaE 9F)] QA=A AqRE BAFAET.

~
D

rlr
[
o,
o N

>

A
Auj
to
=
lobx
KN
(e
>,
fof
=
Auj
Anj
o
&
sl
=
}01'
=
=
.’:S
.’:S
ba
=
=
)
%)
bg
=
oy
)
.
oy
o
oy
[N
o
%
—
oy
~
S
=

i)

Eol AFAf ¢relA gtHeE Evth. AlRbste 4 AldElert Awsty] fsiAe, Az

= s EA vE Zavt olE Hdl, gy W

Hoh o g PN AlSE $218 S Adeth. oy s Wi EE}E} A= oA FA

= A4S MAH @ (capture effect)t EHT. F 719 o AE

2 = ’Li o 9 ZAsiud, o2 e AAE et F

()2 o7 2ol xdET. 74, Vi, (1) 2L
elo] Al

/‘\li‘%‘ 9]13]?—5}_1—1 Vadx(t)\__ —g‘ }\]

19
r> 24 ofy oy
RV . 1)

5, % Avd $Aol

R

Vir (t) = Apy cos (27 fet + 27ky fa:br (t)dt)

[

54 2]

n

Viado(t) = Aadw cos (27 fot + 2k gan /xadv(t)dt)

Vall(t) - Vb'r'(t) + Vadv (t)

A7) FrEkAo A A%} f = FF el W A3 ol g7 (amplitude) @t 4 F34(center frequency)E 2|H]

3taL, x(t)+ YL $94417](radio transceiver)ZFE2] &3 (sound wave)E QW|3tt}t, 32 Alupe] oA,
V() AR 2o #uort FAlsts Alas 9usteh. mEbA, A, 2o & AyE S8 H, 25

gt ool Hxse Azs o4 o]l © ere AuiA oAl x,(t) #olut.
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& wo]lzd did A& (Tolerance to Other Noise)

A3y FAHA HE wo]=Eo] Y 4 v}, Ad=o] 3 Ay A= Hiromu Yakura 59 A7 (Hiromu
Yakura and Jun Sakuma. Robust audio adversarial example for a physical attack. arXiv preprint
arXiv:1810.11793, 2018.)o]A Zo}E 4= v}, Hiromu Yakura %< Band-pass filter, Impulse Response, %
White Noise(¥+ White Gaussian noise) A7HA] WS o] &3},

A HHEL FJo]E wo]Z(yhite noise)d S wol=oE= AU 4 gk, aH Y, o]E 3 WEHE o &
St717F oo o whE F Awehx] etk mebs, 7 mo]lZ=(environmental noise)E At FW
Ao &8 E a8t 84 wol2E F5F vt o] Wi ek Wjo|tt. AjbsteE e AL
Hdol Ads F3 THE .

AAA AHL white Gaussian noisedll 8] AR ZhZ oA, Aests &7 wo|=E o] &3to] AAHHE
A oA, B oF 7 BHE BF ARSSke] AR AtA oAlE vasts Zolth. k24, 34 wol=2E

oj-gstol AA A BAst= FA ] A E 3
THA AES 27 e} vpo]a Atole] Aol wE AQotmo] Wt JLE st o
o

AAR A AFa7t 3 FAS 7P, 238 F2A AR ATE 583 3 wo|2E o5l A
A A4 o Al9} Gaussian white noiseE ©]-&38l] AAE A A7} SAFA AFolA] S o= A
s 7Hgskar Aol gt
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27F ot g WEse] RE FusE i
88Hz9k 100Hz Aolell mol irh. welbd, ¢ BE FuFs ow ¥

olstl A, Wyl og AWl Hrtol ) FE et

37 <H](Attack Preparation)

Aekah= AAFA AF Zdle DeepSpeech(Awni Hannun, Carl Case, Jared Casper, Bryan Catanzaro, Greg
Diamos, Erich Elsen, Ryan Prenger, Sanjeev Satheesh, Shubho Sengupta, Adam Coates, et al. Deep speech:
Scaling up end-to-end speech recognition. arXiv preprint arXiv:1412.5567, 2014.)°]t}. 2&]al, 2T]Q
A& ¥ 27 (Nicholas Carlini and David Wagner. Audio adversarial examples: Targeted attacks on speech-
to—text. In 2018 IEEE Security and Privacy Workshops (SPW), pages 1-7. IEEE, 2018.)<& ©]&3}3th. A
=+ P o)A (Audio adversarial examples. https://github.com/carlini/audio_adversarial_examples.)oll
F/M=E ] Advt. HackRF One(Hackrf one. https://greatscottgadgets.com/hackrf.)o] Al+=E A%3sl7] 93
o]-&¥ Tt &2 iPhone 119 7] =55 P& o|&sto] xI@HATt. iPhone ¢ 7] EH
olt}. wtebxl, FFmpeg(Ffmpeg. https://www.ffmpeg.org.)E ©|83}o] wav extension® & w3l

HhA oAl 16000 Hzolal, o]+ 48000 Hz2 Ao, oS5 Wy Y soxZ o] &3ttt

mda extension

).E
rlo

DeepSpeecholl W&+ # 2 (Attack DeepSpeech)

Adsl= T4 AU LE 31717 3, AAAR dofd 2 AdE AETt B HEwe] ANsE oA
T AEA AJR(ZF, © 43 AR oJR)E A= Ao|t). Billie Eilishel bad guyE 30dBE 44135k
o2 & 5L £ A=A AT, 28]ar, Maroon 59 SugarE 60dBE £AI8 W), bad guy:E F S9A ¥
Sugar R & 4 AQTE. olE By} Al gotry] fEte], ZF o] H5EUA S (waves)= HALE L
t}. o= & 3o Z=AHO] tt. Sugaret EF(both)E vlWEE WS Ay B, bad guyeE A3 HolX
Bomn 2L wolz2Rks A A S-S B F vt oglg wol=2E A4 FAd Fag JATS vAA= &
=t

FM 2ttj @] A= =ZA7](field strength)+ 60°]7] wjioll, Aty FZ2S 9a|A= olwnt}t ¢ A3 A7|E z2te

A8 A oARS AuEY. AA, A4 dA2 5
AFEd sl A7gE ). DeepSpeecholl 93l A=, o]

fr oo
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©ovkeh dAFE Bkt

Sol Agol ABELE, SaAE FAES A WA 4 ‘
A9 trjolst mrjel E2 Aolel, Hebd APe mu Eol W ohol2s ol &stel REUT.
ol

N oo N o
TR = e

o] AgA AAE 553 F H5E AdA dAE DeepSpeecholl E#olskaL, DeepSpeechell ]3] Q148 &
TAS A= 2l iste] &7 wmojzel td AFE wwsdnk. A Avks = 49 el 8.9
AT ARZE 7heH 87 ol 2E ket b ot 2 AeeiArt, Azt o] we) # o]
shEd A ves & 5 dn

gEew, AsArt 23 4
glitch, rattling sound”} ©]

AF Ade ® 5l BAE Sl

T 62 2 dyel o AAde w2 Adlg oA g A9 7e B Lol
% 68 #xsd, Aoid oA AL FA(10)= o)== FAF(110)9F AA oA AAdF(12)E g3, A
Aloflof] wel, A dA A F2(10)= HEF(130), A4 F45(140), @ AFE(150) T FoJx= 3kt
oS e 4 k. T3, AdlF oA A A (10)7F HEF-(130)¢F Add AR (1400 28 A,
A oA A FX(10)= Aud 34 FAZ ¥Ed 5 .
A dA A FX(10)E Holk ZERAN Z/Ee RS ¥3dste AFE FXE 7= 5 Adu. AF
Y %A= PC(Personal Computer), $® FAFH, HEH PC, A T& x4 4 U}
o]z FAE(110)E ¢ $4 Yy wolz gds At wolzyl FrdE (") 24 dds e
T Ak, g 4 e 2A ZHx gdE2H, 59 Y 5& guE § oy, B #dgo] o] Aty
= AL oy, dE A gdel| e Felxe] ygo] Fa% AL ofy Tk, kol= e vy =
S50 AFF(150) ] AFE ] A& 5 ATk,

& #18l, wol= FAHF-(110)= AGF(150)0d AFE o Je 559 98 4 JFdE F o= shet A%
F(150) 0 AFEo] = HF wolx HdE F ol UE AYd 4 Jrh. EZH, wol= AAF(110)+
T oA BYE £ Y, wolx Fd)S AFer] Aol 5 mde Aol(Azt o], S A AZHE 9n]
s 37t FYSIES T 2 9 F ot 1 24 ddY dolE F4aA2 Fr Y

oA oAl AT (120) 7ol A oA B4 darelgs o] &dte] wol=rt A E 24 ddEFH A
A dAE AT 5 Ark. A AAldel o, A A AFF(120)= w=ol=rt EE &4 ﬁ}%‘oﬂ o i
AA 3AE ANt AdiA dAE A4E & ATk, A4 A= Nicholas Carlini &

Carlini, Pratyush Mishra, Tavish Vaidya, Yuankai Zhang, Micah Sherr, Clay Shields, David Wagner, and
Wenchao Zhou. Hidden voice commands. In 25th {USENIX} Security Symposium ({USENIX} Security 16), pages
513-530, 2016., H+= Nicholas Carlini and David Wagner. Audio adversarial examples: Targeted attacks
on speech-to-text. In 2018 IEEE Security and Privacy Workshops (SPW), pages 1-7. IEEE, 2018.)¢] o]&=
T Atk 2Eu, 2 2] ARSI olol AFEE AL ofym, AiF dAl= 71E9 9y & VHE
T Aok suE o] &ate] AE + Ut
MAER(130)E A4 Aol 242 WE(odulation) 7HE Agee] wrs £4 NEE 44T & Ao,
oA, ¥EF(130)= M Y AEE AFst7] A8l AHE-5 = FM(Frequency Modulation, T34~ ¥

2 olgatel 249 Fop(EE 2o R4 Fie)E 2t Mzd &4 AEE AT 5+ Ak
EE, WMEP(130F MEE &4 AB9 AN v AAA g 2 g 2AY, due gE s
9 gl ASHE e Ao AV B 2 g 2ES A28 24F F Ao

Auld FAR(UOE MEF(13009] o) AR ME &4 AEE AT 5 Ak, dad, wed g4 A
w9 BAS Aol uElAolA Asg, AP eAAt 54 AAsa Y Folg S (AEE, o
B8 pC )7 4 oA

_9_
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2 e g ges YYEe dolHst A48 £ Ak, EF, AFRUOINE A¥ 34 U, o=
(110)9] ols) 44T w0l =7k Prke g4 A, AhH el (12009 s 4P
(1309 o3 WxE 24 e Fol A9E 5 A,

olfell A AHE FA = =] A 84, AZEC] A4 84, B/EE dt=do] 4 84 ¥ AT ES
of 74 249 FJFor FEE F Uk, odE Bol, HAAdEANA AWE A L 7 84 E, odE 5o,
I2AAM, ZEEY, ALU(Arithmetic Logic Unit), YAE Al X2 AMA(Digital Signal Processor), ®}o]=
27 %¥, FPA(Field Programmable array), PLU(Programmable Logic Unit), VlO|AZZZAAN, H WHH
(instruction)& APt FHFE ¢ e thE oW FX o} o], st o] WHE HAFH T S+ 54
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